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STANDARD STUDENT DATA FRIVACY AGREEMENT Varsion 2.0

This Student Data Privacy Agreement ("DPA") is entered into on the date of full exscution (the “Effective Data®)
and is entered into by and babwean:

[ Sherwood School Districs 1l

located at [ 21930 SW Sherwood Bivd., Sharweed, OR 97140 1 (the “LEA")
and

[ NCS Pearsan 1

located at [ 5801, Green Valley Drive, Bioomington, MN | {the "Provider").
PREAMBLE

WHEREAS, the Provider is providing educalional or digital Services, as definad in Exhibil "A", to LEA, which
Services may include: (a) cloud-based Services for the digital storage, management, and retriaval of pupil
records; and/or (b) digital educational software that authorizes Provider to access, store, and use pupil records;
and

WHEREAS, the Provider and LEA have entered inlo a Service Agresmant [as defined herein), o provide cerain
Services to the LEA as set forth in the Service Agreement, and this DPA (coBactivaly the “Agreement”),

WHEREAS, the Provider and LEA recognize the need to protect parsonally idantifiable student information and
plher regulated data exchanged between them as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act 'FERPA") at 20 U.8.C. 1232g {34 C.F.R. Part 89); the Pratection of
Pupil Rights Amendment ("PPRA™) at 20 U.S.C. 1232h; and the Children’s Online Privacy Protection Act
("COPPA") a1 15 U.5.C. 6501-6506 (16 C.F.R. Pan 312),

WHEREAS, the Provider and LEA desire 1o enter into this DPA for the purpose of establishing thelr respective
obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

General Offer of Privacy Terms.
The Provider has signed Exhibit *E” to tha SDPC Standard Clauses, otherwise known as "General Offer of
Privacy Terms” enabling other LEAS to enter into the sama terms of this DPA with Provider.

Special Provisions. {Chack if Required)
L1 Ifchackad, tha Supplemental Stale Terms attached hareto as Exhibit *G" are heraby incorporated by
referance inio this DPA in thair entirety.
If the Parlles dasire lo change any terms, use the Vendor-Specific’ Agreement or 'Dislncl-Modilied” Agreameant,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsian 2.0
The designated representative for the LEA for this DPA is:

Name:  grady Strutz Title:  pirector of Technalogy

Address: 21520 SW Sherwood Bivd,, Sherwood, OR 97140

Phone.  sps mos-sons Email  puruz@anermocd k12 or.us

The designated representative for the Providar for this DPA is:
Mame: Randall Trask Title:  SVP- Clinical Assassments

Address: 5601, Green Vabey Drive, Bloomingion, MM

Phane: Email; legaltscidpearson.com

IM WITHESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: [  Shenwcod School Daic : |

signedBy:  Brady Strutz S imre i Date: A2

Printed Name: prady Stz Title/Posiion:  pirsetor of Tachnoiogy

PROVIDER: [ NCS Pearson !

Signed By: g Date: 01/13/2025

Printed Name: Randall Trask Title/Position:  SVP- Clinical Assessments

Each Party is responsible o promptly natify the other Party of changes to the notice information,

MWotices to Provider Motices to LEA
(G . il [ Shenwood School Blatict < 1
[ 5801, Groen Vallay Drive, Bicomingion, MN ] [ 21920 W Sherwood B, Sharwood, OR 67140 ]
{ gaigpe i Sk PR, . ]
With a copy to (il provided): With a copy to (if provided): )
[ Michae! Walsh TR | [ : P ]
[ 580, Green Valley Drive, Bloominglon, MNProvider Legai G [ : ]
[ legattscipenarman.com ] [ 1
Security Notices to Provider (Required per Secton5.3)  Security Notices to LEA (Rewued per Soction 5.3 _
[ Gary Hayes ] [Sherwood School District |
[ Divectar of Data Privacy ] [ LEA Security Rale Loy .f
[ 8804, Grean Valey Cuive, Bloomington. M | [ 21520 SW Sherwood Bivd.. Shaerwood, OR 57140 i
: ]

[ legahseg@pearmon.com [ bstnutzgisherwood ki orus
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STANMDARD STUDENT DATA PRIVACY AGREEMENT Varsicn 2.0

STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

1.1 Purpose of DPA.

The purpose of this OPA is to describe the duties and responsibllities to protect Student Data including
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended
from time to time. In performing the Sarvices, the Provider shall ba considered a School Official with a legitimate
educational interest, and performing Services olherwise provided by the LEA, With respect to its use and
maintenance of Student Data, Provider shall be under the direct conlrol and supervision of the LEA as set forth
in this DFA and the Service Agresment,

1.2 Description of Products and Services.

A description of all products and services covered by the Agreement, and information specific to this DPA, ara
ligted in Exhibit “A", If a Provider needs to update any Information on Exhibit *A" (such as updaling with new
provided services), they may do so by completing the Addendum tempiate provided by the A4L Community and
sending a copy to the LEA,

Provider may add or delete products or services subject to this DPA under the following circumstances:
1. Deleted products or serdices: The products or senvices have been discontinued and are no longear
available from the Provider,
2,  Added products or sendces: The added products or services are either,
a. a direct replacement, or substantially equivalent to the orginal products or services listed in
the DPA, or
b. the added products or services result in enriched new or enhanced capabilities, new modules,
technology advancements and or service categories relating to the listed products or services
that Provider did not have at the time the DPA was signed.,

If an added product or sarvice requires additional Data Elements, Provider must complete the relevant portion
of the Addendum template to update Exhibit “"B”.

Provider may not make any change to Exhibit “A" via an Addendum, except adding or deleting products or
services. LEA |s under no obligation to acquire added products or sarvices, and has no ability under the DPA to
prevent delefion of products or services. Subject 1o the limitations in this section, an Addendum is automatically
incorporated inta this DPA when LEA, is nolified by Provider, In accordance with the notification provisions of this
DPA, of the Addendum’s existence and conlants.

1.3 Student Data to Be Provided.

In order to perform the sarvices, the Provider shall process Student Data as identified by the Provider in the
Schedule of Data, attached hereto as Exhibit "B". Student Dala may be provided by the LEA or created by
students, as set forth fully in the definition of Student Data in Exhibit "C". f @ Provider needs fo update any
information on Exhibit “B*, they may do so by completing the Addendum template provided by the AdL
Community and sending a copy to tha LEA

Provider may deleta data elements from Exhibit "B" if they are no longer used by the Provider.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

Provider must add dala elements o Exhibit "B*, when a materal change has occurred, regardless of whether
the added data elements are either one of the following:
1.  used o betler deliver the orginal products or services listed in the DPA, or
2.  usad to deliver added products or services that result in new or enhanced capabilities, new
modules, tachnology advancemenis and or service calegories relating to the listed products or
servicas that Provider did not have at the time the DPA was signed. Such new products or services
must ba designated in the Addendum template as changes to Exhibit "A",

The Provider must notify the LEA, in accordance with the notification provisions of this DPA, of the existence
and contents of an Addendum modifying Exhibit "B°, The LEA will have thirty (30) days from receipt to object to
the Addendum. If no written objection is received it will become incorporated Into the DPA bebween the parties.

1.4 DPA Definitions.

Capitalized tarms usad in this DPA shall have the meanings set forth in Exhibit "C". With respect to the treatment
of Student Data, in the event of a conflic, definitions used in this DPA shall prevail over terms used in any other
writing, including, but not limited to, the Service Agresment.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

2.1 Student Data Property of LEA.

As balween LEA and Provider, all Student Data processed by the Provider, or crealed by students (as set forth
fully in the definition of Student Data in Exhibit "C"), pursuant to the Agreement is and will continue to ba the
proparty of and under tha control of the LEA. The Provider further acknowledges and agrees that all copies of
such Student Data procassed by the Provider, including any modifications or additions or any portion thereof
from any source, are also subject to the provisions of this DPA in the same manner as the original Student Data.
The Parties agree that as between them, all rights, including all intellectual property rights in and to Student Data
contemplated per the Service Agreement, shall remain the exclusive property of the LEA.

2.2 Parent, Legal Guardian and Student Access.

The LEA shall esiablish reasonable procedures by which a parent, legal guardian, or eligible student {as defined
in FERPA) may review Student Data and request delaetion or modification, and request delivery of a copy of the
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may
aocess, and correct if necassary, Education Records andior Student Data, and make a copy of the data available
to the LEA or (at the LEA's direction) to the parent, legal guardian or eligible student directly, If the LEA, is not
able to review or update the Studant Data itself, Provider shall respond in a reasonably timely manner (and no
later than thirty (30) days from the date of the request or pursuant to the time frame required under state law for
an LEA to respond to a parent, legal guardian or student, whichever Is sooner) to the LEA's request for Student
Data held by the Provider to view or cormect as necassary,

In the event that a parent or legal guardian of a student or eligible student contacts the Provider to comrect, delete,
review or request delivery of a copy of any of the Student Data collected by or generated through the Services,
the Provider shall refer that person to the LEA, who will fallow the necessary and proper procedures regarding
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

the requested information. In the event that any persen other than those listed contacts the Provider about any
Student Data, the Provider shall refer that person to the LEA, except as provided in Section 4.4.

2.21 This NDPA does not impede the ability of students to download, export, or otherwise save or
maintain their own Student Generated Content directly from Pravider or for Provider to
provide a mechanism for such download, export, transfer or saving to students, or the
student's parent or legal guardian. Mor does it impede the abiity of Providers to offer LEAS
features to allow such ability,

229  |n the event that Student Generated Content Is transferred to the control of the student,
parent or legal guardian, the copy of such Student Generated Cenlent that is in the contrel of
such parson is no longer considered Student Data.

2.3 Subprocessors.

Provider shall enter into a Subprocessor Agreement with all Subprocessors performing functions for the Provider
in order for the Provider ta provide the Services pursuant to the Service Agreament, whareby the Subpracessars
agree to profect Student Data in a manner no less stringent than the terms of this DPA. Every Subprocessor
Agreament must provide that the Subprocassor will not Sell the Student Data. The terms of a Subprocessor
Agreement shall not be materially modified by the Subprecessor unless nolice is provided 1o the Provider.

ARTICLE Ill: DUTIES OF LEA

3.1 Provide Data in Compliance with Applicable Laws.

LEA shall use the Services and provide Student Data in compliance with all applicable federal and state privacy
laws, rules, and regulations, all as may ba amanded from time to time.

3.2 Annual Notification of Rights.

If the LEA has a policy of disclosing Education Records and/or Student Data under FERPA (34 CFR §
99.31(a)(1)), LEA shall include a specification of criteria for determining who constitutes a School Officlal and
what constitutes a legitimate educational interest in its annual notification of rights.

3.3 Reasonable Precautions.

LEA shall employ administrative, physical, and technical safeguards designed to protect usernames, passwords,
and any other means of gaining access to the Services andfor hosted Student Data from unauthorized access,
digclosure, or acguisition by an unauthorized person.

3.4 Unauthorized Access Notification and Assistancae.

LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach to the Bervices, LEA's
account or any Student Data that poses a privacy or security risk. If requested by Provider, LEA will provide
reasonable assistance to Provider in any efforts by Provider to investigate and respond to such Data Breach.

D Accass 4 Loaming (A4L) Commundy. Al Rights Resenved Page | 6



STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
ARTICLE IV: DUTIES OF PROVIDER

41 Privacy and Security Compliance.

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Data privacy
and sacurity, and at the direction of the LEA shall cooperate with any state or federal governmant initiated audit
of the LEA's use of tha Sarvices.

4.2  Authorized Usea.

The Student Data processed pursuant to the Services shall be used by the Provider for no purpose other than
performing the Services oullined in Exhibit "A”, or as instructed by the LEA.

4.3 Provider Employee Obligation.

Provider shall require all of Provider's employees who have access to Student Data to comply with all applicable
provisions of this DPA with respect to the Student Data shared under the Service Agreement. Provider agrees
to require and maintain an appropriate confidentiality agreement from each employee with access to Student
Data pursuant to the Service Agreement,

44 Mo Disclosure.

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion theraaf,
including without limitation, user content or other non-public information and/or personally identifiable information
contained in the Student Data.

4.4.1 Exceptions to No Disclosure.

4411 This prohibition against disclosure will not apply to Student Data where disclosure is
directed or permitted by the LEA or this DPA.

4412 The provision to not sefl Student Data shall not apply to a Change of Control.

44,13 This prohibiticn against disclosure shall not apply to Student Data disclosed
pursuant to a judicial order or lawfully Issued subpoena or warrant,

4414 This prohibition against disclosure shall not apply to Student Data disclosed to
Subprocessors performing Services on behalf of the Provider pursuant to this DPA,

4415 Should law anforcemant or other govermment entities (Requesting Party(les)”) provide
a judicial order or lawlully Issued subpoena or warrant to the Provider with a request
for Student Data held by the Provider pursuant to the Services, the Provider shall nofify
the LEA in advance of a compalled disclosure to the Requesting Party.

4416 HMolification under 4.4.1.5 Is not required if the judicial order or lawfully issued
subpoana or warrant states not to inform the LEA of the request.

4417 Should the LEA be presented with a judicial order or lawfully issued subpoena or
warrant to disclose Student Generated Conlent or other Student Dala, the
Provider shall cooperabe with the LEA in delivering such dafa,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

4418 This prohibition against disclosure shall not apply to LEA-authorized users of the
Semnvices, which may include parents and legal guardians.

4,419 This prohibition against disclosure shall nel apply to protect the safety of users or
others, if and only if, an LEA employee who has specifically been authorized to
declare a health or safety emergency has dona so and all requirements under 34
CFR §8 99.31(a)(10) and 99.36 have been fulfilled by the LEA.

4.4.1.10 This prohibition against disclosure shall nol apply to protect the integrity or security
of the Servica, where such disclosure & made to a Subprocessor engaged by
Provider for the specific purpose of investigating a potential Data Breach as sel
forth in 5.4.

4.5 De-dentified Data

Provider agrees not (o attempt to re-identify De-ldentified Student Data without the written direction of the LEA.
Da-ldentified Student Data may be used by the Provider for those purposes allowed under applicable laws, for
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1)
assisting the LEA or other governmental agencies in conducting research and cther studies, (2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate
the effectivenass of the Senvices; and (3) for adaptive learning purpose and for customized student leaming.
Provider's use of De-ldentified Student Data shall survive termination of this DPA or any reguest by LEA to refurn
or dispose of Student Data. Except for Subprocessors, Provider agrees not to transfer De-identified Student Data
to any third party unless the iransfer is expressly direcled or permitted by the LEA or this DPA. Such
Subprocessors must be subject to equivalent terms of the DPA including this cne. Prior to publishing any
documant that names tha LEA, the Provider shall obtain the LEA’s written approval of the manner in which Da-
Idenfified Student Data is presented. If Provider chooses to creale De-ldeniified Data, its process must comply
with either NIST de-idenfification standards or US Department of Education guldance on de-identification.

4.6 Disposition of Data.

Upen written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data obtained under the Service Agreement, within sixty (60) days of the date of said request and
according to a schedule and procedure as the Parties may réasonably agree.

If the Pravider has a standard retention and destruclion schadule, that schedule shall apply to Student Data as
long as this DPA is active. The Provider's practice relaling to refention and dispesition of Student Data shall be
provided to the LEA upon request.

At the termination of this DPA, the Provider shall, unless directed otherwise by the LEA, dispose of, or delete
Student Data oblained by the Provider under the Agreement within sixty (G0) days of termination (unless
otherwisa required by law). Iif the Agreement has lapsed or is not terminaled, the Student Data shall be deleted
when directed or permitted by the LEA, according to Provider's standard destruction schedule, or as otherwise
required by law. The LEA may provide the Provider with special instructions for the dispesition of the Student
Data, by transmitting to Provider Exhibit "D", attached hereto. The duty of the Pravider to dispose of or delete
Student Data shall not extand to De-ldentified Data or to Student-Ganerated Content that has been transfarred
or kept pursuant to Seclion 2.2.2,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
4.7  Advertising Limits.

Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, influence, or enable Targeted
Advertising; (b) develop a prafile of a student, family member/guardian or group, for any purpose ather than
praviding the Service ta LEA; or (c) for any commercial purpose other than to provide the Service to the LEA, or
as authorized by the LEA or the parent’guardian. Targeted Advertising is strictly prohibited. However, this section
does nol prohib® Provider from using Student Data (i) for adaptive leaming or customized student leaming
(including generating personalized leamning recommendations), or (i) to make product recommendations to
account hodders that ara not considered Targeted Advertising (this exception does not apply where the Provider
is refying on the LEA to provide consent on bahalf of the parent under COPPA); or (iii} to notify account holders
about new education product updates, features, or Sarvices that are not considered Targeted Advertising or from
otherwise using Student Data as permitied in this DPA and its accompanying exhibits.

Bafora making product recommendations under section (i} above, Provider must disclose the existence of those
recommendations to LEA in writing, In sufficlent detall that LEA can fulfill any obligations under applicable law
(e.g. PPRA),

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Student Dala is stored outside the United States, Provider will provide a list of Countrias whera dala ks stored,
in Exhibit *B*.

5.2 Security Audits.

Provider will conduct a security audit or assessment no less than once per year, and upon a Data Breach, Upon
10 days’ nolice and execution of confidentiality agreament, Provider will provide the LEA with a copy of the audit
report, subject to reasonable and appropriate redaction.

5.3 Data Security.

The Provider agrees to utilize administrative, physical, and technical safeguards designed to protect Student
Data from unauthorized access, disclosure, acquisition, destruction, use, or modification. The Provider shall
adhere o any applicabla law relating to data securily of Student Data. The Provider shall implement an adequale
Cybersecurity Framework that incorporatas one or more of the nationally or intemnationally recognized standards
sel forth in Exhibit “F", Additionally, Provider may choose to further detail its security programs and measures in
Exhibit *F*, Provider shall provide, in the Preamble to the DPA, contact information of an employee who LEA
may contact if there are any data security concerns or guestions.

5.4 Data Breach.

In the avent that Provider confirms a Data Breach, the Provider shall provide notification to LEA within seventy-
twa (72) hours of confirmation of the Data Breach, unless notification within these time limits would disrupt
investigation of the Data Breach by law enforcement. In such an evert, notification shall be made within a
reasonable time after the Data Breach, Provider shall follow the following process:
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viersion 2.0

(1)

(2}

(3)

(4)

(5)

The Data Breach notification described above shall include, at a minimum, the following
information to the extent known by the Provider and as it becomes avallable:
(a) The name and contact information of the Provider subject to this section,
(b) the date of the notice,
{c) the date of the Data Breach, the estimated date of the Data Breach, or the dale
range within which the Data Breach cccurred,
(d) Whether the nofification was delayed as a result of a law enforcement investigation,
if legally permissibda 1o share that information,
{e) A general description of the Data Breach, if that information is possible fto determine
at the time the nolice is provided,
i A description of the Student Data reasonably believed to have been the subject of
the Data Breach; and
(g) |dentification of impacted individuals.

Provider agrees to adhere to all applicable federal and state laws with respect to a Data Breach

related o the Student Dala, including any required responsibilities and procedures for
netification and mitigation of any such Data Breach.

Provider further acknowledges and agrees fo have a wrilten Data Breach response plan that is
consistent with applicable industry standards and federal and state law for responding fo a Data
Breach, involving Student Data and agrees to provide LEA, upon reasonable writlen request,
with a summary of said written Data Breach response plan.

LEA shall provide notice and facts surrounding the Data Breach to the affected sludents,
parents, or guardians,

In the event of a Data Breach originating from LEA's use of the Service or otherwise a result of
LEA's actions or inactions, Provider shall reasonably cooperate with LEA to the exient

necessary to expeditiously secure Student Data and may request costs incurred as a result of
such Data Breach.
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CONTRACT TERMS

Tarm and Termination. In the event that either Party seeks to terminate this DPA, they may do so by written
netice if the Service Agreement has lapsed or has been terminaled. Either parly may terminate this DPA and
any Service Agreement or contract if the other parly breaches any terms of this DPA. This DPA shall stay in
effect for as long as the Provider retains the Student Data, as se! forth in section Article IV, Section 4.6. In the
case of a "Change of Contrel” the LEA has the authority to terminate the DPA if it reasonably believes that the
successar cannal uphold the terms and conditions herein or having a contract with the successor would violate
the LEA's policies or stata or federal kaw,

Data Disposition on Service Agreement Termination. If the Service Agreement is terminated, the Provider
shall dispose of all of LEA's Student Dala pursuant ta Article IV, Section 4.6 of the Standard Clauses.

Motices. All notices or other communication required or parmitted to ba given hereunder must be mada in writing
and may be given via e-mall transmission, or firsi-class mail, or mutually agreed upon method sent fo the
designated representatives documented in the Preamble.

Priority of Agreements. This DPA shall gevem the treatment of Student Data in order lo comply with the
privacy pratections, including these found in FERPA and all applicable privacy statutes identified in this DPA.
With respect to the treatment of Student Data only, in the event there is conflict between the terms of the DPA
and the Service Agreemant, Terms of Service, Privacy Policies, or with any other bid/RFP, ficense agresment,
ar writing, the terms of this DPA shall apply and take precedenca. In the event of a conflict between Exhibit *H,
the SDPC Standard Clausas, andior the Supplemental State Terms in Exhibit "G, Exhibit "H™ will conltral,
followed by Exhibit "G°, Except as described in this paragraph herain, all other provisions of the Service
Agreament shall rernain in effect.

Entire Agreement. This DPA and the Service Agreement ("the Agreement”) constilute the entire agreement of
the Parties relating to the subject matter hareof and supersedes all prior communications, representations, or
agreements, oral or writlen, by the Parties relating therelo, This DPA may be amended and the cbservance of
any provision of this DPA may be waived (gither generally or in any particular instance and either retroactivaly
or prospectively) only with the signed written consent of both Parties.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as 1o such
jurisdiction, be Ineffective to the extent of such prohibition or unenforceability without irvalidating the remaining
provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall not invalidate or
render unenforceable such provision in any other jurisdiction, Nolwithstanding the foregoing, if such provision
could be more namowly drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same
time, maintaining the Intent of the Parties, it shall, as to such jurisdiction, be so narrowly drawn without
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any
other jurisdiction.

Governing Law; Venue and Jurisdiction. This DPA will be governed by and censtrued in accordance with the
laws of the state of the LEA, without regard to conflicts of law principles. Each party consents and submils to the
sole and exclusive jurisdiction to the state and federal couris for the county of the LEA for any dispute arising
out of or refating to this DPA or the transactions contemplated heraby.

Successors Bound. This DPA is and shall be binding upon the respeclive successors in interest to Provider in
the event of a Change of Control. In the event of a Change of Conirel, the Provider shall pravide written nolice
to the LEA no later than sixty {80} days after the clesing date of such Change of Contral. Such notice shall include

T
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varzion L0

a written, signed assurance that the successor will assume the obligations of the DPA and any obligations with
raspect to Student Data within the Service Agreement.

Authority. Each signatory confirms they are authorized to bind their institution to this DPA in its entirety.

Walver, Mo delay or omission by either party to exercise any right here under ghall be construed as a waiver of
any such right and both parties reserve the right to exercise any such right from time to ime, as often as may be
deemed expedient.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
EXHIBIT A: PRODUCTS AND SERVICES

This DPA covers access to and use of [ NCS Pearson I's existing Services that collect,
process, or transmit Student Data, as identified below:

Q-INTERACTIVE
WIAT-4WISC-VCELF
PRESCHOOL-3
WIAT-II

BASC-3

GFTA-3

CELF-5 SCREENING
CELF-5

CTOPP-2

CELF-5

METACASL
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STANDWRD STUDENT DATA PRIVACY AGREEMENT Viarsion 2.0
EXHIBIT B: SCHEDULE OF STUDENT DATA

Al Data Elements identified in this Exhibit are cormect at time of signature.
Data Elements Collected by Product (required and optienal):

Applicailon Teshology MetaDita -1 =i 4213 (8= S s IS o

IP Addressas of users, usa
of cocking, elc, x

Other application
tachnclogy metadata X

If 'Other’ checked, please | Country
spacily bilow chocked language
b

Application Use Statistics

Meta data on user
imteraction with application

Assessment

Standardized test scores | X

Qiservation data

Voice recordings

Cther assessmend data %

If ‘Other’ checked, pieass | Clinical
spacily below chached Asseszsm
bax: ents

Attendance

Student school {daily)
aitendance daia
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Varsion 2.0

Student class attendanca

nﬁunﬂnkuunu.'

Cnline communication
captured [emails, blog anirkes)

Conduct

Conduct or behavioral
data

Demographics

Data of birth

Place of birth

Gender

X

Ethnicity or race

x (optional

Language Information
{nathne, or primieny languago
spohen by sludant)

x

(optional)

Dther demographic
infarmation

X

I ‘Other’ checked, plaase
spacily below checked

See full
list

Enroliment

Student school enrallment

Sludent grada lewe

Hormercom

Guldanca counseior

Specific curiculum
programs

Year of graduation

& Aspess 4 Leaming (A4L) Communily. AU Righls Ressnaed,
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Version 2.0

Crihver enroliment
infarmalion

Il ‘Cthar' chacked, please
specily below checked
o

Parent/Guardian Contact Information

Address

Emall

% (RS biide)

Pl

Parent/Guardian 1D

Parenl |0 number [crested
io ik parants fo students)

Parent/Guardian Name

First andior last

x (BOMme losis)

Schedule

Shudonl schedulod cowrsos

Teacher namas

Special Indicator

English language leamer
infermation

Low-inzome status

Medical alertsfMealth data

Student disabaity
infarmalion

Specialized educaticn
Serdces (IEP o 504)

Liwing situations
(Paeraring s et inr cana]

Other ndicater information

8 Accass 4 Loaming (A4L) Commanity. Al Righis Resarved
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Viarsion 2.0

If ‘Other’ chacked, please
specily below checked

Studant Contact Informaticn

Addrass

Esmiall

P

Swdent identifiers

Local (school district) 1D
nLirTiber

State |0 number

Providerfapp assigned
studant |D ruarnber

Student app usemame

Student app passwords

Student Name

First andior last

Student In App Performance

Program/apglication

performance {o.g. typing
program = studan] types B wpm,
reading pregeam — shudent rads
bakow gradie lovel)

Student Program Membership

Acadermic of
extracurricular aclivities a
student may belong lo or
participate In

© Accass 4 Leaning fA4L) Community, Al Rights Resaned
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vavwzion 2.0

Student Survey Responses

Student responses to
surveys or questionnaires

Siudent generated
content; writing, pictures,
ele,

Other sludent waork data
if ‘Cther chocked, pleass
specily balow checked
(il 8

Tt
Shudent coursa grades

Stwdeni coursa dala

Student coursa
gradas/parformanca
ECOres

Othar ranscript data

I 'Oifer checkod, pleasa
spacify balow checked
bﬂ'h'

Transportation

Student bus assignmeant

Student pick up andfor
drop olf locallon

Student bus card ID
nurmber

Ciher transporiation data

© Access 4 Lenming {A4L) Commanily, Al Rights Reserved. Page | 18



STANDARD STUDENT DATA FRIVACY AGREEMENT

Varsion 2.0

I 'Other' checked, pease
spacify balow checked
bax:

.....-.:-

Other data collactad

If ‘Other” chacked, please
fist sach additionsl data

slement used, storad, or
collectsd by your

bay;:

Far

Nome

Mo shedent data collected
at this time. Prowider will
irmmediately motify LEA if
thiz designation |z no
longer applicabie.

If Student Data is stored outside the United States, Provider shall list below the Countries where data is stored:

© Accoeas 4 Loaning (A4L) Communily, AN Righls Resered,
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ETANDARD STUDENT DATA PRIVACY AGREEMENT Warsion 2.0

EXHIBIT C: DEFINITIONS

Change of Control: Any merger, acquisition, consalidation or other business reorganization or sale of all or
substantially all of the assats of Provider or of the portion of Provider that performs the Services in the Service
Agreamant.

Contextual Advertising: Contextual advertising is the delivery of advertisements based upon a current visit ta
a Web page or a single search query, without the collection and retention of data about the consumer's anlina
activities over time.

De-ldentified Data: Records and infaormation are considered to be De-ldentified when all personally identifiable
information has been removed or obscured, such that the remaining Informatien does not reasonably identify a
specific student, including, but not limited to, any information that, alone or in combination is linkable to a specific
student

Data Breach: An unauthorized release, access to, disclosure or acquisition of Student Data that compromises
the security, confidentiality or integrity of the Student Data maintained by the Provider in violation of applicable
state or federal law.

Educational Records: Educational Records shall have the meaning set forth under FERPA 20 US, C, 12 32
gla)(5)(A). For additional context see also the ‘Student Data’ definition.

LEA: For the purpose of this DPA, the LEA is the educational entity that is a Party to this Agreement. An LEA
can be a state agency, an educational service agency, a charter school or school system or a private school or
schoal system, in addition to the federal definition of Local Education Agency (LEA).

Metadata: Means information that provides meaning and contexi to other data being collected including, but
not limited to date and time records and purpese of creation, Metadata that have been stripped of all direct and
indirect identifiers are not considered Personally identifiable Information or Sludent Data.

Originating LEA: An educational entity otherwise meeting the definition of LEA that originally executes the DPA
in its antirety (Including the marked checkbox enabling Exhibit “E”) with the Provider.

School Official: For the purposes of this DPA and pursuant to FERPA 34 CFR § 89.31(b), a School Official is
a contractor that: (1) Performs an institutional service or function for which the agency or institution would
olherwise use employees; (2) Is under the direct contral of the agency or institution with respect to the use and
maintenance of Student Data including Educational Records; and (3) Is subject to FERPA 34 CFR § 99.33(s)
govemning the use and re-disclosure of Personally Identifiabie Infarmation from Educatisnal Records.

Sarvice Agreement: Refers to the quote, corresponding conlract, purchase order or terms of service andfor
terms of use.

Student Data: Student Data includes any data, whather gathered, created or inferred by Provider or provided
by LEA or its users, students, or students' parents/guardians, for a school purpose, that is descriptive of the
student including, but not Bmited to, Information in the studant’s Educational Record, persistent unique identifiers,
or any othar infermation ar identification number that would provide information about a specific student. Student
Data includes Metadata that has not been stripped of all direct and indirect identifiers. Student Data further
includes “Personally Identifiable Information (PII)," as defined in 34 C.F.R. § 99.3 and as defined under any
applicable state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the
purposes of federal, state, and local laws and regulations. Student Data as specified in Exhibit "B" is confirmed

0 Accazs 4 Loaming (A4L) Community. AN Righls Rasensed. Paga | 20




STANDARD STUDENT DATA PRIVACY AGREEMENT Vierzion 2.0

to be collected or processed by the Provider pursuant to the Services. Student Data shall not include properly
De- Identified Data or anonymaous usage data regarding a student's or LEA's use of Provider's Services.

Student Generated Content: The tarm “Student Generated Content” means materials or content created by a
student in the services including, but not limited to, essays, research reports, portfolios, creative writing, music
or cther audio files, photographs, videos, and account Information that enables ongoing ownership of student
content. “Student Generated Content” dees not include student responses to a standardized assessment whera
student possession and control would jeopardize the validity and reliability of that assessment.

Subprocessor: For the purposes of this DPA, the term “Subprocessor® (sometimes referred to as the
“Subcantractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service o operate and/or improve its service, and who has access o or storage of Student
Data, incleding security, storage, analytics, and other processing aclivities necessary to perform a Provider
business purpose.

Subprocessor Agreement: An agreement between Provider and a third party Subprocessor. A Subprocessor
Agresment inciudes either a written agreement or an acceplance of terms and conditions (e.g., click through
agreaments).

Subscribing LEA: An educational entity otherwise meeling the definition of LEA that was not party to the
original Service Agreement and who accepts the Provider's General Offer of Privacy Terms by executing Exhibit
"E".

Targeted Advertising: Targeted Advertising means presenting an advertisement lo a student where the
salaction of the advertisement is based on Student Data or inferred over time from the usage of the Provider
Intermet web site, online service or mobile application by such student or the retention of such student's online
activities or requests over time for the purpose of targeting subsequent advertisaments. "Targeted Advertising”
does not Include Contextual Advertising.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vorsion 2.0
EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that are not
expressed in 4.6 Disposition of Data, the LEA may fill in this form-and defiver it to the Provider.

The Provider and the LEA must not fill In this form at the Initiation of the DPA,

The Provider shall agt on Exhibit D" fram the designated representative of the LEA or thelr designes (Preamble
ar Exhibit "E” for Subscribing LEA],

Erhmrovecd School Bkt _ TLEA") insfructs Provider to dispose of Student Data oblained by Provider pursuant
l:n the terms of the DPA betwaen LEA and Pravider. The terms of the Disposition are set forth below,

1. Extent of Disposition

E Disposition Is partial The scope of Student Dala to be disposed of is set forth balow or found in an
attachment to this Directive:

All student data are dmpmd . Some metadata and system logs are not disposed.
D Dispasition is complate. Disposition extends 1o all Student Data,

2. Naturs of Disposition
Dizposition shall be by destruction or deletion of Student Data,

|:| Disposition shall be by a transfer of Student Data, The Siudent Data shall be fransfemed to the following
site a5 follows:

.Inﬁrt of attach special instructions

3. Timing ufnhpuﬁinn
Student Data shall be dispased of by the following date:

Ag spon a8 commearcially practicable
D On Provider's standard destruction schedule
|:| By Insert Date

4. Da-ldentified Data
The Provider certifies thal they have De-ldentified the data, as defined elsewhera in this Agreemant, and
dispased of afl coples of Siudent Dalta that were not De-ldentified in accordance with this Schedule and
the DPA. The Provider will notify LEA in accordance with the notification requirements of the DPA using

this form.
As of Enter Date '
5. Other:
Signature(s) Motice of Verified Disposition of Data
Autharized Representative of Dites Autharized Reprasentative of Cranbe
LE&A Providar
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA (namad balow) agrea by signing this Ganaral Offer of Privacy Terms ("General
Offer”) that they are bound by the same terms as the DPA between Provider and
Shwrecod School Disiriel | ("Originating LEA") dated january 13, 2035

Provider and Subscribing LEA agree that the information below will be replaced throughout the DFA with the
information spacfic to the Subscribing LEA filled in below for the Subscribing LEA. This General Offer shall
extend cnly o the farms set forth in this DPA and shall nol necessarily bind Provider or Subscribing LEA to any
other terms entered into between Provider and Originating LEA. Any commercial terms, such as price, tarm, or
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be determined solaly
batwaan Provider and Subscribing LEA.

if Provider makas changes to Exhibil "A” or Exhibil "B" in accordance with sections 1.2 and 1.3 respeciively,
Provider must complete the Addendum template provided by the A4l Community and notify the Originating LEA
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum's existence
and contents. With regard o a Subacribing LEA, an Addendum is automatically incorporated into this DPA when
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibit "B, tha LEA will have thirty (30) days
from recaipt to object. I no wrilten cbjection Is received it will become incorporated into the DPA baetween tha
parties.

The Provider may withdraw the Ganeral Offer {for fulure use or for LEAs that have nel already accepled if) in
the event of; (1) 8 material change in the applicable privacy statutes; or (2) a material change in tha Services
and producis listed in the Service Agreemeni Motification of a withdrawal shall be submitted o

ndpa_requests@Adl org.

Subscribing LEAs shall send the signed Exhibit "E° to Frovider ail (e following email address:
t B ) ; : :

Tha below signatory confirms they are authorized to bind thair institution fo this DPA as in its entirety.

RESOURCE NAME(S):
[ Insert resource names covered by originating DEA,_

—— — e s D Wa DTES T e, -

[ CHMTENAS TIVE, WIAT-FWTAC. VOELF, FRESCHOCN.-], Yot 10, Basi-3, OF A0, CELF . PEUSS BCREERSG, CELF-§, CTOPP-2, METACARL

[

PROVIDER: [NCS Pearson e e

Signed By:  _MTEs Date: 01/13/2025

Printed Name: gandan Trask Title/Position: gyp. Clinical Assessments
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varzian 2.0
Exhibit “E" (continued)

Oviginating LEA: St Sen Dutecl

Resource Namgs; men msouwcs rames covred by aliginaling DPA
Provider Name: WCSPear son

| mm e o

Page 2 of 2: Insart Mame of Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the Originating LEA and the Pravider. **PRIOR TO ITS
EFFECTIVEMESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTAMNCE TO PROVIDER.™
Piease note, by signing this Exhibit you are also agreeing fo any language that may be included in Exhibits to
the Originating DPA beyond this Exhibit "E”. The below signatory confims they are authorized to bind their
institution to this DPA as in its antirsty.

Subscribing LEA: Insart Name of Subscribing LEA

Signed By Datec
Printed Mame: Tl Posian:
School District Nama;

Designated Representative of LEA:

Name: Brady Strutz Tite:  Director of Technology
e 21920 SW Sherwood Bivd., Sherwood, OR 97140
Telephona:  203-825-3055 Emait  bstrutz@sherwood . k12.0r.us

Motices to Subscribing LEA: The Provider and Subscribing LEA are each responsible to promplly notify the
other Party of changes io the notice information.

Security Notices to Subscribing LEA

| LEA Sacurity Nama |

| LEA Sacurity Rola |

[ LEA Smcurity Postal Addrass 1

[ LEA Sacurity Emad Address 1

| LEA Name 1 With a copy to (if provided):

[LEA Role | LEA Legal Counsel 3] |
[ Strewt, City, Stala 1 | LEA Legal Counsel Postal Address ]
[LEA Email Address ] LEA Legal Emad Address ' ]
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STANDARD BTUDENT DATA PRIVACY AGREEMENT Varsian 2.0

EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS

Provider must mark one or more framewarks with which it complies.

The Provider may change which framework it complies with witheut invalidating or changing the DPA, but must
notify the LEA, of such change in accordance with the notification requirements of the DPA.

FRAMEWORK(S)

Global Education Sacurity Sfandard - hitps /edpc adl crog/ness)
NIST Cybersecurity Framework (CSF)
MIST SP 800-53 Security and Privacy Controls for Information systems and organizations

MIST SP B800-171 Protecting Controlled Unclassified Information in Monfederal Systems and
Organizations

IS0 27000 series, Standards for implementing organization security and management practices
C15 Cenfer for Internet Securilty Crithcal Security Controls

oo0oo OO

Cybersacurity Maturity Model Certification (CMMC, ~FAR/DFAR)

This space is provided for optional security programs and measures as noted in section 5.3:
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

EXHIBIT G: Supplemental SDPC State Terms for Oregon

[The Stale Wﬁmmiﬂmﬂﬂdhmmmﬂhﬁgﬂmmmwmdmsﬂ lo meal state
apeﬂiudutﬂpr#ma!m‘r.iu requirements. Mmdmsﬂismmh will be lo cite and address
wmmmmmwmkmmmmﬂum marfhﬂquuﬁahnnahaddﬂhntu
or different from the National Standard Clauses. The State Supplements will be | writlen in & manner such that
Mr%ﬂhﬂﬁiﬂnhdh%ﬁﬂp%ﬂﬂbﬂﬁﬂﬂdmmsmmﬂammm
authorflalive version of the lerms. Any changes by LEAs or Providers will be made in amendment form in an
Exhibif (Exhibit “H" in this proposed struciure).)
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