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Exhibit B for TCM's Content Cloud - 
used to deliver digital content for all 
products except Focused Instruction Reading
and Focused Instruction Mathematics
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Teacher Created Materials uses the PCI-DSSIV information security standard which is
maintained by the PCI Security Standards Council.
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EXHIBIT “G”
Illinois

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Illinois. Specifically, those laws are to the
Illinois School Student Records Act ("ISSRA"), 105 ILCS 10/, Mental Health and Developmental
Disabilities Confidentiality Act ("MHDDCA"), 740 ILCS 110/, Student Online Personal
Protection Act ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IPA"), 5 ILCS 179/, and 
Personal Information Protection Act ("PIPA"), 815 ILCS 530/, and Local Records Act (“LRA”),
50 ILCS 205; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Illinois;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Paragraph 4 on page 2 of the DPA setting a three-year term for the DPA shall be replaced
with: “This DPA shall be effective upon the date of signature by Provider and LEA, and
shall remain in effect as between Provider and LEA 1) for so long as the Services
are being provided to the LEA or 2) until the DPA is terminated pursuant to Section 15
of this Exhibit G, whichever comes first. The Exhibit E General Offer will expire three
(3) years from the date the original DPA was signed.”

2. Replace Notices with:  “Any notice delivered pursuant to the DPA shall be deemed effective,
as applicable, upon receipt as evidenced by the date of transmission indicated on the
transmission material, if by e-mail; or four (4) days after mailing, if by first-class mail,
postage prepaid.”

3. In Article II, Section 1, add:  “Further clarifying, in accordance with FERPA, ISSRA and
SOPPA, in performing its obligations under the DPA, the Provider is acting as a school
official with legitimate educational interest; is performing an institutional service or function
for which the LEA would otherwise use its own employees; is under the direct control of the
LEA with respect to the use and maintenance of Student Data; and is using Student Data
only for an authorized purpose and in furtherance of such legitimate educational interest.”

4. In Article II, Section 2, replace “forty-five (45)” with “five (5)”.  Add the following sentence:
“In the event that the LEA determines that the Provider is maintaining Student Data that
contains a factual inaccuracy, and Provider cooperation is required in order to make a
correction, the LEA shall notify the Provider of the factual inaccuracy and the correction to
be made. No later than 90 calendar days after receiving the notice of the factual inaccuracy,
the Provider shall correct the factual inaccuracy and shall provide written confirmation of
the correction to the LEA.”



5. In Article II, Section 4, replace it with the following:  “In the event the Provider is compelled
to produce Student Data to another party in compliance with a court order, Provider shall
notify the LEA at least five (5) school days in advance of the court ordered disclosure and,
upon request, provide the LEA with a copy of the court order requiring such disclosure.”

6. In Article II, Section 5, add: “By no later than (5) business days after the date of execution
of the DPA, the Provider shall provide the LEA with a list of any subcontractors to whom
Student Data may be disclosed or a link to a page on the Provider's website that clearly lists
any and all subcontractors to whom Student Data may be disclosed. This list shall, at a
minimum, be updated and provided to the LEA by the beginning of each fiscal year (July 1)
and at the beginning of each calendar year (January 1).”

7. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

8. In Article IV, Section 6, replace the whole section with:

The Provider shall review, on an annual basis, whether the Student Data it has received 
pursuant to the DPA continues to be needed for the purpose(s) of the Service
Agreement and this DPA. If any of the Student Data is no longer needed for purposes of
the Service Agreement and this DPA, the Provider will provide written notice to the 
LEA as to what Student Data is no longer needed. The Provider will delete or transfer 
Student Data in readable form to the LEA, as directed by the LEA (which may be 
effectuated through Exhibit D of the DPA), within 30 calendar days if the LEA requests 
deletion or transfer of the Student Data and shall provide written confirmation to the 
LEA of such deletion or transfer. Upon termination of the Service Agreement between 
the Provider and LEA, Provider shall conduct a final review of Student Data within 60 
calendar days.

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), 
that Student Data being held by the Provider be deleted, the LEA shall determine whether
the requested deletion would violate State and/or federal records laws. In the event such 
deletion would not violate State or federal records laws, the LEA shall forward the request
for deletion to the Provider. The Provider shall comply with the request and delete the 
Student Data within a reasonable time period after receiving the request.

Any provision of Student Data to the LEA from the Provider shall be transmitted
in a format readable by the LEA.

9. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

10. In Article IV, Section 7, add “renting,” after “using.”



In Article V, Section 1 Data Storage: Illinois requires all Student Data to be stored within the
United .

In Article V, Section 4, add the following:  “’Security Breach’ does not include the good
faith acquisition of Student Data by an employee or agent of the Provider or LEA for a
legitimate educational or administrative purpose of the Provider or LEA, so long as the
Student Data is used solely for purposes permitted by SOPPA and other applicable law, and
so long as the Student Data is restricted from further unauthorized disclosure.”

In Article V, Section 4(1) add the following:

A list of the students whose Student Data was involved in or is reasonably
believed to have been involved in the breach, if known; and

vii. The name and contact information for an employee of the Provider whom
parents may contact to inquire about the breach.

14. In Article V, Section 4, add a section (6) which states:

In the event of a Security Breach that is attributable to the Provider, the Provider shall 
reimburse and indemnify the LEA for any and all costs and expenses that the LEA incurs 
in investigating and remediating the Security Breach, without regard to any limitation of 
liability provision otherwise agreed to between Provider and LEA, including but not 
limited to costs and expenses associated with:

a. Providing notification to the parents of those students whose Student Data was
compromised and regulatory agencies or other entities as required by law or contract;

b. Providing credit monitoring to those students whose Student Data was exposed in
a manner during the Security Breach that a reasonable person would believe may impact
the student's credit or financial security;

c. Legal fees, audit costs, fines, and any other fees or damages imposed against the
LEA

as a result of the security breach; and

d. Providing any other notifications or fulfilling any other requirements adopted by
the Illinois State Board of Education or under other State or federal laws.

15. Replace Article VII, Section 1 with: “In the event either Party seeks to terminate this DPA,
they may do so by mutual written consent so long as the Service Agreement has lapsed or been
terminated. One party may terminate this DPA upon a material breach of this DPA by the
other party. Upon termination of the DPA, the Service Agreement shall terminate.”

16. In Exhibit C, add to the definition of Student Data, the following:  “Student Data includes
any and all information concerning a student by which a student may be individually
identified under applicable Illinois law and regulations, including but not limited to (a)
"covered information," as defined in Section 5 of SOPPA (105 ILCS 85/5), (b) "school



student records", “student temporary record” or “student permanent record” as that term is 
defined in Section 2 of ISSRA (105 ILCS 10/2(d)) (c) “records” as that term is defined under 
Section 110/2 of the MHDDCA (740 ILCS 110/2), and (d) “personal information” as defined 
in Section 530/5 of PIPA.”

17. The following shall be inserted as a new second sentence in Paragraph 1 of Exhibit E:
“The provisions of the original DPA offered by Provider and accepted by Subscribing
LEA pursuant to this Exhibit E shall remain in effect as between Provider and Subscribing
LEA 1) for so long as the Services are being provided to Subscribing LEA, or 2) until
the DPA is terminated pursuant to Section 15 of this Exhibit G, whichever comes first.”

18. The Provider must publicly disclose material information about its collection, use, and
disclosure of Student Data, including, but not limited to, publishing a terms of service
agreement, privacy policy, or similar document.

19. Minimum Data Necessary Shared. The Provider attests that the Student Data request by
the Provider from the LEA in order for the LEA to access the Provider’s products and/or
services is limited to the Student Data that is adequate, relevant, and limited to what is
necessary in relation to the K-12 school purposes for which it is processed.

20. Student and Parent Access. Access by students or parents/guardians to the Provider’s
programs or services governed by the DPA or to any Student Data stored by Provider shall not
be conditioned upon agreement by the parents/guardians to waive any of the student data
confidentiality restrictions or a lessening of any of the confidentiality or privacy
requirements contained in this DPA.

21. Exhibits A and B. The Services described in Exhibit A and the Schedule of Data in Exhibit
B to the DPA satisfy the requirements in SOPPA to include a statement of the product or
service being provided to the school by the Provider and a listing of the categories or types of
covered information to be provided to the Provider, respectively.

22. The Provider will not collect social security numbers.



EXHIBIT “G” 
Iowa 

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Iowa. Specifically, those laws are Iowa Code §§ 
22; Iowa Code §§ 715C, 281 I.A.C. 12.3(4); 41; and 

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Iowa; 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

3. In Article V, Section 1 Data Storage: Iowa does not require all Student Data to be stored
within the United States.

4. In Exhibit “C” add to the definition of “Student Data” significant information on progress
and growth, experiences, interests, aptitudes, attitudes, abilities, part-time employment, and
future plans.



EXHIBIT “G”
Missouri

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also 
subject to several state laws in Missouri. Specifically, those laws are Sections 162.1475 and 407.1500 RSMo; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services 
provided conform to the requirements of the privacy laws referred to above and to establish implementing 
procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for 
Missouri;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in the
Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

3. In Article V, Section 1 Data Storage: Missouri does not require data to be stored within the United States.
4. Replace Article V, Section 4(1) with the following:

a. In the event of a breach of data maintained in an electronic form that includes personal information of
a student or a student’s family member, Provider shall notify LEA within seventy-two (72) hours.
The notice shall include:

i. Details of the incident, including when it occurred and when it was discovered;
ii. The type of personal information that was obtained as a result of the breach; and

iii. The contact person for Provider who has more information about the incident.
b. “Breach” shall mean the unauthorized access to or unauthorized acquisition of personal information

that compromises the security, confidentiality, or integrity of the personal information.  Good faith
acquisition of personal information by a person employed by or contracted with, or an agent of,
Provider is not a breach provided that the personal information is not used in violation of applicable
Federal or Missouri law, or in a manner that harms or poses an actual threat to the security,
confidentiality, or integrity of the personal information.

c. “Personal information” is the first name or initial and last name of a student or a family member of a
student in combination with any one or more of the following data items that relate to the student or a
family member of the student if any of the data elements are not encrypted, redacted, or otherwise
altered by any method or technology such that the name or data elements are unreadable or unusable:

i. Social Security Number;
ii. Driver’s license number or other unique identification number created or collected by a

government body;
iii. Financial account information, credit card number, or debit card number in combination with

any required security code, access code, or password that would permit access to an
individual’s financial account;

iv. Unique electronic identifier or routing code in combination with any required security code,
access code, or password that would permit access to an individual’s financial account;

v. Medical information; or
vi. Health insurance information.
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EXHIBIT “G” 
Nebraska  

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Nebraska. Specifically, those laws are Neb. Rev. 
Stat. Secs. 79-2,104; 79-2,153 to 79-2,155; 79-2, 539; 87-801 to 87-808; and 92 NAC 6; and 

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Nebraska; 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

1. In Article II, Section 5, add, “Specifically, any written agreement with a Subprocessor will:
(1) prohibit the Subprocessor from using Student Data any purpose other than providing
the contracted service to or on behalf of the Provider; (2) prohibit the Subprocessor from
disclosing any Student Data provided by the Provider with subsequent third parties; (3) and
requires the Subprocessor to implement and maintain reasonable security procedures and
practices.”

2. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

3. In Article IV, Section 4, replace: “Provider will not Sell Student Data to any third party” with
“Provider will not Sell or rent Student Data to any third party.

4. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

5. In Article V, Section 1 Data Storage: Nebraska does not require data to be stored within the
United States.
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EXHIBIT “G” 
New Jersey  

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in New Jersey. Specifically, those laws are N.J. 
Stat. § 56:8-166.4 et seq.; N.J. Stat. § 18A:36-19; N.J. Stat. § 18A:36-19a; N.J. Stat. § 18A:36-35; 
N.J. Admin Code § 6A:16-7.9; N.J. Admin. Code § 6A:32-2.1; N.J. Admin. Code § 6A:32-7 et. seq.; 
and 

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for New Jersey; 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

3. The Provider will not disclose on its web site any personally identifiable information about a
student, including, but not limited to student names, student photos, student addresses,
student e-mail addresses, student phone numbers, and locations and times of class trips.

4. The Provider will not process Student Data in violation of State and federal laws that
prohibit unlawful discrimination.

5. The Provider will not conduct processing that presents a heightened risk of harm to
students without conducting and documenting a data protection assessment of each of its
processing activities that involve Student Data.

6. In Article V, Section 1 Data Storage: New Jersey does not require data to be stored within
the United States.

7. Add to the definition in Exhibit “C” of Student Data:  “The location and times of class trips.”
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EXHIBIT “G”
Virginia

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are 
also subject to several state laws in Virginia. Specifically, those laws are Code of Virginia § 22.1-289.01 
and Virginia Code § 2.2-5514(c); and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the 
Services provided conform to the requirements of the privacy laws referred to above and to establish 
implementing procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their 
entirety for Virginia;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete
“or stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

3. In Article V, Section 1 Data Storage: Virginia does not require data to be stored within the
United States.

4. In Article V, Section 4, add:  In order to ensure the LEA’s ability to comply with its reporting
requirements under Virginia Code § 2.2-5514(c), Provider shall provide initial notification to the
LEA as soon as reasonably practical, and at a minimum within twenty-four (24) hours, where the
Provider reasonably expects or confirms Student Data may have been disclosed in a data breach.
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EXHIBIT C - CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN 

CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN 

The Educational Agency (EA) is required to ensure that all contracts with a third-party contractor include a Data 
Security and Privacy Plan, pursuant to Education Law § 2-d and Section 121.6 of the Commissioner’s Regulations. 
For every contract, the Contractor must complete the following or provide a plan that materially addresses its 
requirements, including alignment with the NIST Cybersecurity Framework, which is the standard for educational 
agency data privacy and security policies in New York state.  While this plan is not required to be posted to the 
EA’s website, contractors should nevertheless ensure that they do not include information that could 
compromise the security of their data and data systems. 

 1 Outline how you will implement applicable data security and 
privacy contract requirements over the life of the Contract. 

 2 Specify the administrative, operational and technical safeguards 
and practices that you have in place to protect PII. 

 3 Address the training received by your employees and any 
subcontractors engaged in the provision of services under the 
Contract on the federal and state laws that govern the 
confidentiality of PII. 

 4 Outline contracting processes that ensure that your employees 
and any subcontractors are bound by written agreement to the 
requirements of the Contract, at a minimum. 

 5 Specify how you will manage any data security and privacy 
incidents that implicate PII and describe any specific plans you 
have in place to identify breaches and/or unauthorized 
disclosures, and to meet your obligations to report incidents to the 
EA. 

 6 Describe how data will be transitioned to the EA when no longer 
needed by you to meet your contractual obligations, if applicable. 

 7 Describe your secure destruction practices and how certification 
will be provided to the EA. 

 8 Outline how your data security and privacy program/practices 
align with the EA’s applicable policies. 

 9 Outline how your data security and privacy program/practices 
materially align with the NIST CSF v1.1 using the Framework chart 
below. 

PLEASE USE TEMPLATE BELOW. 

See below

See below

See below

See below

See below

See below

See below

See below



1. Infrastructure and Platform Security: The platform is hosted on AWS Cloud Infrastructure, which meets
ISO 27001, PCI-DSS, CSA STAR, and FedRAMP compliance standards. All machines operate within a
secure AWS Virtual Private Cloud (VPC) with firewall protections, Amazon security groups, and SSL
encryption for secure data transmission. Content is encrypted at rest using AES-256 encryption and served
via signed URLs to prevent unauthorized access.

2. Only essential data such as usernames, email addresses, and activity logs are collected, particularly for users 
under 13. Access to student PII is restricted through role-based permissions and enforced by least-privilege 
database access. All user logins require authentication, supporting secure methods including SSO integrations 
with Clever, ClassLink, Google, SAML, and OneRoster API. Credentials and tokens are protected using OAuth 
2.0 (Client Credentials Grant) and OAuth 1.0 SHA1 where applicable.

3. All employees receive training on federal and state laws that govern he confidentiality of PII.

4. TCM employees and subcontractors are bound by NDAs and confidentiality agreements.

5. Immediate Containment: Upon detection of a potential incident, affected systems will be isolated, and user 
access may be temporarily restricted to prevent further impact.
Assessment and Validation: A cross-functional incident response team will validate the incident, determine the 
scope of exposure (e.g., type of PII affected, systems involved), and begin forensic analysis.
Remediation: Vulnerabilities or breaches will be remediated through patching, account resets, reconfigurations, 
or infrastructure changes as required.
Preservation of Evidence: All logs, audit trails, and related data will be preserved for internal investigation and 
external audits as needed.

6. All data transfers are protected by SSL encryption. Use of secure endpoints and encrypted channels to prevent 
interception or tampering during data migration

7. When data is no longer needed or upon termination of services, we use secure deletion methods compliant 
with NIST SP 800-88 (Rev. 1) standards. A certificate of destruction can be provided at district request.

8. I. Legal and Regulatory Compliance
- FERPA (Family Educational Rights and Privacy Act): Ensures that student educational records and personally
identifiable information (PII) are handled with strict confidentiality.
- COPPA (Children’s Online Privacy Protection Act): Requires verifiable parental consent for users under the
age of 13 and limits the collection of personal information.
- GDPR (General Data Protection Regulation): Governs data minimization, purpose limitation, and individual
data subject rights where applicable.
Privacy Policy: Available publicly at https://magicsales.getmagicbox.us/privacypolicy.htm, it outlines collection,
usage, disclosure, and protection practices for PII.
II. Infrastructure and Technical Safeguards
- Hosting Environment: MagicBox is hosted on Amazon Web Services (AWS), leveraging global best practices
for data center security. AWS maintains certifications for ISO 27001, PCI-DSS, CSA STAR, and FedRAMP,
ensuring compliance with global security frameworks.
- Network & System Security: All machines run behind a Virtual Private Cloud (VPC), with Amazon Security
Groups managing firewall rules. Only HTTPS (SSL/TLS) is used for data in transit, ensuring encrypted
communication between client and server. Application and database instances are configured with least-
privilege access to limit exposure.
- Content & Data Security: AES-256 encryption is used for all downloadable content. Access to files is secured
using signed URLs, preventing unauthorized downloads. Multi-AZ deployments, auto-scaling, and global CDN
ensure high availability, load balancing, and rapid content delivery without compromising security.



8. (cont.) III. Authentication, Access, and UserManagement
- Authentication Types Supported: SSO Integrations: Clever, ClassLink, Google, SAML, and OneRoster APIs.
OAuth Support: OAuth 1.0 (SHA-1) and OAuth 2.0 (Client Credential grant).
- Access Controls: Role-based access governs who can view, edit, or manage content and data. System follows
principle of least privilege, minimizing potential access to sensitive information.
- Parental Consent Workflow (COPPA): Students under 13 must obtain parental consent during the account
creation process. Consent notifications are sent via email, with an embedded link to the privacy policy.
IV.Data Lifecycle and Transition Handling
- Data Ingestion: Supports bulk upload (CSV/XLS), SIS sync via Clever/ClassLink/Google Classroom, and
OneRoster v1.1. Transfers are encrypted using SSL/TLS and conducted through secure channels (SFTP/API).
- Data Storage: Stored securely in encrypted AWS databases. Only minimal data is retained to support
educational use cases and compliance.
- Data Portability: Export of data (for transition or end-of-contract scenarios) is supported via OneRoster or
API. Data can be returned in structured formats (e.g., CSV) upon request.
- Data Deletion: While not detailed in the public documentation, FERPA/GDPR compliance indicates support
for: Right to erasure (upon request or contract end) Secure deletion of PII and audit logging of deletion events
V.Monitoring, Incident Response, and BreachProtocols
- Monitoring: Continuous monitoring of AWS infrastructure for abnormal activity or unauthorized access
attempts. Audit logs and session data used to monitor usage patterns and access behaviors.
Incident Response Plan: Dedicated incident response team investigates, contains, and remediates data breaches.
Affected systems are isolated and investigated using forensic tools. Root cause analysis and post-incident
reviews are conducted for every event.
- Breach Notification: MagicBox commits to notifying the Educational Agency (EA) as required by law and
contract terms. Notification includes scope of breach, impacted data types, remediation steps, and mitigation
measures.
VI.Support and Training
- User Support: Tier 1 support provided by Cosenza via Zoho ticketing system. Issues escalated to MagicBox for
platform-level resolution.
- Training and Policies: Internal staff handling PII are trained on privacy policies and incident response
procedures.
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EXHIBIT C.1 – NIST CSF TABLE 

Function Category Contractor Response 

IDENTIFY 
(ID) 

Asset Management (ID.AM): The data, 
personnel, devices, systems, and facilities 
that enable the organization to achieve 
business purposes are identified and 
managed consistent with their relative 
importance to organizational objectives 
and the organization’s risk strategy. 

Business Environment (ID.BE): The 
organization’s mission, objectives, 

stakeholders, and activities are 
understood and prioritized; this 
information is used to inform 

cybersecurity roles, responsibilities, and 
risk management decisions. 

Governance (ID.GV): The policies, 
procedures, and processes to manage and 

monitor the organization’s regulatory, 
legal, risk, environmental, and operational 
requirements are understood and inform 
the management of cybersecurity risk. 

Risk Assessment (ID.RA): The 
organization understands the 

cybersecurity risk to organizational 
operations (including mission, functions, 

image, or reputation), organizational 
assets, and individuals. 

Risk Management Strategy (ID.RM): The 
organization’s priorities, constraints, risk 

tolerances, and assumptions are 
established and used to support 

operational risk decisions. 

Supply Chain Risk Management (ID.SC): 
The organization’s priorities, constraints, 

risk tolerances, and assumptions are 
established and used to support risk 
decisions associated with managing 

supply chain risk. The organization has 
established and implemented the 

The table below will aid the review of a Contractor’s Data Privacy and Security Plan. Contractors should 
complete the Contractor Response sections in the table below to describe how their policies and practices align 
with each category in the Data Privacy and Security Plan template.  To complete these 23 sections, a Contractor 
may: (i) Demonstrate alignment using the National Cybersecurity Review (NCSR) Maturity Scale of 1-7 ; (ii) Use 
a narrative to explain alignment (may reference its applicable policies ); and/or (iii) Explain why a certain 
category may not apply to the transaction contemplated.  Further informational references for each category can 
be found on the NIST website at https://www.nist.gov/cyberframework/new-framework. Please use additional 
pages if needed. 

MagicBox identifies and manages infrastructure through AWS cloud 
services with virtual private clouds, signed URLs, and encrypted 
databases to safeguard assets, systems, and user data.

MagicBox aligns its platform security and user data handling 
practices to FERPA, COPPA, and GDPR, supporting educational use 
cases and institutional compliance.

Policies and procedures are defined here (https://
magicsales.getmagicbox.us/privacypolicy.htm) to ensure data 
privacy, security training, and compliance with state and federal 
regulations.

Security risk is addressed through access control, audit logs, least-
privilege models, and real-time monitoring of AWS infrastructure.

MagicBox uses secure protocols, third-party compliance standards 
(e.g., ISO 27001), and incident response strategies to manage 
operational risks.

N/A
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Function Category Contractor Response 

processes to identify, assess and manage 
supply chain risks. 

PROTECT 
(PR) 

Identity Management, Authentication 
and Access Control (PR.AC): Access to 

physical and logical assets and associated 
facilities is limited to authorized users, 
processes, and devices, and is managed 

consistent with the assessed risk of 
unauthorized access to authorized 

activities and transactions. 

Awareness and Training (PR.AT): The 
organization’s personnel and partners are 

provided cybersecurity awareness 
education and are trained to perform their 

cybersecurity-related duties and 
responsibilities consistent with related 
policies, procedures, and agreements. 

Data Security (PR.DS): Information and 
records (data) are managed consistent 
with the organization’s risk strategy to 

protect the confidentiality, integrity, and 
availability of information. 

Information Protection Processes and 
Procedures (PR.IP): Security policies (that 

address purpose, scope, roles, 
responsibilities, management 

commitment, and coordination among 
organizational entities), processes, and 
procedures are maintained and used to 

manage protection of information systems 
and assets. 

Maintenance (PR.MA): Maintenance and 
repairs of industrial control and 

information system components are 
performed consistent with policies and 

procedures. 

Protective Technology (PR.PT): Technical 
security solutions are managed to ensure 
the security and resilience of systems and 

assets, consistent with related policies, 
procedures, and agreements. 

DETECT 
(DE) 

Anomalies and Events (DE.AE): 
Anomalous activity is detected and the 

potential impact of events is understood. 

Security Continuous Monitoring 
(DE.CM): The information system and 

assets are monitored to identify 
cybersecurity events and verify the 

effectiveness of protective measures. 

Detection Processes (DE.DP): Detection 
processes and procedures are maintained 

and tested to ensure awareness of 
anomalous events. 

Role-based access control, least-privilege permissions, SSO, and 
OAuth 1.0/2.0 ensure strict identity and access management.

Internal staff handling PII are trained on privacy policies and 
incident response procedures.

TCM has an annual cybersecurity awareness training
program and an active social engineering/phishing
training app to consistently train employees.

AES-256 encryption for content, SSL for data in transit, and 
secure data storage on AWS ensure confidentiality and integrity.

Infrastructure-level protection includes SSL/TLS protocols, 
signed URL content delivery, and regular system 
monitoring

N/A

Use of AWS security tools, Amazon Security Groups, and 
auto-scaling with global CDN ensures resilience and secure 
delivery.

MagicBox monitors infrastructure for unauthorized access and 
abnormal activity using audit logs and session tracking.

AWS environments are continuously monitored, and alerts are 
generated for suspicious behaviors or security threats.

Incident response processes include validation, forensic analysis, 
and containment procedures to ensure breach detection.
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Function Category Contractor Response 

RESPOND 
(RS) 

Response Planning (RS.RP): Response 
processes and procedures are executed 
and maintained, to ensure response to 

detected cybersecurity incidents. 

Communications (RS.CO): Response 
activities are coordinated with internal 

and external stakeholders (e.g. external 
support from law enforcement agencies). 

Analysis (RS.AN): Analysis is conducted 
to ensure effective response and support 

recovery activities. 

Mitigation (RS.MI): Activities are 
performed to prevent expansion of an 

event, mitigate its effects, and resolve the 
incident. 

Improvements (RS.IM): Organizational 
response activities are improved by 
incorporating lessons learned from 

current and previous detection/response 
activities. 

RECOVER 
(RC) 

Recovery Planning (RC.RP): Recovery 
processes and procedures are executed 
and maintained to ensure restoration of 

systems or assets affected by 
cybersecurity incidents. 

Improvements (RC.IM): Recovery 
planning and processes are improved by 
incorporating lessons learned into future 

activities. 

Communications (RC.CO): Restoration 
activities are coordinated with internal 
and external parties (e.g.  coordinating 

centers, Internet Service Providers, owners 
of attacking systems, victims, other 

CSIRTs, and vendors). 

MagicBox follows a formal incident response plan involving 
containment, remediation, and forensic investigation

Breach notifications are provided to Educational Agencies as 
required by law, with details on impact and mitigation.

Root cause analysis and post-incident reviews are conducted
for all confirmed incidents.

Incidents are mitigated via patching, reconfiguration, and access 
restriction.

TCM holds weekly departmental meetings to monitor
issues and find solutions.

TCM has recovery processes and procedures in place to recover 
systems and assets affected by cybersecurity incidents.

TCM improves processes by incorporating lessons learned into 
future planning and processes

TCM coordinates with all necessary parties to ensure 
restoration activities run smoothly and effectively.
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EXHIBIT C - CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN 

CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN 

The Educational Agency (EA) is required to ensure that all contracts with a third-party contractor include a Data 
Security and Privacy Plan, pursuant to Education Law § 2-d and Section 121.6 of the Commissioner’s Regulations. 
For every contract, the Contractor must complete the following or provide a plan that materially addresses its 
requirements, including alignment with the NIST Cybersecurity Framework, which is the standard for educational 
agency data privacy and security policies in New York state.  While this plan is not required to be posted to the 
EA’s website, contractors should nevertheless ensure that they do not include information that could 
compromise the security of their data and data systems. 

 1 Outline how you will implement applicable data security and 
privacy contract requirements over the life of the Contract. 

 2 Specify the administrative, operational and technical safeguards 
and practices that you have in place to protect PII. 

 3 Address the training received by your employees and any 
subcontractors engaged in the provision of services under the 
Contract on the federal and state laws that govern the 
confidentiality of PII. 

 4 Outline contracting processes that ensure that your employees 
and any subcontractors are bound by written agreement to the 
requirements of the Contract, at a minimum. 

 5 Specify how you will manage any data security and privacy 
incidents that implicate PII and describe any specific plans you 
have in place to identify breaches and/or unauthorized 
disclosures, and to meet your obligations to report incidents to the 
EA. 

 6 Describe how data will be transitioned to the EA when no longer 
needed by you to meet your contractual obligations, if applicable. 

 7 Describe your secure destruction practices and how certification 
will be provided to the EA. 

 8 Outline how your data security and privacy program/practices 
align with the EA’s applicable policies. 

 9 Outline how your data security and privacy program/practices 
materially align with the NIST CSF v1.1 using the Framework chart 
below. 

PLEASE USE TEMPLATE BELOW. 

See below

See below

See below

See below

See below

See below

See below

See below



1. Infrastructure and Platform Security: The platform is hosted on AWS Cloud Infrastructure, which meets
ISO 27001, PCI-DSS, CSA STAR, and FedRAMP compliance standards. All machines operate within a
secure AWS Virtual Private Cloud (VPC) with firewall protections, Amazon security groups, and SSL
encryption for secure data transmission. Content is encrypted at rest using AES-256 encryption and served
via signed URLs to prevent unauthorized access.

2. TCM organizes safeguards into five core functions: Identify, Protect, Detect, Respond, and Recover. Below is a
mapping relevant to protecting PII:
-Administrative Safeguards: Information Security Policies, Employee Training and Awareness, Access Control Policies, Vendor Risk
Management, and Incident Response Policies
-Operational Safeguards: Physical Security Controls, Monitoring and Auditing, Backup and Recovery, Change Management
-Technical Safeguards: Encryption, Multi-Factor Authentication (MFA), Endpoint Protection, Network Security, and Data Loss
Prevention (DLP).
These elements are distributed across various policies - such as the Access Control Policy, Information Security Policy,and Incident
Response Policy

3. All employees receive training on the federal and state laws that govern the confidentiality of PII.

4. TCM employees and subcontractors are bound by NDAs and confidentiality agreements.

5. Immediate Containment: Upon detection of a potential incident, affected systems will be isolated, and user 
access may be temporarily restricted to prevent further impact.
-Assessment and Validation: A cross-functional incident response team will validate the incident, determine the scope of exposure
(e.g., type of PII affected, systems involved), and begin forensic analysis.
-Remediation: Vulnerabilities or breaches will be remediated through patching, account resets, reconfigurations, or infrastructure
changes as required.
-Preservation of Evidence: All logs, audit trails, and related data will be preserved for internal investigation and external audits as
needed.

6. All data transfers are protected by SSL encryption. Use of secure endpoints and encrypted channels to prevent
interception or tampering during data migration

7. When data is no longer needed or upon termination of services, we use secure deletion methods compliant
with NIST SP 800-88 (Rev. 1) standards. A certificate of destruction can be provided at district request.

8. I. Legal and Regulatory Compliance
- FERPA (Family Educational Rights and Privacy Act): Ensures that student educational records and personally identifiable
information (PII) are handled with strict confidentiality.
- COPPA (Children’s Online Privacy Protection Act): Requires verifiable parental consent for users under the age of 13 and limits the
collection of personal information.
- GDPR (General Data Protection Regulation): Governs data minimization, purpose limitation, and individual data subject rights
where applicable.
Privacy Policy: Available publicly at https://magicsales.getmagicbox.us/privacypolicy.htm, it outlines collection, usage, disclosure, and
protection practices for PII.

II. Infrastructure and Technical Safeguards
- Hosting Environment: MagicBox is hosted on Amazon Web Services (AWS), leveraging global best practices for data center
security. AWS maintains certifications for ISO 27001, PCI-DSS, CSA STAR, and FedRAMP, ensuring compliance with global security
frameworks.
- Network & System Security: All machines run behind a Virtual Private Cloud (VPC), with Amazon Security Groups managing
firewall rules. Only HTTPS (SSL/TLS) is used for data in transit, ensuring encrypted communication between client and server.
Application and database instances are configured with least-privilege access to limit exposure.
- Content & Data Security: AES-256 encryption is used for all downloadable content. Access to files is secured using signed URLs,
preventing unauthorized downloads. Multi-AZ deployments, auto-scaling, and global CDN ensure high availability, load balancing,
and rapid content delivery without compromising security.



8. (cont.) III. Authentication, Access, and UserManagement
- Authentication Types Supported: SSO Integrations: Clever, ClassLink, Google, SAML, and OneRoster APIs.
OAuth Support: OAuth 1.0 (SHA-1) and OAuth 2.0 (Client Credential grant).
- Access Controls: Role-based access governs who can view, edit, or manage content and data. System follows
principle of least privilege, minimizing potential access to sensitive information.
- Parental Consent Workflow (COPPA): Students under 13 must obtain parental consent during the account
creation process. Consent notifications are sent via email, with an embedded link to the privacy policy.
IV.Data Lifecycle and Transition Handling
- Data Ingestion: Supports bulk upload (CSV/XLS), SIS sync via Clever/ClassLink/Google Classroom, and
OneRoster v1.1. Transfers are encrypted using SSL/TLS and conducted through secure channels (SFTP/API).
- Data Storage: Stored securely in encrypted AWS databases. Only minimal data is retained to support
educational use cases and compliance.
- Data Portability: Export of data (for transition or end-of-contract scenarios) is supported via OneRoster or
API. Data can be returned in structured formats (e.g., CSV) upon request.
- Data Deletion: While not detailed in the public documentation, FERPA/GDPR compliance indicates support
for: Right to erasure (upon request or contract end) Secure deletion of PII and audit logging of deletion events

V.Monitoring, Incident Response, and BreachProtocols
- Monitoring: Continuous monitoring of AWS infrastructure for abnormal activity or unauthorized access
attempts. Audit logs and session data used to monitor usage patterns and access behaviors.
Incident Response Plan: Dedicated incident response team investigates, contains, and remediates data breaches.
Affected systems are isolated and investigated using forensic tools. Root cause analysis and post-incident
reviews are conducted for every event.
- Breach Notification: MagicBox commits to notifying the Educational Agency (EA) as required by law and
contract terms. Notification includes scope of breach, impacted data types, remediation steps, and mitigation
measures.

VI.Support and Training

- User Support: Tier 1 support provided by Cosenza via Zoho ticketing system. Issues escalated to MagicBox for
platform-level resolution.
- Training and Policies: Internal staff handling PII are trained on privacy policies and incident response
procedures.
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EXHIBIT C.1 – NIST CSF TABLE  
 

 

Function Category Contractor Response 

IDENTIFY 
(ID) 

Asset Management (ID.AM): The data, 
personnel, devices, systems, and facilities 
that enable the organization to achieve 
business purposes are identified and 
managed consistent with their relative 
importance to organizational objectives 
and the organization’s risk strategy. 

 

Business Environment (ID.BE): The 
organization’s mission, objectives, 

stakeholders, and activities are 
understood and prioritized; this 
information is used to inform 

cybersecurity roles, responsibilities, and 
risk management decisions. 

 

Governance (ID.GV): The policies, 
procedures, and processes to manage and 

monitor the organization’s regulatory, 
legal, risk, environmental, and operational 
requirements are understood and inform 
the management of cybersecurity risk. 

 

Risk Assessment (ID.RA): The 
organization understands the 

cybersecurity risk to organizational 
operations (including mission, functions, 

image, or reputation), organizational 
assets, and individuals. 

 

Risk Management Strategy (ID.RM): The 
organization’s priorities, constraints, risk 

tolerances, and assumptions are 
established and used to support 

operational risk decisions. 

 

Supply Chain Risk Management (ID.SC): 
The organization’s priorities, constraints, 

risk tolerances, and assumptions are 
established and used to support risk 
decisions associated with managing 

supply chain risk. The organization has 
established and implemented the 

 

The table below will aid the review of a Contractor’s Data Privacy and Security Plan. Contractors should 
complete the Contractor Response sections in the table below to describe how their policies and practices align 
with each category in the Data Privacy and Security Plan template.  To complete these 23 sections, a Contractor 
may: (i) Demonstrate alignment using the National Cybersecurity Review (NCSR) Maturity Scale of 1-7 ; (ii) Use 
a narrative to explain alignment (may reference its applicable policies ); and/or (iii) Explain why a certain 
category may not apply to the transaction contemplated.  Further informational references for each category can 
be found on the NIST website at https://www.nist.gov/cyberframework/new-framework. Please use additional 
pages if needed. 

TCM maintains an inventory of all hardware and 
software.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.
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Function Category Contractor Response 

processes to identify, assess and manage 
supply chain risks. 

PROTECT 
(PR) 

Identity Management, Authentication 
and Access Control (PR.AC): Access to 

physical and logical assets and associated 
facilities is limited to authorized users, 
processes, and devices, and is managed 

consistent with the assessed risk of 
unauthorized access to authorized 

activities and transactions. 

 

Awareness and Training (PR.AT): The 
organization’s personnel and partners are 

provided cybersecurity awareness 
education and are trained to perform their 

cybersecurity-related duties and 
responsibilities consistent with related 
policies, procedures, and agreements. 

 

Data Security (PR.DS): Information and 
records (data) are managed consistent 
with the organization’s risk strategy to 

protect the confidentiality, integrity, and 
availability of information. 

 

Information Protection Processes and 
Procedures (PR.IP): Security policies (that 

address purpose, scope, roles, 
responsibilities, management 

commitment, and coordination among 
organizational entities), processes, and 
procedures are maintained and used to 

manage protection of information systems 
and assets. 

 

Maintenance (PR.MA): Maintenance and 
repairs of industrial control and 

information system components are 
performed consistent with policies and 

procedures. 

 

Protective Technology (PR.PT): Technical 
security solutions are managed to ensure 
the security and resilience of systems and 

assets, consistent with related policies, 
procedures, and agreements. 

 

DETECT 
(DE) 

Anomalies and Events (DE.AE): 
Anomalous activity is detected and the 

potential impact of events is understood. 
 

Security Continuous Monitoring 
(DE.CM): The information system and 

assets are monitored to identify 
cybersecurity events and verify the 

effectiveness of protective measures. 

 

Detection Processes (DE.DP): Detection 
processes and procedures are maintained 

and tested to ensure awareness of 
anomalous events. 

 

Access to all company locations and systems are control.
Only authorized personnel are allowed to use and access.

TCM meets this expectation and reassesses as
needed to meet evolving standards.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.

TCM has protections in place to detect anomalies and
events.

TCM has continuous monitoring systems in place that meet
this expectations.

TCM meets this expectation.

TCM meets this expectation.
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Function Category Contractor Response 

RESPOND 
(RS) 

Response Planning (RS.RP): Response 
processes and procedures are executed 
and maintained, to ensure response to 

detected cybersecurity incidents. 

 

 
Communications (RS.CO): Response 

activities are coordinated with internal 
and external stakeholders (e.g. external 
support from law enforcement agencies). 

 

Analysis (RS.AN): Analysis is conducted 
to ensure effective response and support 

recovery activities. 
 

Mitigation (RS.MI): Activities are 
performed to prevent expansion of an 

event, mitigate its effects, and resolve the 
incident. 

 

Improvements (RS.IM): Organizational 
response activities are improved by 
incorporating lessons learned from 

current and previous detection/response 
activities. 

 

RECOVER 
(RC) 

Recovery Planning (RC.RP): Recovery 
processes and procedures are executed 
and maintained to ensure restoration of 

systems or assets affected by 
cybersecurity incidents. 

 

Improvements (RC.IM): Recovery 
planning and processes are improved by 
incorporating lessons learned into future 

activities. 

 

Communications (RC.CO): Restoration 
activities are coordinated with internal 
and external parties (e.g.  coordinating 

centers, Internet Service Providers, owners 
of attacking systems, victims, other 

CSIRTs, and vendors). 

 

 

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.

TCM meets this expectation.
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