Gilbertsville - Mount Upton Central School District

693 State Highway 51 e Gilbertsville, New York 13776-1104
Phone (607) 783-2207 e Fax: (607) 783-2254

Annette Hammond, Superintendent
Eric Voorhees, Data Protection Officer

Gilbertsville — Mount Upton Central School District Parents’ Bill of Rights for Data Privacy and Security
The District, in compliance with Education Law §2-d, provides the following:
DEFINITIONS:

Student Data means personally identifiable information from the student records of a District student.

Teacher or Principal Data means personally identifiable information from District records relating to the
annual professional performance reviews of classroom teachers or Principals that is confidential and not
subject to release under the provisions of Education Law §§3012-c and 3012-d.

Third-Party Contractor means any person or entity, other than a District, that receives student data or
teacher or Principal data from the District pursuant to a contract or other written agreement for purposes of
providing services to the District, including, but not limited to, data management or storage services,
conducting studies for or on behalf of the District, or audit or evaluation of publicly funded programs. Such
term shall include an educational partnership organization that receives student or teacher or Principal
data from a school district to carry out its responsibilities pursuant to Education Law §211-e and is not a
District, and a not-for-profit corporation or other nonprofit organization, other than a District.

1. Neither student data, nor teacher or Principal data will be sold or released for any commercial
purpose;

2. Parents have the right to inspect and review the complete contents of their child's education
records. Procedures for reviewing student records can be found in the Board Policy entitled Student
Directory Information (FERPA);

3. Security protocols regarding confidentiality of personally identifiable information are currently in
place and the safeguards necessary to protect the confidentiality of student data are maintained at
industry standards and best practices. The safeguards include, but are not limited to, encryption,
firewalls, and password protection. As required by Education Law §2-d (5), the National Institute for
Standards and Technology Framework for Improving Critical Infrastructure Cybersecurity Version
1.1 (NIST Cybersecurity Framework or NIST CSF) is adopted as the standard for data security and
privacy;

4. New York State maintains a complete list of all student data collected by the State and the data is
available for public review at http://www.pl 2.nysed.gov/irs/sirs/NYSEDDataElements2018.xIsx, or
by writing to the Office of Information & Reporting Services, New York State Education Department,
Room 863 EBA, 89 Washington Avenue, Albany, New York 12234;

5. Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed to Data Protection Officer of;
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Gilbertsville — Mount Upton Central School District Parents’ Bill of Rights for Data Privacy and Security, continued

6. The District will promptly acknowledge receipt of complaints, commence an investigation, and take
the necessary precautions to protect personally identifiable information;

Following its investigation of a submitted complaint, the District shall provide the parent or
eligible student with its findings within a reasonable period but no more than 60 calendar
days from receipt of the complaint;

Where the District requires additional time, or where the response may compromise security
or impede a law enforcement investigation, the District shall provide the parent or eligible
student with a written explanation that includes the approximate date when the District
anticipates that it will respond to the complaint;

The District will require complaints to be submitted in writing;

The District will maintain a record of all complaints of breaches or unauthorized releases of
student data and their disposition in accordance with applicable data retention policies,
including the Records Retention and Disposition Schedule ED-1;

7. This policy will be regularly updated with supplemental information for each contract the District
enters into with a third-party contractor where the third-party contractor receives student data or
teacher or Principal data. The supplemental information must be developed by the District and
include the following information:

the exclusive purposes for which the student data or teacher or Principal data will be used
by the third-party contractor, as defined in the contract;

how the third-party contractor will ensure that the subcontractors, or other authorized
persons or entities to whom the third-party contractor will disclose the student data or
teacher or Principal data, if any, will abide by all applicable data protection and security
requirements, including, but not limited to, those outlined in applicable State and federal
laws and regulations (e.g., FERPA; Education Law §2-d);

the duration of the contract, including the contract's expiration date and a description of what
will happen to the student data or teacher or Principal data upon expiration of the contract or
other written agreement (e.g., whether, when and in what format it will be returned to the
District, and whether, when and how the data will be destroyed);

if and how a parent, student, eligible student, teacher or Principal may challenge the
accuracy of the student data or teacher or Principal data that is collected;

where the student data or teacher or Principal data will be stored, it will be described in such
a manner as to protect data security and the security protections taken to ensure that such
data will be protected and data security and privacy risks mitigated; and how the data will be
protected using encryption while in motion and at rest will be addressed.

8. This policy shall be published on the District's website. This policy shall also be included with every
contract the District enters with a third-party contractor where the third party contractor receives
student data or teacher or Principal data.
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Instructions for Third-Party Contractors

Please complete the Supplemental Information Details Worksheet and Data Privacy Rider on the next two
pages and return them to the Data Protection Officer of Gilbertsville — Mount Upton Central School District:

Eric Voorhees
Technology Director/CIO

Email: evoorhees@gmucsd.org
Phone: (607) 783-2207, extension 126

Gilbertsville — Mount Upton Central School District
693 State Highway 51
Gilbertsville, NY 13776-1104
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This Supplemental Information Details Worksheet to be completed by the Third-Party Contractor and
returned to Gilbertsville — Mount Upton Central School District

Section 1: Does the Third-Party Contractor have access to student data and/or teacher or principal data as those
terms are defined by law?
X Yes
Please complete Sections 2, 3 and the Data Privacy Rider on the next page

J No
Please complete Section 3

Section 2: Supplemental Information Details
Third-Party Contractors subject to New York Education Law § 2-d — please complete the table below

SUPPLEMENTAL INFORMATION ELEMENT SUPPLEMENTAL INFORMATION

Please list the exclusive purpose(s) for which the

student data or teacher or principal data will be used ; . .

by the third-part tract defined in th and print educational curricula for students and
/e e 'F?a Lt ra_C el a,S Eulniel s . related professional development. Voyager Sopris

contract (or list the section(s) in the contract where this | ses the student data to provide the services to your

information can be found) school district.

Voyager Sopris will provide the district with online

Data collected is used to roster students and to set
them up with the appropriate grade-level content.
Districts will have access to their historical data at
any time.

We will not keep the student data after you or the
school district instructs us to delete it. We will only
disclose student data to authorized employees or
representatives of the school district, and will not
knowingly disclose the student data to any third
person without express written authorization.

Voyager Sopris’ complete Privacy Policy can be
found at:
http://www.voyagersopris.com/termsconditions

Please list how the contractor will ensure thatany | \we will only disclose student data to authorized
other entities with which it shares the protected data, if | employees or representatives of the school district,
any, will comply with the data protection and security and will not knowingly disclose the student data to
provisions of law, regulation and this contract (or list any third person without express written

the section(s) in the contract where this information authorization.

can be found
) Voyager Sopris is ISO-27001 certified. All contractual

requirements are communicated to employees and,
where necessary, flow down to any applicable
subcontractors.

We have an onboarding and offboarding procedure
that is strictly followed. Supervisors and system
owners are responsible for making requests to
access databases and are authorized by system
owners. We adhere to the least privilege principle.
We also do periodic user access reviews to our
systems and databases.

*Employees who need to know, such as customer
service representatives, product implementation
teams, etc. The company applies the principle of
“least privilege” throughout its entire network.
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Please list when the agreement expires and what
happens to the protected data when the agreement
expires (or list the section(s) in the contract where this
information can be found)

Voyager Sopris will delete all data upon termination
of the contract, after a year of no renewals or activity,
and/or at the request of the district.

As database equipment is retired, it is provided to a
computer recycling company, which destroys any
persistent data. Our recycling company provides
certificates of destruction. This data destruction is
compliant with NIST 800-88.

Please list how a parent, student, or eligible student
may challenge the accuracy of the protected data that
is collected; if they can challenge the accuracy of the
data, describe how (or list the section(s) in the contract
where this information can be found)

Parents, teachers or principals who seek to challenge
the accuracy of PIl will do so by contacting the EA. If
student data is found to be inaccurate, incomplete, or
out-of-date, the EA is responsible for correcting it. If
you experience problems making corrections to
student data, please notify us at
support@voyagersopris.com or 888-399-1995 and
we will assist you with making corrections.

Please list where the protected data will be stored
(described in a way that protects data security), and
the security protections taken to ensure such data will
be protected and data security and privacy risks
mitigated (or list the section(s) in the contract where
this information can be found)

All Pl and student education data are backed up
daily and retained in a secure location only
accessible by authorized information technology
personnel of the company. Daily backups are also
kept offsite in a secure location to support the
company’s disaster recovery process.

Voyager Sopris will delete all data upon termination
of the contract, after a year of no renewals or activity,
and/or at the request of the district. As database
equipment is retired, it is provided to a computer
recycling company, which destroys any

persistent data. Our recycling company provides
certificates of destruction. This data destruction is
compliant with NIST 800-88.

Voyager Sopris is ISO-27001 certified. Voyager
Sopris’ complete Privacy Policy can be found at:
http://www.voyagersopris.com/terms-conditions

Voyager Sopris is committed to the security of our
information systems, which ultimately protect student
privacy. We employ application, database, and
information controls to protect the system (potentially
including the data, the database applications or
stored functions, the application and database
systems, the application and database servers and
the associated network) against compromises of their
confidentiality, integrity, and availability. This involves
various types of controls that are technical,
procedural/administrative and physical.

These controls are meant to minimize:

e The risks of unauthorized or unintended
activity or misuse by authorized users,
system administrators, network/systems
managers, or by unauthorized users (e.qg.
inappropriate access to sensitive data,
metadata or functions within databases, or
inappropriate changes to the application or
database programs, structures or security
configurations)

e Malware infections causing incidents such as
unauthorized access, leakage or disclosure of
personal or proprietary data, deletion of or
damage to the data or programs, interruption
or denial of authorized access to the
database, attacks on other systems and the
unanticipated failure of database services
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e Overloads, performance constraints and
capacity issues resulting in the inability of
authorized users to use applications or
databases as intended

e Physical damage to application or database
servers

e Design flaws and programming bugs in
databases and the associated programs and
systems, creating various security
vulnerabilities (e.g. unauthorized privilege
escalation), data loss/corruption, performance
degradation etc.

e Data corruption and/or loss caused by the
entry of invalid data or commands, mistakes
in database or system administration
processes.

Voyager Sopris has signed the Student Privacy
Pledge (https://studentprivacypledge.org/) under the
Cambium Learning name. This includes Learning A-
Z, ExploreLearning, Lexia Voyager Sopris, Kurzweil
Education, and VKidz. On the website, we are only
permitted to use one company name, so we elected
to use our parent company, Cambium Learning.

Please list how the data will be protected using
encryption (or list the section(s) in the contract where
this information can be found)

Application/system does use secure protocols for
administration including SSH, and encrypted RDP)
and does not use Telnet or unencrypted
PCA/RDP/VNC.

Voyager Sopris online solutions are deployed and
secured using TLS encryption.

Our file systems on which our databases reside are
encrypted at rest. The data is also encrypted while
being sent back and forth to the user's browser using
HTTPS.

Client Data is encrypted
e  When in Internal: Storage
e  When in External: Network In Transit

Section 3: Agreement and Signature

By signing below, you agree:
e The information provided in this document by the Third-Party Contractor is accurate
e To comply with the terms of Gilbertsville — Mount Upton Central School District Parents’ Bill of Rights for Data
Privacy and Security (applicable to Third-Party Contractors subject to New York Education Law § 2-d only)

Company Name __Lexia Voyager Sopris Inc. Product Name Voyager Passport; LANGUAGE! Live
Printed Name Amy Otis / VP, Bids & Proposals Signature ﬁ&Mm Date 09.15.2022
\_/\JG @
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Data Privacy Rider for All Contracts Involving Protected Data Pursuant to
New York State Education Law §2-C and §2-D

Gilbertsville — Mount Upton Central School District and the Third-Party Contractor agree as follows:

1. Definitions:

a. Protected Information means personally identifiable information of students from student education
records as defined by FERPA, as well as teacher and Principal data regarding annual professional
performance reviews made confidential under New York Education Law §3012-c and §3012-d;

b. Personally Identifiable Information (PIl) means the same as defined by the regulations implementing
FERPA (20 USC §1232-g);

2. Confidentiality of all Protected Information shall be maintained in accordance with all applicable State and Federal
Law and the Gilbertsville — Mount Upton Central School District's Data Security and Privacy Policy;

3. The Parties agree that the Gilbertsville — Mount Upton Central School District's Parents’ Bill of Rights for Data
Security and Privacy are incorporated as part of this agreement, and the Third-Party Contractor shall comply with
its terms;

4. The Third-Party Contractor agrees to comply with New York State Education Law §2-d and its implementing
regulations;

5. The Third-Party Contractor agrees that any officers or employees of the Third-Party Contractor, and its assignees
who have access to Protected Information, have received or will receive training on Federal and State law governing
confidentiality of such information prior to receiving access;

6. The Third-Party Contractor shall:

a. limit internal access to education records to those individuals that are determined to have legitimate
educational interests;

b. not use the education records for any other purposes than those explicitly authorized in its contract or
written agreement. Unauthorized use specifically includes, but is not limited to, selling or disclosing
personally identifiable information for marketing or commercial purposes or permitting, facilitating, or
disclosing such information to another Third-Party for marketing or commercial purposes;

c. except for authorized representatives of the Third-Party Contractor to the extent they are carrying out the
contract or written agreement, not disclose any personally identifiable information to any other party;

i. without the prior written consent of the parent or eligible student; or

ii. unless required by statute or court order and the party provides notice of the disclosure to the
New York State Education Department, Board of Education, or institution that provided the
information no later than the time the information is disclosed, unless providing notice of the
disclosure is expressly prohibited by statute or court order;

d. maintain reasonable administrative, technical, and physical safeguards to protect the security,
confidentiality and integrity of personally identifiable information in its custody;

e. use encryption technology to protect data while in motion or in its custody from unauthorized disclosure
using a technology or methodology specified by the Secretary of the United States Department of Health
and Human Services in guidance issued under Section 13402(H)(2) of Public Law §111-5;

f. adopt technology, safeguards and practices that align with the NIST Cybersecurity Framework;

g. impose terms at least as stringent as all the terms of this rider in writing where the Third-Party Contractor
engages a subcontractor or other party to perform any of its contractual obligations which provides
access to Protected Information.

Agreement and Signature

By signing below, you agree to the Terms and Conditions in this Rider:

Company Name __Lexia Voyager Sopris Inc. Product Name _ Voyager Passport; LANGUAGE! Live
Printed Name Amy Otis / VP, Bids & Proposals _ Signature AQAA« Date 09.15.2022
AN /
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