Standard Student Data Privacy Agreement

IL-NDPA v1.0a

School Diistrict or LEA
fion Elementary School District 6

and
Provider

ParentSquare, Inc.
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Thiz Student Data Privecy Agreement ["DPA"] iy entered inta on the date of full ezecidion [the “ENective Date")
and i3 srtered o by and belween
[ i | foated At [ | e “Local Educktion Agency” or “LEA"] and
[Purmrissusm =], located ot [ #essemsmm s o | (the “Providar”).
WiEEREAS, Chee Provicer = prindding educalonal or degital services to LEA.
WHEREAS, the Frosdder and LEA recogroe the need fo protect personally identifable student formation and
other regulated data enchanged betwesn thern a8 reguired by sopleable laws and reglatons, such as the Family
Educationail Rights and Privaecy Act ["FERPA") ot 30 U SC § 11025 [34 CFA Part 99 the Childnen's Onling: Privacy
Projection Ao [FCOPPA®) a1 15 U S.C §6501-5506 {15 TFA Par 312, applicable state privecy e and reuiations
and

WHEREAS, the Provider amd LEA deslre to enter into thes OPA far the purpose of gstablishing thewr respecte
oblgatians and dudies n chder Lo carnply with sppficable Wes and regulstions

NOW THEREFORE, lor gaod ard valualale camikdes@tion, LEA snd Provider agrée a5 Follows:
1. A description of the Sefnces to be pravided, the categuries of Student Data that may be provided fry LEA
1o Pronsdur, and ether information speodic to this DA are contained in the Standard Clases et

2 Spedial Provivions, Check f Required
ImeulmemnmmmliﬂﬂInm
incarporated by relerence into this DPA in thair sntinety
'MW“M“EHMWHMI“H“
M. (Optional)
leﬂu-:hud.l:m Proeider, han signed Exhibit *E” to the Standard Clauses, ptherwise krown
Gemneral Offer of Privacy Terms

1. Intke event of a conllict betwesen the S5PC Sardard Clausei, the Tate or Specdl Prodtiaons will cantsal
in the event there & conflict hetween the ferms of the DPA and any other writing, ncludeg. I not
it D0 fwe Service Agraement and Prowider Terma of Servece or Privacy Policg the terms of this DPA

shiah control

A This DPA shall shay in effect for three years. Exhibi Ewill gxpire 3 years Iram the dale the onganal DA
s sigred

5 The services to be provided by Pravider (o LEA pussuand 1o this DPA are detaded In Exhill “A" (ihe
“Services”|

6 Notices Al notices ur other commienication required or permitied to be ghen herewehier may be gven
Wil a-mal framemiiion, of firii-class mail, s Do the Sesigneted represonTatives below
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The detignated represendative for the LEA for thiz DP& i

vame. Mike Scofield e Director of Technalogy
o 2800 2% 5t Zion, IL 60099
shone. B4T-379-0138 emas Mscofieldflzions.org

Thie designated raprasentate for the Proviger for this DRA is:
same: BMIAN Rowse rieie. Chigf Information Officer

Adires: 144 Cle Fowl #2004, Gowi, CA BT
mone. £58.996.4156 emae. Privacy@parenisquare.com

N WITHESS WHEREDF, LLA and Prowider gsecute thiz DP& g of the Efectwe Date.
LEA: £
Printad Name: Mike TitiaPenitin: Direcior af Tachnology

Provider: ParwniSouaes, Ing
., Brian Rowse s umsdTaise |, 05/04/2025

et Wi Brian Rowsa Titie Pesinon; Chiet Infoemation Officer
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Wrsica 1.0

ARTICLE | PURPOSE AND SCOPE

Purposs of DPA The purpnse of this OPA & to describe the duties and responsibilities to protect Stodent
Digta mchigeng compliancs with all applicable federal, siate, snd lecal privacy s, rules, and reguistians,
alf s may be amended from tene to time. in performing these seneced, the Provider shall be considered
# Schdl Dficial weik @ ingitimaie sducatanal inferest, and perfarming mraoes oiherwise pevided by
the LEA, Provider ikall be under the direct control and supervision of the LEA, with respect 1o |k uie al
Student Data

Studant Oata to Be Provided in ordes 1o perform the Senvices described abowe, LEA shall prowideo
Stwdent Data as identified in 1he Sthedule of Data, attached hereto 23 Exhibiy "B~

DPA Dafinitions. The definmon of terms used in this DPA (s fownd in Exhibet *C. in the event of a conflect,
dafiniticns uved im this DFA whall prevell over Tatma used i Gy other writing, incluting, bt not imited
to the Service Agreement, Terms of Service, Privacy Palicies etc.

ARTICLE II: DATA OWNERSHIP AND AUTHORITED ACCESS

Stydent Data Property of LEA All Student Data tramimitted 1o the Provider purtsant 1o the Service
Agreement & and will continue 1o be the property of and under the control of the LEA The Provider
further sckmowbedget drid agrees that &l copies of such Student Data transmitied to the Provider,
inciading any modificabiorn ar additions or ary portian thereal from any soume, are subject fo the
prowisions of this DPA in the iame manmer ax the origirad Student Data. The Parties agree that 2 befween
themn, all righis, inchading all intellectial propey rights in end o Sludemi D combemplated per the
Service Agreement, thall remain the esduiive property of the LEA For the purposes of FERPA, the
Provider shall be considerad & School Officlal, under tha controd and direction of the LEA a3 it pertains 1o
the use of Studert Data. notvertftandmg the above.

Parent Access To the extent regquites by law the LEA shall estabiad reasonabse procedures by which a
parent, legal guardian, or efgble student may review Edutation Records andfor Student Dits cornect
erronecuy information, and procedures for the tramsfer of student genorated content to a perscnal
Brcoind, conslitent with the hunctonsty of serdded Provider shall respond in @ reasonably timely
masnneer {and no later tham forty five (45) day. from the dee of the request or puriuant o the Gme frame
required undaer state lew for an LEA to respond to @ parent or student, whichever i sooner] o the LEA"
request Tor Studerd Date in o student's recardi held by the Pravider fo vew of correc! i necesiany. in
ithe avenl that a parent of & student or other ndividual contacts the Provider fo revses a0y of the Student
Data accessed pursunnt o the Servess, the Pravides shall reles the parent or individuall (o the LEA, wha
will follnw the necsswary and proper protedures fegarding the requested infonmation

Sepacaie Accpunt If Sudent-Genespled Cament ts stored ar mathtained by the Provider, Providers shall,
ut the regueest of the LEA, transfer, o provide s mechsnbm for the LEA to trarmler, said Student
Generated Content 10 a separats account craated by tha iudent.
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Lew Enforcemamt Reguesty. Shoold lew enfofcement or other goverrenest entities ["lequesting
Farty{ies| ") cantact Prowader werih o regues Tor SSuderd Daga hald by the Provigder pursuant to ke Senvices,
khen Promider shall natity the LEA in sdvanon of a compelled disclosure to e Reguesting Party, unbess
lwiully directed by the Reguesting Party not (o mlorm the LEA of the reguiit

Subprocessary. Frovider shall enfer indo wevien agreements weth all Subprocessors performing funclions
fot the Provider im arder for the Provsder to provitle the Services pursuant to the Service Agreament,
wiarsly the Subdrocesson agree (o protect Studert Data in 8 manndr no s stregant than the terms
of this OFA

ARTICLE Wi DUTIES OF LEA

i : T q yplicabile Laws. LEA shall provide Student Daza for the purposes of
mmmhmﬂm wnduH applicable federal, state, and local privacy v, males, and
regulations, all as may be amended from lime 1o Tme

: if tha LEA has a policy of disclosng Education Retords andfor Studient

Dta ursler FERPA [34 CFA § 990 10al 11} LEA shall inchide & sp=cification of critecls for del=mining who
consiAes A school pfftcial and what constitutes a Ingitimate cducatsgnal imerest in ity armual
podificatian of rghts

Regsonabis Precauthony LEA thall take reasanalie precautans 1o secute Liermama), paswweed, ard
@y oiher means of gening sccess bo the services and hosted Student Data

. Unputhgrited Accaii Notification LEA whall natity Provdar promptly of any knoem wnauthonead accods
LEA will austst Prosder in ary efforts by Provider 1o investigate and respond 1o any unauthoried sccess.

ARTICLE Iv: DUTIES OF PROVIDER

Privecy Complianss. The Provider shall comply with all sppleabis tederal, mate, and ocal lea, rules, and
regulationt pertnining to Student Oata privacy snd security, all oy may be amendad from time 1o tme

Autherired Use The Student Data shared parsuant 1o the Service Agresment., including praristent whigue
idemtifiery, shall ba vved for no purpose other than the Sendces outfined m Exhibst & or staled in the
Sarder Agreamant ard/or ot herasie authorited unier the statuies referred to harein this DPA.

Provider Employse Obligason Provider thall requirs #il of Provder’s employees and agesiy wha have
acteds 1o Stisdent Data 10 comply with 8l sppicable provisiony of thes DPA with reipect 1o the Studem
Data shared under the Service Agreement. Provider agress o régere ind maimlain an sppropriste
cardidentiality agresment froem sach emaloyes or agent with aconss o Student Oato pairmant o the
Service Agresment

Pep DEsclogurs Provider scknowlpdges and agrees that 8 shall not make ary re-dsclosure of any Student
Data or dmy portian thereof, mcludeg withoo! limilation, used conbent oF ather non-public wformatian
and/ar parsonally |dentifable information comtaned in the Sfudént Data other tham a3z direcied or
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permitted by the (EA or this DFA This piohibison agarst disciosure shall not apply to aggregate
suymearies of De-tdemiifieg inforration, Sludem Daty Shchored pursusnt 10 8 lavwlully Bsess wbpoeaa
ar othar lagal process, or to subprocessors pedorming services o befalf of the Provider pertuant e this
DPa. Proveder will not Sell Student Data o any thérd pary.

5. De-identiliesd Data Prowider agrees nat to attemipt to re-Identify de-dentified Studesit Dt Che-|dent e
Data may be wed by the Prosder for thowe punposes aSowed under FERPA and the following purpoes
{11 assiatmg the LEA or other gowernmental agencies in conducting resesrch and other fudies. and (2]
research and development of the Prowvider's educational sites, services, of applications, and 1o
damonitrate tse effectiveness of the Servoes; and {3) for adaptive isarndng purpose and for cestomiped
studerd learming. Pravider's use of Oe-iderified Data whall susvive termination of this DPA ar ey fequest
by LEA o return or destroy Student Data. Except for Subprocesson, Provider agress not 1o transier de-
dentiied Sudent Dats ko any party unless (] thit party agrees in wrting rdt io astempt re-dentification,
and [b) prior weitten notice hat been gheen 1o the LEA wihio has provided prioe written consent for such
iranifer. Prior 1o publishing any docurment Usal names the LEA eaphicitly or imdirectly, ihe Prowder shall
abrtam the LEA's wrtten appraval of the manner in which de-identifed dats m presented.

6. Dispesition of Data. Upon wiithen fequest from the LEA, Provider shall dispose of or provide a mechanism
lor the LEA to transfer Student Dats obtamed under the Serdce Agreement, within siwty (601 days af the
date of waid request and scoording 00 8 schedule and procedurs as the Parties may remsonably agres
Upan termination of this DR if no written regquest from te LEA 15 received, Pravides Yhall dapess of all
Srudent Data afier providing the LEA with nexsonable prior natice. The duty to dispose af Stadent Data
whall et extend 1o Stadent Dais 1Ben had been De-enified or placed in @ separsie Hudent socouni
pursunt to section fl 3. The LE& may employ 8 “Direclive for Dispasition of Data™ form, o copy of which
is atfached hemwin as Exhihit "D, if the LEA and Provider employ Exhibit *D.® ro furthar writies mguast
wuﬂhmﬁm!ﬂﬂﬁﬂ%nﬁ#uh%ﬂﬂﬂhﬂhﬂﬂﬂﬂhw
.

7. Advertising Limilations, Prowder o prohibited fraom using, disthosing, of welling Studemt Dets ta (a) indorm,
inflssnce, or enabile Targeted Advertizing: or (b} develog a profide of 2 student, family member/guardian
or roup, fer @y puaposs other ihan providing the Servies 1o LEA. Thin saction doss not prohis Provider
from using $tudert Data (1] for sdaptive learming or customired student leaming [including generating
parsonalioed kearning recommendations); ar {il) o make product recommendations to teachers or LEA
employers: o {iil) 1o matily accouwnt holders about new sducation prodiact updates, faatures, or senvices
o from odtherwise using Student Data a1 permiftfed in thes DFA ard ity aceompanying exfibits

ARTICLE V: DATA PROVISIONS

L Data Storage Where regured by apolicable lew, Student Data sha® be stored within the Urtnd States
Lhaen reguest of e LEA, Provider will provide & bt of the lscation wihens Stodent Daka 5 atored

1. Audiy, Mo mare than ance & year, of iolawing unautharied sccrss, upon receipt of & written request
fram the LEA with ot keast ten (10} business dayr’ notice and upon the esecution of an appropsiste
covnfudentiakty agrearnant, the Provider will allow the LEA to audi the security and privacy messures that
are in plate to ensure pridection of Studeet Date o any porticn Ehereof as It pertaing to the delvery of
mervices to fthe LEA . The Provider wil cooperate reasonably with the LUEA and any looal, state, ar federal
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Fponcy with cwersight autiarity oo jurisdiction in conrecion with any ausdit or investigation of the Prowader
and/os delivery of Services to udents andfor LEA. snd shall provide ressonalie stoess 1o the Provides™s
facilities, vtadf, agents and LEA's Student Data and all records pertaining to the Provider, LEA and delivary
of Services 1o the LEA. Failure io ressonabily coapsrate shall be deemed § matarial breach of the DPA,

DEts Security The Providst agress ta utilipe sdministrativi, phyiical, s technical safeguares desighed
to profect Studer Data from unoforieed acoess, discloswre, adquisilion, destruction, wse, or
madificatson. The Provider shalf sdhere 1o amy applicably law relsting (o data security. The provider shall
implement an adequate Cybersecurity Framewsrk baved on ene of the hationally recognlied starsdards
st forth wet forth in Exhibit *F° fdclusions, variatiors, or esemptions 1o the identifisd Cyberiecuriy
Feamework must be detailed in an sfedhivent 0 Eahibll "H™ Addisonslly, Provider may chodse Lo
further detail ity security programe and measones ‘that gugment or e fn oddition to the Cyberiecsity
Framaework n Exhilit "F~ Provsder shal provede, in the Standand Schadule to the DPA, cordact
information of an employee wia LE& may contact i there are ary data security cohcerna of questiong

Pata Beemach. In the svend of &0 wasuthorited refsaie, disclowire of scyusition of Studert Dats that
comgromises the security, confidentiaity or imtegrity of the $ludent Data maimamed by the Prowider the
Prevdader shall previde notification (o LEA within seventy-twa (71] hours of confirmation al the incident,
undess noidficatmn within thes time lim# would danupt mvestigation of the incident by law enfarcenent,
in such an event, natification thall be made within 2 reasonable time after the incident. Provider shall
Taliow the Tallowing process

(1] The secunty breach motification described above ehall inchede, at @ mimimum, the following
Hfarmation 1o the Extent krown by the Brovides §ail 35 § becomes dwailabis;

L The mame and coeriact (rformatinn of the reporiing LEA subject ta this seciion

& il of the cypes of personal isformaetan That were aor 80 redtonaifily beladed 1o have
been the subpecd of a breach.

b i ehe information ik posible o determine at the Lime the notioe i provided, (Ban sithar
1]]1:!'&-“1:iﬂuhﬂh.ﬂl]!ﬁﬂﬂlﬁlﬁdﬂlﬂﬂm,mﬂ]ﬂuﬂhrﬂa
within which the breach occurred. The notifcation shall also include the date of the
nies.

. Whether the notdication was dedayed a1 3 result of a lew enlarcement irmestigation, if
imat information & ponale to deberming ot the lima the nolice s provided; and

¥. A genetal description of the breach incident, if that information iy possible to determing
at the tume the natice i prowded.

(2] Provider agrees to sdhere o all federal snd stuts requirements with reipect to & dala Breach
related to the Student Data, includng, when appropriate or required, the reguired responsibilites
and pracedures for natificaiion and mitigation of any sech date broac,

[3) Preider funfer achnewdedpes and agrees 10 have @ writhen indidem response plan that refiecs
byt practicss snd b conaistent with industry standardd and lederal and seats law for respanding
to a data breach, bresch of security, privacy incident or unauthorized acqussitan or use of Stuideet
Dwta ar any portian thevsal, including personally aniifiable mformation and agroes o provide
LEA, uphn request, with & summaty of sald wiitten incdent response glan,
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(%) LEA shall provide notice and facty surrounding the bresch to the affected viidents, parents or
puardaaEng

[5) Inihe eweint of @ hreach ariginating from LEA"s usy of the Service, Provider shall coopermate with
LEA fo the extent nécessary to expeditiouly secure Student Data,

ARTICLE W: GENERAL OFFER OF TERMS

Providet may, by signing the sitached larm of "Genersl Offer of Privecy Tetms™ (General Offer, attached bedeto
a5 Exhiibit "E”), be bound by the termd of Exhibit "E* 1o any cther LEA wheo sigra the acceptance on said Exhibit
Tha form is imited by tha terms and conditions described thenein

ARTICLE Wil MISCELLANEDUS

L Terminatien b the evert that either Party seeks to terminate this DPA, they mury da s by mufusl written
consent 50 long a3 the Service Ageeameny hag lapsed or has peen terminated. Either party may tarminate
HumnrdlnTWMmmnmﬂﬂtdhﬂpuﬂhmhﬂmm of thig DA

L Eitect of Termination Survivel if the Service Agreement (s (ermenated, the Prosder thall destroy oll of
LEA's Studnnt Data pursuant 1o Article IV, section &,

3 Prigvity of Agresmgnts This DA shall gowern the trestment of Stadent Data in ceder to comply with the
privacy protections, including those found in FERPA and ol applicable privacy statutes identsfied i this
OERA. B kb event there |4 donlict belween the termd of the DA &hd the Servige Agraemend, Terms al
Serwice, Privecy Paliced, or with sy ofher bed [RFP, icense agresment, or writing. tha termi of thiz P&
thall apply and take precedence. in the event of 8 conflict befween Dvhibit W, the S0PC Standard (auses,
amilfor the Supplemental ate Term, Exbibit H will control, follewsed By the Suppéemental State Termi.
Except o cescribesd inv this paragraph horein, all other provisions of the Servce Agreement whall remain
im mifect.

4, [nfire Agresmsnt Thil OPA and the Service AGreomsn consTiute the entire agresmaont of the Paris
redatong o the subject matter hereof and superssdes all prior commurications, represeriations, of
sgreements, aeal of written, by the Parties reluting thereto, This DPA mey by smendsd and the
abservance of any provision of this DPA may e waived [eithar gererally or in any particulasr imtance and
either retroactively or prowpectively) onby with the signed written consent of bath Farties. Nesther fajlure
not delay on the part of any Pasty in esnrcising amy righ, powes, cr privilege bereundes thall opesate o 2
witver f wich Aigv, nor shall sny ungle or pariel sxsrcise of ary lich right, power, or privilegs pracluds
any furthor exercise thoreod or the exercice of any other right, power, or privilege
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5. Severabllity. Ary provesion of this DPA that s prohdaited or unenforceable in any jurisdection shall, a& to
such puriydction, be ineffective to the eatent of wich prohibition or unenforoealafity without inalidating
ihe remaining provisians of ths DPA, and any such prafbition or srenforceatsdty in any parsdicton shall
nod invalidaie ar render uneniorceable such prowision m ary other jurisdiction. Notwithstanding the
torpgoing. f nach prosssion could be maore nasmowdy drawn 50 a5 not to be prohibited or unenforceable in
such jurisdictson whike, ai the same tme, maintaineng the Evtend of the Parlies, i shall, aa to sech
purisdiction, be so rerrivly doiwn wilhsin invalidating the remaiming provisions of this DPA or sifeciing
thig valldiny or snlarcembility of sweh provison in sy other juriidiction,

5. Governing Law: Verue and Jurisdiction THIS DPA Wil BE GOVERNED 8Y AND CONSTHUED WM
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGAAD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBAMITS T THE SOLE AND EXCLUSIVE JUHISDCTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF TWE LEA FOR ANT DISPUTE ARISING OUT OF DR
RELATISNG TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY,

7. Successors Bound This DA by snd sha be hirding upon the retpectne WWCoessars in onterest to Provider
in the evend ol & meErgir, dequibiton, camalidation oF other business reorganiatsan or sale of &8 ar
iubsiantialy ad of the asiets of such business in the mvent that the Provider sefls, merges, or otherwise
dispoues of it business to 8 wccessar during the lerm of this DPA, the Provider shall proveds witien
natice 1o ke LEA no later than slety [60) days sfter the dosing date of sali, merger, or disposal. Suck
mertice shall include a written, signed aswurance that the sudcessor well ariwme the obligations of the DPFA
mmmmmmmmmmmwm.mmhﬂmm
o terminaie the DPFA § if dsappeoves al the sucorsar ta whom the Prosdder b selling. merging. or
piBarwie disposing of iy business

L Autherity. Esch party represents that il & suthosiced o bind to the ferms of this DPA, Ihcluding
corfidentiality and destriction of Student Duta and any porisan therent contmned thenein, 8l related or
associated insiiutions, individuads, employvees or contractors who may have acoess to the Student Dada
nrslfar any partisn thereal.

8, Walyer No delay or omission by sither parfy to exeecise gny sigitt hereunder shalf be consirued a5 a

wralver of amy soch right and borh parties reserve the right to eserciie gy such right from e b tme,
oy aofien a5 may be deemned expedian
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EXHIBIT AL
DESCRIPTION OF SERVICES

ParentSquare, a school-io-hame communications product that unifies district-, school-, and
clasaroom-evel communications to families and anables two-way messaging and
communications-based school sarvicas, all in a single platform.
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EXHIBIT 8"
SCHEDULE OF DATA

pplication Technoiogy | ip Addresses of usery Uke of cooligs, s1c

hieta Data Other sppbeation techralogy meta dats-Plesw speofy:

AisgEsiment standardired {est

iDbservation dake

| Dabser pasesiment data-Please specity:

L

Attendance | udent schoal [daily) attendance data
! Sudent cans afterdarde dels

Communitations | Onling cornmumications captured {emails, blog entriet) v
ot Canduct ar behavioral dats u
Crecringtaphiis Date of Birth

Mace of BErTh

Gender

EHII.'I;"FI:II‘IEE

— e R R o

tudert]

Language information (natie, or m,.,l. language m e

¥
"

her demagraphic mlarmatan-Paase wcty:

< E'Hr

T  Stugent scha anrolimen: |
.'l'IJ.H:II:rH grade lewel

Homarcam .

Guidants courmabar

!-I:l!tml: nm"-:ﬂ.u-ri ™ programs

Year of praduston -

B

| Othes enrolmant infarmatian-Fiease specity.

| Parent/Guardiar Contact | Address

Bl

1hh’mm L e

<<
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Phone v
Parert/Guardian 10 Parent 0 rumber jcreated to fmk parents (o Mudent) i v
Parerl'Gissidian Mams First andfior Last ﬂ
Scheduée Student scheduled courses | ¥
(Toachernames v
Special Indicatos English language kearner information
L Inscmrmas staius
el et |
Srudent disablity irformation
Specialined echatation services [1EP or 5]
Litrig situtions ll:lnr:;ll-!m'hl:ﬁ care) T
Oihar isdicator information. Please speaify. _j
“Siudent Contact pr— ]
infomation Flrnll-l ¥
| Studenit identifieny Loeal [Schoot district] 10 rumiser
State 1D ruen bess |
|  Pies Hos SOSDO B 10 gl M O ) [
Student agp ueeTnama .
. SELCHNT dgip pasTworeh e
| Studett Name Firet ard/ar Last
Studenl in App Programfapplceton performance [Typmg poojfam-yudent .
Performance types B0 wpm, reading propram-student reads below grade
TSiudent Program muwmmmmm.M|mnmm
_Mpmbenig ar participate |n
I :‘Mh“ﬂ Sriadent respontes 1o survieys or Questinniaines D
Sudent work SAudar penerated COMENT, WIITIng, pictunes, #1c. 1
Other student work data Seae specify
Trarscrigt Sudent course grases
Muent courve L4t H

|t Lyt T 1-05-7 3 - M M, | il O
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Student course grades/ pardormance stores

Oiker transcript data - Fieave specrhy

Trarsportation Student bus assgnment

Student plck up and/ o diap off locatien
Student but card 10 nuen b
Dihar ransporiation dats - Plaase specify

Cither Pigacas (11 ach neiditional data st i, tioned, of
colincted by your applicaton:

Any other data elected to be provided by the LEA

| None | Mo Student Data coliected at this time, Provider will L.l
'| i by mcaity LEA iF this designation is no loager
applcable.
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EMMERT °C”
DEFINITIONS

Dez-identified Oata and De-ldentification: Aecondt and information are candidered fo be De-ldentified when all
penonally estfiable miormaton has besn removed o cbhicured, sach that 1he remaining information doss nat
reasonably ideptify a specific Ml,hﬁuﬂ‘hlmhﬂﬂmtﬂmhﬂm Thal, pane af
oomshimation is inkabis to g spacific student and provided that the educational agency, or othar party, hai made
a reasanshle delermingbon thl 8 wudent's identity & aod perscnally deriifiable, milng im0 aeoeun] rmadonanls
availabde enformatian

Educational Recordd: Tducationsl Becords are recordy, lilel, documents. and other materialy direcily related 195 &
studert and martained by the school or ncal education agency, or by a person acting for such schoo! or local
education agendy, mcutding bt not Bmited te, records entompassing a8 the matecial kept v the student’s
cumulative folder, such as general identibpng data, records of attendance and of academic work completed,
records of achievement, and resulty of sualustive tesn, health deta, dhciplinary status, est protocals and
individualired education programa.

Metadats mesns information thin provides masning and combent 10 ciher dats being collected. inclading, tut not
limited to- date and time records and purpose of restion Retsdata that have been stripped of all direct and
indirect idartdinr are not copsidensd Personally Identifiabie information,

Operator mears il operatar of am irtemet website, anline werace, onling apphcation, or mohile appécation with
acTusl krowledge that the sive, serdoe, or Application (s used for =12 wchool porpeses. Ary entity that operaes
an inMfened website, online sendce, anfine applcation, of mobile spplicatan that has erered snbo @ signed, written
agreament with an LEA to provide a wervice to that LEA shall be considered an “operstor” for the purpoaes of this
section

Originating LEA: An LEA wino originally sencutes tha DiPA in its entirety with the Prowider.

Priowider For purposes of the DEA, the form Wm“ﬁdﬂ:ﬂmmﬂﬂmwm
imtlugling cloud-baaed sendoes, for the digital starage, managermant, and retrisval of Student Data, Within the DRA
thae e “Provider™ mndudes ihe berm “Thind Party™ snd (e tenin “Dperator” i used in applicable viate viaiutss

Siudent Generated Content: The 1erm “Mudeni-Generated Conterm” means materal or content created by a
student in the servces including, but not mited Lo, sisays, fredearch reports, portfchos, creathe witling, musie or
other audie files, photographs, wideos, and arcount wformatron that enables cngoing camership of student
conlent.

School Official. For the purposes of this OPA and pursuant to 34 CFR § 95 31{b), a School Oficial 1§ a corfractor
that: {1] Perfoima an institulional service oF Tunction fod wiich Uhe agency of Pitilution waidd otherwive ke
employees; (1) is under the direcl conimal of the agency o institution with respect Eo the wie 3nd mambenance al
Sudeni Dats Including Education Recordy, and (3) b subject fo 34 CFR § 99.33(a) governing the uwa and re-
discigrure of Personally identifiable Infermation from Cdotation Bedords

Lervite Agreament: Refery (o 1he Contract, Purthie Drder of Terea of Serace of Terms of U

Suident Dita: Student Data includes any data, whether gaiherad by Prowicer or prowiced by LES Or i e,
studenty, o students’ pasenis/guariiany, that i descriptive al the studenl including. but not limated o,
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irdormeatian in the student™s edutational record ar email, firyt &nd lask neme, brthdaie, homa o otk physicy
aadress, telephone number, email address, or other informetion allowing physical or online contact, discipine
reconds, videon et resuly, speciel education deta, [uvenile dependenty resonds, grades, svaduations, criminal
records, medical records, health records; socksl security numbers, blometric information, disabilities,
paCHISCOhOA indormation, individual purthasng behaost o proferences, tood purchasss, poktical afiliations,
religious snformatian, test messages, documents, student dentifien, search activity, photas, voice recardngs,
gealecation information, parenis’ remes, of any other infarmation or identificstion number that would provids
infarmatian about a speciic student. Student Data includes Mets Dete. Soadert Dats further inchudes “Personally
ideniifiable information (PHL° a5 defined in 34 CF.A, § 993 and as defined under sy applicable state lvw. Studert
Dt shall consiitide Education Recards for the puipases af this DPA, ard for the peposes of fedaeral, fate, and
locad ewe snd regulations. Student Data a: specified in Exhibit “B” i confirmed to be collected ar processed by
ihe Provider porsuast (0 the Sanvices. Simdent Data shall nof comstituie that information that has been
anarrgmized or De-ldentifed, or anonymous usage data regarding a stsdent’s use of Pravider's seraces

Subprocessar: For the purpotes of thi DPA, the ferm “Subprocessor” (sometmmes referrod o & tha
“Subiontractor”| meams 3 party other than LE& o Provider, who Provider uses for data collectian, snnlytics,
siornge, or olher service to oparate #ndfor Improve it perdce, @nd who Ras access to Studentd Data

Subseribing LEA: A LEA that wan not party o the orgnal Service Agreement and who acoepts the Prowder's
Gereral Dffer of Privacy Terma

Targeind Adverihbng: mears presanting an alvenbamant 10 8 viudent whern the sefection of the advertisement
in based on Student Data or inderred ower tme from the ulsge of the aperator's intemet wab site, anling service
ar mobile applcation by such shudent or the retention of such student's onlime activitees ar requests oves time far
1hE purpoid of LAFEELING sulEsnui atvertisaments. Targeted Advertising” dans not inciude ary adunrtising 10
a student on am nterne] web site bated on the content ol the weh page ar in resgane to 8 Vudenls Deiponie ar
request for informatien o feedback

Third Party: The Lerm *Third anﬂnitmﬂddﬂulwmtﬂ yiplioes, inchifding clowd-
hased services, for ihe degetal storage, management. and retrieval of Education Recorde and/or 3tudent Cista, 2t
that berrm is isid in sofns staie stEiubes, However, for the porpoaee of thh DFA, the teem “Third Parky™ when uied
1o indicete the pravidar of dygstal educational woftware or servioes s freglooed by the 1em “Provider.”
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EXHIBIT "0”
DIRECTIVE FOR DISPOSITION OF DATA

Proreder to dispose of data obtained by Provider purvuant o the térms of the Sérvice Agreement between
LEA and Provider. The terma of the Diagodition are set forth below:
i i
E i Dispastion iy partisl The categoeies of data ko be dsposed of are sel forth bebow of gre found in
an attachmert to this Directies:
| |
] Disposition ks Complete. Dispostion exterds 1o 3l categories of data.
I,
Dizposfian shall be by destruciion or delation of data
! I Dispositicn thall be by & iransfer of data The dets shall be tramiferred 1o the Following site s
Tollows:
| I
1 3cheduie of Dispausion

Crata vhall b= dispased of by ke lollowing date:
As wpon a1 commertially pracbeabie.

By | I
4. Hnature
Authorized Represeniatre of LEA Date
% yeofication af Dheaitien of Duta
Muthoerred Hepresentatoee of Company Date
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EXHIBIT °F
DATA SECURITY REQUIREMENTS

Adeguaie Cybersecurity Framewaorks
/142020

The Education Security and Prvacy Eschange [“Edupea™| works in partmershig with the Studerd Dets Privecy
Comprtinm and industry lpaders o maintain & list of known and credible cyberiecurity frameworia which can

protect digial warning ecosysinms chosen baned on 8 et of quiding cybemecuniny principles® [*Cybersmcunty
Frameworks"] thal may be uiSped by Proseider

Cybersacurity Frimeworks .
MAINTAINING ORGANIZATION /GROUP FRAMEWORK(S)

Secure Conbroly Framework Courell, LLE mv:mummn

Mutianal nakitgte of Standards and HIST Cybarsaurily Framswors Yarsion 11
Technoingy
Fealionad ratitute of Hansdlardd mnd HIST 5P BO0-51. Oyberecunity Framewocl far
EI Technodagy Wﬂr‘tﬂtlﬂmw
| FE5F], Spebial Publication 8171
imi@rmational Stahdards Organiearion | farmation technslagy — Secusity IBchnicuEs
I:I : = Irformbiin seourity mandgsmnent syitem
| IS0 27000 seriea)

Citrriteeer et fivteiy et Sesciarily .m&mlﬂturrrrtmmhﬂmﬂiTmlm

Office of the Under Secretary of Defense far | Cyberiecurity Maturity Model Cenification
Atguesition and Sustainment (OUSD{ARS]} | {CMME. ~FAR/DREAR)

L]

PMeaie it A0 Svww poipea g for furtfer derails about the mated framewarki
*Cyhersecurity Pringiples used o choose the Cybersecurity Frameworks are located here
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EXHIBIT “G" - Supplomental 5DPC (Gtudent Data Privacy
Consprilum) Stale Terms for Einoks

Version IL-HDPAvt a {Revised March 18, 2021)

This Exhibit G, Supplemerisl SOPC Siate Terra for lincia ("Supplomenial Slile Terma®) mfecive

pimullanecusly wilth e afached Shudent Dela Prvacy Agresmeni DA™ by end  bebween
Zian Emrmertary Schood Digirict 8

“Local
TER"T A P . g g s i
[Lgr=alpizat) || ! in Se altached Wﬁ“ﬂm&"“ﬁimﬂww#ﬂmﬂ
palicies mpplicatie 1o ihe DPA) i fofows:

Compliance with INinois Privacy Laws, in performing ile abbgations ynder o Agresmant, e
mummdmmmmwmuwmm catifiginriaafily,
and masnisnance, including but nol kmied to tha Hinces School Shadant Records Adl (IESAAT), 108 ILES
107, Maniad Hecalth b Divralopnuiial Disabies Confidantiality A (WMHDDCA™L T40 ILCS 1100, Shiden|
iOrine Personal Proiecion Adt {"BOPPAT], 100 LGS 85, Idaniity Proleclion Acl [PA"), 5 ILCS TP, and
Pemonal information Profection Act (PIPA®L 815 ILCS 53, and Local Meconds Act ("LRA"), B0 ILCS 208/,

2. Definlflon of "Siudent Dete.” in sddilion o Sa deliniion sel for in Exhibi C, Sluder Cata
inclases apy gnd all informaton concorning 3 shudend by which o sSuderd may e indhvidually iceniified
under appheable oo low and reguistions, irdudirg Bl nol Britsd B 06) "covered nlormaton,” s
defined i Sechon § of SOPPA (108 ILCS 85%), (b) "school shudend records” as fal e s defined in
Bocton 2 of ISSAA (105 ILCS 1075d]) {c) "reconds” as thal 1sem is defined under Section 11002 of the
BMHDC A (T40 ILES 190/, and {8 Sperscnal informatan” g dafined in Seciion 5305 of PIPA,

3, School Official Designation. Pursuar jo Aricle |, Pamgragph 1 of e OPA Stancand Clauses,
b in scootthante with FERPA. [S3RA and SOPPA, In perlorining s abligatons uniled iha DPA, ihe
Prowiges 8 BcBng Bs & schooi officid with fsgemate soucational indsrest: s parforming an inaifiutionad
eyt or funchion loe wisch the LA would otherwinn @ (1S own employsss; i unde e dinsc) coeino af
tha LEA with respact 10 the use and mantenance of Studerr Data; and is werg Sudord Dats oy for an
autterized purpose and i furibaranos of such legiirmate educaiional nieresi

d. Limitetions on Re-Disclosurs. The Provider shall nal m-discicss Siudeel Data o sy ol paty
o affiliaie withoul the express wniben permisson of the LEA of pursuant o oour ofder, urless sach
dicicaurs @ othersase permitied under SOPPA, |ISRA. FERPA, and MHDDCA, Provider will not gell o
rerft Student Duta In tha even! anather party, including law enloroamenl or & gorirrnant enlity, contacts
e Prenveinr wilh i iwtfuesd Br aubposnn ler Sootent Dam in e possasson ol e Provider, e Provider
shall edirect the other party io seed the deta dinscly from the LEA. in the seanl the Provider is oompedied
io procucs Studerd Dmia o Araiiss pamy & compliancs wilh 5 cour oiger, Providsr shal rality the LEA a8
bonst fve (5) school deys in advance of Te court ordensd dacicaurs and. upon requesl, provide the LEA
with i copy of the coun order reguiving saoh Geciosune

5. Wotices. Any nobice delbvated pursust Lo e DPA shall be desmed sllective, da aophcatis, upoh
receipd as svidenced by the date of ranamssion indicated on the ransmasion matensl. § by e-mait or four
() s afer mailkeg. if by Trel-class mail postage prapad

L8 wmumum“mmmwww
procedurss. pumuant 1o which & parent, as Sl 1erm & cefined i 105 LCS 1024g). may rapec andor
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copy Studerd Data andior challangn T sccurscy, mMiranco of propeinty of Slucent Oata, pasuard b
Secliors S ared T of I338A [105ILCS 1046 T0S LGS 10T) end Section 33 of SOPPR, (165 ILCS ﬂ.'lﬂ!:l. The
Prowader shwll mepond o ary mousst By the LEA for Shudenl Daia in Bie possawscn of the Provigar shinn
Provader coopertion is required o afford a parond an oppochurly & inspect andior copy the Student Data,
i [t Shinr 5 businesa days from tha dale of the requesd. In the evenl Tl @ parent coniacls (e Prowide
dimcily o mepect snviiar cogy' Sudest Date, the Prosider sl reler the parent o i LEA. which shail
foflow the necessary and proper procedures regarding the requealed Stodent Deta.

T. Correciions o Faclual lnsccuraciss. In Pw aeerd Ml (e LES deisimras Pl e Proveder s
maintaring Siudar Data fat comtsng & fachuml macturaoy, and Provider cooeonation 8 equne o ordor
o make & comechon. tha LEA shall nalify Bhe Providar of the Eaclunl instourasy and the comeclion io be
machn, Mo ldar fan T calndae dags afer recsiving thin rolics of the faciual maccuracy, ths Provider ahal
oorrect th fectiml inacciracy and shal prosds wrmlen confirmation of the commecton to the LE&.

8 Ssturly Sandsrds. The Provider ahall implemesd and malhlsen commescialy raaannadie
wocurty procedsnes @l pracices thal othenwise meet or saceed industry standards designod t© protect
Shadunt Dok from unauibarized socess, desinscbon, use, modficeion, or discdoswe. inchiding bal ol
Wretad tp e unauthanized acqusibon of compuisized Gala atl compromaes the secunily, conhidenbalily,
of inlegrity of e Studest Dals (8 “Securty Breach”], For purposes of the DPA and ihis Exhibil G,
*Sacurity Braach® dosd nof inchide e good faith scgulaBon of Saudet Dete By an ermployes of agent ol
the Provider or LEA for a legitimate aducabional or sdministrative purpase af the Provider o LEA. sa long
os (e Studont Ciola i used solsly for purposes permilied by SOPFA snd other apedcalis fws, ard &b
lang as the Student Oata s restncied from further unaushorged dieclosune

G Security Bresch MofifRcalion. in addition to B information anumersbed In Ardics W, Beclion 441]

iof ths DFa Standand Clauses, any Saourity Bresch nolificrion provided by the Provider 1 e LES shal
nchude

. A Bt ol the sbadents whoss Studerd Data was nvolval inoor s masonably bebevad o
have bonn irvodeed i e browch, # knovwn; and

b The nams end contad infarmation for an srployee of ihe Provides whom parents may
ieinet i ingure aboud the Deach.

10, Reimbursemant of Expenses Associated with Security Breach. in the sveni of & Securny
Braach Sl is aSnbitable b0 he Provider, this Prosites shald reimburss and rdemnty e LEA for any and
il coats mnd pspanass that the UEA incues in vestigaiing and mmadiadng the Securfly Braoch, aboul
regard 0 &y limitabcn of BabiEry prostion Sifarwise agresd to Balvesn Provider and LEA, inclisding Dul
not §reted 0 oosls and oxpenses Essociniod wif

A Providing notification o the pamnts of those shelents shose Shdeni Dedn ess

b Prowiding credil monlicring o Shooe studenis whose Shodent Data wis mposed i o
i siuidenils erwdil or fimancil secaniby:

£ Logal fees. audit coste. fines, and ary othar fees of Samages Fmposed against the LEA
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as o resull of the secunty breach, and

1. Proviging any olhar nobhcabons or fulfilng any other equsemants sdopbed by e
innis Siake Board of Education or under athinr Slate or fodoral lows.

11. Transber cr Deisiion of Btudend Data. The Provder shall review, o0 an @nnuesl basn. whafar
e Shutfent [iala § has fecsyved pursunre 19 the DPA confinues i be neaded for (e purposeds | of the
Senvice Agreament and thes DEA. f ony of the Sauder] Data & no longer neaded for purposes of the Service
Agresman| and fhis DPA, the Proavidar wil provide witien molice 1o e LEA asg to shat Shudent Data s no
ionger nepded. The Provider will delafe or vansier Shadeni Osta in readable form fo e LEA, a8 diresciad
by the LEA [which may be slectusied tough Exhibll D of the DPA), within 30 calendar doya § the LEA
MLt delaton of ransher of the Shedent Data and shall provide writien confirmabion o e LEA of such
dedetion of transfor, Upon lermmation of the Service Agreemant babwaen Bhe Provicer and LEA, Provicer
shail cornduct & Snal edes of Studant Data witten B0 caleniiar days.

B ites LEA facarnes 8 mguesl Trom @ pennl, ab el bamn s delined in 105 IWCS 1003g) that Shucen|
Dinta Being fhald by tha Provdar ba defotod. the LEA shall debermens whalbar 1he requasiod delobon wousd
wiolate Statn and'or federal revords laws In the event sutch deletion would nol viclale Stile o federal
records lawa. e LEA shall florward the regusst for deletion 1o the Provider. The Prowider shall comgily with
fha repaasl snd delede the Sthedand Tata wihin B ressonabis ima pancd after moeiving tha mouest.

Hny prvision of Shedeni Diata o e LEA from the Provdder ahall be raremdied o 6 formaed
roldable Dy the LEA,

12 Public Posting of DPA, Pursuani it SOPPA, the LEA shall publish on ity websss a copy of The
OPA batween the Frovider and the LEA, including this Exhibit G,

13 Subcammcion. By no lalor than [5) business days after the dabe of exsculion of the DPA, e
Proridesr nhall provide the LEA with o lisl of any subcordrecan o whom Stoderd Data mary be discosed o
& fink 1p & page on e Providess websis that chaary Isis army and all subconiracion o whom Sluderd Oata
may ba discionesd Thia fist ahall. 8l 8 minimum, e updatsd and provided 1o the LEA by the bagnning of
aach facal yaer Lbaly 1) and &t i beginming of saon calardar year [Jdammoy 1).

14 BPA Term.

o, Original BFA. Paragraph 4 on page I of the DPA sefting @ Thrae-year W for the DFA
shail be dolabed, and the folicwng shall e msanod n ey Borect. “This OPA shal Be
effeiies voon Ihe dale ol dighalure iy Provdes snd LEA and shall remuin
in &ffect ma batwwsn Provider ard LEA 1] for 80 long as the Servces are beng
peovided to Sia LEA or 2) unill the DPA i terminasted pursuant 3 Sechion 15 of thes Exhibit
G, whichewer comes il The Eshildl E Ganeral CDfer will gxpire thrme (3] yaars fram fhe

daiw the ongnal OPA was sgned.”

b, Genseral Oifer DPA. The following shall be Foeted 88 a new second semisnce In
Famgraph 1 of Exhibil E mmunmmnmwmw
sicapied by Subiscrihing LEA purmumnt to ihis Exhitdl E shafl amain in effect ne boteman
Frovides and Subacribing LEA 1) for o long &8 the Semvices ars being provided 1o
Sautacribing LEA. or 31 unill e DFA & rminaied pursamnt o Soction 15 of this Eskibd G,
whichersr comes first”
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18 Terménation. Paragraph 1 af Arscle Vil shall Ba deledad, and the foliowing shall ba Fsaned in e
thareal “In the evant sfhor Party seeks o ermnale this DPA, they may do sa by mubunl writien
COPRET 50 Iomg &8 e Sarce Agreamee) has aneed or beenineminaded,. O pamy may ienrinade
thi DIF& apon @ mriorisl bresch of the OPA by the oiher party. Upon teminetion of the DPA. the
Sarvion Agreernent shall larminmo.’

16 Privacy Policy. The Provider must putlicy disdose matedal informabion about s collection. uae.
wnd declosure of Siosen] Dk, inciuling, Bl not lmiisd b0, publishing & arne of Enoe

17 Mindmum Data Mecessary Shared. Thn Provider atiests that the Stedent Dals request by the
Provider froen the LEA in ondar Tor the LEA 1o aooess e Privider's products andlor services s
limited i the Student Dela thal is adeqguale_ elevant and limited 10 whal is necassany n miabion
ko the K-13 school purpoaes Bor which d m procesaed.

1B Stubenrd ond Paront Access. Aocess by wudents or parsnEsiguardians o ha Proaders programs
o sarvices govemed by Be DFA or o ey Student Tets stored by Provide: shall nol be conditions:d
upon agresmend Dy e parmnisiguandians o waeve @y of the studerd datn confidendsalty
tealnctons o @ leasenng of any of the conbienliplty of privety OGNS COMERNSS in i
OFa

19. Dats Storage. Provider shall store & Shusont Dais shamd undar ths OP A within the Uniled Siates.
I, Exhibiis A and B. The Senvices described in Exhibil A and The Schedule of Data in Exhind 8 o
tha DPA sainky B roguimemenls in S0PPA o moisde o stadamen| of the prodizct of senioe being

prcrwicied (0 Hhe school by the Preniiet ard 8 lnling of Ihe caingporing or bypen of coverwd erlmmation
10 be prowided o ihe Provider, respectively.
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EXHIRIT "H"
Additional Terms or Modifications
Version 1.0

LEA andl Prervider ugres 10 the follewing additienal terms and moddicaiam:

This is a fres text fald that the partses can use to add or modify terrey in or o the DPA. if thesw are no
addiional or modified terma,_ this Feld should resd "Nome ™

The introduciory paragragh of Exhibit G, Soction 10 (entitled Resmbursament of Expensas
Assocnted with Security Breach) s ameanded 1o read as follows:

“10. Reimbursemant of Expenses Associalted with Security Breach. In the event ol a
Security Breach that is attributabla 1o Provider, the Prowvider shall reimburse and indemeify
the LEA for any and all costs and expenses that the LEA Incurs in invesligating and
remadiating the Security Breach, subject 1o the Lisbility Cap sal forth in the Provider's School
Agreamant, as amended, between Pravider and LEA, including but not mited 1o costs and
axponses associated with:"

Subsections 10{a) throwgh 10(d) shall remain unchanged,
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