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permitted by the LEA or this DPA. This prohibition against disclosure shall not apply to aggregate 

summaries of De-Identified information, Student Data disclosed pursuant to a lawfully issued subpoena 

or other legal process, or to subprocessors performing services on behalf of the Provider pursuant to this 

DPA. Provider will not Sell Student Data to any third party. 

5. De-Identified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-Identified

Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:

(1) assisting the LEA or other governmental agencies in conducting research and other studies; and (2)

research and development of the Provider's educational sites, services, or applications, and to

demonstrate the effectiveness of the Services; and (3) for adaptive learning purpose and for customized

student learning. Provider's use of De-Identified Data shall survive termination of this DPA or any request

by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de

identified Student Data to any party unless (a) that party agrees in writing not to attempt re-identification,

and (b) prior written notice has been given to the LEA who has provided prior written consent for such

transfer. Prior to publishing any document that names the LEA explicitly or indirectly, the Provider shall
obtain the LEA's written approval of the manner in which de-identified data is presented.

6. Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism

for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the

date of said request and according to a schedule and procedure as the Parties may reasonably agree.
Upon termination of this DPA, if no written request from the LEA is received, Provider shall dispose of all

Student Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data

shall not extend to Student Data that had been De-Identified or placed in a separate student account
pursuant to section II 3. The LEA may employ a "Directive for Disposition of Data" form, a copy of which

is attached hereto as Exhibit "D". If the LEA and Provider employ Exhibit "D," no further written request

or notice is required on the part of either party prior to the disposition of Student Data described in Exhibit
''D.

7. Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to (a) inform,
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family member/guardian

or group, for any purpose other than providing the Service to LEA. This section does not prohibit Provider

from using Student Data (i) for adaptive learning or customized student learning (including generating

personalized learning recommendations); or (ii) to make product recommendations to teachers or LEA

employees; or (iii) to notify account holders about new education product updates, features, or services

or from otherwise using Student Data as permitted in this DPA and its accompanying exhibits

ARTICLE V: DATA PROVISIONS 

1. Data Storage. Where required by applicable law, Student Data shall be stored within the United States.

Upon request of the LEA, Provider will provide a list of the locations where Student Data is stored.

2. Audits. No more than once a year, or following unauthorized access, upon receipt of a written request

from the LEA with at least ten (10) business days' notice and upon the execution of an appropriate

confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that

are in place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of 

services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal
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EXHIBIT "A" 

DESCRIPTION OF SERVICES 

Joylabz LLC is sole manufacturer of Makey Makey products that are used in classrooms 
around the world to make STEM and integrated-STEM lessons more engaging and fun. 
Makey Makey kits connect the digital with the world of physical things around us. JoyLabz /
Makey Makey core products are hardware that can be used with a variety of software 
applications – some of which, e.g., Scratch may be provided by other companies. Joylabz-
developed software offerings are browser-based apps. Use of JoyLabz / Makey 
Makey apps does not require or allow account set-up or log-ins. JoyLabz / Makey 
Makey does not collect student records at all and does not collect data from users of our 
apps and educational resources, with the exception of basic website access and interaction 
data stripped of personally identifiable data and  used in aggregate exclusively for internal 
research and development purposes and for the improvement of our apps and educational 
resources. JoyLabz / Makey Makey does not store user data for any purposes. 

JoyLabz / Makey Makey customers who use our website to make purchases may provide 
their personal information or school address and emails in order to receive shipped 
merchandise and are provided the opportunity to opt in to receiving emails from JoyLabz / 
Makey Makey.
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Category of Data 
-." ' . ' . 

Application Technology 

Meta Data 

Application Use Statistics 

Assessment 

Attendance 

Communications 

Conduct 

Demographics 

Enrollment 

Parent/Guardian Contact 

Information 

• 

' 
'; 

EXHIBIT "B" 
SCHEDULE OF DATA 

� -cc '.' ··_ .. ·,,,' 
• Elements

... , ... ·.· . .. ' ,··:· ,',,'-- .: 

IP Addresses of users, Use of cookies, etc. 

•••• .

Other application technology meta data-Please specify: 

Meta data on user interaction with application 

Standardized test scores 

Observation data 

Other assessment data-Please specify: 

Student school (daily) attendance data 

Student class attendance data 

Online communications captured (emails, blog entries) 

Conduct or behavioral data 

Date of Birth 

Place of Birth 

Gender 

Ethnicity or race 

; 

Language information (native, or primary language spoken by 
student) 

Other demographic information-Please specify: 

Student school enrollment 

Student grade level 

Homeroom 

Guidance counselor 

Specific curriculum programs 

Vear of graduation 

Other enrollment information-Please specify: 

Address 

Email 

Check if Used •• 
·. byYourSyst�m 

� 

LJ 
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Category of Data 

Transportation 

Other 

None 

·I·,, 

Student course grades/ performance scores 

Other transcript data - Please specify: 

Student bus assignment 

Student pick up and/or drop off location 

Student bus card ID number 

Other transportation data - Please specify: 

Please list each additional data element used, stored, or 

collected by your application: 

No Student Data collected at this time. Provider will 

immediately notify LEA if this designation is no longer 

applicable. 
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EXHIBIT "F" 

DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

The Education Security and Privacy Exchange ("Edspex") works in partnership with the Student Data Privacy 
Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can 
protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* ("Cybersecurity 
Frameworks") that may be utilized by Provider. 

Cybersecurity Frameworks 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

□
National Institute of Standards and NIST Cybersecurity Framework Version 1.1 

Technology

□ 
National Institute of Standards and NIST SP 800-53, Cybersecur'rty Framework for 

Technology Improving Critical Infrastructure Cybersecurity 
(CSF), Special Publication 800-171 

□ 
International Standards Organization Information technology- Security techniques 

- Information security management systems
(ISO 27000 series)

□ Secure Controls Framework Council, LLC Security Controls Framework (SCF) 

□ Center for Internet Security CIS Critical Security Controls (CSC, CIS Top 20) 

□ 
Office of the Under Secretary of Defense for Cybersecurity Maturity Model Certification 

Acquisition and Sustainment (OUSD(A&S)) (CMMC, ~FAR/DFAR) 

Please visit http://www.edspeKoro for further details about the noted frameworks. 
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here
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