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New York 

This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective 

Date”) and is entered into by and between: Ontario-Seneca-Yates-Cayuga-Wayne BOCES (the “Local 

Education Agency” or “LEA” or “New York Original LEA”) and Wesley Family Services (the “Provider”). 

WHEREAS, the Provider is providing educational or digital services to LEA. 

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 

other regulated data exchanged between them as required by applicable laws and regulations, such as the Family 

Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online Privacy 

Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and 

regulations and 

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also 

subject to several state laws in New York. Specifically, those are New York Education Law § 2-d; and the 

Regulations of the Commissioner of Education at 8 NYCRR Part 121; and 

WHEREAS, the Parties wish to enter into these additional terms to the DPA to ensure that the Services 

provided conform to the requirements of the privacy laws referred to above and to establish implementing 

procedures and duties; 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

1. Provider agrees to offer the LEA all the same terms and conditions found in the MA-ME-NH-RI-VT- NDPA,
Standard Version 1.0 Data Privacy Agreement between the Provider and Bi-County Collaborative
(Originating LEA”) which is dated February 6, 2023 (“Originating DPA”). The terms and conditions of the
Originating DPA are thus incorporated herein.

2. Provider additionally agrees to the following additional terms outlined in the attached Exhibit “G” for New
York, which will control in the event of a conflict between the DPA and the Originating DPA.

3. Provider may, by signing the attached form of “General Offer of Privacy Terms” be bound by the terms of
the General Offer of Privacy Terms to any other LEA who signs the acceptance on said Offer. The form is
limited by the terms and conditions described therein.

4. Notices. All notices or other communication required or permitted to be given pursuant to the Originating

DPA may be given for the LEA via e-mail transmission, or first-class mail, sent to the designated

representatives below.

The designated representative for the Provider for this DPA is: 

Name: 
Title: 
Address: 
Phone: 
Email: 

Rob Anderson
Account Manager

615 Alpha Drive, Suite 250, Pittsburgh PA 15238
412-342-2302

info@healthyrelationshipscurriculum.org



May 29, 2025

Kelli Eckdahl

Director of Educational Technology Services
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Exhibit “G” 

New York 

 
1. All employees of the Provider who will have direct contact with students shall pass criminal 

background checks. 

 
2. Student Data will be used by Provider exclusively to provide the Services identified in Exhibit A to the 

DPA. 

 
3. Provider agrees to maintain the confidentiality and security of Student Data in accordance with LEA’s 

Data Security and Privacy Policy. The LEA’s Data Security Policy is attached hereto as Exhibit J. Each 

Subscribing LEA will provide its Data Security Policy to the Provider upon execution of Exhibit “E”. 

Provider shall use industry standard security measures including encryption protocols that comply with 

New York law and regulations to preserve and protect Student Data and APPR Data. Provider must 

Encrypt Student Data and APPR Data at rest and in transit in accordance with applicable New York laws 

and regulations. 

 
4. Provider represents that their Data Privacy and Security Plan can be found at the URL link listed in 

Exhibit K and is incorporated into this DPA. Provider warrants that its Data Security and Privacy Plan, at 

a minimum: (a)implements all applicable state, federal and local data privacy and security 

requirements; (b) has operational technical safeguards and controls in place to protect PII that it will 

receive under the service agreement; (c) complies with the LEA’s parents bill of rights for data privacy 

and security; (d) requires training of all providers’ employees, assignees and subprocessors who have 

Access to student data or APPR data; (e) ensures subprocessors are required to protect PII received 

under this service agreement; (f) specifies how data security and privacy incidents that implicate PII 

will be managed and ensuring prompt notification to the LEA, and (g) addresses Student Data return, 

deletion and destruction. 

 
5. In addition to the requirements described in Paragraph 3 above, the Provider's Data Security and 

Privacy Plan shall be deemed to incorporate the LEA's Parents Bill of Rights for Data Security and 

Privacy, as found at the URL link identified in Exhibit J. The Subscribing LEA will provide its Parents Bill 

of Rights for Data Security and Privacy to the Provider upon execution of Exhibit “E”. 

 
6. All references in the DPA to “Student Data” shall be amended to include and state, “Student Data and 

APPR Data.” 

 
7. To amend Article II, Section 5 to add: Provider shall ensure that its subprocessors agree that they do 

not have any property, licensing or ownership rights or claims to Student Data or APPR data and that 

they will comply with the LEA’s Data Privacy and Security Policy. Provider shall examine the data 

privacy and security measures of its Subprocessors. If at any point a Subprocessor fails to materially 

comply with the requirements of this DPA, Provider shall: (i) notify LEA, (ii) as applicable, remove such 

Subprocessor’s Access to Student Data and APPR Data; and (iii) as applicable, retrieve all Student Data 

and APPR Data received or stored by such Subprocessor and/or ensure that Student Data and APPR 
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Data has been securely deleted or securely destroyed in accordance with this DPA. In the event there 

is an incident in which Student Data and APPR Data held, possessed, or stored by the Subprocessor is 

compromised, or unlawfully Accessed or disclosed, Provider shall follow the Data Breach reporting 

requirements set forth in the DPA. 

 
8. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or 

stated in the Service Agreement.” 

 
9. To amend Article IV, Section 3 to add: Provider shall ensure that all its employees and subprocessors 

who have Access to or will receive Student Data and APPR Data will be trained on the federal and state 

laws governing confidentiality of such Student Data and APPR Data prior to receipt. Access to or 

Disclosure of Student Data and APPR Data shall only be provided to Provider’s employees and 

subprocessors who need to know the Student Data and APPR Data to provide the services and such 

Access and/or Disclosure of Student Data and APPR Data shall be limited to the extent necessary to 

provide such services. 

 
10. To replace Article IV, Section 6 (Disposition of Data) with the following: Upon written request 

from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer Student 

Data obtained under the Service Agreement, within ninety (90) days of the date of said request 

and according to a schedule and procedure as the Parties may reasonably agree. Provider is 

prohibited from retaining disclosed Student Data or continuing to Access Student Data beyond 

the term of the Service Agreement unless such retention is expressly authorized for a 

prescribed period by the Service Agreement, necessary for purposes of facilitating the transfer 

of disclosed Student Data to the LEA, or expressly required by law. The confidentiality and data 

security obligations of Provider under this DPA shall survive any termination of this contract to 

which this DPA is attached but shall terminate upon Provider’s certifying that it and it’s 

subprocessors, as applicable: (a) no longer have the ability to Access any Student Data provided 

to Provider pursuant to the Service Agreement and/or (b) have destroyed all Student Data and 

APPR Data provided to Provider pursuant to this DPA. The Provider agrees that the timelines 

for disposition of data will be modified by any Assurance of Discontinuation, which will control 

in the case of a conflict. 

 
Upon termination of this DPA, if no written request from the LEA is received, Provider shall 

dispose of all student data after providing the LEA with ninety (90) days prior notice. 

 
The duty to dispose of student data shall not extend to Student Data that had been de- 

identified or placed in a separate student account pursuant to section II 3. The LEA may 

employ a “Directive for Disposition of Data” form, a copy of which is attached hereto as 

Exhibit “D”, or, with reasonable notice to the Provider, other form of its choosing. No further 

written request or notice is required on the part of either party prior to the disposition of 

Student Data described in “Exhibit D". 
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11.  To amend Article IV, Section 7 to add: ‘Notwithstanding the foregoing, Provider is prohibited from 

using Student Data or APPR data for any Commercial or Marketing Purpose as defined herein. And add 

after (iii) account holder, “which term shall not include students.” 

 
12.  To replace Article V, Section 1 (Data Storage) to state: Student Data and APPR Data shall be stored 

within the United States and Canada only. Upon request of the LEA, Provider will provide a list of the 

locations where Student Data is stored. 

 
13.  To replace Article V, Section 2 (Audits) to state: No more than once a year or following an 

unauthorized Access, upon receipt of a written request from the LEA with at least ten (10) business 

days’ notice and upon the execution of an appropriate confidentiality agreement, the Provider will 

allow the LEA or its designee(s) to audit the security and privacy measures that are in place to ensure 

protection of Student Data or any portion thereof as it pertains to the delivery of services to the LEA. 

The Provider will cooperate reasonably with the LEA or its designee(s) and any local, state, or federal 

agency with oversight authority or jurisdiction in connection with any audit or investigation of the 

Provider and/or delivery of Services to students and/or LEA, and shall provide reasonable Access to the 

Provider’s facilities, staff, agents and LEA’s Student Data and all records pertaining to the Provider, LEA 

and delivery of Services to the LEA. 

 

 
Upon request by the New York State Education Department’s Chief Privacy Officer (NYSED CPO), 

Provider shall provide the NYSED CPO with copies of its policies and related procedures that pertain to 

the protection of information. In addition, the NYSED CPO may require Provider to undergo an audit 

of its privacy and security safeguards, measures, and controls as they pertain to alignment with the 

requirements of New York State laws and regulations, and alignment with the NIST Cybersecurity 

Framework. Any audit required by the NYSED CPO must be performed by an independent third party 

at Provider’s expense and the audit report must be provided to the NYSED CPO. In lieu of being subject 

to a required audit, Provider may provide the NYSED CPO with an industry standard independent audit 

report of Provider’s privacy and security practices that was issued no more than twelve months before 

the date that the NYSED CPO informed Provider that it required Provider to undergo an audit. Failure 

to reasonably cooperate with any of the requirements in this provision shall be deemed a material 

breach of the DPA. 

 
To amend the third sentence of Article V. Section 3 (Data Security) to read: The Provider shall 

implement security practices that are in alignment with the NIST Cybersecurity Framework v1.1 or any 

update to this Framework that is adopted by the New York State Department of Education. 

 
14. To replace Article V. Section 4 (Data Breach) to state: In the event of a Breach as defined in 8 NYCRR 

Part 121.1 Provider shall provide notification to LEA within seventy-two (72) hours of confirmation of 

the incident, unless notification within this time limit would disrupt investigation of the incident by law 

enforcement. In such an event, notification shall be made within a reasonable time after the incident. 

Provider shall follow the following process: 

(1) The security breach notification described above shall include, at a minimum, the following 

information to the extent known by the Provider and as it becomes available: 
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i. The name and contact information of the reporting LEA subject to this section. 

ii. A list of the types of personal information that were or are reasonably believed to have been the 

subject of a breach. 

iii. If the information is possible to determine at the time the notice is provided, then either (1) the 

date of the breach, (2) the estimated date of the breach, or (3) the date range within which the 

breach occurred. The notification shall also include the date of the notice. 

iv. Whether the notification was delayed as a result of a law enforcement investigation, if that 

information is possible to determine at the time the notice is provided; and 

v. A general description of the breach incident, if that information is possible to determine at the 

time the notice is provided; and 

vi. The number of records affected, if known; and 

vii. A description of the investigation undertaken so far; and 

viii. The name of a point of contact for Provider. 

(2) Provider agrees to adhere to all federal and state requirements with respect to a data breach 

related to the Student Data, including, when appropriate or required, the required responsibilities 

and procedures for notification and mitigation of any such data breach. 

(3) Provider further acknowledges and agrees to have a written incident response plan that 

reflects best practices and is consistent with industry standards and federal and state law for 

responding to a data breach, breach of security, privacy incident or unauthorized acquisition or use 

of Student Data or any portion thereof, including personally identifiable information and agrees to 

provide LEA, upon request, with a summary of said written incident response plan. 

(4) LEA shall provide notice and facts surrounding the breach to the affected students, parents or 

guardians. Where a Breach of Student Data and/or APPR Data occurs that is attributable to 

Provider and/or its Subprocessors, Provider shall pay for or promptly reimburse LEA for the full 

cost of notification to Parents, Eligible Students, teachers, and/or principals. 

(5) In the event of a breach originating from LEA’s use of the Service, Provider shall cooperate with 

LEA to the extent necessary to expeditiously secure Student Data. 

(6) Provider and its subprocessors will cooperate with the LEA, the NYSED Chief Privacy Officer and 

law enforcement where necessary, in any investigations into a Breach. Any costs incidental to the 

required cooperation or participation of the Provider will be the sole responsibility of the Provider 

if such Breach is attributable to Provider or its subprocessors. 

 

 
15. To amend the definitions in Exhibit “C” as follows: 

 
- “Subprocessor” is equivalent to subcontractor. It is a third party who the provider uses for 

data collection, analytics, storage, or other service to allow Provider to operate and/or improve 

its service, and who has access to Student Data. 

 

 
- “Provider” is also known as third party contractor. It any person or entity, other than an 

educational agency, that receives student data or teacher or principal data from an educational 

agency pursuant to a contract or other written agreement for purposes of providing services to 
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such educational agency, including but not limited to data management or storage services, 

conducting studies for or on behalf of such educational agency, or audit or evaluation of 

publicly funded programs. Such term shall include an educational partnership organization that 

receives student and/or teacher or principal data from a school district to carry out its 

responsibilities and is not an educational agency and a not-for-profit corporation or other non- 

profit organization, other than an educational agency. 

 
16. To add to Exhibit “C” the following definitions: 

- Access: The ability to view or otherwise obtain, but not copy or save, Student Data and/or 

APPR Data arising from the on-site use of an information system or from a personal 

meeting. 

- APPR Data: Personally Identifiable Information from the records of an Educational Agency 

relating to the annual professional performance reviews of classroom teachers or 

principals that is confidential and not subject to release under the provisions of Education 

Law §§ 3012-c and 3012-d 

- Commercial or Marketing Purpose: In accordance with § 121.1(c) of the regulations of the 

New York Commissioner of Education, the Disclosure, sale, or use of Student or APPR Data 

for the purpose of directly or indirectly receiving remuneration, including the Disclosure, 

sale, or use of Student Data or APPR Data for advertising purposes, or the Disclosure, sale, 

or use of Student Data to develop, improve, or market products or services to Students. 

- Disclose or Disclosure: The intentional or unintentional communication, release, or 

transfer of Student Data and/or APPR Data by any means, including oral, written, or 

electronic. 

- Encrypt or Encryption: As defined in the Health Insurance Portability and Accountability 

Act of 1996 Security Rule at 45 CFR § 164.304, encrypt means the use of an algorithmic 

process to transform Personally Identifiable Information into an unusable, unreadable, or 

indecipherable form in which there is a low probability of assigning meaning without use of 

a confidential process or key. 

- Release: Shall have the same meaning as Disclose 

- LEA: As used in this DPA and all Exhibits, the term LEA shall mean the educational agency, as 

defined in Education Law Section 2-d, that has executed the DPA; if the LEA is a board of 

cooperative educational services, then the term LEA shall also include Participating School 

Districts for purposes of the following provisions of the DPA: Article I, Section 2; Article II, Sections 

1 and 3; and Sections 1, 2, and 3 of Article III. 

- Participating School District: As used in Exhibit G and other Exhibits to the DPA, the term 

Participating School District shall mean a New York State educational agency, as that term is 

defined in Education Law Section 2-d, that obtains access to the Services through a CoSer 

agreement with LEA, and shall include LEA if it uses the Services in its own educational or 

operational programs. 

 
- 
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Exhibit “J” 

LEA Documents 

 
LEA’s Data Security and Privacy Policy, Parents Bill of Rights for Data Security and Privacy, and 

supplemental information for this service agreement can be accessed at: 

 
https://sdpc.a4l.org/ny_dp_bor_url.php?districtID=12409  
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Exhibit “K” 

Provider Security Policy 

 
Provider’s Data Security and Privacy Plan can be accessed at: 

 
 

 
https://myhrc.life/privacy-policy/ 



Data Management Policy
Policy Owner: Ben Butler
Effective Date: Feb 7, 2025

Purpose
To ensure that information is classified, protected, retained and securely disposed of in accordance with its 
importance to the organization.

Scope
All myhrc.life data, information and information systems.

General requirements
builtbytophat.com classifies data and information systems in accordance with legal requirements, 
sensitivity, and business criticality in order to ensure that information is given the appropriate level of 
protection. Data owners are responsible for identifying any additional requirements for specific data or 
exceptions to standard handling requirements.
Information systems and applications shall be classified according to the highest classification of data that 
they store or process.

1



Data classification
To help myhrc.life and its employees easily understand requirements associated with different kinds of 
information, the company has created three classes of data.
Confidential
Highly sensitive data requiring the highest levels of protection; access is restricted to specific employees or 
departments, and these records can only be passed to others with approval from the data owner, or a 
company executive. Examples include:

Customer Data
Personally identifiable information (PII)
Company financial and banking data
Salary, compensation and payroll information
Strategic plans
Incident reports
Risk assessment reports
Technical vulnerability reports
Authentication credentials
Secrets and private keys
Source code
Litigation data

Restricted
myhrc.life proprietary information requiring thorough protection; access is restricted to personnel with a 
"need-to-know" based on business requirements. This data can only be distributed outside the company 
with approval. This is default for all company information unless stated otherwise. Examples include:

Internal policies
Legal documents
Meeting minutes and internal presentations
Contracts
Internal reports
Slack messages
Email

Public
Documents intended for public consumption which can be freely distributed outside myhrc.life. Examples 
include:

Marketing materials
Product descriptions
Release notes
External facing policies

Labeling
Confidential data should be labeled "confidential" whenever paper copies are produced for distribution.
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Data handling
Confidential Data Handling
Confidential data is subject to the following protection and handling requirements:

Access for non-preapproved roles requires documented approval from the data owner
Access is restricted to specific employees, roles and/or departments
Confidential systems shall not allow unauthenticated or anonymous access
Confidential Customer Data shall not be used or stored in non-production systems/environments
Confidential data shall be encrypted at rest and in transit over public networks in accordance with the
Cryptography Policy
Mobile device hard drives containing confidential data, including laptops, shall be encrypted
Mobile devices storing or accessing confidential data shall be protected by a log-on password (or
equivalent, such as biometric) or passcode and shall be configured to lock the screen after five (5)
minutes of non-use
Backups shall be encrypted
Confidential data shall not be stored on personal phones or devices or removable media including USB
drives, CD's, or DVD's
Paper records shall be labeled "confidential" and securely stored and disposed of in a secure,
approved manner in accordance with data handling and destruction policies and procedures
Hardcopy paper records shall only be created based on a business need and shall be avoided
whenever possible
Hard drives and mobile devices used to store confidential information must be securely wiped prior to
disposal or physically destroyed
Transfer of confidential data to people or entities outside the company shall only be done in
accordance with a legal contract or arrangement, and the explicit written permission of management
or the data owner

Restricted Data Handling
Restricted data is subject to the following protection and handling requirements:

Access is restricted to users with a need-to-know based on business requirements
Restricted systems shall not allow unauthenticated or anonymous access
Transfer of restricted data to people or entities outside the company or authorized users shall require
management approval and shall only be done in accordance with a legal contract or arrangement, or
the permission of the data owner
Paper records shall be securely stored and disposed of in a secure, approved manner in accordance
with data handling and destruction policies and procedures
Hard drives and mobile devices used to store restricted information must be securely wiped prior to
disposal or physically destroyed

Public Data Handling
No special protection or handling controls are required for public data. Public data may be freely distributed.

Data retention
myhrc.life shall retain data as long as the company has a need for its use, or to meet regulatory or 
contractual requirements. Once data is no longer needed, it shall be securely disposed of or archived. Data 
owners, in consultation with legal counsel, may determine retention periods for their data.
Personally identifiable information (PII) shall be deleted or de-identified as soon as it no longer has a 
business use.
Retention periods shall be documented in the Data Retention Matrix in Appendix B to this policy.
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Data & device disposal
Data classified as restricted or confidential shall be securely deleted when no longer needed. myhrc.life shall 
assess the data and disposal practices of third-party vendors in accordance with the Third-Party 
Management Policy. Only third-parties who meet myhrc.life requirements for secure data disposal shall be 
used for storage and processing of restricted or confidential data.
myhrc.life shall ensure that all restricted and confidential data is securely deleted from company devices prior 
to, or at the time of, disposal. Confidential and Restricted hardcopy materials shall be shredded or otherwise 
disposed of using a secure method.
Personally identifiable information (PII) shall be collected, used and retained only for as long as the 
company has a legitimate business purpose. PII shall be securely deleted and disposed of following contract 
termination in accordance with company policy, contractual commitments and all relevant laws and 
regulations. PII shall also be deleted in response to a verified request from a consumer or data subject, 
where the company does not have a legitimate business interest or other legal obligation to retain the data.

Annual data review
Management shall review data retention requirements during the annual review of this policy. Data shall be 
disposed of in accordance with this policy.

Legal requirements
Under certain circumstances, myhrc.life may become subject to legal proceedings requiring retention of data 
associated with legal holds, lawsuits, or other matters as stipulated by myhrc.life legal counsel. Such records 
and information are exempt from any other requirements specified within this Data Management Policy and 
are to be retained in accordance with requirements identified by the Legal department. All such holds and 
special retention requirements are subject to annual review with myhrc.life's legal counsel to evaluate 
continuing requirements and scope.

Policy compliance
myhrc.life will measure and verify compliance to this policy through various methods, including but not 
limited to, business tool reports, and both internal and external audits.

Exceptions
Requests for an exception to this Policy must be submitted to the CEO for approval.

Violations & enforcement
Any known violations of this policy should be reported to the CEO. Violations of this policy can result in 
immediate withdrawal or suspension of system and network privileges and/or disciplinary action in 
accordance with company procedures up to and including termination of employment.

Version history
Version Date Description Author Approver

1.0 Feb 7, 2025 Version 1.0 Ben Butler Ben Butler
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APPENDIX A - Internal retention and disposal procedure
myhrc.life's Engineering Team is responsible for setting and enforcing the data retention and disposal 
procedures for myhrc.life managed accounts and devices.
Customer Accounts:

1. Customer accounts and data shall be deleted within sixty (60) days of contract termination through
manual data deletion processes.

Devices:
1. Employee devices will be collected promptly upon an employee's termination. Remote employees will 

be sent a shipping label and the return of their device shall be monitored.
2. Collected devices will be cleared to be re-provisioned - or removed from inventory, myhrc.life will 

securely erase the device when reprovisioning.
3. Device images may be retained at the discretion of management for business purposes

Destroying devices or electronic media
In cases where a device is damaged in a way that myhrc.life cannot access the Recovery Partition to erase 
the drive, myhrc.life may optionally decide to use an E-Waste service that includes data destruction with a 
certificate. myhrc.life will keep certificates of destruction on record for one year. Physical destruction can be 
optional if it is verified that the device is encrypted with Full Disk Encryption, which would negate the risk 
of data recovery.
Management will review this procedure at least annually.
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Cryptography Policy
Policy Owner: Ben Butler
Effective Date: Feb 7, 2025

Purpose
To ensure proper and effective use of cryptography to protect the confidentiality, authenticity and/or 
integrity of information. This policy establishes requirements for the use and protection of cryptographic 
keys and cryptographic methods throughout the entire encryption lifecycle.

Scope
All information systems developed and/or controlled by myhrc.life which store or transmit confidential data.

General requirements
myhrc.life shall evaluate the risks inherent in processing and storing data, and shall implement cryptographic 
controls to mitigate those risks where deemed appropriate. Where encryption is in use, strong cryptography 
with associated key management processes and procedures shall be implemented and documented. All 
encryption shall be performed in accordance with industry standards, including NIST SP 800-57.
Customer or confidential company data must utilize strong ciphers and configurations in accordance with 
vendor recommendations and industry best practices including NIST when stored or transferred over a 
public network.

Key management
Access to keys and secrets shall be tightly controlled in accordance with the Access Control Policy.
The following table details myhrc.life's approved encryption algorithms:

Domain Key Type Algorithm Key Length Max
Expiration

Web Certificate RSA or ECC with
SHA2+ signature

RSA or ECC with
SHA2+ signature

2048 bit or greater/RSA,
256bit or greater/ECC Up to 1 year

Web Cipher
(TLS)

Asymmetric
Encryption

Ciphers of B or
greater grade on SSL
Labs Rating

Varies N/A

Confidential
Data at Rest

Symmetric
Encryption AES 256 bit 1 Year

Passwords One-way Hash Bcrypt, PBKDF2, or
scrypt, Argon2

256 bit+10K Stretch. Include
unique cryptographic
salt+pepper

N/A

Endpoint
Storage
(SSD/HDD)

Symmetric
Encryption AES 128 or 256 bit N/A

1



Exceptions
Requests for an exception to this policy must be submitted to the IT Manager for approval.
A documented exception is required prior to moving, copying, or storing customer or company confidential
data on any media or removable device; all portable devices and removable media containing sensitive
data must be encrypted using approved standards and mechanisms.

Violations & enforcement
Any known violations of this policy should be reported to the IT Manager. Violations of this policy can result
in immediate withdrawal or suspension of system and network privileges and/or disciplinary action in
accordance with company procedures up to and including termination of employment.

Version history
Version Date Description Author Approver

1.0 Feb 7, 2025 Version 1.0 Ben Butler Ben Butler
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Thomas A Drake (Feb 6, 2023 14:50 EST)
Thomas A Drake

Coordinator of Technology

Thomas A Drake

02/06/2023











































x





WesleyFamilyServices_BiCounty
Final Audit Report 2023-02-06

Created: 2023-02-06

By: Ramah Hawley (rhawley@tec-coop.org)

Status: Signed

Transaction ID: CBJCHBCAABAAU3AgO1VQupkS39WfuD3w55VJoIjcbKQs

"WesleyFamilyServices_BiCounty" History
Document created by Ramah Hawley (rhawley@tec-coop.org)
2023-02-06 - 7:21:20 PM GMT- IP address: 98.109.87.70

Document emailed to tdrake@bicounty.org for signature
2023-02-06 - 7:22:05 PM GMT

Email viewed by tdrake@bicounty.org
2023-02-06 - 7:39:00 PM GMT- IP address: 71.184.195.66

Signer tdrake@bicounty.org entered name at signing as Thomas A Drake
2023-02-06 - 7:50:40 PM GMT- IP address: 71.184.195.66

Document e-signed by Thomas A Drake (tdrake@bicounty.org)
Signature Date: 2023-02-06 - 7:50:42 PM GMT - Time Source: server- IP address: 71.184.195.66

Agreement completed.
2023-02-06 - 7:50:42 PM GMT



WesleyFamilyServices_Ontario-Seneca-Yates-
Cayuga-WayneBOCES_NY_OHG_add-On_Ven
dorSigned
Final Audit Report 2025-05-29

Created: 2025-05-28

By: Keith Perham (kperham@tec-coop.org)

Status: Signed

Transaction ID: CBJCHBCAABAAyVHQeucYi-eM7zkY375-hFJyxy9ymywR

"WesleyFamilyServices_Ontario-Seneca-Yates-Cayuga-Wayne
BOCES_NY_OHG_add-On_VendorSigned" History

Document created by Keith Perham (kperham@tec-coop.org)
2025-05-28 - 9:11:52 PM GMT

Document emailed to Kelli Eckdahl (kelli.eckdahl@edutech.org) for signature
2025-05-28 - 9:13:24 PM GMT

Email viewed by Kelli Eckdahl (kelli.eckdahl@edutech.org)
2025-05-29 - 12:27:35 PM GMT

Document e-signed by Kelli Eckdahl (kelli.eckdahl@edutech.org)
Signature Date: 2025-05-29 - 12:28:02 PM GMT - Time Source: server

Agreement completed.
2025-05-29 - 12:28:02 PM GMT


