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Amendment to Contract Documents 
Campus and School Agreement 
Custom Terms Amendment 

Agreement Number LI _______ _. . 01C36218 

Volume Licensing 

01C36218-06292020 ' 

This amendment ("Amendment") is entered into between the parties identified on the attached program 
signature form. It amends the Enrollment or Agreement identified above. All terms used but not defined 
in this Amendment will have the same meanings provided in that Enrollment or Agreement. 

This amendment hereby replaces Amendment# 01 C36218-08222019-2 in its entirety. 
For clarity, 01 C36218-08222019-1 remains in full force and effect. 

The following section entitled "Data Sharing and Confidentiality Agreemenf' is hereby added to the 
Agreement as follows: 

DATA SHARING AND CONFIDENTIAUTY AGREEIIIENT 

iNCUJOING 

PARENTS BlU OF RIGHTS FOR DATA SECURITY M'D PRIVACY 

\M-IEREAS. a Board of Cooperative Educational Seniices f'BOCES1 is a munq,al cmporalioo 
organized and existing under the Education Law of fhe Slate of New York that pursuant lo Education 
Law §1950 provides shared computer services and software to school disbict components ("Distficf' or 
"Districts") of lhe Regional lnfonnalion Center ("RIC1 and in fhal capacity purchases various products 
for use by said districts as part of fhe BOCES service; 

WHEREAS. Erie 1 BOCES is also responsible for negotiating and entering into technology contracts 
and lhat other BOCES may bind themselves to such contracts and allow ror the purchase of services 
under such conlracts by adopting appropriate School Board resolutions. 

WHEREAS Erie 1 BOCES and Microsoft entered into and have been operating under fhe Campus and 
School Agreement ("Agreement"); 

WHEREAS, several BOCES throughout New York State have been bound lo, are allowing for the 
purchase of services under, and will continue to allow for the purchase of services under the Agreement; 

\f\/HEREAS, the Agreement is subject to the New York's Education Law Section 2-d ("Education Law 
2-d"); and 

WHEREAS, Parties wish to amend the Agreement so as to be compliant with the Education Law 2-d 
and Microsoft agrees to abide by the following terms in accordance with Microsoft's Online Services 
Terms ("OST"). 

NOW, THEREFORE, in consideration of the foregoing recitals and the mutual covenants contained 
herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby 
acknowledged, the Parties hereto agree as follows: 
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2. Definitions 

Any capitalized term used within this Amendment that is also found in the Agreement will have 
the same definition as contained within the Agreement. 

In addition, as used in this Amendment: 
(a) "Student Data" means personally identifiable information, as defined in Section 2-d, from 

student records that Vendor receives from a Participating Educational Agency pursuant to the 
Agreement. 

(b) "Teacher or Principal Data" means personally identifiable information relating to the annual 
professional performance reviews of classroom teachers or principals that is confidential and 
not subject to release under the provisions of New York Education Law Sections 3012-c or 
3012-d, that Vendor receives from a Participating Educational Agency pursuant to the 
Agreement. 

(c) "Protected Data" means Student Data and/or Teacher or Principal Data to the extent 
applicable to Vendor's Product. 

(d) "Participating Educational Agency" means a school disbict within New York State t'1at 
purchases certain shared instructional technology services and software through a Cooperative 
Educational Services Agreement with a BOCES, and as a result is licensed to use Vendor's 
Product pursuant to the terms of the Agreement. For purposes of this Amendment, the term 
also includes Erie 1 BOCES or another BOCES that is licensed to use Vendor's Product 
pursuant to the Agreement to support its own educational programs o.- operations. 

3. Confidentiality of Protected Data 

(a) Vendor acknowledges that the Protected Data it receives pursuant to the Agreement may 
originate from several Participating Educational Agencies located across New York State, and 
that this Protected Data belongs to and is owned by the Parlicipaling Educational Agency from 
which it originates. 

(b) Vendor will maintain the confidentiality of the Protected Data it receives in accordance with 
federal and state law (including but not limited to Section 2-d). Vendor's data security and 
privacy plan for how all state, federal and local data security and privacy contract requirements 
will be implemented over the term of this Agreement is as follows: 

- has implemented aoo will maintain for Customer Data, which includes Shared Data as defim!d in !his Ag-. in 
the Core Onfine Services the fotlavnng security measures, which, in COl1unclion 1lfflh the sewn)' connnitmenls in 1he OST 
f-ng the GDPR Te!TllS), are Microsoft's only responsibilily wilh respect to thesecmi!y olllmt data. 

Asset Management 

Security 01\'DCrship. Microsoft has appointed one or more security officers responsible for coon:lirnllmg .:llld monitoring 
\ the secUffl}• rules and procedures. 
! Sttmily Roles aml Respomibilities. Miamoft personnel ·with ncoossto Custnme• Data are su~tm ~ty 

o!Jlig,mii,ffi. 
Risk ~fanagftllent Program. Microsoft perfunned a risk midci'll before JJlllreS'5ing ~ Ctmomcr Dain oi- lmmcbing the 

, (lmmt' Scmccs: sen•ice. 
1 

:Microsoft retains ils securily documents pmmmt to its retention requiremems afla- the}• are no !o,ng:e,r in elifect. 

A.ssrt lnnatory. Microsoft main!ains an nwenlo!}' of alll DDOOiaon ,dich Cusmmieir Dm1 ns sroired.. Aroess 11D the 
ilrwemtlooli:solfSllOCh~iisremid!oo1JolM:M:lfllJi$0ft~~fumv.rittmg"ffobire5llllClm.~-

A'S'S'itt H;,uidliRg 
- Microsoft classifies Customer Data to help identify it and to allow for acress iD it lo be ~· li!5trictetl. 
- Microsoft imposes restrictions on printing CUstomer Data 300 lias pmcedares fu, ~ of printro man:rials that 

cootam~Dma 
- Microsoft per.;onnel must obtain Micmroft aulboriz:ation priono SWring Cnstomer Dllla on portable dmires,, remorel:y 
~g Customer Datt, or processing Customer Data oot--;ide Micro:soft's fariKirns.. 

; Human R.esoun.-es Securil}• 
Sumiey Tr.:uning_ Microsoft infutmS its pel50llllel about relevant securify procoom,es mid tRieir respecti,-e mks. Microsoft 
also ffifurnls its personrel ofpossili!e coosequooces of breaching the sece:rily rub and~-.Mncro.rofi. will ooly use 
~Blll00$ dab in mmoog. 
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! Pll)'YicaJ.lkreg ta Faciliiies.. Mierow fr BmiitislllO!:ess to racilrntiies \1me mf~:I,},~ ~~~Data 
' arre: ~ 1il!Jl ~ a!.ntborimifi fumiffiiwiililuu~ 
, .Physical Access to Components. Microsoft. mai'ntains records oftbe incoming and ootgolilg med'i'a containlil.g Customer 
i Dru1!I,, ffl'duding me kind of media, the mrtimrizoo semiertrncipimts, ooie .md time, fue nu:mbcr ofIDOOia and the types of 
l Cu.stomcr Tho Ibey cootuin" 
1 Pmtttlioa from. DiAvptioas. ift.~lft filff,l!S o11. ~~ of mroolilmny ~ ~~ ttil! ~ ~ Boss of d:da due to 

Jjlllll\l'IOO!'if~ ffialiillim.ewn~~-
l Compoaa.t DispoiaJ. Microsoft uses iOOusl!}' s.WN'.l'arol ~to dclete Cw.i:OOMY ~ niren it is oo looger n..~-

Openlioaal Po&ey. Mi<rosoftmainlams ~-~ ilssecwiiy """""""5ooo ll>,rela-..1 pro«rlure5 

I 
iillnmll ~mlm rotf ias ~ w.'00 m're ~m c~ Il.mlt:BL 

Data~ Plw:a:ltnd 

I 
-On an ongomg 00iii5,, bat ID oo c.-ta.e less freqm:nUy ttmn oore a Ti-~ (wd. es;-.; oo Ceimmi't.r D.iiilla ~ b«ilt npibted during 

blt ~ Mw:.mwftm.mimairu; mtil9iti¢.e ropnes ,afC~Dailla lirom diidht ~ Datmiam. be TiOCtlVNcd. 

- J\mrosoft smres iOOJPlllfSof~ nm.• dab ir~~-!P~,a; TIIil a~~WJ'lialOI! ffirmll \<ilhrar,etllme JI!~' 

I -~~-C-Wrnis-' - Micros.oft 005 ~;._"mi; ~HTtii .i11 ploc:e govanffig 2:0.-:\":l55 to tO-pi,."$ cfC-~-mar ~-
I - Microsoft re1--iews data reoovay procedures m ie.m: ev~- six: monihs, exrept fur OOtl rerova:y ]PIDi..--aimes for Azure 

I 
Gottmll1l'ffll Serwm, "inch are re\i.!\\:ed. el.'ifll}' ttud~ mooDbs.. 

I - IMm:mlloft&,..-.-ra!i .. - iml:!o,wgllmo-~e,-~•f•----
11 appli'cable,. tlre~..m responsible am! which dam (if m.y-1 had m 'b.:: ~~ ill. fue &i.m rem-ve;y ~~-

Malicious Softw.tre_ Microsoft has anti-maiwar~ controls to hdpm,oiti mali.cious .softume gaining uoonthorizai access to 
Cl.lWJmfi Data, ilndooing malicious software origim!mg fiom pub!lic Bct\\llih. 

o.talleyoad-
- \'lilicrosofi enct}~ oremihles Cus:tomeoto encrypt,. Customer lmt!. that is~ mcrpuMiic net\,n.ks. 

I

I - Microsoft res.tricts oo:ess lo Customer Data in media leaving its fuc~liaies. 
I Evmt Logging. Microsoft log.. oi-enabJes Customer to log.~ and me of infonmtioo S}'SlmB a:mtaining C111>-tomer 
Data,~* mccess ID, lime, ambommiloo ~ or dlail~ amud~--~-
At:cas Polley. M!CIDSOftmamminsa reamlof~· pri-<l!~of"~hm,'Sng~ roe~~ 1--

1 

- Mimlmft~ and updares a remrd ofparsoom! ~ to~ Miirrosoffi:s}~ tlla~ ~ 

°"' \ - Ml£rmoft~~oncredaniaisth.rthm."enothre!mmedfoira~oftimienot.tto~sixmooths_ 

I
I - M""x:rosoft identioos those pasonoel uiID may grant, altcrorcant:d.~aa:uss to dma.M!d. ~-
1 - Microsoft ensures tllw "ileremore than ooe inoo.,idual MS 3005$ ms.ys.1a1m cootlining Cmbmlr Ihta,, k ioon'lduals 

111 Im" - -g--m<s 
I ~l'riril¥ 
Ii - TociJrncai support pewso1mel are only pemitti:ed ID bllN'e accesr.to Cl&omer Data v.ben needed. 
111- =-ftresmdsaccesstoCus.toma-Dala.toool)·~~ui:rorequiresudn.f,OOt'SSttopemmnubcirjob 

I 1_.,,, ..... c ... lillmtialily 
j - Microsoft- insnocis; Micromft pas,oni.cl t-o disabie admimsmiID·e SIS!,ffl,~ v.i.oo kfil.cffig premises MN:iuSOft oomrols or 
I uben. co~ are otherwise Jeft ~ 
' Micm.wft ~ ~'OOls m a "'"ilY ttm IMD,;.es drmJJ ~ wml'le 1lhej1 i11re funt are._ -.
1 

- Microsoft u..."'i.."S mduwy SWKiam praci:h.'"CS to id...--ntit')· a.rd :mfui..~ ~ wbo ~ID~~ mfu..~'112 s,"Stems. 
- Wooe authemicaiioo mechanisms are based oo pas.m--oois,. Microsoft llcquires th.ut. th.: p:n-.,,llllids are ffiik..""\'i:'00 regularly. 
- WRrere ~ mechanisms are based.oo. pw:s,.,iumk, .Microsoft r,=qmres me p;!ISffl-oo:I ro re atl!tmteigbt.cbarncb!rs. 

1mg 
l\licmsittfl enmres &rt (l/e--activatdi ar exp~ iililmttiifui:-s are ffili!: gramed tin oth...."Y mdlil~:&. 
J!l.iiiamolfi mmnitois,orenahlesCU5tome.to moimOOr. repemoo~ to _gain ~tome Woc.rlmim system using an 
HllflRMi pMS\l.ffl-d. 
!MIElJlll@!!lft~ mdusby :mmdmi ~ooies 11:o ~-~~ tlltillllll: me 1beaJD ~ rnriim1;11:diwn-m1i_y -

I 
M~il u.$t"S ~~Y :.t:indaro. ~wo:rd pr~1.iuu. r.;rm.~ iini::l.OOffig pq-.&et.ffl ~~gnc.J uo m.ri:nmil"ll ~ 

1 confidentiality and inregrity olf ~lltm ""-bm 'ihe}' :are a~ and mstriootoi,. wMi ~ ~ 
Xmrork Daip_ Miicm.soft ms cmllmh to 31,'0m!I DOOWiidiWffs .:is.wmmii;ng ~ ~ ullrq.' !!I3're mi( beam .m:iigtl!W w, gain 
~ 1!li1I ~ lbm llm'}• :l!llre: --~ ~ :&r...'"eIB.. 

,1 l~t R..~ ~ 
j - Mticrosoft main!aim. a i-ecooi of socurity bmKtaes with a~ of the bre&:ltt, & tiime ~'&he~ of 
i 1lfitie tm:am, the mmeoftbe fillOila"~ mMi to "bom. the hreadn w~ ~ :md. th.! pmoedure :furrea)l.flg daia.. 

- Fffl aK:h ~ lmrieach dm is a Semrin}" ~ muii!fottiloo. ~ itnamnfi (as~ im 1lhe ~ ~t 
NotifiC21bffii'"" soctfflH above) will. be moolewidrom:~ &Ua}· mwl, in ;my'"e\'fflt., wvdrin n hmws. 

Ii - MicJosol11Iru::h.. or enables Custo~to track, discio:.4~.:S ofCu...-.a"ITT."~ D.'.ia, i.m.iOOing \'ibfilmla W'S~ ilis-i,:h.Ys.ed, to 

I whom, and at ftimt time. 
5"rritt !\fo111uorillg. Microsoft secmity pasoo:md verify rog5 at lea5t fX"'ll!I}' SllX. l'ill001m to ~ ~ efforts if 

"""""""· Mi-croroft nu.llV.2.ins emeig,eoc.y film amti.ngern:y -p,fam fur k r.,,cilffies ln ·Wt.ire Mkruooft ffifonmrimt :..)'~""mi im:..t 
process Cu51omcr Oma are locat£d 
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4. 

- - - -
i - Microsoft's redundant storage and its procedures for recovering data are designed to attempt to reconstruct Customer 

Data in its original or lasHeplicated state from before the time it was lost or destroyed. 

Data Security and Privacy Plan 

Vendor agrees that ii will protect the confidentiality, privacy and security of the Protected Data 
received from Participating Educational Agencies in accordance with Erie 1 BOCES' Parents Bill of 
Rights for Data Privacy and Security, a copy of which has been signed by the Vendor and is set forth 
below. 

Additional elements of Vendor's Data Security and Privacy Plan are as follows: 
(a) In order to implement all state, federal, and local data security and privacy requirements, 

including those contained within this Amendment, Vendor will: Review its data security and 
privacy policy and practices to ensure that they are in conformance with all applicable federal, 
state, and local laws and the tenms of this Data Sharing and Confidentiality Agreement. 

(b) In on::ler to protect the security, confidentiality and integrity of the Protected Data that ~ receives 
under the Agreement. Vendor will have the following reasonable adminisbalive, technical, 
operational and physical safeguan::ls and practices in place throughout the term of the 
Agreement See Section 3(b) above. 

(c) Vendor will comply with all obligations set forth in Erie 1 BOC ES' "Supplemental Information in 
!he Agreement" be!m-,. 

(d) For any of its officers or employees (or officers or employees of any of its subcontractors or 
assignees) who have access to Protected Data, Vendor has provided or will provide training on 
the federal and slate laws governing confidentiality of such data prior to their receiving access, 
as follows: Annually, Vendor will require that an of _its employees (or officers or employees of 
any of its subcontractors or assignees) undergo data security and privacy !raining to ensure 
that these individuals are aware of and familiar with ail applicable data securi!y and privacy 
laws. 

(e) Vendor[check one] _X __ will __ will not ul!Trze sub-contractors for the purpose of fulfilling 
one or more of its obligations under the Agreement and agrees to be responsible for their 
performance subject to the terms of the Agreement and this Amendment. The list of 
subconlractors is localed at https://www.microsoft.com/en-us/trust-center/privacy/data­
access#subcontractors 

(f) Vendor will manage data security and privacy incidents that implicate Protected Data, including 
identifying breaches and unauthorized disclosures, and Vendor will provide prompt notification 
of any breaches or unauthorized disclosures of Protected Data in accordance with Section 6 of 
this Amendment. 

(g) Vendor will implement procedures for the return, transition, deletion and/or destruction of 
Protected Data at such time that the Agreement is terminated or expires, as more fully 
described in Erie 1 BOCES' "Supplemental Information about the MLSA,'' below. 
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5. Additional Statutory and Regulatory Obligations 

Vendor acknowledges that ii has the following additional obligations with respect to any 
Protected Data received from Participating Educational Agencies, and that any failure to fulfill one or 
more of these statutory or regulatory obligations shall be a breach of the Agreement and the terms of 
this Amendment: 

(a) Limit internal access to education records to those individuals that are determined to have 
legitimate educational interests within the meaning of Section 2-d and the Family Educational 
Rights and Privacy Act (FERPA). 

(b) Limit internal access to Protected Data to only those employees or subcontractors that need 
access in order to assist Vendor in fulfilling one or more of its obligations under the Agreement. 

(c) Not use education records for any purposes other than those explicitly authorized in this 
Amendment. 

(d) Not disclose any personally identifiable information to any other party, except for authorized 
representatives of Vendor using the information to carry out Vendor's obfigalions under the 
Agreement, unless: 

(i) the parent or eligible student has provided prior written consent; or 
(ii) the disclosure is required by statute or court order and notice of the disclosure is 

provided lo Pamcipating Educational Agency IIO Baler Imm the lime of disclosure, 
unless such notice is expressly prohibited by the statute or court order. 

(e) Maintain reasonable administrative, technical, and physical safeguards lo prolect the security, 
confidentiality, and integrity of personally identifiable srudent inliJrmalion ill iUs aislody; 

(f) Use enayplion technology that complies with Section 2-d, as more fully set forth in Erie 1 
BOCES' "Supplemental Information about the MLSA,' below. 

{g) Provide notification to Erie 1 BOCES (and Participating Educational Agencies, to the extent 
required by, and in accordance with, Section 6 of this Amendment) of any breach of security 
resulting in an unauthorized release of Protected Data by Vendor or ils assignees or 
sullconlrac!ors in violation of state or federal law or other obligations relating lo data privacy 
and securily contained herein. 

(h) Promptly reimburse Erie 1 BOCES, another BOCES, or a Participating School Dislrict for the 
full cost of notification, in the event they are required under Section 2-d to notify affected 
parents, students, teachers or principals of a breach or unauthorized release of Protected Data 
attributed to Vendor or its subcontractors or assignees. 

6. Notification ofBre;1ch and Unauthorii_edJ~elease 
(a) Vendor shall promptly notify Erie 1 BOCES of any breach or unauthorized release of Protected 

Data in the most expedient way possible and without unreasonable delay, but no more than 
seven (7) calendar days after Vendor has discovered or been informed of the breach or 
unauthorized release. 

(b) Vendor will provide such notification to Erie 1 BOCES by contacting Michelle Okal-Frink directly 
by email at mokal@e1b.org, or by calling (716) 821-7200 (office) or (716) 374-5460 (cell). 

(c) Vendor will cooperate with Erie 1 BOCES and provide as much information as possible directly 
to Michelle Okal-Frink or her designee about the incident, and and Microsoft will promptly and 
without undue delay (1) notify Customer of the Security Incident; (2) investigate the Security 
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incident and provide Customer with detailed information about the Security Incident; (3) take 
reasonable steps to mitigate the effects and to minimize any damage resulting from the Security 
Incident. 

(d) Vendor acknowledges that upon initial notification from Vendor, Erie 1 BOCES, as the 
educational agency with which Vendor contracts, has an obligation under Section 2-d to in turn 
notify the Chief Privacy Officer in the New York State Education Department ("CPO"). Vendor 
shall not provide this notification to the CPO directly. In the event the CPO contacts Venoor 
directly or requests more information from Vendor regarding the incident after having been 
initially informed of the incident by Erie 1 BOC ES, Vendor will promptly inform Michelle Okal­
Frink or her designees. 

(e) Vendor will consult directly with Michelle Okal-Frink or her designees prior to providing any 
further notice of the incident (written or otherwise) directly to any other BOCES or Regional 
Information Center, or any affected Participating Educational Agency. 
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ERIE 1 BOCES 

PARENTS' BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 

Erie 1 BOCES is committed to protecting the privacy and security of personally identifiable information 
about students who attend Erie 1 BOCES instructional programs in accordance with applicable law, 
including New York State Education Law Section 2-d. 

To further these goals, Erie 1 BOC ES wished to inform parents of the following: 

( 1) A student's personally identifiable information cannot be sold or released for any commercial 
purposes. 

(2) Parents have the right to inspect and review the complete contents of their child's education 
record. 

(3) State and federal laws protect the confidentiality of personally identifiable information, and 
safeguards associated with industry standards and best practices, including but not limited to, 
encryption, firewalls, and password protection, must be in place when data is stored or transferred. 

(4) A complete list of all student data elements collected by the State is available for public review 
at http://www.nysed.gov/data-privacy-security/student-data-inventory. or by writing to the Office 
of Information & Reporting Services, New York State Education Department, Room 863 EBA, 89 
Washington Avenue, Albany, New York 12234. 

(5) Parents have the right to have complaints about possible breaches of student data addressed. 
Complaints should be directed in writing to the Chief Privacy Officer, New York State Education 
Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also be submitted 
using the form available at the following website http://www.nysed.gov/data-privacy­
security/report-improper-disclosure. 
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SUPPLEMENTAL INFORMATION 

ABOUT THE AGREEMENT 

BETWEEN 

ERIE 1 BOCES AND MICROSOFT 

Erie 1 BOCES has entered into a Campus and School Agreement ("Agreement") with [M/CROSOF7] 
which governs the availability to Participating Educational Agencies of the following Product(s): 

Onlme Services 

The fo1ll!mrimlg ~ ead:i as a stand:!i!lone seirriceoras ~ in aDj,~ 365 br.mdi:d~w~ ~-°"""""'-"""~D;,--~-~~-Cm­_,,,, imigl,ts, 0,- 365 Fieid S<,n,.,,, o,m,m.,s 365 ~ c ..... o, O,mmics 365 SOJlilOy Clmm ~ I 
Ii Microoolt nn-.,,,.,.:; ... ~- 365 Core ,, ~,-·- i [)_j-:~icl; 365 Fin:moe, D-jllamii;s 365 Ii.imketing, D}~:.s '..7-u.~ Projoo- SeMce ~ D}r~ 3m5i (~~ 

1
1 0,-365 Hmmn R""""""", Dynmnics365 Sales~"""1llymmics365 Sales Prof--ni-cs365 11-

,, I 
CoreSarniire!.dloimot i'ndude(l)Dyrm10Cs 3f6 Sen.ices k~ dffmm~ ulbiido ~l!ro&l:iis:ioolt 

-""11tto~J<ri5Ji,r_,lafulm,"""""""•'""'"'"'r""""'1>1lLioifud1mSJl<s~,.,IJ1ii""""'lP'!••~ I ~ m Wire licensin2 terms; fuan'<.e cO'iEli'!spondillg senri'ili:li!'- :Ji!iJN 001« Si:parate!v-¥:imnued senii:e rnwl'e :m:~-:!ili~ '.11:·lili or 
' ~ed m D:,-namics865 Co:re &svk.es. 

, 
' 

i 
I/ l Tk fo&li'l.imig serwices., ead1 as a sbm.lkme seMCe or as: .m:ll.llllliiedffl. an Office 36~~ mr ~: C~e 

I 
~._, C-Loi:!.ln",--Omiime.Ardm,img, ~ O.!iime-E-~-ft 

, Book~ Mi-cmsofi Fonns. ~~ ~h•Ana.fyti\:S._ Mf~ft~anner. MicrosoftSrafflfuh. l.f"~Jffi: Ssr~ 1\:fiicmst1fi: 

I 
1 

Teams {including Bookin~ Lists_ .imd Sdifts),. ~l~osoft To-Do. Office 365 Advanced Thm:it Pro--~~ 365 

10ffi<e365S<ni«s VIOO!>, Offire fu<the ",:b, O..Dm~ ""-...S, l'mj,a (""°'lJI! Roodrnmpand l'mject fo,- the-1 Siu-Omine, 
51-'WO f..-""""""5 Orume, Sm,y, - Y..,,,..-~...i, foc Km,ala Pro, C_,,_,,--

. ~~kiDlllMmm.p,.m1lii!mtcm11.'.bmWfll!'lm~~®ff"~:s~m.Ol:llire365Sarn-imesdlllnua 
'I \ mtCmd!e Office 365 Pro Plus,.~· pmoon ofl'STN Seiv&..,siN ~~ of.Mkrosoft"s rwnroli_., .:Jli!li}- cliiaii ~fiware, Ii 

or ~' separately branded service made awilahle \1'ilh an Offire 365--lnnded plan or mile~ such as a ffimg ma Sfl'Vire 
I 1 branded.""h-Office365_= 

Alt"•- AwS.,,,.iire{Al'l.-_up:Aws,--W<l>AlqJ,£1~-, AJJ,pl-
! iraig;,,,.A-, Amre A<iive lmectmy, A= Gim~ w Ralis, Azm,C_ lt<gimy{i'\CR1 i'\zmeCOOlainer 

~AmreCo,mm;DB(funnmyDocumentDB),Amrelllillllmefi>r]MySQL,Amre~fuo'l'os!greSQL,Amre 
............ , A,nre 0..0,,, Semte<, Am,el}e,(fest Llbs.Azmre ffli!S,Jlnre--(~Amre RJi,j!,as __ } ___ iire,, __ Jlll'_, __ Mm-. __ ~ 

Mf.crosoft Azure Cnre ~ 'I Rnrh, Biz.Talk Sen-ices., Clorn! Ser\'!ces,, Compute" Vis;im, Coot:nt ~tor, wac~ lbtta F:iie1kcy. nua I.ate 
Am.fytics,. Data Lake Store., Event Hubs,, Express Roure, Fate,, Funi..'"tions,, IIDim:igjd:,, bportiE~ loT HOO, Key Vault, 
um llalan«<, Log Anal)'bCS (li>nnmy ()p<ralioml imigjlls). Amre-~-, M<dia &mres, -ft I Azurel'ooal, Mu!fi,fac,m- 4,........,,..,., N--Pam,rlll-,QmA-,~, 5'.,writy 
c.-, S<mre B,,s, S<mreFallri<, Sile...,_, SQL Dlm>W-SQL~SQL Sm,,.--~ 

11 Sro,rage-, SOO[Simple,. Stream Analytics, Text AtW;yffl:s,. T-mffi.c Manager, Virtual Mme.mes, Viirtwl ~b:hme Sak S!as, 
' Vidml N<t,,,,ri.; and VP!< Gonn~ 

M...,.,ftCloodAw~ Thedowi """""' !""iioo of Micro,oftC- Alli' Sei:mi!>•, 

I Mrerosoil mruneo.namii;. Se'n'OC,1:",.,; 
Tk clCOO ~ portion of Microsoft Intune such as1he Micmooft lntmne Add--oo. PromrtOJ"a ~sen.ire 
pro~ided by J\ficrosoft Inilme such as Mobile Device Managooienl.: IDT Office 365. 

The following sen'"ices, each as a standaklue service or as indwloo io. an Office 365 or Microsoft Dyvamics 365 branded 
Micmsn,!!l~ Flla!furnm Cure I gmDoir~Mitroso®:Po, .. ttBl,,Mm:mmft.Pom=r.AlPlJIS,millMi!ml60ft.Powi!ir~M.iii.:mmfti\mwPflmfunnCore 

" Sen''N:eS Services do not inclede any client saii.mEre, indndiag birt nut iirnr!oo! to Pm!.'el" Bf Rep-mt Sen-er~ 'l!i1'e ~ Bl,, Pmu:rApps 

I · or MiL-rosofi Power Automate mot»leappiica'UOOS, Powcr BI Desklop
0 
or Power Apps Sbldio, 

! Microsoft ~ Adl.1am:ed The following cloud senice portions ofMiaosoft Derendeir AihmocedTineat ~. Attad Smmre Reductioo,, Next 

'fhrelll~Sffl.ioes ---lloopomt o.m:tm & ~An-g,,limm&--..., nm,,,,& V-l!ili!y 
' "'-s __ 

Pursuant to the Agreement, Participating Educational Agencies may provide 10 Vendor. and Vendor will 
receive, personally identifiable information about students, or teachers and principals, that is protected 
by Section 2·d of the New York State Education Law ("Protected Data"). 

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which Vendor 
is being provided access to Protected Data is to provide Participating Educational Agencies with the 
functionality of the Product(s) listed above, Vendor agrees that it will not use the Protected Data for 
any other purposes not explicitly authorized in the Agreement. Protected Data received by Vendor, or 
any of Vendor's subcontractors, assignees, or other authorized agents, will not be sold, or released or 
used for any commercial or marketing purposes. 

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or other 
authorized agents to perform one or more of its obligations under the Agreement (including any hosting 
service provider), Vendor will ensure that such subcontactors, assignees, or other authorized agents 
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abide by the provisions of these agreements and is responsible for their performance under the 
agreement. 

Duration of Agreement and Protected Data Upon Expiration: 
• The Agreement commenced on July 30, 2013 and has no expiration date. 

• Upon expiration of any Enrollment under this Agreement without renewal, Vendor shall, if 
requested by BOCES, or Participating Educational Agency, provide tools to tihe BOCES, or 
Participating Educational Agency for exporting all electronically stored Shared Data previously 
received back to the BOC ES or Participating Educational Agency. Microsoft will retain the 
Protected Data that remains stored in Online Services in a limited function account for 90 days 
after expiration or termination of this Agreement. Thereafter, Vendor shall prompUy securely 
delete and/or dispose of any and all Protected Data remaining in the possession of Vendor or 
its assignees or subcontractors (including all electronic versions or electronic imaging of hard 
copies of Protected Data) unless Microsoft is required by applicable law to retain such data. 
Vendor agrees that neither it nor its subcontractors or assignees will retain any copy, summary 
or extract of the Protected Data or any related work papers on any storage medium whatsoever 
unless Microsoft is required by applicable law to retain such data. Upon request, Vendor and/or 
its subcontractors or assignees will provide a certification from an appropriate officer that the 
requirements of this paragraph have been satisfied in full. 

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 
contacting the student's district of residence regarding procedures for requesting amendment of 
education records under the Family Educational Rights and Privacy Ad (FERPA). T eaclters or 
principals may be able to challenge the accuracy of APPR da1a provided ID Vendor by 1oliowilTg the 
appeal process in their employing school disllict's applicable APPR Plan 

Data Storage and Security Protections: Any Protected Data Vendor receives wil be stored on 
systems maintained by Vendor, or by a subcontractor under the direct conlrol of Vendor, in a secure 
data center facifdy located within the United States. The measures that Vendor Will take to protect 
Protected Data include adoption of technologies, safeguards and p1aclices that atign with the NIST 
Cybeisecurily Framework and industry best practices including, hut not necess.riy timited to, disk 
encryption, file encryption, firewalls, and password proteclion. 

Encryption of Protected Data: Vendor (or, if appticable, ils subconlracicrs) will protect Protected Data 
in ils custody from unauthorized disclosure while in motion or at rest, using a technology or methodology 
specified by the secretary oflhe U.S. Deparbnent ofHHS in guidance issued under Section 13402(H)(2) 
of P.L 111-5. 

Except for changes made by tihis Amendment, the Enrollment or Agreement idenlilied above remains 
unchanged and in fuO force and effect. If there is any conflict between any provision in this Amendment 
and any provision in the Enrollment or Agreement identified above, this Amendment shall control. 

This Amendment must be attached to a signature form to be valid. 

Microsoft Internal Use Onlv: 

Erie 1 CASA Amendment (NYS Ed-2d -PBOR v2) CTM 
06262020.docx 
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Alternative Acceptance Form (Microsoft Only) 

Due to the extraordinary impact of the coronavirus (COVID-19), Microsoft has implemented 
steps to protect personnel and the communities in which they live and work, including 
conducting business from remote locations and/or using different processes. As a result, 
Microsoft is utilizing this Alternative Acceptance Form in place of signing a Program Signature 
Form. 

Microsoft's authorized representative is accepting the contract documents shown on the Program 
Signature Form bearing the Proposal ID shown below ("Contract Documents") by typing their name and 
entering the date of acceptance on this Alternative Acceptance Form. The Agreement Effective Date 
shown below is the Agreement Effective Date shown on the Program Signature Form. 

For the purposes of this Alternative Acceptance Form, "Customer" means the Customer entity identified 
on the Program Signature Form bearing the same Proposal ID that appears on this form, and "Microsoft" 
means the Microsoft entity or entities identified below on this form. 

ii MBAIMBSA number: 

II Agreement number: 

1, 

i 01C36218 

11 EnroDment number: 

i Proposal ID: 
' 

Ii 

i CTM (01C36218) 

I Opportunily ID {il-lcablej: 01C36218-06292020 

Agreement Elfective Dale: ,, 

Customer Name: Erie 1 BOCES 

To indicate Microsoft's agreement, Microsoft's duly authorized represemafuie will complete !his form by 
entering their name and the date of Microsoft's acceplance below. Upon completion of this form, 
Microsoft agrees that it (1) has received, read and tmderslands this Alternative Acceplance Form, the 
Program Signature Form, and all Contract Documenls, including any webs~es or documents 
incorporated by reference and any amendments, and (2) agrees to be bound by the terms of all such 
documents, as of the Agreement Effective Date. This Alternative Acceptance Form, when completed, 
will be incorporated into the Agreement noted above. 

- -

Acceptance by Microsoft 

Enter applicable Microsoft Affiliate: Microsoft Corporation 

Name of Microsoft authorized representative: Shirley Snyder Customer Care Specialist 

Acceptance date: June 29, 2020 

The above person is duly authorized on behalf of Microsoft to accept these Contract 
Documents. Microsoft will not challenge the enforceability or validity of the agreement 
fonned by this alternative process or any of the Contract Documents based on its 
acceptance using this Alternative Acceptance Fann. 

AAForm(MSOnly)(WW)(ENG)(May2020) MAAF01 Page 1 of2 
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Optional Confirmation of Acceptance on Customer Request

Once Microsoft returns to its normal business processes, if Customer requests a Microsoft 
signature, an authorized representative of Microsoft will sign and deliver a copy of this
Alternative Acceptance Form below to confirm the effectiveness of the agreement as of the
Agreement Effective Date shown above. 

Optional Microsoft Confirmation of Acceptance 

Enter applicable Microsoft Affiliate: <choose one> 
By signature of its duly authorized representative below, Microsoft hereby acknowledges, ratifies 
and confirms that the agreement referenced on this Alternative Acceptance Form was duly 
accented, and is effective as of the Aareement Effective Date shown above. 
Signarure: ! sign your complete name

! I ' 
Printed First and last Name: . print your complete name 

, Printed TIiie: I print your title 
I Signature Date: 

AAForm(MSOnly)(WW)(ENG)(May2020) 

enter the date you signed this form 
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