B® Microsoft Volume Licensing

Amendment {o Contract Documents
Campus and School Agreement
Custom Terms Amendment

Agreement Number

01C36218 01C36218-06292020 |

This amendment ("Amendment”) is entered into between the parties identified on the attached program
signature form. It amends the Enrollment or Agreement identified above. All ferms used but not defined
in this Amendment will have the same meanings provided in that Enroliment or Agreement.

This amendment hereby replaces Amendment # 01C36218-08222019-2 in its entirety.
For clarity, 01C36218-08222018-1 remains in full force and effect.

The following section entitled "Data Sharing and Confidentiality Agreement” is hereby added to the
Agresment as Toliows:

DATA SHARING AND CONFIDENTIALITY AGREEMENT
INCLUDING
PARENTS BiLL OF RIGHTS FOR DATA SECURITY AND PRIVACY
AND
SUPPLEMENTAL INFORMATION TO THE AGREEMENT

1 Purpose

WHEREAS, a Board of Cooperative Educational Senvices {'BOCES’) is & municipal corporation
organized and exdsting under the Education Law of the Stale of New York that pursuani 1o Education
Law §1950 provides shared computer services and software to school district components ("Districi” or
“Districts™) of the Régional information Center ("RIC™) and in that capaciy purchases varicus products
for use by said districts as part of the BOCES service;

WHEREAS, Erie 1 BOCES is also responsible for negotiating and entering into technology contracts
and that other BOCES may bind themselves to such contracts and allow for the purchase of services
under such contracts by adopting appropriate School Board reseclutions.

WHEREAS Erie 1 BOCES and Microsoft entered inte and have been operating under the Campus and
School Agreement ("Agreement”);

WHEREAS, severat BOCES throughout New York State have been bound to, are allowing for the
purchase of services under, and will continue to allow for the purchase of services under the Agreement;
WHEREAS, the Agreement is subject to the New York's Education Law Section 2-d ("Education Law
2-d"); and

WHEREAS, Parties wish to amend the Agreement so as to be compliant with the Education Law 2-d

and Microsoft agrees to abide by the following terms in accordance with Microsoff's Online Services
Terms ("OST").

NOW, THEREFORE, in consideration of the foregoing recitals and the mutual covenants contained
herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby
acknowledged, the Parties hereto agree as follows:
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2.

Definitions

Any capitalized term used within this Amendment that is also found in the Agreement wili have

the same definition as contained within the Agreement.

In addition, as used in this Amendment:

{a)

(b)

(c)

(<)

(=)

b

"Student Data" means personally identifiable information, as defined in Section 2-d, from
student records that Vendor receives from a Participating Educational Agency pursuant to the
Agreement.

“Teacher or Principal Data” means personally identifiable information relating to the annual
professional performance reviews of classroom teachers or principals that is confidential and
not subject to release under the provisions of New York Educaticn Law Sections 3012-¢ or
3012-d, that Vendor receives from a Participating Educational Agency pursuant to the
Agreement.

“Protected Data” means Student Data and/or Teacher or Principal Data to the extent
applicable tc Vendor’s Product.

“Parlicipating Educalional Agency” means a school distict within New York State that
purchases certain shared instructional technology services and software through a Cooperative
Educational Services Agreement with a BOCES, and as a result is licensed to use Vendor's
Product pursuant fo the ferms of the Agreement. For purposes of this Amendment, the term
also includes Erie 1 BOCES or another BOCES that is licensed to use Vendor's Product
pursuant to the Agreement to support its own educational programs or operations.

Confidentiality of Protected Data

Vendor acknowledges that the Prolected Data # receives pursuant to the Agreement may
criginate from severat Participating Educational Agencies iocated acress New Yoik State, and
that this Protected Data belongs fo and is owned by the Parlicipating Educational Agency from
which it originates.

Vendor will maintain the confidentiality of the Protected Data it receives in accordance with
federal and state law {including but not limited to Section 2-d).  Vendor's data security and
privacy plan for how aR state, federal and local data securnty and privacy confract requirements
will be implemented over the ferm of this Agreement is as Toilows:

Microsoft has mplemented and will maintain for Customer Data, which inchudes Shared Data as defined in $his Agreement, in
tire Core Onfine Services the folowing security measiwes, which, in conjunclion with the securiy commitments in the OST

{ingluding the GDPR Tems), are Microsoft's only responsibifity with respent to the secunity of that data.

Secarity Roles and ResponsibiBities. Microsoft personmnel with zocess to Customer Data are selbijock o confdentinkity
oblipations.

Risk Manapement Program. Microsoft performed a risk assessizent bofore processing the Customer Data or lamching the
{Unlimc Scrvices seavice.

Nicrosof} retains 6s secunty docianaents parswan to s retention regmirentents after they are vo foneer in effect,

Asset Management

Assef Investory. Microsoft maintains am imveniory of ali media on which Costomer Batn 3 storad. Acoess to the

imyemingizs of such modia is restricted to Microsefi persomne] arthorized in writng to have smoh apocss.

Agzet Handling

- Microsofi classifies Costomer Data to help identify it and to allow for access to it (o be appropristely resiricted.

- Microsoft imposes restrictions on printing Customer Data and has grocedmes for disposing of prinied maerials that
oonizem Custiomer Deta,

- Microsoft personee! must obtain Microsofit aathorizuton prior to stonng Customer Daia on ponzble devices, rrmotely
accessing Customer Datn, or processiag Costomer Dot oniside Mbcroseit's facilities.

Human Resouroes Secumity

Secarity Traising Microsoft informs its persomnat about relevant securiiy procodres zpd their respective roles. Microsofi
also infenms its parsoans] of possible consequences of breackine the secumrity mles and provodures. Microsolt will only use
DT OGS dista i (naining.
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| Phvsics] and Frvirsmment Securis

Physical Access to Facilities. Microsef Mmits ancess to farilites where Tnfmmation systssns th prcess Customer Data
e oreted t ideniified authorized iy,

Physical Access to Components. Microsofi maintains recards of the incoming and omigoing media containing Customer
Tratn, inchuding the kind of media, the authoticed senderrecipionts, dete and e, the munber of madis and the tpes of
Customer Patn they comtain.

Protection from Disruptions. Microseft uses o variety of indtustry stndand systeims to protzct agtinsd less of dua due to
poever smpply foiloee o log misfEence.

Comporent Bisposal. Microsoil uses industty stendernd processest delete Customer Datl sdian it &5 o lomper peaded.

Commusrications and Opesations
Managemert

Operations] Pelicy. Microsoft mamizins security documents deserdbing Tis secediy mensmes and (he rlevank precedimes

anid respomsibilites of #s prrsome] who heve ecozss to Custpmey [Rota

Fraea Recovery Precedures

- O o ongoi hasts, bt in no case less Trequently than weoe a week {unless ne Crstomer Thits es boen opdated during
hat period}, Miorosnf metnmins meitple copies of Coskamer Deta fom which Chastoumer Datn can be recovensd.

- Microseft stores copics of Cussomser Data amd data recoveny predadures in a different phace fom veihers e primary

gmipme precessing e Cosiomer TR i lonsed.

- Aficronott bas speeifie procedurss in place SovOmING 2008SS 0 rops of Cusomer Deln.

— Miicrosoft reviews data recovery procedures gt least every six months, excep for dam recovery procoimes for Azure
Goversment Servioes, which are reviewed every melve momths.

- Microspfi logs duts restorstnm effors, imelmdime dhe persen respoosible, the descoption of the rostored dats. and where
applicable, e perser vesponsible oo which dats (3 sy} find to be st el i (e dits recowery procoss.

MaEcioss Sofiware. Microsof has anti-malware controls to helpavoid salicious software gaming wranthorized acooss o

Customer Dala, mclnding malictous sofiware oviginating from public serwods.

Data Beyord Bonndaries

- Mficrosoft encrypis, or enables Custonter to encrypt, Castoser Date that is transwitiod over public networks.

- Microsolt restricts socess to Cuostomer Datz in media leaving its foliiges.

Event Logeing. Microsefi logs, or enables Cusiomer 1o oz, acress arad wse of informeation systoms comaining Costomer

Datz, mgisterime the aceess 1D, time, athorizstion gramed or depsd, and relevemy acivity-

Access Comnirol

Aceess Pelicy. Micmsofi mahrtains 3 recond of security privilozes of fivideds hoving access to Customer Datn.

- Mmmmmmamufmﬂmmﬂmmmﬁsymmmm
Dt .

_ WFicvosoft denctivates asthentication credemiols tht beve mot heon wwed for 2 perted of the mot to excead six oonts.

- 'Mmﬁﬂmﬁﬁmﬁnmmmwﬂuﬁnmaygm&ﬂﬂrmmwdmﬂmﬁmﬂmwdﬂamﬂm.

- MM&MM“MMﬂmmemdiﬁﬁwlhasmmﬁyﬁmwmmﬁgﬁmwmmmdﬁdnﬂs
have soperete identifiersRog-ios. '

Least Prividege .

- Technical sugeort personnel are onty permiod 1 have sccess 1o Custpmer Dats when neaded.

_ Microsod resticts socess to Costomer Data #0 only those individesals wiho soqeire such aocess to peronm their job
T,

Tutesyity snd Confdentiality .

- MicTosof: instuis Microseft personne fo fkalble sdminisgative sossins when leaving premises Miiesoff conmols or
wher compmtess ave otharwiss Joft umatiendad.

- Mmﬁmmmmawaym@mmmmwmmmmm

AclremiEis

- MEcrosol wses indusy standand practices. o ideasfy and sofuaione wers who 2itompd to weorss mivreation SySEmS.

- Where mthentication mechanisms ave based on passwonds, Micresoft requires et the passwords are reaceerd regplary.

— Where authemicaiion mechanisms are besed oo posswonds, Microsoft roguires Bie passwort to be at feast el charzcters

Jomg,

- Diicmoselt enseres et de-activated o expired fentifiors ars oot graad te etber tndividiesls.

- Microsol menitars, or enpbies Cusiomer o moritor, repeeisd atemps b £aln #0005 to the fhrmetivn SYSiem using @
imwelid pessword,

- Micresolt mamiin industry sendand procedurss o deactivals passwosds Tt Tave basn conupted of insdveriently

- Birrost wses mdansty Stondmd password protection ractices, ncisding peciicss desigmed w s i
confidentiati and tnfegrity of passwords whee ey ave assignod and diswribated, and duing swrage.

Network Desisn. Micresoft hes cozirels to @vord indtvidiunls snseming socess el they have ool boon assigned o gein

Information Security Incident
Macage et

Facident Hesnamee Propsas

_ Microsoft maimains a recond of security breaches with a description of the breach, ik time period, the consequences of
ﬁmmm:mmeumemm?mm“mmmm“mWmmmmrmmﬁngdm.

- mramhmﬁyhmmmmmmmmmﬁmwmmﬁmﬁmwmmmrmmm
Woification™ seciion aboeve) will be made without vndse delay asd, b any event, within 72 boars.

- Microseit acks, of exables Customer o 1rack, disciomues of Costomer Dal, incloding what dofa hus been disciosed, m
whtom, and gt what time.

Seniml\hnim:ing.mﬂimﬁwmﬁymm\m@ﬂugsm!mﬁarm’sﬁxmmhsmwmhiimeﬁamif

DOCESSETY.

i Business Continuty Managemewl

!

- Wiicronolt mukdsins emerency and continency plans for the Geetlities in which Microsoft informution gyt that
procass Customet Data are located.
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{ - Microsoft’s redundant storage and its procedures for recovering data are designed to attempt to reconstruct Customer
i Data in its original or last-replicated state from before the time it was lost or destroyed.

4, Data Securily a2nd Privacy Plan

Vendor agrees that it will protect the confidentiality, privacy and security of the Protected Data
received from Participating Educational Agencies in accordance with Erie 1 BOCES' Parents Bill of
Rights for Data Privacy and Security, 2 copy of which has been signed by the Vendor and is set forth
below,

Additional elements of Vendor's Data Security and Privacy Plan are as follows:

{a) In order to implement all state, federal, and local data security and privacy requirements,
including those contained within this Amendment, Vendor will: Review its data security and
privacy policy and practices to ensure that they are in conformance with al! applicable federal,
state, and local aws and the terms of this Data Sharing and Confidentiality Agreement.

{0} in order to protect the security, confidentiality and integsily of the Protected Data that it receives
under the Agreement, Vendor will have the following reasonable administrative, technical,
operational and physical safeguards and practices in place throughout the term of the
Agreement: See Section 3(b) above.

{c) Vendor will comply with all obligations set forth in Erie 1 BOCES® "Supplemental Information in
e Agreement” below.

{d) For any of its officers or employees {or officers or employees of any of ifs subconiractors or
zssignees) who have access fo Protected Data, Vendor has provided or will provide training on
the federal and state laws governing confidentiality of such data prior to their receiving access,
as follows: Annually, Vendor will require that all of its employees {(or officers or employees of
any of fis subcontraclors or assignees) undergo data secwrily and privacy training o ensure
that these individuals are aware of and familiar with ali applicable data secunty and privacy
iaws.

£e} Vendorcheck one} _X will will not uiilize sub-confraciors for the purpose of filfilling

one or more of ifs obligations under the Agreement and agrees to be responsible for their

. performance subject fo the terms of the Agreement and this Amendment. The Est of

subcontractors is focated at hitps://www.microsoft.com/en-us/trust-center/privacy/data-
access#subcontractors '

(f) Vendor will manage data security and privacy incidents that implicate Protected Data, including
identifying breaches and unauthorized disclosures, and Vendor will provide prompt notification
of any breaches or unauthorized disclosures of Protected Data in accordance with Section 6 of
this Amendment.

(g) Vendor will implement procedures for the return, fransition, deletion and/or destruction of
Protected Data at such time that the Agreement is terminated or expires, as more fully
described in Erie 1 BOCES’ “Supplemental Information about the MLSA,” below.
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5. Additional Statutory and Requiatory Obligations
Vendor acknowledges that it has the following additional obligations with respect to any
Protected Data received from Pariicipating Educational Agencies, and that any failure to fulfill one or

more of these statutory or regulatory obligations shall be a breach of the Agreement and the terms of
this Amendment:

{a) Limit internal access to education records to those individuals that are determined to have
legitimate educational interests within the meaning of Section 2-d and the Family Educational
Rights and Privacy Act (FERPA).

(b) Limit internal access to Protected Data to only those employees or subcontractors that need
access in order to assist Vendor in fulfilling one or more of its ocbiigations under the Agreement.

(¢) Not use education records for any purposes other than those explicitty authorized in this
Amendment.

{d) Not discloze any personaily identifiable information to any other parly, except for authorized
representatives of Vendor using the information o carry out Vendor's obligations under the
Agreement, unless:

(i} the parent or eligible student has provided prior written consent, or

{} the disclosure is required by stalifte or court order and notice of the disclosure is
provided to Participaling Educational Agency no bier than the fime of disclosure,
uniess such nolice is expressly prohibited by the statute or court order.

{e) Mainiain reasonable administrative, technical, and physical safeguards io protect the security,
confidentialty, and mteqrity of personally identifiable student nformation in is custody;

(i Lise encryption technology that complies with Seclion 2-d, as more fufly set forih in Erie 1
BOCES’ “Supplemental Information about the M SA " below.

{g) Provide nofification to Erie 1 BOCES (and Participafing Educational Agencies, to the exient
required by, and in accordance with, Seclion 6 of this Amendment) of any breach ufsewrity
resuffing . an unauthorized release of Protected Data by Vendor or iis assxgnees or
subcontraciors in violation of state or federal law or other obligations relating to data privacy
and securily contained herein.

{n) Prompily reimburse Erie 1 BOCES, another BOCES, or a Pariicipating Schoot Disfrict for the
full cost of notification, in the event they are required under Seclion 2-d to nolify affected
parents, students, teachers or principals of a breach or unauthorized release of Protected Data
attributed to Vendor or its subcontractors or assignees.

8. Notification of Breach and Unauthorized Release
(a) Vendor shall promptly notify Erie 1 BOCES of any breach or unauthorized release of Protected
Data in the most expedient way possible and without unreasonable delay, but no more than
seven (7) calendar days afer Vendor has discovered or been informed of the breach or
unauthorized release.

(b) Vendor will provide such notification to Erie 1 BOCES by contacting Michelle Okal-Frink directly
by email at mokal@e1b.org, or by calling (716) 821-7200 (office) or (716} 374-5460 (cel).

{c) Vendor will cooperate with Erie 1 BOCES and provide as much information as possible directly
to Michelle Okal-Frink or her designee about the incident, and and Microsoft wili promptly and
without undue delay (1) notify Customer of the Security Incident; {2) investigate the Security
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incident and provide Customer with detailed information about the Security Incident; (3) take
reasonable steps to mitigate the effects and to minimize any damage resulting from the Security
Incident.

(d) Vendor acknowledges that upon initial notification from Vendor, Erie 1 BOCES, as the
educational agency with which Vendor coniracts, has an obligation under Section 2-d to in turn
notify the Chief Privacy Officer in the New York State Education Department {("CPO"). Vendor
shall not provide this notification to the CPO directly. In the event the CPO contacts Venaor
directly or requesis more information from Vendor regarding the incident after having been
initially informed of the incident by Erie 1 BOCES, Vendor wilt promptly inform Michelle Okal-
Frink or her designees.

{2} Vendor will consult directly with Michelle Okal-Frink or her designees prior to providing any
further notice of the incident (written or otherwise) directly to any other BOCES or Regicnal
information Center, or any affected Participating Educational Agency.
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ERIE 1 BOCES
PARENTS’ BiLL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of personally identifiable information
about students who attend Erie 1 BOCES instructional programs in accordance with applicable law,
including New York State Education Law Section 2-d.

To further these goals, Erie 1 BOCES wished to inform parents of the following:

(1) A student's personally identifiable information cannot be sold or released for any commercial
purposes.

{2) Parents have the right to inspect and review the complete contents of their chiid's education
record.

(3) State and federal laws profect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

(4) A complete list of all student data elements collected by the State is available for public review

at http://iwww.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the Office
of Information & Reporting Services, New York State Education Department, Room 863 EBA, 89
Washington Avenue, Albany, New York 12234,

{5) Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed in writing to the Chief Privacy Officer, New York State Education
Depariment, 89 Washington Avenue, Albany, New York 12234. Complaints may also be submitted
using the form available at the following websiie http://www.nysed.gov/data-privacy-

security/repori-improper-disclosure.
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SUPPLEMENTAL INFORMATION
ABOUT THE AGREEMENT

BETWEEN
ERIE 1 BOCES AND MICROSOFT

Erie 1 BOCES has entered into a Campus and School Agreement (“Agreement”) with {MICROSOFT;
which governs the availability to Participating Educational Agencies of the following Product(s):

The Folllowing scrvices. cach s a staadalons service of a5 mclded i1 a Dynamics 365 brsnded plan or applicaion:
Dymemics 363 Crsteneer Servics Erterprise, Dynamics 365 Customer Sarvice Prottssmiml, Dranmics 365 Custonmer
Service Insighits, Dynarsics 365 Field Service, Dymmamics 365 Busiess Cenival, Dymamics 365 Supply Chain Mamsement,

hE i ios 365 Come Drymemmics 365 Finanos, Dyaamics 365 Mathoting, Dyvmaades 365 Project Savics Automstion, Pty 360 Cmmrasaos,
Sw_usaa TR Dyemics 365 Hormmn Resources, Dyunics 365 Sales Envenprise, s Dywanaics 365 Saes Professons]. Dynamics 165

Core Servinns do wat inclnds {E) Dynanaies 365 Services B sspported devives or soffware, which focfules bus is not
Tt te E2yrmmeemicss 65 fisr agrpes, tabfets, phomes, orsoy of Shewer (20 Lndkedin $xles Navigater, or (3) esnapt as expressy
defived n dhe Heensing s for e comespondins seevion, eny ether separtcly-braded service wade mrailidtle with o
wannected o Dyoamics 565 Core Servioes.

The folboming services, carh as 2 sizndalone service or as inclnfod i an Office 363-brangded plam o sufte: Coonpliznre
Wimrzzer, Crstomzr Lockbox, Exchenge Onfine Arcliving, Exchenge Onlins Protection, Excenge Cuoline, Miomsoeft
Bookings, Microsolft Formns, Micresaft My Ansfysics, Microsolt Plaaner, Microsoft St Microssft Strems Wicrosaft
Tesms {includmg Boekings, Lists, zmt Shifls), Mimeseft To-Dia, Office 365 Advarced Threat Privecrion, {Oifice 365
Offcs 365 Servi Video, Offee for the web, Onelhve for Business, Pryjoct (exoept Roedoxap and Projpot for the web), SharePoint Online,
Skype for Besimess Online, Sway, Whitchomd, Yanomer Ermenypsrics 2, for Kaizala Pro, Customier”s orpmrizatinng] smoups
e vrommngih the: adame oot aud chats betworn twe momiens of Costomer's ongmization. Gffos 265 Services do vt
facimde Difice 365 ProPlos, ary ponion of PRTH Services (el epaais onside of Mitmsof's commot, sy Ciisns sofiware,
of gy separziely branded service made available with zn Office 365-branded plan of snite, such 35 2 Bing of 2 service
bagaded “for Office 3657 N

AR Bsmamement, App Sarvice (AP Apps, Logic Apps, Mabile Apps, Welb Apps), Application Gy, Appicaton
Ensiphas, AmoTeREon, Azwe Acive Divectory, Aznme Cache for Rofis, Azwe Conininer Repitre {AURY, Azee Conlaiper
Servige, Azure Cositos DB {(formazly DocisneniDB), Azwe Database for MySQL., Azore Dirtabese for PestzreSQL, Azxe

. Datzimicks. Azvre DevOps Services, Azure Devlest Labs, Anme DINS, Avzoe Enforms ion Protection {incladmg Azure
Righss (), Azvae Knhemetes Sovive, Arure NetApm Fles, Armre Reseumos Maneeer, Azure Semdh, Beckep,
Batch, BTk Sexvices, Clond Services, Compasar Vistosn, Content Modemtor, Date Catalor, Thoin Feotrey, Dz Lake
Amalytics, Datz Lake Store, Event Hubs, Express Route, Face, Fancitons, HDosicht, EnportiExpert foT Heb, Key Viuit,
Lot Balanoer, Log Amalytics (fonmerdy Opeoztionsl bsiphis), Azre Machine beaming Siadio, Madia Sevices, Microsoft
Az Poatal, Matti-Faotor Auchentication Notifecainon Hobs, Power B Embedded, (ma Maker, Schedulor, Somaity
Cemter, Service Bus, Service Fabric, Site Recowery, SQL Date Wardhause, SO Database, SOL Server Siretelh Daabose,
Sterage, StorSimple. Stream Ansiyvtics, Text Analytics, Traflic Maager, Vinuat Machises, Vsl Bachine Scale Seis,
Vintmal Network, and VPN Gateway

Mizsesoft Clowd App Secudity The clowd service poision of Microsolk Clond App Securty.

The clowd service portian of Microsoft Emane sech a5 the Micmsaft Potune Add-or Product or o messememt sevvice

movided by Microseit Iname such as Mobile Device Manasemeat for Offics 360,

‘The following services, ezch 2s a smmialone servioe or a2 incleded in an Gfffice 365 or Miczosoft Dyvamics 365 branded

Macrosofi Power Plattonn Core pllan or saite: Microseli Power BL Microsoft Power Apps. and Miresat Pover Astemze. Microsoft Power Patfonm Core

Services Services do not foclede any client software, mcteding but rot Frated o Povwer BE Report Soreex, the Power BL, Pawerdpps

or Microsoft Power Auiomate mebile appiications, Pewer BI Bresliop. or Power Apps Shadio.

Microsofs Defomter Advasced The follawing cloud service portions of Microsoft Dfender Advanceid Vet Protaction. Attack Swaface Reduction, Next

TMP - Generstion Protection, Endpoint Detection & Resposse, Audo Envestipaton & Remediziion, Trest £ Valnesabliy

DMarmaeevnant, SreaiSorean.

Microsoft Az Core Services

Wicrosofi Intuse Online Servives

Pursuant to the Agreement, Participating Educational Agencies may provide lo Vendor, and Vendor wiil
receive, personally identifiable information about students, or teachers and principals, that is protected
by Section 2-d of the New York State Education Law ("Protected Data™).

Exclusive Purpose for which Protected Data wiil be Used: The exclusive purpose for which Vendor
is being provided access to Protected Data is to provide Participating Educational Agencies with the
functionality of the Produci(s) listed above. Vendor agrees that it will not use the Protected Data for
any other purposes not explicitly authorized in the Agreement. Protected Data received by Vendor, or
any of Vendor's subcontractors, assignees, or other authorized agents, will not be sold, or released or
used for any commercial or marketing purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or other
authorized agents to perform one or more of its obligations under the Agreement (including any hosting
service provider). Vendor will ensure that such subcontaclors, assignees, or other authorized agents
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abide by the provisions of these agreements and is responsible for their performance under the
agreement.

Duration of Agreement and Protected Data Upon Expiration:
s The Agreement commenced on July 30, 2013 and has no expiration date.

* Upon expiration of any Enroliment under this Agreement without renewal, Vendor shall, if
requested by BOCES, or Participating Educational Agency, provide tools to the BOCES, or
Participating Educational Agency for exporting all electronically stored Shared Data previously
received back to the BOCES or Participating Educational Agency. Microsoff will retain the
Protected Data that remains stored in Online Services in a limited function account for 90 days
after expiration or termination of this Agreement. Thereafier, Vendor shall promptly securely
delete and/or dispose of any and all Protected Data remaining in the possession of Vendor or
its assignees or suibcontractors (including alt electronic versions or electronic imaging of hard
copies of Protected Data) unless Microsoft is required by applicable law to retain such data,
Vendor agrees that neither it nor its subcontractors or assignees will retain any copy, summary
or extract of the Protected Data or any related work papers on any storage medium whatsoever
untess Microsoft is required by appiicable law to retain such data. Upon request, Vendor and/or
its subcontractors or assignees will provide a certification from an appropriate officer that the
requirements of this paragrapi have been satisfied in full,

Chailenging Accuracy of Protected Data: Parenis or elighle sludenis can challenge the
accuracy of any Protecled Data provided by a Parlicipating Educational Agency to Vendor, by
contacling the stedent's districd of residence regarding procedures for requesiting smendment of
education records under the Family Educalional Righls and Privacy Act (FERPA). Teachers or
principais may be able {o challenge the accuracy of APPR dala provided to Vendor by followng the
gppeal process in their employing school disinicl's applicable APPR Plan.

Data Storage and Secuiity Protections: Any Protected Data Vencor receives will be stored on
systems maintained by Vendor, or by a subcontractor under the direct contro] of Vendor, in a secwre
data center faciiity located within the United States. The measures that Vendor will take to protect
Protected Data inciude adoption of technologies, safequards and practices that afign with the NIST
Cybersecurity Framework and indusiry best praclices inchuding, but not necessargy hmited to, disk
encryption, fife encryption, firewafls, and password protecon.

Encrypiion of Protected Data: Vendor {or, if spplicable, ifs subcontractors) will protect Protected Data
it its custody Fom unauthonized disclosure while in motion or at rest, using a technology or methodology
specified by the secretary of the 1J.S. Depariment of HHS in guidance issued under Section 13402(H)(2)
of P.L. 111-5.

Exéept for changes made by this Amendment, the Entoliment or Agreement identified above remains
unchanged and in full force and effect if there is any conflict between any provision in this Amendment
and any provision in the Enroliment or Agreement identified above, this Amendment shall conirol.

This Amendment must be attached to a signature form to be valid.

Microsoft Internal Use Only:

Erie 1 CASA Amendment (NYS Ed-2d -PBOR v2) 1 CTM CTM-CTC-LOL-AGR BD
06262020.docx

AmendmentApp v4.0 CTM-CTC-LOL-AGR BD
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Alternative Acceptance Form (Microsoft Only}

Due to the extraordinary impact of the coronavirus (COVID-19), Microsoft has implemented
steps to protect personnel and the communities in which they live and work, including
conducting business from remote locations andfor using different processes. As a result,
Microsoft is utilizing this Alternative Acceptance Form in piace of signing a Program Signature
Form.

Microsoft's authorized representative is accepting the contract documents shown on the Program
Signature Form bearing the Proposal 1D shown below {“Contract Documents”) by typing their name and
entering the date of acceptance on this Alternative Acceptance Form. The Agreement Effective Date
shown below is the Agreement Effective Date shown on the Program Signature Form.

For the purposes of this Alternative Acceptance Form, "Customer” means the Gustomer entity identified
on the Program Signature Form bearing the same Proposal ID that appears on this form, and *“Microsoft’
means the Microsoft entity or entities identified below on this form.

HBAIHBSA' number'

_Agreement number: ' 01C36218
Enrofiment nisnber:

‘Proposal ID: ' : CTM (01C36218) -
Opportunity ID (@ appkeable): 01C36218-06292020
Agreement Effective Date:

Customer Name: Erie 1 BOCES |

Ta indicate Microsoft's agreement, Microsofi's duly autherized representative will compiete this form by
entering their name and the date of Microsoft's acceptance below. Upon completion of this form,
Microsoft agrees that it (1) has received, read and understands this Alternative Acceplance Form, the
Program Signature Form, and all Confract Documents, including any websites or documents
incorporated by reference and any amendments, and (2} agrees fo be bound by the terms of all such
documents, as of the Agreement Effective Date. This Alternative Acceptance Form, when completed,
will be incorporated into the Agreement noted above.

Acceptance by Microsoft

Enter appficable Microsoft Affiliate: Microsoft Corporation

Name of Microsoft authorized representative: Shirley Snyder Customer Care Specialist

Accepiance date: June 29, 2020

The above person is duly authorized on behalf of Microsoft to accept these Coniract
Documents. Microsoft will not challenge the enforceability or validity of the agreement
formed by this alternative process or any of the Contract Documents based on its
acceptance using this Alternative Acceptance Form.

AAForm{MSOnly}{(WW)(ENG){(May2020) MAAFO1 Page 1 of 2
Document X20-12893



Optional Confirmation of Acceptance on Customer Request

&nce Microsoft returns to its normal business processes, if Customer requests a Microsoft
signature, an authorized representative of Microsoft will sign and deliver a copy of this
Alternative Acceptance Form below to confirm the effectiveness of the agreement as of the
Agreement Effective Date shown above.

Optiona'l Microsoft Confirmation of Acceptance

Enter applicable Micrasoft Affiliate: <choose one>

| By signature of its duly authorized representative below, Microsoft hereby acknowledges, ratifies
and confirms that the agreement referenced on this Alternative Acceptance Form was duly
accepted, and is effective as of the Agreement Effective Date shown above.

. Signature: sign your complete name
Printed First and Last Name: print your compglete name
Printed Title: print your title
Signature Date: enter the date you signed this form
AAForm(MSOnly)(WW)XENG){May2020) MAAFO1 Page 2 of 2
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