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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2,0

This Student Data Privacy Agreement {"DPA") is entered into on the date of full execution (the “Effective Date”)
and is entered Into by and between:
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located at {&; 4] (the “LEAY)
and

T T R e s s

located et [0SR SO Rl Al ARSI T AR A e TR (e *Provider’).
PREAMBLE

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibit “A”, to LEA, which
Services may Include: (&) cloud-based Services for the digital storage, management, and retrieval of pupil
records; and/or (b) digital educational soflware that authorizes Provider to access, store, and use pupll records;

and
[

WHEREAS, the Provider and LEA have entered into a Sarvice Agresmant (as defined hersin), to provide certain
Services to the LEA as set-forth in the Service Agreement, and this DPA (collactively the ‘Agreement”),

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and
other ragulated data exchanged between them as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act ('FERPA”) at 20 U.8.C. 1232g (34 C.F.R. Part 99); the Protaction of
Pupil Rights Amendment (*PPRA") at 20 U.8.C, 1232h; and the Children’s Online Privacy Protection Act
("COPPA") at 15 U.8.C, 6501-6506 (16 C.F.R, Part 312),

WH'EREAS. the Provider and LEA desire to enter into this DPA for the purpese of establishing thelr tespective
obligations and duties in order fo comply with applicable laws and regulations.

NOW THEREFORE, {or good and valuable consideration, LEA and Provider agree as follows:

General Offer of Privacy Terms.
The Provider has signed Exhibit "E” to the SDPC Standard Clauses, otherwise known as "Gensral Offer of
Privacy Terms” enabling other LEAs to enter into the same terms of this DPA with Provider.

Special Provisions. (Check if Required)
If checked, the Supplemental State Terms attached hereto as Exhibit “G” are hersby incorporated by
reference Into this DPA in their entirety.

[f the Parties desire to change any terms, use the Vendor-Specific’ Agreement or ‘District-Modified! Agreement.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

18 designated representative for the LEA for thls DPA is:

Name: Marceda Lewis Tite:  Director of Instruction
Address: 91 Poorhouse Road, Seale, AL 36875
Phone:  334-408-4957 Emall: lewism@russellcsd.net

The designated representative for the Provider for this DPA Is:

Name: Jacob Schafer Tite: - Strategy & Operations Manager
Address: 6 W 18th St, Floor 8, New York, New York, 10011
Phone: 4195099423 Emall: jacob@magmamath.com

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date,

LEA: | Russsl Gounty Sofitol Disttgh ]

Sd By Nt B, e 12/18/2024

Printed Name: Dr. Brenda Coley *’/ Title/Position:  Superintendent

PROVIDER: [ Radish Education Inc dba Magma Math |
Signed By: 41\ Date: 11/18/2024
”~ Y
Printed Name: Jacob Schafer Tile/Position:  Strategy & Operations Manager

Each Party Is responsible to promptly notify the other Party of changes to the notice Information.

Notices to Provider Notices to LEA
[ Radish Education o dha Magma Math ] | Russell County Schaal District
[K-12 Supplemantal Maih Software 1 [ Fabian Bauarschiidt- Technclogy Diractor
[ 470 Ramona S, Palo Alto, CA, 94301 ] [| 806 1th Strent, Phenlx Clty, AL 36367
[ Jacob@@magnanath,com 1 [ bauerschmidti@russsliosd.net
With a copy to {if provided): With a copy fo (if provided):
[ Arvid Gilllam 1 [ Marcada Lows
[ 6 W 18th 84, Floor 8, New York, New York, 10011 1 f 91 Poothouse Road, Saale, AL 39575
[ tegai@magmansali.com } [ tewlsm@russelicsd.nat

Security Notices to Provider (Required per Section 6.3)  Security Notices to LEA (Required per Sacfion 5.3)

E Jacob Schafer [ Wilchiael Beasley
[ Stioteay & CGpentions Manager [ Syttarn Admindsltatos
[ @\ 10th S, Floar 8, New Yark, Mew Yok, 10011 [ 0% Pporouse Road, Seale, AL 363754

[ [acob@magmanmath.eom [ beasiaym@russelicadnet

et e bt e

P e el
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vorsion 2.0

STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

1.4 Purpose of DPA,

The purpose of this DPA Is to desoribe the duties and responsibilitles to protect Student Data including
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended
from time to time. In performing the Services, the Provider shall be consldered a School Offictal with a legitimate
aducational interest, and performing Services otherwise provided by the LEA. With respect to its use and
maintenance of Student Data, Providet shall be under the direct control and supervision of the LEA as set forth
in this DPA and the Service Agreement,

1.2 Description of Products and Services,

A description of all produets and services covered hy the Agreement, and Information specific to this PPA, are
listed in Exhibit "A". If a Provider neads to update any information on Exhibit *A” (such as updating with new
provided services), they may do so by completing the Addendum template provided by the AdL Community and
sending a copy to the LEA,

Provider may add or delete products or services subject to this DPA under the following circumstances:
1. Deleted products or services: The products or setvices have been discontinued and are no longer
avallable from the Provider.
2. Added products or services: The added products or services are sither:
a. a direct replacement, or substantially equivalent to the original products or services listed In
the DPA, or ' '
b. the added products or services result in enriched new or enhanced capabllities, new modules,
technology advancements and or service categories relating to the listed products or services
that Provider did not have at the time the DPA was signed.

If an added product or sarvice raquires additional Data Elements, Provider must complete the relevant portlon
of the Addendum template to update Exhibit “B",

Provider may not make any change to Exhibit “A" via an Addendum, except adding or deleting products or
services. LLEA Is under no obligation to acquire added products or services, and has no ability under the DPA to
prevent delstlon of products or services. Subject to the limitations in this section, an Addendum Is automatically
incorporated Info this DPA when LEA Is notified by Provider, in accordance with the nofification provisions of this
DPA, of the Addendum’s existence and contents.’

1.3 Student Data to Be Provided.

In order to perform the services, the Provider shall process Student Data as identifled by the Provider In the
Schedule of Data, altached hereto as Exhibit “B", Student Data may be provided by the LEA or created by
students, as set forth fully in the definition of Student Data in Exhibit ‘C". If a Provider needs to update any
information on Exhibit “B", they may do so by complsting the Addendum template provided by the A4L
Community and sending a copy to the LEA,

Provider may delete data elements from Exhibit “B” if they are no longer used by the Provider.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

Provider must add data elements to Exhibit "B”, when a materlal change has occurred, regardless of whether
the added data elemants are either one of the following: -
1. used to better dellver the original products or setvices listed In the DPA, or
2. used to deliver added products or services that result in new or enhanced capabilities, new
modules, technology advancements and or service categories relating to the listed products or
setvices that Provider did not have at the fime the DPA was signed. Such new products or services
must be designated in the Addendum template as changes to Exhibit "A”,

The Provider must notify the LEA, In accordance with the notification provisions of this DPA, of the existence
and contents of an Addendum modifying Exhibit “B". The LEA will have thirty (30) days from racelpt to object to
the Addendum. If no written objection 1s received It will become incorporated into the DPA batween the parties,

1.4 DPA Definitions.

Capitalized terms used in this DPA shall have the meanings set forth in Exhibit "C". With respect to the treatment
of Student Data, in the event of a conflict, definitions used in this DPA shall prevall over terms used In any other
writing, including, but not limited to, the Service Agreemant,

ARTICLE [Il: DATA QWNERSHIP AND AUTHORIZED ACCESS

21 Student Data Property of LEA.

As between LEA and Provider, all Student Data procassed by the Provider, or created by students {as sat forth
fully In the definition of Student Data in Exhiblt “C”), pursuant to the Agreement is and will continue to be the
property of and under the confrol of the LEA. The Provider further acknowledges and agrees that all coples of
such Student Dafa processed by the Provider, including any modifications or additions or any portion thereof
from any source, &re also subject to the provisions of this DPA in the same manner as the orlginal Student Data.
The Parties agree that as between them, all rights, including all intellectual property rights In aind to Student Data
contemplated per the Service Agreement, shall remain the exclusive property of the LEA,

2.2 Parent, Legal Guardian and Student Access.

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student {as defined
in FERPA) may reviaw Student Data and request deletion or modification, and request delivery of a copy of the
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may
access, and correct if necessary, Education Records and/or Student Data, and make a copy of the data available
to the LEA or (at the LEA's direction) to the parent, legal guardian or aligible student directly. If the LEA is not
able to review or update the Student Data itself, Provider shall respond In a reasonably timely manner (and no
later than thirty (30) days from the date of the request or pursuant to the time frame required under state law for
an LEA fo respond to a parent, lsgal guardian or student, whishever is soaner) to the LEA's request for Student
Data hald by the Provider to view or cotrect as necessary.

Inthe event that a parent or legal guardian of a student or sligible student contacts the Provider to correct, delete,
review or request delivery of & copy of any of the Student Data collacted by or generated through the Services,
the Pravider shall refer that person to the LEA, who will follow the necessary and proper procedures regarding
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STANDARD STUDENT DATA PRIVAGY AGREEMENT Version 2.0

the requested information. In the event that any person other than those listed contacts the Provider about any
Student Data, the Provider shall refer that parson to the LEA, except as provided In Sectlon 4.4,

2,21 This NDPA does not Impede the abllity of students to download, export, or otherwise save or
maintain their own Btudent Generated Content directly from Provider or for Provider to
provide a mechanism for such download, export, transfer or saving to students, or the
student's parent or legal guardian. Nor does it impade the abifity of Providers to offer LEAs
features to allow such abllity,

2.2.2  Inthe event that Student Generatad Content is transferred to the contro} of the student,
parent or legal guardian, the copy of such Student Generated Content that Is In the control of
such person Is no lenger considerad Student Data.

2.3 Subprocessors.

Provider shall enter into a Subprocessor Agreement with all Subprocessors performning functions for the Provider
In order for the Provider to provide the Services pursuant to the Service Agreement, whereby the Subptocessors
agree to protect Student Data In a manner no less stringent than the terms of this DPA. Every Subprocessor
Agresment must provide that the Subprocessor will not Sell the Student Data. The terms of a Subprocessor
Agreement shall not be materlally modified by the Subprocesser unless notice Is provided o the Provider.

ARTICLE Hil: DUTIES OF LEA

31 Provide Data in Compliance with Applicable Laws,

LEA shall use the Services and provide Student Data in cémpllance with all applicable federal and state privacy
laws, rules, and regulations, all as may be amended from time to time. )

3.2 Annual Notiflcation of Rights.

If the LEA has a policy of disclosing Education Records andfor Student Data under FERPA {34 CFR §
99.31(a)(1)), LEA shall Include a specification of criterla for determining who constitutes a School Ofiiclal and
what constitutes a legitimate educational Interest in its annual notification of rights.

3.3 Reasonable Precautions,

LEA shall employ administrative, physical, and technlcal safeguards designed to protect usernames, passwords,
and any other means of gaining access to the Services and/or hosted Student Data from unauthorlzed access,
disclosure, or acquisition by an unauthorized person.

3.4 Unauthorized Access Notification and Asslistance.

LEA shall notify Provider within seventy-twe (72) hours of any confirmed Data Breach to the Servicas, LEA’s
account or any Student Data that poses a privacy or security risk. If requested by Provider, LEA will provide
reasonable assistance to Provider In any efforts by Provider to Investigate and respond to such Data Breach.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Verslon 2.0
ARTICLE [V: DUTIES OF PROVIDER

41 Privacy and Security Compliance.

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Data privacy
and security, and at the direction of the LEA shall cooperate with any state or federal government initiated audit
of the LEA’s use of the Services,

4.2  Authorized Use.

The Student Data processed pursuant to the Services shall be used by the Providar for no purpose other than
performing the Servicas outlined in Exhibit ‘A%, or as Instructed by the LEA.

4.3  Provider Employee Obligation.

Provider shall require all of Provider's employess who have access to Student Data to comply with all applicable
provislons of this DIPA with respect to the Student Data shared under the Sesivige Agreement. Provider agrees
to require and maintain an approprlate confidentiality agreement from each employse with access to Student
Data pursuant to the Service Agreament. :

44 No Disclosure,

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereof,
including without limitation, user content or other non-publlc infortmation and/or parsonally identifiable information
containgd in the Student Data.

4.41 Exceptions to No Disclosure.

4.4.1.1  This prohibitlon against disclosure will not apply to Student Data where disclosure Is
directed or permitted by the LEA or this DPA.

4.4.1.2 The provislon to not sell Studant Data shall not apply to a Changs of Control,

4.4.1.3 This prohibition against disclosure shall not apply to Student Data disclosed
pursuant to a Judiclal order ar lawfully Issued subpoena or warrant,

4.4.1.4 This prohibition against disclosure shall not apply to Student Data disclosed to
Subprocessors performing Services on behalf of the Provider pursuant to this DPA.

4.41.5  Should law enforcement or other government entities (*Requesting Parly(ies)") provide
a judiclal order or lawfully Issued subpoana or warrant to the Provider with a request
for Student Data hald by the Provider pursuant to the Services, the Provider shall notify
the L.EA in advance of a compelled disclosure to the Requesting Party.

4.41.8  Notification under 4.4.1.5 is not required if the judiclal order or lawfully Issued
subpoena or warrant states not to inform the LEA of the request,

44.1.7  Should the LEA be presented with a judicial order or lawfully lssued subposna or
warrant to disclose Student .Geherated Content or other Student Data, the
Provider shall cooperate with the LEA In delivering such data.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

44.1.8 This prohibition against disclosure shall not apply to LEA-authorized users of the
Services, which may include parents and lagal guardians.

4.41.2  This prohiblifon agalnst disclosure shall not apply to protect the safety of users or
others, If and only if, an LEA employae who has specifically been authorized to
declare a health or safety emergency has done so and all requirements under 34
CFR §§ 99.31(a){10) and 99.36 have been fulfiled by the LEA.

44.1.10 This prohibition agalnst disclosure shall not apply to protect the integrity or security
of the Setvice, where such disclosure Is made to a Subprocessor engaged by
Provider for the specific purpose of Investigating a potential Data Breach as set
forth in 5.4.

4.5 De-dentified Data

Provider agrees not to attempt to re-identify Da-ldentified Student Data without the written direction of the LEA.
De-ldentified Student Data may be used by the Provider for those purposes allowed under applicable laws, for
the purposes allawed for the processing of Student Data under this DPA, as well as the following purposes: (1)
asssting the LEA or other govemmental agencles in conducting research and other studies; (2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate
the effectiveness of the Services; and (3) for adaptive learning purpose and for customized student learming,
Provider's use of De-ldentified Student Data shall survive termination of this DPA or any request by LEA to return
or dispose of Student Data, Except for Subprocessors, Provider agrees not to fransfer De-identifted Student Data
to any third party unless the transfer is expressly directed or permitted by the LEA or this DPA. Such
Subprocassors must be subject to equivalent terms of the DPA including this one. Prior to publishing any
document that names the LEA, the Provider shall obtaln the LEA’s written approval of the manner in which De-
[dentified Student Data Is presented. If Provider chooses to create De-identifled Data, Its process must comply
with elther NIST de-identiflcation standards or US Department of Education guldance on de-identification.

46 Disposition of Data.

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data obtained under the Service Agreement, within sixty (60) days of the date of said request and
according to & scheduls and procedurs as the Parties may reasonably agree.

If the Provider has a standard retention and destruction schedule, that schedule shall apply to Student Data as
long as this DPA [s active. The Provider's practice relating to ratantion and disposition of Student Data shall be
provided fo the LEA upon request.

Al the termination of this DPA, the Provider shall, unless directed otharwise by the LEA, dispose of, or delste
Student Data obtalned by the Provider under the Agreament within sixty (60) days of termination (unless
otherwise required by law). If the Agreement has lapsed or s not terminated, the Student Data shall be deletad
when directed or permitted by the LEA, according to Provider's standard destruction scheduls, or as otherwise
required by law. The LEA may provide the Provider with speclal instructions for the disposition of the Student
Data, by fransmitting to Provider Exhlbit “D", attached hereto. The duty of the Provider to dispose of or delete
Student Data shall not extend to De-Identified Data or to Student-Generated Contant that has been transferred

or kept pursuant to Section 2.2.2,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

4.7  Advertising Limits.

Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, influence, or enable Targeted
Advertising; (b) develop a profile of a student, family member/guardian or group, for any purpose other than
providing the Service to LEA; or (¢) for any commerclal purpose other than to provide the Service to the LEA, or
as authorized by the LEA or the parent/guardian, Targeted Advertising Is strictly prohiblted. However, this section
does not prohibit Provider from using Student Data (i) for adaptive leaming or customized student leaming
(including generating personalized leaming recommendations); or (il} to make product racommendations to
account holders that are not consldered Targeted Advertising (this exception does not apply where the Provider
Is relylng on the LEA fo provide consent on behalf of the parent under COPPA); or (ill) to notify ascount holders
about new education product updates, features, or Services that are not considered Targeted Advertising or from
otherwise using Student Data as permittad in this DPA and its accompanylng exhibits.

Before making product recommendations under section (i) above, Provider must disclose the existence of those
tecommendations to LEA In writing, In sufficlent «etal that LEA can fulfill any obligations under applicable law
(e.g. PPRA).

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Student Data is stored outside the United States, Provider will provide a {ist of Countrles where data Is stored,
i Exhibit “B".

5.2 Security Audits,

Provider will conduct a secutity audit or assessmeant no less than once per year, and upon a Data Breach. Upon
10 days’ notlee and execution of confidentiality agreement, Provider will provide the LEA with & copy of the audit

raport, stibject to reasenable and appropriate redaction.

5.3 Data Security.

The Provider agrees to utillze administrative, physlcal, and technical safeguards desighed to protact Student
Data from unauthorized access, disclosure, acquisition, destruction, use, or modification. The Provider shall
adhere to any applicable law relating to data security of Student Data. The Provider shall implement an adequate
Cybersecurity Framework that incomorates one or more of the nationally or internationally recognized standards
sot forth in Exhiblt “F". Additionally, Provider may choose to further detall its security programs and measurss In
Exhibit “". Provider shall provide, in the Preamble to the DPA, contact Information of an employee who LEA
may contact if there are any data security concerns or questions,

6.4 Data Breach.

In the event that Provider confirms a Data Breach, the Provider shall provide notification to LEA within seventy-
twa (72) hours of confirmation of the Data Breach, unless notification within these time limits would disrupt
Investigation of the Data Breach by law enforcement. In such an event, notification shall be made within a
reasonable time after the Data Breach. Provider shall follow the following process:
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vorsion 2.0

(1) The Data Breach notification desctlbed above shall Include, at & minimum, the fallowing
Infarmation to the extent known by the Provider and as It bacomes avaflable:

(a) The name and contact Information of the Provider subject to this saction,

{b) the date of the notice,

(c) the date of the Data Breach, the estimated date of the Data Breach, or the date
range within which the Data Breach occurrad,

(d) Whether the nofification was delayed as a result of a law enforcement investigation,
If lagally permissible to share that information,

(e) A general description of the Data Breach, If that Information is possible to determine
at the time the notice Is provided,

(f) A description of the Student Data reasonably believad to have besn the subject of
the Data Breach; and

{9} Identification of impacted Individuals.

(2) Provider agrees to adhere to all applicable federal and state laws with respect to a Data Brsach
related to the Student Dafa, Including any required responsibilities and procedures for
notification and mitlgation of any such Data Braach.,

(3) Provider further acknowledges and agrees fo have a written Data Breach response plan that Is
consistent with applicable Industry standards and federal and state law for responding to a Data
Breach, Involving Student Data and agrees fo provide LEA, upon reasonable written request,
with & summaty of sald wiitten Data Breach response plan.

(4) LEA shall provide notice and facts surrounding the Data Breach to the affected students,
parents, or guardians, -

(8) In the event of a Data Breach ariginating from LEA's use of the Service or otherwise a result of
LEA's actions or inactions, Provider shall reasonsbly cooperate with LEA to the extent
necessary to expeditiously secure Student Data and may request costs incurrad as a result of
such Data Breagh,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
CONTRACT TERMS

Term and Termination. In the event that elther Party seeks fo terminate this DPA, they may do so by written
notice If the Service Agreement has lapsed or has been terminated. Either party may terminate this DPA and
any Service Agresment or contract if the other party breaches any terms of this DPA. This DPA shall stay In
effect for as long as the Provider retains the Student Data, as set forth in saction Article IV, Section 4.6, In the
case of a “Change of Control" the LEA has the authority to terminate the DPA if it reasonably believes that the
successor cannot uphold the terms and conditions herein or having a contract with the successor would violate
the LEA’s policles or state or federal law,

Data Disposition on Service Agreement Termination. If the Service Agresement is terminated, the Provider
shall dispose of all of LEA's Student Data pursuant to Article IV, Section 4.6 of the Standard Clauses,

Nofices. Allnotlces or other communication required or permitted to be given hersunder must be mads In wiiting
and may be given via e-mail transmission, or first-class mall, or mutually agreed upon method sent fo the
designated representatives documented In the Preamble.

Priority of Agreements. This DPA shall govern the treatment of Student Data In order to comply with the
privacy protections, Including those found In FERPA and all applicable ptivacy statutes Identified in this DPA.
With respect to the treatment of Student Data only, In the event there Is confilct batwesn the terms of the DPA
and the Service Agreement, Terms of Service, Privacy Policles, or with any other bid/RFP, license agreement,
or welting, the terms of this DPA shall apply and take precedence. In the event of a contlict between Exhibit “H,
the SDPC Standard Clauses, andfor the Supplemental State Terms in Exhibit “G*, Exhibit "H” will control,
followed by Exhlbit "G". Except as described in this paragraph herein, all other provisions of the Service
Agreament shall remain in effect,

Entire Agreament. This DPA and the Service Agreement (“the Agresment”) constitute the entire agreement of
the Parfies relating to the subject matter hereof and supersedas all prior communlcations, representations, or
agieements, oral or written, by the Parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and elther retroactively
or prospectively) only with the signed written consent of both Partles.

Severahillty. Any provision of this DPA that Is prohibited or unenforceable In any jurlsdiction shall, as to such
Jurisctiction, be ineffactive to the extent of such prohibition or unenforceabillity without Invalidating the remalning
provisions of this DPA, and any such prohibltion or unenforceabllity in any furisdiction shall not Invalidate or
render unenforceable such provision in any other jurisdiction. Notwithstanding the foregolng, If such provision
could be more natrewly drawn so as not to be prohibited or unenforceable In such jurisdiction while, at the same
time, maintaining the Intent of the Parties, it shall, as to such jurlsdiction, ba 8o narrowly drawn without
invalidating the remaining provisions of this DPA or affecting the valldity or enforceability of such provision in any

other jurisdiction.

Governing Law; Venue and Jurisdiction. This DPA will be governed by and construad in accordance with the
laws of the state of the LEA, without regard to conflicts of law principles, Each party consents and submits to the
sole and excluslve Jurisdistion to the state and federal courts for the county of the LEA for any dispute arising
out of or relating to this DPA or the transactions contemplated hereby.

Successors Bound. This DPA is and shall be binding upon the respective suacessors in interest to Provider In
the event of a Change of Control, In the event of a Change of Control, the Provider shall provide written hotice
to the LEA no later than sixty (60) days afier the closing date of such Change of Control. Such notice shall include
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vorsion 2.0

a written, signed assurance that the successor will assume the obligations of the DPA and any obligations with
respect to Student Data within the Setvice Agreament.

Authority. Each signatory confirms they are authorized to bind thelr institution to this DPA In its entirety,

Walver. No delay or omisslon by elther party to exerclse any right here under shall be construed as a waiver of
any such right and both parties reserve the right to exercise any such right from time to time, as often as may be

deamad expedient.

@ Access 4 Learning (A4L) Community. All Rights Resenved. Page | 12




STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

EXHIBIT A: PRODUCTS AND SERVICES

This DA covers access to and use of (AT EIREEREE
process, or transmit Student Data, as identified below

HIBESENT's extsting Services that collect,

Magma Math Is a K-12 supplemental math software that allows students to show their thinking.
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STANDARD STUDENT DATA PRIVACY AGREEMENT

EXHIBIT B: SCHEDULE OF STUDENT DATA

Al Data Elements identified in this Exhiblt are correct at time of signature.

Version 2.0

Data Elements Collected by Product (required and optional):

‘ ; f“_
IP Addresses of Users, Use
of cookies, atc,

Other application
tachnology metadata

; 'e‘s MR
S

B e e e

5
Standardized test scores

I

Obsarvation data

Volca racordings

Othar assassment data

Studant school (dally)
attendance data
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Version 2.0

Student class attendance
data
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e
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Online communication
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LS
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L
e
e

Data of birth

Place of birth

Gender

Ethnlclly or race

Language information
{natlve, or primary language
| spoken by student)

| Other demographic
Information

sf"gﬁgﬁfﬁ e

S FIRS

Magma Math
Studant grade level Magma Math
Homearoom

Guidance counselor

Specific currloulum
programs

Year of graduation
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Other enrollmant
Information

T

ol

PACHY.
)

-

bR R S
Addrass
Email
Phone

;é?g‘ é\h 3

r., f
SRR

Farant 11> number (created
to link parenis to sludents)

T
GRare i aAni

Flrst and/or lagt

TR _“. s 7
g&@% R Ai&?

id
S

TR

e é‘-"g;?,,

O G ALOF s lafinih T30 2 5]
i ;d\LL AN '- NEEAR R L ,\;g“é i
Engiish language learnar
information

Low-incarne status

Medlcal alerts/health data

Student disabllity
informatlon

Specialized aducation
Servicas (IEP or 504)

Living situations
{homeless/foster care)

Othar Indicator Information
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Stisd

Sy Aty i e iRl N ) o o
A Y edse R

Address

e e
. gt St > g 3 Aty 5 ;{, :; ;

Email

SR

Local (school distriat) ID

number

State ID number Magima Math
Providerfapp assigned

studsnt ID number Magme Math

Student app username Magma Math

performance (e.g. typleg
program - sludent types 60 wpm,
raading program ~ student reads
balow grada level}

T S

it s tens

Acadsmic or
extracurricular activitles a
student may belong to or
particlpate in
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A PR TARAATAN T

LA T

Student responses to
survays or gqusstionnalras

Rl

content; writing, plctures, | Magma Math

Al

Student course data

Student course
grades/performance
seores

Student plck up andfor
clrop off location

Student bus card (D
number

Other transportation data
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at this time, Provider will
immediately notify LEA If
this designation is no
longer applicable.

If Student Data is stored outside the United States, Provider shall list balow the Countries where data Is stored:
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EXHIBIT C: DEFINHTEONS

Change of Control: Any merger, acquisltion, consolidation or other business reorganization or sale of all or
substantlally all of the assets of Provider or of the portlon of Provider that performs the Services in the Service
Agreament.

Gontextual Advertising: Contextual advertising Is the delivery of advertisements basad upon a current visit to
a Web page or a single search query, without the collection and retention of data about the consumer's onlina
activities over time.

De-ldentified Data: Records and Information are consldered to be De-ldentified when all parsonally Identifiable
information has been removed or obscured, such that the remalning Information does not reasonably identify a
spaclfic student, Including, but not limited to, any Information that, alone or in combination is linkable to a specific
student.

Data Breach: Anunauthorized release, access to, distlosure or acqulsition of Student Data that compromises
the sacurity, confidentiality or integrity of the Student Data malintained by the Provider in violation of applicable
state or federal law,

Educational Records: Educationat Records shall have the meaning set forth under FERPA 20 U.S. G, 12 32
a(a)(5)(A}, For additional context see also the ‘Student Data’ definition.

LEA: Forthe purpose of this DPA, the LEA Is the educational entity that Is a Party to this Agreement. An LEA
can be a state agency, an educational service agenay, a charter school or schoo! system or a private school or
school system, in addition to the federal definition of Local Education Agency (LEA),

Metadata: Means information that provides meaning and context to other data being collected including, but
not limited to date and time records and purpose of oreation. Metadata that have been striipped of all diract and
indiract identifiers are not considerad Personally identifiable Information or Student Data.

Originating LEA: An educational entity otherwise masting the definition of LEA that orlginally executes the DPA
In its entirety (Including the marked checkbox enabling Exhibit “E") with the Pravider,

School Official: Forthe purposes of this DPA and pursuant to FERPA 34 CFR § 99.31(b), a School Officlal Is
a contractor that: (1) Performs an institutional service or function for which the agency or Institution would
otherwise use employees; (2) Is under the direct contre! of ther agency or institution with respect to the use and
maintenance of Student Deta Including Educational Records; and (3) Is subject to FERPA 34 CFR § 99.33(a)
governing the use and re-disclosure of Personally Identiflable Informatlon from Educational Records.

Service Agresment: Refers to the quole, corresponding contract, purchase order or terms of service and/or
terms of use,

Student Data: Student Data includes any data, whether gatherad, created or inferred by Provider or provided
by LEA or its users, students, or students’ parents/guardians, for a school purpose, that Is descriptive of the
studant Jncluding, but not limited to, information in the student's Educational Record, persistent unique identifiers,
or any other information or identification number that would provide information about a specific student, Student
Data Includes Metadata that has not been stripped of all direct and Indirect identifiers, Student Data further
includes “Parsonally Identiflable Information (Pli),” as defined in 34 C.F.R. § 99.3 and as defined under any
applicable state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the
purposes of federal, state, and local laws and regulations. Student Data as specified in Exhlbit *B” is confirmed
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to be callected or processed by the Provider pursuant to the Services. Student Data shall not Include properly
De- ldentified Data or anonymous usage data regarding a student's or LEA’s use of Provider's Sarvices.

Student Generated Content: The term "Student Genaerated Content” means materlals or content created bya
student in the services including, but not imited to, essays, research raports, portfollos, creative writing, music
or other audio flles, photographs, videos, and account Information that enables ongoing ownetrship of student
content. "Student Generated Content” does not include student responses to a standardized assessment where
student possession and control would jeopardize the validity and rellabliity of that assessment.

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes reforted to as the
"Subcantractar”) means & party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, o other saetvice to operate and/or Improve its service, and who has accass to or storage of Student
Data, Including security, storage, analytics, and other processing activities necessary to perform a Provider
business purpose.

Subprocessor Agreement: An agreement between Provider and a third party Subprocessor, A Subprocessor
Agreement includes elther & written agreement or an acceptance of terms and conditions (e.g., click through
agresments).

Subscribing LEA:  An educational entity otherwise meeting the definition of LEA that was not party to the
original Service Agresmant and who accapts the Provider's General Offer of Privacy Tarms by axacuting Exhibit

IIEH'l

Targeted Advertising: Targeted Advertising means presenting an advertisement to & student where the
selection of the advertisement Is based on Student Data or inferred over time from the usage of the Provider
Internet web site, online service or moblle application by such student or the retention of such student's online
activities or requests over time for the purpose of targeting subsequent advertisements. "Targated Advertising”
doas not include Contextual Advertising.
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EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

After this DPA takes effect, if the LEA has special requirements for' the disposltion of Student Data that are not
expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it to the Provider.

The Provider and the LEA must not fill in this form at the Initiation of the DPA.

The Provider shall act on Exhibit "D" from the designated representative of the LEA or thelr designee (Preamble
or Exhibit "E” for Subscribing LEA),

USSR SRt BEhBoRIRIHEEE 1 ("LEA") hstructs Provider to dispose of Student Data obtained by Provider pursuant
to the terms of the DPA hetween LEA and Provider. The terms of the Disposliion are set forth below:

1. Extent of Disposition
Disposition Is partlal. The scope of Student Data to be disposad of is set foith below or found in an

attacj;mam to lplsﬂ[girecﬂyg
R CAt S e SR ONED Rt herad
D Disposition is complete. Disposition extends to all Student Data.

2. Nature of Disposition
Disposition shall be by destruction or deletion of Student Data.

[:] Disposition shall be by a transfer of Student Data. The Student Data shail ba transferred to the following
site as follows:

& Lfiisind TEUER AR e
g h’%ﬁgf%%%tfgéﬁ %péci‘ali ﬁEtlo 8
3. Timing of Disposition

Student Data shall be disposed of by the following date:
As soon as commarcially practicable

[:] On Provider's standard destruction schedule

[ ey lmesmm

4, tified Data
ﬁ The Provider certlfles that they have De-ldentlfled the data, as defined elsewhere In this Agreement, and
disposed of all coples of Student Data that were not De-Identified In accordance with thls Schedule and
the DPA. The Provider will notlfy LEA In accordance with the notification requirements of the DPA using

this form.
AT
As of BRERDAE
5. Other:
Signature(s) Notice of Verlfied Disposition of Data
Authorized Representative of Date Authorlzed Representative of Date
LEA Provider
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EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA (named below) agree by signing this General Offer of Privacy Terms (“General
Offer”) that they are bound by the same terms as the DPA between Provider and
Russell County School District (“Originating LEA") dated 12/18/2024

Provider and Subscribing LEA agree that the information below will be replaced throughout the DPA with the
information specific to the Subscribing LEA filled in below for the Subscribing LEA. This General Offer shall
extend only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA to any
other terms entered into between Provider and Originating LEA. Any commercial terms, such as price, term, or
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be determined solely
between Provider and Subscribing LEA.

If Provider makes changes to Exhibit “A” or Exhibit “B” in accordance with sections 1.2 and 1.3 respectively,
Provider must complete the Addendum template provided by the A4L Community and notify the Originating LEA
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum’s existence
and contents. With regard to a Subscribing LEA, an Addendum is automatically incorporated into this DPA when
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibit “B”, the LEA will have thirty (30) days
from receipt to object. If no written objection is received it will become incorporated into the DPA between the
parties.

The Provider may withdraw the General Offer (for future use or for LEAs that have not already accepted it) in
the event of: (1) a material change in the applicable privacy statutes; or (2) a material change in the Services
and products listed in the Service Agreement. Notification of a withdrawal shall be submitted to
ndpa requests@A4L.org.

Subscribing LEAs shall send the signed Exhibit “E” to Provider at the following email address:
jacob@magmamath.com

The below signatory confirms they are authorized to bind their institution to this DPA as in its entirety.

RESOURCE NAME(S):
E Magma Math

[
[

—_— e e

PROVIDER: [Radish Education Inc dba Magma Math ]
Signed By: % Date: 11/18/2024

a4 0 sie
Printed Name: ;. v schaer Title/Position: Strategy & Operations Manager
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Exhibit “E” (continued)

Originating LEA: Russall Ocunly Schaol Dlstﬁct :
Resource Names: M ath - '
Provider Name: Radis

ucaﬂo’hﬁl‘né dtjié 'M'aéma- Math -

Page2ot2: | sert Name of Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the Originating LEA and the Provider. *PRIOR TO ITS
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.**
Please note, by signing this Exhibit you are also agreeing to any language that may be included in Exhibits to
the Originating DPA beyond this Exhibit “E”. The below signatory confirms they are authorized to bind their
institution to this DPA as in its entirety.

Subscribing LEA: ‘Insert Nar

Signed By: Date:

Printed Name: Title/Position:

School District Name:

Designated Representative of LEA:

Name: Title:
Address:
Telephonhe: Email:

Notices to Subscribing LEA: The Provider and Subscribing LEA are each responsible to promptly notify the
other Party of changes to the notice information.

Security Noticgs to Subscribing LEA |
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EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS

Provider must mark one or more frameworks with which It complies.

The Provider may change which framework it complles with without invalidating or changing the DPA, but must
notify the LEA of such change in accordance with the nofffication requirements of the DPA.

FRAMEWORK(S)

Global Education Securlty Standard - https:ffscibe.adlorgfgess/

X | NIST Cybersecurity Framework (CSF)

NIST SP 800-53 Sacurlty and Privacy Controls for Infarmation systems and organizations

NIST 8P 800-171 Protesting Controlled Unclassified Information in Nonfederal Systems and
QOrganizatlons

180 27000 serles, Standards for implementing organization securlty and management practices

018 Center for Internet Security Critical Sacurlty Controls

Cybersecurlty Maturity Model Certification (CMMC, ~FAR/DFAR)

This space is provided for optional securlty programs and measures as noted In section 5.3:
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8 Terms for Alabam
g‘: T -

BRI EX b HE IR S

Service providers must comply with the Alabama Data Breach Act of 2018, Alabama Code Title 8, Chapter 38.
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