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Virginia 

This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the 

“Effective Date”) and is entered into by and between: Roanoke County Public Schools (the

“Local Education Agency” or “LEA”) and Public Consulting Group LLC  (the “Provider”).

WHEREAS, the Provider is providing educational or digital services to LEA. 

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student 

information and other regulated data exchanged between them as required by applicable laws and 

regulations, such as the Family Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 

1232g (34 CFR Part 99); the Children’s Online Privacy Protection Act (“COPPA”) at 15 U.S.C. § 

6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations and 

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 

Services are also subject to several state laws in Virginia.  Specifically, those laws are Code of 

Virginia § 22.1-289.01 and Virginia Code § 2.2-5514(c); and  

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing 

their respective obligations and duties in order to comply with applicable laws and regulations. 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

1. Provider agrees to offer the LEA all the same terms and conditions found in the MA-ME-
NH-RI-VT-NDPA, Standard Version 1.0 Data Privacy Agreement between the Provider

and Burlington School District (“Originating LEA”) which is dated 05/30/23
(“Originating DPA”).  The terms and conditions of the Originating DPA are thus

incorporated herein.

2. Provider additionally agrees to the following additional terms, which will control in the

event of a conflict between the DPA and the Originating DPA:

a. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required”

and delete “or stated in the Service Agreement.”

b. All employees of the Provider who will have direct contact with students shall pass

criminal background checks.

c. In Article V, Section 1 Data Storage: Virginia does not require data to be stored

within the United States.

d. In Article V, Section 4, add:  In order to ensure the LEA’s ability to comply with its

reporting requirements under Virginia Code § 2.2-5514(c), Provider shall provide

initial notification to the LEA as soon as reasonably practical, and at a minimum

within twenty-four (24) hours, where the Provider reasonably expects or confirms

Student Data may have been disclosed in a data breach.
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3. Provider may, by signing the attached form of “General Offer of Privacy Terms” be bound

by the terms of the General Offer of Privacy Terms to any other LEA who signs the

acceptance on said Offer. The form is limited by the terms and conditions described therein.

4. Notices. All notices or other communication required or permitted to be given pursuant to the

Originating DPA may be given for the LEA via e-mail transmission, or first-class mail, sent

to the designated representatives below.

The designated representative for the Provider for this DPA is: 

Name: _______________________________ Title: ____________________________ 

Address: _______________________________________________________________ 

Email: __________________________________ Phone: ________________________ 

The designated representative for the LEA for this DPA is: 

Ryan McCormack, Associate Director of Technology
Phone: 540-562-3900
Address: 5937 Cove Road, Roanoke, VA, 24019
Email: rmccormack@rcps.us

Roanoke County Public Schools

By: _________________________________________________ 

Date: ____________________ 

Printed Name: ________________________________________  

Title/Position: _________________________________________ 

Public Consulting Group LLC 

By: _________________________________________________ 

Date: ____________________ 

Printed Name: ________________________________________ 

Title/Position: ________________________________________ 

Brooke Bell Associate Manager

148 State Street, 10th Floor, Boston, MA 02109

bbell@pcgus.com (804) 665-2168

4/3/2025

Brooke Bell
Associate Manager

04/28/25

Ryan McCormack
Associate Director of Techology
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�	�95��	
������������
�������[�������4�������9������������������[
�8�6��
��
�
�����8�
���������	�������������
�	�����������u�v5�����������

��������
�����8�	������	����������������
�	95���f���
���������
�����	�������������6�����
�����[	�����
��95�������
��4������������[�����\��[	���4��������5�����8�5������	�����6��
���8���
������wvu5�������	�������[��������6���������
�����[	�����
�	�95�	
�����

�8�������g��
������������f���
�������������������������6�����
��495x�4��������x���	�	������
�4�

��[������4�����\��[	���
��4�

��[������4�����\��[	�6���������������7��
���	���	�����������
�	
������

�
�������������
���
����	���	�����
��4������������[����	
������[��������������y_@cXVà�:sà b̀̀ cX��\
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���������������������� �!�"�#!���#�#��$#!"%�$$&'�()*+�,-./�01'�2)&03&'�45�36&�7)*89'&):/�;&)892&/�0)&�0</*�/=4>&23����"�?�$#@�"�#���@#A"�B!�C#B!�D��EF��B%B�#@@GH����"��@#A"�#$����IJ�CDKDED�LM��NIM��ODP���IJ�CDKDED�LQON���D�"�RDH�S091&�T19(9&'�;U&290<�-'=2039*1�V&W=<039*1/X�S091&�Y&U:3�*(�-'=Z�V=<&�[6Z�N�NP�#!����������������\#$�B�"�AB"������!��$�B!������"��"�FF@� �!�#@���$ "��������]\J�����!"�$����#������E�$?B��"�F$�?B������!%�$ ��������$�R�B$� �!�"��%�����F$B?#�G�@#A"�$�%�$$������#̂�?��#!������"�#̂@B"��B F@� �!�B!_�F$�����$�"�#!�����B�"P���������������\#$�B�"�AB"�����"����$ "����̂����$�̂G�B!��$F�$#����̂G�$�%�$�!���B!�������]\J�B!����B$��!�B$��G�%�$�C#B!�P�à��b����ca����%�$�_����#!��?#@�#̂@����!"B��$#�B�!H�����F#$�B�"�#_$���#"�%�@@�A"d�NDe1�.)392<&�efX�;&239*1�gX�)&U<02&�h*36&)i9/&�0=36*)9j&'Xk�i936�h*36&)i9/&�)&l=9)&'k�01'�'&<&3&�h�$�"�#����B!36&�;&)892&�.W)&&+&13Zk�DJ@@�� F@�G��"��%�����\$�?B��$�A���AB@@��#?���B$������!�#���AB���"����!�"�"�#@@�F#""��$B B!#@�̂#�m_$��!�����m"DnDo!�J$�B�@��pH�E���B�!�N�]#�#�E��$#_�d�C#B!�����"�!���$�R�B$���#�#����̂��"��$���AB��B!�����q!B����E�#��"DrDs���\$�?B��$� #G�!���F�̂@B"���!�����o!��$!����$�F$�?B���%�$�F�̂@B�#�B�!��!�����o!��$!���#!G�E����!��]#�#DODo%�����\$�?B��$���@@���"�"����!��"��B#@�"���$B�G�!� ̂ �$"H�����\$�?B��$�"�#@@�!��B%G�����tuJ��%�����F�$F�"�����"��B#@�"���$B�G�!� ̂ �$�AB@@�̂���"���#!��F$�?B���#!��FF�$��!B�G�!������F$�?B���#�"��B#@�"���$B�G�!� ̂ �$�B%����F#$�!��#!�v�$�"����!���@���"DMDw6&�U0)39&/�0W)&&�3603�36&�'&(91939*1�*(�;3='&13�Y030�91�-x69493�h[k�912<='&/�36&�10+&�*(�36&�/3='&13:/%# B@G� � ̂ �$"H���&�/3='&13:/�U<02&�*(�49)36X�36&�/3='&13:/�+*36&):/�+09'&1�10+&X�)&/=<3/�*(�0//&//+&13/#� B!B"��$���̂G�����E�#��H�tuJ��$���#���$H�B!�@��B!_�F#$�B�BF#�B!_�B!%�$ #�B�!H����$"���$#!"�$BF�B!%�$ #�B�!H�B!�@��B!_H�̂���!���@B B������H����$"�"��#m�!�#!���� F@����H����$"��_$#��"�#!��_$#���F�B!�#?�$#_�H��$��B�"��#$!���#!����_$��H��BF@� #H��$���!�B#@�#��#B! �!���$�����$�"����@��yB��B!%�$ #�B�!H#���!�#!���#!�� �̂B@B�G�B!%�$ #�B�!�̂��A��!�#!��AB��B!�tuJ"�AB��B!�C#B!�H�"����!�z"�_�!��$H�$#���#!����!B�B�GH�����#�B�!#@�F$�_$# �F#$�B�BF#�B�!�B!%�$ #�B�!�$�R�B$���̂G�"�#����$�%���$#@�@#A�#!��� #B@D{Dw6&�U0)39&/�0W)&&�3603�36&�'&(91939*1�*(�;3='&13�Y030�91�-x69493�h[k�912<='&/�91(*)+039*1�3603|#Do"��$�#����̂G�#�"����!���$�����"����!�z"�F#$�!���$�F$�?B�������#!�� F@�G����$�#_�!���%�����tuJ��$�#7)*89'&)�91�36&�2*=)/&�*(�36&�/3='&13}/�*)�U0)&13}/�=/&�*(�36&�7)*89'&):/�i&4/93&X�/&)892&�*)#FF@B�#�B�!�%�$�mB!��$_#$��!����_$#���N��"����@�F�$F�"�"PD̂o"��$�#�����$�F$�?B����̂G�#!�� F@�G����$�#_�!���%�����tuJH�B!�@��B!_�B!%�$ #�B�!�F$�?B����������7)*89'&)�91�36&�2*=)/&�*(�36&�&+U<*5&&}/�*)�0W&13}/�=/&�*(�36&�7)*89'&):/�i&4/93&X�/&)892&�*)#FF@B�#�B�!�%�$�mB!��$_#$��!����_$#���N��"����@�F�$F�"�"P��$�De/�W036&)&'�45�36&�7)*89'&)�36)*=W6�36&�*U&)039*1�*(�36&�7)*89'&):/�i&4/93&X�/&)89����$�#FF@B�#�B�!%�$�mB!��$_#$��!����_$#���N��"����@�F�$F�"�"D



���

������	�
��
��������������
������������ !�"�#�$"���$�$��%$"#&�%%���&%�!�'()#�$"���%�$����*+�����,%�-.��%/#�0�%-.��#�$%��$1#��# *2����34�567689:�53936�:9;5�<=�>?4@6�A5:9=@B��CD6E<F<E9::GH�3?456�:9;5�986�>BABIBJB��KLM�L�H�63B�56NBH�>BABIBJB��KL�OPL�H�9=@�>BABIBJBH���LPQBR�63B�56NBS�9=@���
�����3?6�T983<65�;<5?�34�6=368�<=34�3?656�5UDD:6V6=39:�368V5�34�3?6�WTX�34�6=5U86�3?93�3?6�C687<E65�D847<@6@�E4=F48V�34�3?6�86NU<86V6=35�4F�3?6�D8<79EG�:9;5�86F6886@�34�9Y476�9=@�34�6539Y:<5?�<VD:6V6=3<=Z�D84E6@U865�9=@�@U3<65S�����
�����3?6�T983<65�;<5?�3?656�368V5�34�Y6�?686YG�<=E48D48936@�YG�86F686=E6�<=34�3?6�WTX�<=�3?6<8�6=3<863G�F48�>?4@6�A5:9=@S�[\��	��
�]\
���F48�Z44@�9=@�79:U9Y:6�E4=5<@6893<4=H�3?6�D983<65�9Z866�95�F4::4;5̂�_̀ a"�)%�.�1��abc�0���.�"�dc�%�e1$���f����%g.#��$ ���%.h��ci�g.���f����%g.#��%�j .%��i�$"����1����f48�53936@."�����0�%-.���)k%��!�"�lim̀ X::�6VD:4G665�4F�3?6�T847<@68�;?4�;<::�?976�@<86E3�E4=39E3�;<3?�53U@6=35�5?9::�D955�E8<V<=9:�Y9EnZ84U=@E?6En5BRBA=�X83<E:6�oH�C6E3<4=���W939�C3489Z6̂�>?4@6�A5:9=@�@465�=43�86NU<86�@939�34�Y6�53486@�;<3?<=�3?6�p=<36@C39365Bq̀ r?6�T847<@68�9Z8665�3?93�3?<5�WTX�568765�95�<35�;8<336=�E683<F<E93<4=�4F�<35�E4VD:<9=E6�;<3?�>BABIBJB��KL�OPL�BsBr?6�T847<@68�9Z8665�34�<VD:6V6=3�9=@�V9<=39<=�9�8<5nLY956@�<=F48V93<4=�56EU8<3G�D84Z89V�3?93�E4=39<=586954=9Y:6�56EU8<3G�D84E6@U865BKBA=�3?6�E956�4F�9�@939�Y869E?H�95�9�D983�4F�3?6�56EU8<3G�Y869E?�=43<F<E93<4=�4U3:<=6@�<=�X83<E:6�oH�C6E3<4=Pt�uH�3?6�T847<@68�9Z8665�34�D847<@6�3?6�F4::4;<=Z�9@@<3<4=9:�<=F48V93<4=̂vwA=F48V93<4=�9Y4U3�;?93�3?6�T847<@68�?95�@4=6�34�D8436E3�<=@<7<@U9:5�;?456�<=F48V93<4=?95�Y66=�Y869E?6@H�<=E:U@<=Z�34::�F866�=UVY685�9=@�;6Y5<365�34�E4=39E3̂�Br?6�E86@<3�86D483<=Z�9Z6=E<65�B>6V6@<93<4=�5687<E6�D847<@685RBr?6�93348=6G�Z6=689:xxyX@7<E6�4=�536D5�3?93�3?6�D6854=�;?456�<=F48V93<4=�?95�Y66=�Y869E?6@�V9G�39n6�34D8436E3�?<V56:F�48�?6856:FBvvvwX�E:698�9=@�E4=E<56�@65E8<D3<4=�4F�3?6�9FF6E36@�D986=3H�:6Z9:�ZU98@<9=H�539FF�V6VY68H�48�1.k.*1��#� ��"�/#�9Y<:<3G�34�F<:6�48�4Y39<=�9�D4:<E6�86D483S�?4;�9=�9FF6E36@�D986=3H�:6Z9:k $%�.$"c�#�$&&�!�!*�%c��%��1.k.*1��#� ��"�/#�%�j �#�#�$�#�� %.�+�&%��h��$"�����=6E65598G�<=F48V93<4=�34�Y6�D847<@6@�;?6=�86NU653<=Z�3?6�56EU8<3G�F866z6S�9=@�3?93�F665V9G�Y6�86NU<86@�34�Y6�D9<@�34�3?6�E4=5UV68�86D483<=Z�9Z6=E<65B



���

��������	
���
���������������������� !�"�#�$"���$�$��%$"#&�%%���&%�!�'()#�$"���%�$����*+�����,%�-.��%/#�0�%-.��#�$%��$1#��# *2����34�567689:�53936�:9;5�<=�>68?4=3@��AB6C<D<C9::EF�3G456�:9;5�986�H�>AI��JJK�34��JJKDL�MN�>AI�MK�M�34�MK�JL�9=O�����������3G6�P983<65�;<5G�34�6=368�<=34�3G656�5QBB:6?6=39:�368?5�34�3G6�RPI�34�6=5Q86�3G93�3G6�A687<C65�B847<O6O�C4=D48?�34�3G6�86SQ<86?6=35�4D�3G6�B8<79CE�:9;5�86D6886O�34�9T476�9=O�34�6539T:<5G�<?B:6?6=3<=U�B84C6OQ865�9=O�OQ3<65L�����������3G6�P983<65�;<5G�3G656�368?5�34�T6�G686TE�<=C48B48936O�TE�86D686=C6�<=34�3G6�RPI�<=�3G6<8�6=3<863E�D48�>68?4=3L�VW��X����YW����D48�U44O�9=O�79:Q9T:6�C4=5<O6893<4=F�3G6�B983<65�9U866�95�D4::4;5Z�M@["�)%�.�1��[\]�0���.�"�̂]�%�_1$���̀����%a.#��$ ���%.b��]c�a.���̀����%a.#��%�d .%��c�$"����1����̀48�53936O�<=����0�%-.���)e%��!�"�fc�@I::�6?B:4E665�4D�3G6�P847<O68�;G4�;<::�G976�O<86C3�C4=39C3�;<3G�53QO6=35�5G9::�B955�C8<?<=9:�T9CgU84Q=OCG6Cg5@K@h=�I83<C:6�>F�A6C3<4=�M�R939�A3489U6Z�>68?4=3�O465�=43�86SQ<86�O939�34�T6�53486O�;<3G<=�3G6�i=<36O�A39365@



����

������	�
���
���������������������������� !"#�$�%�&$���&�&��'&$%(�''���(' #�)*+%�&$��!'�&����,-�����.' /0��'1%�2�'/0!�%�&'��&3% �%",4�!��56�7898:;<�75;58�<;=7�>?�@8=�A;BC7D>:8E��FC8G>H>G;<<IJ�5D678�<;=7�;:8�KFL�MNOPMQ8�;?R�MNOPSTQSNQ;U�KFL�MNSU�@A�LRB>?E�V6R8�WRE��XX�;?R�@A�LRB>?E�V6R8�WRE�MMXXU�;?R�����������5D8�Y;:5>87�=>7D�56�8?58:�>?56�5D878�7ZCC<8B8?5;<�58:B7�56�5D8�[YL�56�8?7Z:8�5D;5�5D8�F8:9>G87�C:69>R8R�G6?H6:B�56�5D8�:8\Z>:8B8?57�6H�5D8�C:>9;GI�<;=7�:8H8::8R�56�;]698�;?R�56�875;]<>7D�>BC<8B8?5>?̂�C:6G8RZ:87�;?R�RZ5>87U�����������5D8�Y;:5>87�=>7D�5D878�58:B7�56�]8�D8:8]I�>?G6:C6:;58R�]I�:8H8:8?G8�>?56�5D8�[YL�>?�5D8>:�8?5>:85I�H6:�@8=�A;BC7D>:8U�
_��	����̀_����H6:�̂66R�;?R�9;<Z;]<8�G6?7>R8:;5>6?J�5D8�C;:5>87�;̂:88�;7�H6<<6=7P��ME�+33�'�(�'�$!�%�0$�����a.+�� �b2�"��$��a&�&c�%�&33�,��&#�$����� �%�&���b2�"��$��a&�&�&$��d�&!��'�a&�&ec���
d�&!��'�a&�&c�0%���(0$���&%�;5�<8;75�5D8�H6<<6=>?̂P���F6G>;<�78GZ:>5I�?ZB]8:E��[;58�6H�]>:5DE��Y8:76?;<�75:885�;RR:877E��Y8:76?;<�8B;><�;RR:877E��Y8:76?;<�58<8CD6?8�?ZB]8:��Y8:H6:B;?G8�89;<Z;5>6?7E���f5D8:�>?H6:B;5>6?�5D;5J�;<6?8�6:�>?�G6B]>?;5>6?J�>7�<>?g8R�6:�<>?g;]<8�56�;�7C8G>H>G�58;GD8:J�C;:;C:6H877>6?;<J�C:>?G>C;<J�6:�;RB>?>75:;56:�5D;5�=6Z<R�;<<6=�;�:8;76?;]<8�C8:76?�>?�5D8�7GD66<�G6BBZ?>5IJ�=D6�R687�?65�D;98�C8:76?;<�g?6=<8R̂8�6H�5D8�:8<89;?5�G>:GZB75;?G87J�56�>R8?5>HI�;?I�=>5D�:8;76?;]<8�G8:5;>?5IE��h?H6:B;5>6?�:8\Z8758R�]I�;�C8:76?�=D6�5D8�R8C;:5B8?5�:8;76?;]<I�]8<>8987�6:�g?6=7�5D8�>R8?5>5I�6H�5D8�58;GD8:J�C;:;C:6H877>6?;<J�C:>?G>C;<J�6:�;RB>?>75:;56:�56�=D6B�5D8�8RZG;5>6?�:8G6:R�:8<;587E��bd�&!��'c�#�&$%���&!��'%i�j&'&j' (�%%0 $&3%i�j'0$!0j&3%i�%!�  3��#j3 -��%i�! $�'&!� '%i�&$�� ���'�;RB>?>75:;56:7E��kl�h?�6:R8:�56�C8:H6:B�5D8�F8:9>G87�R87G:>]8R�>?�5D8�[YLJ�5D8�mWL�7D;<<�C:69>R8�5D8�G;58̂6:>87�6H�n8;GD8:�[;5;�R87G:>]8R�>?�5D8�FGD8RZ<8�6H�[;5;J�;55;GD8R�D8:856�;7�opqrsrt�
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