
STANDARD STUDENT DATA PRIVACY AGREEMENT

MASSACHUSETTS, MAINE, ILLINOIS, MISSOURI, NEBRASKA, NEW HAMPSHIRE, NEW

YORK, OHIO, RHODE ISLAND, TENNESSEE, VERMONT, AND VIRGINIA

MA-ME-IL-MO-NE-NH-NY-OH-RI-TN-VT-VA-NDPA, Standard Version 1.0

Fauquier County Public Schools

and

Cavendish Square Publishing
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This Student Data Privacy Agreement ("DPA") is entered into on the date of full execution (the "Effective

Date") and is entered into by and between: Fauquier County Public Schools, located at 320 Hospital Drive, Suite

40, Warrenton, VA 20186 USA (the "Local Education Agency" or "LEA") and Cavendish Square Publishing,

located at 243 5th Avenue, Suite 136, New York, NY 10016 USA (the "Provider).

WHEREAS, the Provider is providing educational or digital servicesto LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and

other regulated data exchanged between them as required by applicable laws and regulations, such as
the Family Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. § 1232g (34 CFR Part 99); the Children's Online

Privacy Protection Act ("COPPA") at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and
regulations and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective

obligations and duties in order to comply with applicable laws and regulations.
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions. Check if Required

3.

If checked, the Supplemental State Terms and attached hereto as Exhibit "G" are hereby

incorporated by reference into this DPA in their entirety.

If Checked, the Provider, has signed Exhibit "E" to the Standard Clauses, otherwise known as

General Offer of Privacy Terms

In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.

In the event there is conflict between the terms of the DPA and any other writing, including, but not

limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPА

was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A" (the

"Services").

6. Notices. All notices or other communication required or permitted to be given hereunder may be given

via e-mail transmission, or first-class mail, sent to the designated representatives below.
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Arlene Riley Director, Customer Care

2544 Clinton  St, Buffalo NY 14224

877-980-4450 arlener@rosenpub.com

4/15/25

Arlene Riley Director, Customer Care

Tina M Ference (Apr 15, 2025 15:21 EDT)
04/15/25

Tina M Frerence Director of Technology 













8.

9.

all or substantially all of the assets of such business In the event that the Provider sells, merges, or

otherwise disposes of its business to a successor during the term of this DPA, the Provider shall provide
written notice to the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal.

Such notice shall include a written, signed assurance that the successor will assume the obligations of

the DPA and any obligations with respect to Student Data within the Service Agreement. The LEA has the

authority to terminate the DPA if it disapproves of the successor to whom the Provider is selling,

merging, or otherwise disposing of its business.

Authority. Each party represents that it is authorized to bind to the terms of this DPA, including
confidentiality and destruction of Student Data and any portion thereof contained therein, all related or

associated institutions, individuals, employees or contractors who may have access to the Student Data

and/or any portion thereof.

Waiver. No delay or omission by either party to exercise any right hereunder shall be construed as a

waiver of any such right and both parties reserve the right to exercise any such right from time to time,
as often as may be deemed expedient.
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EXHIBIT "А"

DESCRIPTION OF SERVICES

Cavendish Square Digital, an educational platform offering over 59 curriculum-related databases across

subjects like science, social studies, and biographies, featuring user-friendly interfaces, extensive multimedia

content, and tools such as text-to-speech and instant translation into over 100 languages.
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Category of Data

Application Technology
Meta Data

EXHIBIT "В"

SCHEDULE OF DAТА

Elements

IP Addresses of users, Use of cookies, etc.

Other application technology meta data-Please specify:

Check if Used by

Your System

Application Use Statistics

Assessment

Meta data on user interaction with application

Standardized test scores

Observation data

Other assessment data-Please specify:

Attendance Student school (daily) attendance data

Student class attendance data

Communications Online communications captured (emails, blog entries)

Conduct Conduct or behavioral data

Demographics Date of Birth

Place of Birth

Gender

Enrollment

Ethnicity or race

Language information (native, or primary language spoken by
student)

Other demographic information-Please specify:

Student school enrollment

Student grade level

Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enrollment information-Please specify:

Parent/Guardian Contact

Information

Address

Email

Phone

Parent ID number (created to link parents to students)Parent/Guardian ID

Parent/Guardian Name First and/or Last
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Category of Data

Schedule

Special Indicator

Elements
Check if Used by
Your System

Student scheduled courses

Teacher names

English language learner information

Low income status

Medical alerts/health data

Student disability information

Specialized education services (IEP or 504)

Living situations (homeless/foster care)

Other indicator information-Please specify:

Student Contact

Information

Address

Email

Phone

Student Identifiers

Student Name

Student In App
Performance

Student Program
Membership

Student Survey

Responses

Student work

Transcript

Local (School district) ID number

State ID number

Provider/App assigned student ID number

Student app username

Student app passwords

First and/or Last

Program/application performance (typing program-student

types 60 wpm, reading program-student reads below grade

level)

Academic or extracurricular activities a student may belong to or

participate in

Student responses to surveys or questionnaires

Student generated content; writing, pictures, etc.

Other student work data -Please specify:

Student course grades

Student course data

Student course grades/ performance scores

Other transcript data - Please specify:

Transportation Student bus assignment

Student pick up and/or drop off location
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Category of Data Elements

Student bus card ID number

Other

None

Other transportation data - Please specify:

Please list each additional data element used, stored, or

collected by your application:

No Student Data collected at this time. Provider will immediately
notify LEA if this designation is no longer applicable.
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Check if Used by
Your System







4/15/25

No student date is collected or used by Cavendish Square Digital resources



EXHIBIT "F"

DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks

2/24/2020

Cybersecurity Frameworks

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)

National Institute of Standards and

☐ National inst

National Institute of Standards and

Technology

☐International StandardsOrganitation

Secure Controls Framework Council, LLC

Center for Internet Security

Office of the Under Secretary of Defense for

☐Acquisition and Sustainment (OUSD(A&S))

NIST Cybersecurity Framework Version 1.1

NIST SP 800-53, Cybersecurity Framework for

Improving Critical Infrastructure Cybersecurity
(CSF), Special Publication 800-171

Information technology - Security techniques

- Information security management systems

(ISO 27000 series)

Security Controls Framework (SCF)

CIS Critical Security Controls (CSC, CIS Top 20)

Cybersecurity Maturity Model Certification

(CMMC, ~FAR/DFAR)
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Director, Customer Care







































Exhibit ""

LEA Documents

New York LEAs will provide links to their Data Security and Privacy Policy, Parents Bill of

Rights for Data Security and Privacy, and supplemental information for this service

agreement in their Exhibit Es.



https://cavendishsquaredigital.com/static/privacy
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