
Illinois

This Student Data Privacy Agreement ("DPA") is entered into on the date of full'execution (the

"Effective Date") and is entered into by and between: Kirby School District 140 (the "Local Education

Agency" or "LEA") and Super Duper Inc. (the "Provider").

WHEREAS, the Provider is providing educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student

information and other regulated data exchanged between them as required by applicable laws and

regulations, such as the Family Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. § 1232g (34
CFR Part 99); the Children's Ontine Privacy Protection Act ("COPPA") at 15 U.S.C. § 6501-6506 (16 CFR
Part 312), applicable state privacy laws and regulations and

WHEREAS, the documents and data transferred from LEAs and created by the Provider's Services are
also subject to several state laws in Illinois. Specifically, those laws are Illinois School Student Records
Act ("ISSRA"), 105 ILCS 10/, Mental Health and Developmental Disabilities Confidentiality Act
("MHDDCA"), 740 ILCS 110/, Student Online Personal Protection Act ("SOPPA"), 105 ILCS 85/,
Identity Protection Act ("IPA"), 5 ILCS 179/, and Personal Information Protection Act ("PIPA"), 815 ILCS
530/, and Local Records Act ("LRA"), 50 ILCS 205; and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their
respective obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Provider agrees to offer the LEA all the same terms and conditions found in the MA-ME-NH-RI-

VT-NDPA, Standard Version 1.0 Data Privacy Agreement between the Provider and Maine School

Administrative District #6 ("Originating LEA") which is dated January 6, 2023 ("Originating
DPA"). The terms and conditions ofthe Originating DPA are thus incorporated herein.

2. Provider additionally agrees to the following additional terms contained in the Illinois Exhibit "G
attached hereto.

3. Provider may, by signing the attached form of "General Offer of Privacy Terms" be bound by the
terms of the General Offer of Privacy Terms to any other LEA who signs the acceptance on said
Offer. The form is limited by the terms and conditions described therein.

4. Notices. All notices or other communication required or permitted to be given pursuant to the

Originating DPA may be given for the LEA via e-mail transmission, or first-class mail, sent to the
designated representatives below.
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The designated representative for the Provider for this DPA is:

Name: Channing Moody Title: Account Executive

Address: 5201 Pelham Road, Greenville, SC, 29615

Phone: 864-284-4585 Email Address: cmoody@superduperinc.com

The designated representative for the LEA for this DPA is:

Brian Nemeth, Director of Technology
16931 S Grissom Drive, Tinley Park IL 60477
(708) 532-6462 bnemeth@ksd140.org

Kirby School District 140

By:

Date:

Printed Name:

Title/Position:

Super Duper Inc.

B:
4/17/2025Date:

Printed Name: Abraham Webber

Title/Position: Vice President of Operations
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Brian Nemeth (Apr 23, 2025 07:57 CDT)
Brian Nemeth

04/23/25
Brian Nemeth

Director of Technology



EXHIBIT "G"

Illinois

WHEREAS, the documents and data transferred from LEAs and created by the Provider's Services are also

subject to several state laws in Illinois. Specifically, those laws are to the Illinois School Student Records Act

("ISSRA"), 105 ILCS 10/, Mental Health and Developmental Disabilities Confidentiality Act ("MHDDCA"), 740.
ILCS 110/, Student Online Personal Protection Act ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IPA"), 5
ILCS 179/, and Personal Information Protection Act ("PIPA"), 815 ILCS 530/, and Local Records Act ("LRA"),
50 ILCS 205; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services

provided conform to the requirements of the privacy laws referred to above and to establish implementing

procedures and duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety för
Illinois;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1.

2.

3.

4.

5.

Paragraph 4 on page 2 ofthe DPA setting a three-year term for the DPA shall be replaced
with: "This DPA shall be effective upon the date of signature by Provider and LEA, and shall

remain in effect as between Provider and LEA 1) for so long as the Services are being
provided to the LEA or 2) until the DPA is terminated pursuant to Section 15 of this Exhibit G.

whichever comes first. The Exhibit E General Offer will expire three (3) years from the date

the original DPA was signed."

Replace Notices with: "Any notice delivered pursuant to the DPA shall be deemed effective,

as applicable, upön receipt as evidenced by the date of transmission indicated on the transmission

material, if by e-mail; or four (4) days after mailing, if by first-class mail, postage prepaid."

In Article II, Section 1, add: "Further clarifying, in accordance with FERPA, ISSRA and

SOPPA, in performing its obligations under the DPA, the Provider is acting as a school official with

legitimate educational interëst; is performing an institutional service or function for which the LEA

would otherwise use its own employees; is under the direct control of the LEA with respect to the

use and maintenance of Student Data; and is using Student Data only for an authorized purpose and

in furtherance of such legitimate educational interest."

In Article II, Section 2, replace "forty five (45)" with "five (5)". Add the following sentence:

"In the event that the LEA determines that the Provider is maintaining Student Data that contains a

factual inaccuracy, and Provider cooperation is required in order to make a correction, the LEA shall

notify the Provider of the factual inaccuracy and the correction to be made. No later than 90 calendar

days after receiving the notice of the factual inaccuracy, the Provider shall correct the factual
inaccuracy and shall provide written confirmation of the correction to the LEA."

In Article II, Section 4, replace it with the following: "In the event the Provider is compelled

to produce Student Data to another party in compliance with a court order, Provider shall notify the
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STANDARD STUDENT DATA PRIVACY AGREEMENT

MASSACHUSETTS, MAINE, NEW HAMPSHIRE, RHODE ISLAND AND VERMONT

MA-ME-NH-RI-VT-NDPA, Standard Version 1:0

MAINE SCHOOL ADMINISTRATIVE DISTRICT #6

and

SÜPER DUPER INC.
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This Student Data Privacy Agreement ("DPA") is entered into on the date of full execution (the "Effective Date")

and is entered into by and between: Maine School Administrative District #6, Jocated at 2908 Parker Farm Rd.,

Buxton, ME 04093 (the "Local Education Agency" or "LEA") and Super Duper Inc., located at 5201 Pelham Rd,
Greenville, SC 29615 (the "Provider").

WHEREAS, the Provider is providing.educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and

other regulated data exchanged between them as required by applicable laws and regulations, such as the Family

Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. § 1232g (34 CFR Part 99); the Children's Online Privacy
Protection Act ("COPPA") at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicablė.state privacy laws and regulations
and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective

obligatións and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1.. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions. Check ifRequired

3.

If checked, the Supplemental State Terms and attached hereto as Exhibit "G" are hereby

incorporated by reference into this DPA in their entirety.

If Checked, the Provider, has signed Exhibit "E" to the Standard Clauses, otherwise known es
General Offer of Privacy Terms

In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will contral.

In the event there is conflict between the terms of the DPA and any other writing, including, but not

limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4.. This DPA shall stay in effect for three.years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5.. The services ta be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit "A" (the
"Services").

6. Notices. All notices or other communication required or permitted to be given hereunder may be given

via e-mail transmission, or first-class mail, sent to the designated representatives below.
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Title: Account Executive

The designated representative for the Provider for this DPA is:

Name: Channing Moody

Address: 5201 Pelham Road, Greenville, SC 29615

Phone: 864-284-4582

Email: cmoody@superduperinc.com

The designated representative for the LEA for this DPA is:

Scott Nason, Director of Technology
Phone: 207.929.9149

290B Parker Farm Rd., Buxton, ME 04093

Email: snason@bonnyeagle.org

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

MAINE SCHOOL ADMINISTRATIVE DISTRICT #6

By:
Scott Nason

Date: 1/6/2023

Printed Name: Scott Nason

Title/Position: Director of Technology

SUPER DUPER INC.

e
Date: 9/23/2022

Printed Name: Abraham Webber

Title/Position: Vice President of Operations
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EXHIBIT "I"-TEACHER DATA

Category of Data Elements

IP Addresses of users, Use of cookies etc.Application

Technology Meta
Data

Application Use

Statistics

Communications

Other application technology meta data-Please specify:

Meta data on user interaction with application

Check if used

by your
system

X

Online communications that are captured (emails, blag entries)
X

Date of Birth

Place of Birth

Social Security Number
Demographics

Ethnicity or race

Other demographic information-Please specify:

Personal Contact

Information

Personal Address

Personal Emall

Personal Phone

Performarice

evaluations

Performance Evaluation Information

Teacher scheduled courses
Schedule

Teacher calendar

Medical alerts

Special

Information
Teacher disabilíty information

Other indicator information-Please specify:

Local (School district) ID number

State ID number
Teacher

Identiflers Vendor/App assigned student ID number

Teacher app username

Teacher app passwords
Program/application performance

Teacher In Аpp
Performance

Teacher Survey
Responses Teacher responses to surveys or questionnaires

Teacher.generated.content; writing, pictures etc.
Teacher work.

Other teacher work data -Please specify:

Course grades from schooling
Education

Other transcript data -Please specify:

Öther Please list each additional data element used, stored or collected by your application



HearBuilder_MSAD6_VendorSigned
Final Audit Report

Created:

By:

Status:

Transaction ID:

2023-01-09

Ramah Hawley (rhawley@tec-coop.org)

Signed

CBJCHBCAABAASFk6NrgmpzyUKRHmLIIMr79UIVblOity

"HearBuilder_MSAD6_VendorSigned" History

Document created by Ramah Hawley (rhawley@tec-coop.org)
2023-01-06-11:16:30 AM GMT- IP address: 198.52.235.12

Document emailed to Scott Nason (snason@bonnyeagle.org) for signature

2023-01-06-11:17:30 AM GMT

Email viewed by Scott Nason (snason@bonnyeagle.org)

2023-01-07-4:02:14 AM GMT- IP address: 74.75.142.164

Document e-signed by Scott Nason (snason@bonnyeagle.org)

Signature Date: 2023-01-07-4:03:27 AM GMT - Time Source: server- IP address: 74.75.142.164

Agreement completed.
2023-01-07-4:03:27 AM GMT

Adobe Acrobat Sign

2023-01-07



HearBuilder_KirbyIL_VendorSigned
Final Audit Report 2025-04-23

Created: 2025-04-23

By: Ramah Hawley (rhawley@tec-coop.org)

Status: Signed

Transaction ID: CBJCHBCAABAAFIcDfCMQzmo77Uzj-Mo9A4iis8IuZQ6A

"HearBuilder_KirbyIL_VendorSigned" History
Document created by Ramah Hawley (rhawley@tec-coop.org)
2025-04-23 - 11:51:45 AM GMT

Document emailed to bnemeth@ksd140.org for signature
2025-04-23 - 11:51:51 AM GMT

Email viewed by bnemeth@ksd140.org
2025-04-23 - 12:55:56 PM GMT

Signer bnemeth@ksd140.org entered name at signing as Brian Nemeth
2025-04-23 - 12:57:01 PM GMT

Document e-signed by Brian Nemeth (bnemeth@ksd140.org)
Signature Date: 2025-04-23 - 12:57:03 PM GMT - Time Source: server

Agreement completed.
2025-04-23 - 12:57:03 PM GMT


