1Hlinois

This Student Data Privacy Agreement (“DPA”™) is éntered into on the date of full execution’ {the
“Effective Date™) and is entered into by and between: Kllb} School District 140 (the “Local Education
Agency” or “LEA™) and Super Duper Inc. (the “Provider”).

WHEREAS, the Provider is providing educational or digital services to-LEA.

WHEREAS, the Provider and LEA recognize the need fo protect personaily identifiable student
information :and other regulated data exchanged between them as required by applicable laws and
regulations, such as the Family Educational Rights and Privacy Act (“FERPA™ '}y at20 U.S.C. S 1232g (34
CFR Part 99); the Childreén’s Online Privacy Protection Act ("COPPA™) at 15 U.S.C. § 65016506 (16 CFR
Part 312), apphcable state privacy laws and regulations and

WHEREAS,; the documents and data transferred from LEAs and created by the Provider’s Services-are
also subject to several state laws in llinais. Spec:f’cally, those laws are Ilinois School Student Records
Act{"ISSRA"), 105 ILCS 10/, Mental Health and Developmental Disabilities Confidentiality Act.
("MHDDCA"), 740 [LCS 110/, Student Online Personal Protection Act ("SOPPA™), [05 ILCS 85/,
Identity Protection Act ("IPA“) 3 ILCS 179, and Personal Information Protection Act ("PIPA™, 815 ILCS
530/,and Local Records Act ("LRA™), 50 ILCS 205; and

WHEREAS, the Provider and LEA desire to enfer into this DPA for the purpose. of gstablishing- their
tespective obligations and duties.inordeér to comply with applicable laws and regulations,

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Provider agrees to offer the LEA all the same terms and.conditions found in the MA-ME-NH-RI-
VT-NDPA, Standard Version 1.0 Data Pri ivacy Agreement between the Provider and Maine School
Administrative District #6 (“Originating LEA™) which is dated January 6, 2023 (¢ Onomatmg
DPA”). The terms and.conditions of the Ouﬂmatlng DPA are thus incor porated hereir.

%]

Providet additionally agrees to the following additional terms contained in the Illinois Exhibit *G*
attached hereto.

3. Provider may, by signing the attached form of “Géneral Offer of Prwacy Terms™ be bound by the
terms of thie General Offer of Privacy Terms to-any other LEA who signs the.acceptance on said
Offer. The form is limited by the terms and conditions described therein,

4.  Notices. All notices or other communication required or permitted to be. 'giifen pursuarnt to the
Originating DPA may be given for the LEA via e-mail transmission, or first-class mail, sent to the:
designated representatives below.



The designated representative for the Provider for this DPA is:

Name: Channing Moody Title: Account Executive

Address: 5201 Pelham Road, Greenville, SC, 29615

Phone: 864-284-4585 Email Address: cmoody@superduperinc.com

The designated representative for the LEA for this DPA is:

Brian Nemeth, Director of Technology
16931 S Grissom Drive, Tinley Park 1L 60477
(708) 532- 6462 bnemeth@ksd140.org

Kirby School District 140
Brian Nemeth

By +  Brian Nemeth (Apr 23,2025 07:57 CDT)

Date: 04/23/25
Brian Nemeth

Printed Name:
Title/Position: Director of Technology

Super Duper Inc.

/
By: W«-\. i 4.//4'/: _

Date: 4/17/2025

Printed Name: Abraham Webber
Title/Position: Vice President of Operations




EXHIBIT “G”
Illinois

WHEREAS, the¢ documents and data transferred from LEAs and created by the Provider's Services'are also’
subject to several state Taws in [1linois. Specifically. those laws are 1o the Iilinois School Student. Records Act
("1SSRA"), 105 TLCS 10/, Mental Health and Developmental Disabilities Confidentiality Act (”MHDDCA"}, 740.
ILCS 110/, Student Online Personal Protection Act {("SOPPA"), 105 IL.CS 85/, ldentity Protection Act ("IPA"), 5
!LCS 179/, and Pcrsonal Information Protection Act ("PIPA™), 815 ILCS 330{ and Local Records Act (“LRA™),
50 ILECS 205; and’

'WHEREAS_;, the Parties wish to énter into these supplemental térms to the DPA to ensure thét the Services
provided conform to the requiremeiits of the privacy laws referred to above and to establish implementing
procedures and duties;

"WHEREAS, the Parties wish these terms:ta be hereby .incor‘p_orated by reference into the DPA in their entirety for-
IlHnois;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

l. Paragraph4 on page 2 of the DPA setting a three-year term for the DPA shall be replaced
with: “This. DPA shall be effective upon the date of signature by Provider and LEA, and shall
remain in effect -as between Provider and LEA 1) for so long as the Services are being
provided to the LEA or 2). until the DPA is terminated pursuant to Section 15 of this Exhibit G.
whichever comes first. The Exhibit E General Offer-will expire three (3) years from the date-
the original DPA was signied.”

2.

Replacé Notices with: “Any 'noti'ce'_d'el'ivered._:_pufs_uan't- tothe DPA shall be deeimied effective;
as applicable; upon receipt as evidenced by the date of transmission indicated on the transmission.
material, if by e-mail; or four (4) days after mailing, if by first-class mail, postage prepaid.™

3. In Atticle I1, Section 1, add: “Further clarifying, in accordance with FERPA, ISSRA and
SOPPA, in performing its obligations under the DPA, the Provider is actingas a schoo) official with
legitimate educational interést; is performing an institutional service or function for which the LEA
would otherwise use its own employees; is:under the direct control of the LEA with respect to the
use and maintenance of Student Data; and is using Student Data only for an authorized purpose and
in furtherance of such legitimate educational interest.”

4. In Article II, Section 2, replace * ‘fotty five {(45¥° with “five (5) Add the following sentence:

“In the event that the LEA determines that the Provider is maintaining Student Data that containsa:
factual inaccuracy. and Provider cooperation is required in order-to make a cortection, the LEA shall
notify the Provider of the factual inaccuracy and the correction to be made.. No ater than 90 calendar
days after feceiving the netice of the factual inaccuracy, the Provider shall correct the factual
inaccuracy and shall provide written confirmation of the correction to the- LEA.™

5. In Article 11, Section 4, ieplace it with the following: “In'the event the Provider is compelled

to produce Student Data to anothér party in compliance with.a court ordet. Provider shall notify the
4



8.

9.

LEA at. least five (5) school days in advance of the court ordered disclosure and, upon. request,

provide the LEA with a copy of the court order re_quir_in'g_ such-disclosure.”

In Article 11, Section 5, add: “By no ldter than (5) business days' after the date of execution of
the' DPA, the Provider shall provide the LEA with a list'of any subcontractors to whom Student Data
may be disclosed or a link to a page on the Provider's website that cleatly lists any and all
subcontractors to ' whom Student Data may be disclosed. This list shall, at a minimum, be updated
and provided to the LEA by the Beginning of each’ fiscal year (July 1) and at the beginning of each.
calendar-year (January 1).”

In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or
stated in the Service Agreerent.”

In Article IV, Section 6, replace the whole section with:

The Provider shiall review, on an annual basis; whether the Student Data it has received pursuant to the
DPA continues. to be needed for the purpose(s) of the Service Agreement and this DPA. [fany of'the
Student Data is no longer needed for purpases of the Service Agreement and this DPA, the Provider will
provide written notice to the LEA as to what Student Data is:no longer needed. The Provider will delete
or transfer Student Data in readable form to the LEA, as directed by the LEA (which may bé effectuated
through Exhibit [» of the. DPA); within 30 calendar days if the LEA requests deletion or transfer of the
Student. Data and shall provide written confitmation 1o the LEA of such deletion o transfer. Upon
termination of the Service Agreement between the Provider and.LEA, Provider shall conduct a final
review of Student Data within 60.calendar days,

Ifthe LEA receives a request from a parent, as that term is defined in 105 ILCS. 10/2(g), that Student Data
being held by the Provider be deleted, the LEA shall determine whether the requested deletion would
violate State and/or federal fecords laws. In the event such. deletion would not violate State or faderal
records laws, the LEA shall forward the request for deletion to the Provider. The Provider shall comply
with the request and delete the-Student Data within a reasonable time. period after receiving the request.

Any provision of Student Data to the LEA from the Provider shall be transmitted in a format

readable by the LEA:

All employeesof the Provider who will have direct contact with students shall pass criminal
background checks.

10. In Article IV, Section 7, add “renting,” after “using.”

11. In Article V, Section [ Data Storage: Illinois requires all Student Data to be stored within the United

States, Canada, United Kingdom and/or the European Union,

12. In Article V, Section 4, 4dd the following: “"Security Breach’ does not include the good faith

acquisition of Student Data by an employee or agent of the Provider or LEA fora legitimate
educational or administrative purpose of the-Provider or LEA, so long as the Student Data is used
solely for purposes permitted by SOPPA and other applicable law, and so fong as the Student Data is
restricted from further unauthorized disclosure.”
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13. In-Article"V, Section 4(1) add the following:

vi. A list of the students whose Student Data was involved in or is reascnably
believed to have been involved in the breach, if known: and

vii. The name and contact information for an employee of the Provider whom parents
may.contact to inquire-about the breach,

14. In Article V, Section 4. add a section (6) which states:

n the event of aSecunty Breach that is attributable to the Provider, the Provider shail reimburse and
.mdemmfy the LEA for any and all casts: arid expenses that the LEA ifiguis in mveshgaﬁng and-
remediating the Security Breach, without regard to any limitdtion of liability provision otheriise agreed to
between Provider and LEA, including but not limited to.costs and expenses associated with:

a. Providing notification to the parents of those students whose Student Datd was'
compromised and: regulatory agencies or-other entities as required by law or contract;

b. Providing credit monitoring to those students whose Student Data was exposed in a
manner during the Security Breach that a reasonable person would believe may impact the
studeént's.credit or financial: secunty

c. Legal fees, audit costs, fines, and any other fees or damages imposed.against the LEA
as a result of the security breach; and

d. Providing any other notifications:or fulfilling any other requirements adopted by the
Ilinois State Board of Education or under-othér State or federal laws.

15. Replace Article VII, Section 1 with: “In the event either Party seeks to terminate this DPA, they may
do so by mutnal written consentso long as the Service Agreement has lapsed or been termmated One
party may terminate this DPA upon a material breach of this DPA by the other party Upon
termination of the DPA, the Service Agreement shall terminpate.”
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16. ]
all information coneerning a student by which a student may be individually identified under
applicable Illinois law and regulations, including but not limited to (a) "covered information,” as

9.

L

In Exhibit C, add to the definition of Student Data, the following: *Student Data inicludes.any and

defined in Section 5 of SOPPA (105 ILCS 85/5), (b) "school student records”, “student temporary

tecord™ or “’student permanent record” as that term is defined in Section 2 of ISSRA (105 ILCS

IOP(d)) {c)y “tecords™ as that term is defined under Section 110/2 of the MHDDCA (740 ILCS
110/2), and (d) “personal information™ as defined in Section 330/5 of PIPA."

. The followmg shall be inserted as. a new second sentence in Paragraph 1 of: Exhibit E: *The
provisions of the- orlgmal DPA offéred by Provider and accepted by Subscribing LEA pursuvant to

this Exhibit E shall remain in efféct as between Provider and Subscribing LEA 1) for so long as
the Services: are being provided to Subscribing LEA, or 2) until the. DPA is teminated pursuant to:
Section 15 of this Exhibit G, whichever comes first.”

The Provider must pu_biicly disclose material information about its collection, use, and
disclosure of Student Data, inciuding, but not-limited te, publishing a terms of sérvice agreement,
privacy policy, or similar docisitient.

Minimum Data Necessary Shared. The Provider attests that the Student Data requiest by the
Provider from the LEA in order for the LEA to access the Providet's-products and/or services is
limited to the Student Data that is adéquate, relevant, and limited to what is hécessary in relation to
the K-12 school purposes for which it is processed.

Student and Parent Access. Access by students or parents/guardians to' the Provider’s
programs ot services governed by the DPA or to any Student Data stored by Provider shall hot be
conditioned upon agreement by the parents/guardians to waive any of the student data
confidentiality restrictions or a. lessening of any of the confidentiality or privacy requirements
contained in this DPA,

Exhibits A and B. The Services described in Exhibit A and the Schedule of Data in Exhibit B

to the DPA satisfy the requitements in SOPPA to include a statement of the product or service being
provided to the school by the Provider and a listing of the categories-or types of covered information

to be provided to the Providet, respectively.

The Provider will not collect so¢ial security numbers.



STANDARD STUDENT DATA PRIVACY AGREEMENT

VIASSACHUSETTS, MAINE, NEW HAMPSHIRE, RHODE ISLAND AND VERMONT

MA-ME-NH-RI-VT-NDPA, Standard Version 1.0

MAINE SCHOOL ADMINISTRATIVE DISTRICT #6
and

SUPER DUPER INC.




“This Studént Data Privacy Agreemeanit (“DPA”} is entered into.on the date of full exécution {thé “Effective Date”)
and is entered into hy and hetween: Maine School Administrative District #6, located .af 2908 Rarker Farm Rd.,
Buxton; ME 04093 {the “Lacal Education Agency‘ or"LEA") and Super Bupet inc, located at:5201 Pelham Rd,
Greenwll@, SC29615 {the “Provider”}.

WHEREAS,the Provider is providing.educational or digital serviées to LEA. _ _

WHEREAS, the' Provider and LEA recognize the need to protect parsonally identifiable student information and
otherregulated data exchanged between thesi as raquited. by appiicable laws and regulations;such as the Farhily
Educational nghts and Privacy-Act ("FERPA") at 20 U.5.C. § 1232 (34 CFR:Part 99}; the Children's Onlme Privacy
Protection Act (*COPPA"} at-15 U.5.C. § 6501-6506/{16 CFR Part. 312),'applicabilestate privacy laws. and regulations
and

WHEREAS, the Provider and LEA desire to.enter into this DPA for the: purpose. of establishing their respective

obilgatlcns and duties in-order to comply with applicable faws and reguiations.
NOW THEREFORE, for good and valuable consideration, LEA-and Provider-. -agree as follows:
1, A descrlptlon ofthe Servicesto be provided, the categories of Student Data that-may be provided by LEA
to Provider, and other mforma':lon specific to this DPA are contained in the Standard Clduses herato.

2. Special Provisions. Check if Required
_' tf checkad, the Supplemental State Tefms and attachéd hereto as Exhibit “G” are hereby
'mcorporated by reference into this BPA in thejr ent[ret‘y'

I ¥ Checked, the Provfder, Has signed Exhibit HED o the Standard. Clauses, otherwise known as

"__General Offer of Privacy Térms

3. In the event of & conflict between the SDPC Standard Clauses, the State or Special Provisions-will contral.

In‘the- event there is.conflict between the terms of the DPA and- -any other writing, mcludmg, but not.

limited to the Service Agreement:and Provider Terms of Seivice or Privacy Policy the termis-of this DPA
shall control,

4. This DPA shall stay in-effect for. three.years. Exhibit E will expiré 3 years from the date the original DPA
was:signed.

5.. The servicss td be providsd by Pravider to. LEA pursiant to thls DPA are detailed. in Exhibit “A¥ {the.

“Services").

6., Notices. All natices or-other comrmunication required or permitted to be giver hereunder may be given,

via e-mail transmission, or first-class mail, sent to.the designated representatives below.




The designated representative for the Provider for this DPA is:

Name: Channing Moody Title: Account Executive

Address: 5201 Pelnam Road, Greenville, SC 29615

Phone: 864-284-4582

Email: cmoody@superduperinc.com

The designated representative for the LEA for this DPA is:

Scott Nason, Director of Technology
Phone: 207.929.9149

2590B Parker Farm Rd., Buxton, ME 04093
Email: snason@bonnyeagle.org

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

MAINE SCHOOL ADMINISTRATIVE DISTRICT #6

Sestt Azcon

By:
Date: 1/6/2023

Printed Name:  >COtt Nason

Title/Position: _ Director of Technology

SUPER DUPER INC,

o (HA L ALL

Date: 9/23/2022

Printed Name: Abraham Webber
Title/Position; Vice President of Operations




STANDARD CLAUSES

Version1.0-
ARTICLE I: PURPOSE AND 5COPE
1. Purgnse of DPA: The: purpose of this DPA'is to deseribe the dutles.and responsibilities to protect Student

L

.21'

Data including compliance with all appl:cable fedéral, stafe, and Iocai privacy laws, rules, and regulations,.
all.as may be-amended from time to time. In performmg these SEPVICes, ‘the Provider shall beconsiderad

‘a School Official with a legitimate educational interest, and performing services othenwise provided: by

the LEA. Provider shall be‘underthe direct-contral and supervision of the LEA, with respect to its use-of

‘Student Data

Student Data to Be Provided. |n orderto: perform the Services described ahove, LEA shall provide
Student Data as.identified in the Schedule of Data, attached hereto as Exhibit “B”,

DPA Definitions. The deﬂm’clon of terms used in this DPA is found in Exhibit “C”. I the event of a conflict,

definitions used in- this- DPA shatl preva;l over terms used in-any other writing; . including, but not limited
to the Service Agreement Terms of: Se rvice, Pfivaty Po]icies etc.

ARTICLE 11: DATA OWNERSHIP AND AUTHORIZED ACCESS.

MMM All-Student- Data trarismitted td the Provider pursuant to the Seivice
Agreemeat is and will continue to be the property of and under the control of the. LEA, The Provider
further acknowledges and agrees that all copies of such Student: Data transmitted to the Provider,
including any modifications of additions: or any partion thereof from: any source, are subject to the
provisions of this DPA in the same manner as.the original Student-Data. The Parties agréethat as: between
them, all rlghts, including all intellectual propesty rlghts in and to Student Data contemplated per the
Service Agreement shall remain the éxclusive property of the LEA. For the purposes of- FERPA the
Provider shall be considered a School Official, under the control and direction-ofthe LEA as it pertains to.
the use; of Student. Data notwithstanding the above.

Parent Access, To the extent required by law the LEA shall establish reasonable procedures. by which a
parent, legal guardian, or ellgable student may review Education Records and/or Studenit Data cofrect
erroneous -information, and’ procedures for the ransfer of student-génerated content to a personal
account, consistent with the functionality of services. ‘Provider shall respond in a- reasonably timely
manner [and nglater than forty five: (45} days-fram-the date of the-request or pursuant to the time frame
required under state faw for an LEA to respond to @ parent of student, whichever Is'sooner} to the LEA’

reqiiest for Student Data in’ a student’s records held bythe Provider to viéw or éorrect as ngcessary. In

-the event that & parent of a student or- otherindividual contacts.the Provider to review any of the Student

Data accessed pursuant fo the Services, the Provider shall referthe parent or individual to the LEA, who

‘will follow the necessary ahd proper pruce_dures regarding the requested information.

3. Separate Account. [f Student-Generated Cantent is stored or-maintaihed by the Provider, Provider shall,

at the: request of the LEA, ‘transfer; or provide a methanism for the LEA to: transfer, said. Student-

Generated Content to a séparate acoourii cteated by the student.
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-Providé Dafa i Compliance with A

Law Enforcement Regquests. Shauld law enforcement or other goverrment entities (“Requestmg_.
Party{ies)} contact Provider with a request for Student Data held by the Provider pursuant to the Services;
the Provider shall notify the LEA in-advance. of a compelled disclosurs to. the Reguéasting Party, unless:
lawfully directed bythe Requesting Party not to inform the'LEA of the request:

- -Subprecessors. Provider shall enter into writteh, agregments with all Subprocessors performing functions

for the Provider in order for the Provider to provide the Sérvices pursuait to the Service Agreement,
whereby the Su bprccessors agree 10 protect Student Data in a mannef rio lass stringent, than the tefms
ofthis DPA..

ARTICLE Ili: DUTIES OF LEA
licable Laws. LEA shall provide Student Data forthe purposes-of

obtaining the Services in compliance with all apphcable federal, state, and local. brivacy laws, rules; and
regufatlons all as may be amended from time to time.

. Annusal Netification of Rights. if the LEA has g pelley of disclosing Education Records and/or Student

Data under FERPA {34 CFR.§ 99; 31(a){1)), LEA shall include a $pecification of criteria for. detérmining who:
constitutes @ school official and what constitutes s legltimate educational irterest in its.annual
notification of Fights.

Reasonahle Precautions:-LEA:shall take feasonable precautions to-sécure usernarnes, passwords, and
any othet means of gaining actess to thé serviees and hosted Student Data,

Unguthonzgd Access Nofification. LEA shall notify Provider promiptly of any-known unauthorized access.
LEA will assist Provider i in any efforts by Providerto investigate:and respond to any unauthorized access:

ARTICLE [V: DUTIES OF PROVIDER

. Privacy Compliance, The Provider shail comply with all applicable federal, state,-and local faivs, rules, and

re'gulatiéns peftaining-1o Student Data-privaty and seciirity, all as'may be amended frarm time o fima.

Authorized Use. The, Student Data shared pursuant to the Service Agreement, including persistent unique
identifiers, shali be used for.no purpaseé other than the-Services outlined. in Exhibit A oF stated in the
Service Agreement and/orotherwise authorized under the statutes referréd ta herein this DPA.

- Provider Emplovee. Obligation. Provider shall require all of Provider's. emplayeas and. agents who have
- actess, to Student Data to: comp[y with ali.applicable provisions ef this OPA with respect to'the Student

Data shared. under ‘the Service Agreement. Provider agrees to require and maintain an appropriate
confidentiality-agreement from each émployee:or agent with access to Student Data pursuant fo-the

Service Agreement.

No Disclostire. Provideracknowiedges and: agreesthat it shall not make: any fe-disclosure of any Student
Datg or any portion thereof, including without Himitation, ser content-or other non-public. inforrmation

.and!or personally identifiable information co_ntamed ih the Student Data other than as _dlrecte_d or
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permltted "By the LEA or this’ DPA. This prohibition. against disclosure shall not apply to. aggregate
sumimaries of De-ldentified information, Student Data dlsclosed pursuant{o a lawfully issued subpoéna
or athariegal ptocess,orto-subprocessors performing sefvices on hehalf of the Provider puisiant to this

DPA,. Providerwill not Sell Student Data toany- ‘third:party.

De:ldentified Data‘ Pra\nder agrees notto.attampt to re- |dent|fv de identified Student Data. De—ldentlfred
Data ray be used by the Provider for those purposes:allowed uhder FERPA and ‘the Tallowing piirposes:
{1).assisting the LEA or other governmental agencies in conducting research and other. studies; and (2)
research. .and development of the Provider's: educational sites, services, or app]lcatlons, and 16
demonstrate the éffectiveness of the Services; and {3} for adaptive ledrhing purpose and for customized
student learning: Provider's use of De-identified Data shall survive termination of this DPA orany request

by LEA to raturn or destroy Student Data, Except for Subprotessors, Provider agrees not to transfer de-
‘Identified Student Data to asiy-party unless (a)that party agrees imwriting:not to attempt re-identification;
_and (b} prior wrltten notice has been given to the LEA who has provided prior writtan consent for such

transfar. Priorio pubhshmg any document that names the LEA sxplicitly orindirectly, the Provider shali
obiainthe LEA’s written approval of the manner i which de-identified data is presented.

. Disposition of Data, Upon written request from the LEA, Provider shail dispose of or providea mechanism

for the LEA fo transfer Student Data obfained under the Sérvice Agreement; within-sixty {60) days of the
date of said request’ and according to-a-schedule and procedure as the Parties may reasonably agree,
Upontermination. of this DPA, if tio written request: from the LEA-is received, Provider:shall disposaofall
Student Data after providing the LEA-with reascnahle prior notice. The duty to dispose of Student Data
shail nat ext@nd to Student Data that had been De-ldentified o placed in a separate student account
puisuant to section N 3. The LEA may employ-a “Directive for Disposition of Data” form, a copy of which
i5 attached hereto as Exhibit “D”. If the LEA and Pravider emipioy Exliibit “0,* no-further writtén request:
or notice is required on the part of either party prior to the disposition of Student Data describéd in Exhibit
ll'D'.

Advertising Limitations. Provider Is prohibited from using, disclosing, orselling Student Data 16 fa)inform,.
influence, or'eénable. Targeted Advertising; or (b) developa profile of a student, family: member/guardian
or group, Tor any puriose otherthan provzdmg the Service fo LEA. This section does not prohibit Provider
from using Student Data (i) for adaptive learning or customized student: Iearning (including generating
persohalized learning récorimendations); or (i) to. make prodirét recommendations to teachers or LEA
employees; or{iii): to notify account tiolders about rew éducation product updates; features, or sarvices
or from otherivise using Student Data as perinitted inthis DPA and its accompanying exhibits:

ARTICLE V: DATA PROVISIONS

Data Storage. Where required by applicable law, Student Data shall be stored withi the United States.
Upon request of the LEA, Provider will provide a list of the locations where Student Data is stored.

Audits. No more than once ayear, or foilowmg unauthonzed acgess, upon receipt of a written request
from fhe LEA with at least tan- {10} business days" notice-and upon the execution of an appropriate
confidentiality.agresment; the Provider will allow the LEA to audit the security and privacy measures that

are inplace to-ensure protection of Student Data or- any portion thereof as-it pertains to the delivery of
services to the LEA . The Providerwill cocperate réasenably with the LEA and any-local, state, or federal




‘agency withoversight authority-or jurisdiction in connaction-with any-audit or investigation-of the Provider

and/or delivery.of Services to students and/of LEA, and shill provide reasonzble access.to the Provider's

facilities, staff, agerits and LEA‘s Student Data and all records pertainingto the Provider, LEA and delivery

of Services to'the LEA. Failure to reasonably cooperate shiall be deemed a materiz] breach of the DPA.

Data Secunm The Provider agrees to utilize. admimstratlve physical and technical safeguards- deslgned
to. protect’ Siudent Data from unauthoﬂzed ~acCess, dlsclusure acquisition;, destruction, use, ot

modification. The Provider shall adhere to any applicable law retatlng to.data security. The. provider shall

implement an adequate Cybersgcurity Framework based on one.of the nat:onaiiy recogmzed standards

‘set forth in Expifbit “F". Exclusions, variations, or exemptions to the identified Cybersecurity Framewark

must be detailed in an dttachment. Additionally, Provider may choose. 1o further detail its security
programs and measurés that augment or aré in addition fo the- Cyhersecurlty Framework-.in E;htbit .
Providerishall provide, in the Standard Schedule tothe DPA, coutact mfcrmanon of an employee who LEA
may contact if there are any’ ‘data security corCerns or questions,

Data Brgggh In the event of an unauthorized rélease, disclosure-or acqui51ttnn of Student Pata that
compromises the security, conﬂdentiallw or integrity of the: Stirdent Data' mamtamed by the Provider the
Providershall provide notification to LEA within: seventy-two (72) hours of confirmation of the incide nt,
unless notification within this time limit would disre pt investigation'of the incident by law enforcement.
In such an-event, notification shail be made within-a reasonable time after the incident. Provider shall
follow the fc!long process;

{1} The security breach notification described above shall-include; at'a. minimum, the. following’
‘infarimation to the extent khown. by the Provider and as lt Hecomes availablgs

i. ‘Thename and-contact information of the raporting LEA subject to this section.,
i, A list of the types of personal inforimation that were or are ‘reasonably believed to have
. been the subject.of a breach.
tif. IFthe informaticn is possibie to determine at the time the notice is gravided, then either:
(1) the date of the braach, (2} the estimated date of the-breach; or (3} the date range
within which the breach occurred. The notification shall also include the: date of the
notice,.
“iv. ‘Whether the notification was delayed as a result of a law enforéement investigation, i¥
that information ls possible to determine at the time the notice is provided; and
V. A geherai deseription of the bréach incident, if that infofmation is possible to determing:
at thetime the notice ks provided,

{2). Provider agrees to adheré to all federal and state requirements with respect to a data breach
related tothe Student Data, Im:ludmg, when appropriate or. reqmred thereguired responsrbllltles
and procedures for notification and mitigation of any such data breach,

{3} Pravider furthiar acknowledges and agrees to have a writteri incident response: plar that reflects
best practices and is consistent with industry standards and federal and state law for responding:
toddata breach, breach’ ofsecurity, privacy incident or unauthorized acquisitionor use of Studant.
Dataor any portion thereof,-including personally identifiable information and agrees to provide’
LEA, upornrequest, with a summary of said written incident response plan.




{4} LEA shall provide notice and facts surrounding the breach to- the affected sttidénts, parénts or
puardians.

(5) Inthe event of abreach originating fram LEA’s use df the. Semce, Provider shalf cooperate- with
LEA to the'extent necessary t0 expediticusly secure Student Data;

ARTICLE VI: GENERAL OFFER OF TERMS

Provitler may, by signing the attached form.of “General Offer: of Privacy Terms” {General Offér; attached hereto

as Exhibit “E”), be bound by the terms of Exhibit “E” to any other LEA' ‘who signs the acceptance on said Exhibit.
The form is limited by the tetms and conditions described therein.

1.

ARTICLE VI MISCELLANEQUS -

Termination, In the event that either Party seeks to terminate this DPA, they miay do so by miutual written
consent so long as the Service Agreement has lapsed or has been terminated. Either peﬂ_:j,r. may terminate

‘this: DPA and anyservice agreement or contract if the other party 'b'r_ea'che's-an_\;'te'r'msfo'f this DPA.

Effect of Termination Survival. If the Servica Agreement is terminated, the Provider shail:destroy all-of
LEA’s Student Data pursuantto Article IV, section B,

Priority of Agreements. This DPA shall govern the treatrrient of Student Data in order to.com ply with the
privacy protéctions, including those foundin FERPA and all applicable prwecy statutes identified in this
DPA. In the event there is conflict-betiveen the terms of the DPA and the Service Agreement; Terms of
Service,.Privacy Palicids; or with any other bid/RFP, license agreement, or- writing, the terms.of this DPA
shall apply and take precedence In the event ofa conflict between the SDAC Standard. Clauses and the

Supplemental State Terms; the Supplemental State Terms will contre[. Except as des__cnbed in this.

paragraph herein, all other provisions of the Service Agreement shall femain in effect.

. Entira Agreament: This OPA and thie Service Agreément. constitute the entire agreéément of the Parties.

relating 1o the subject-matter hereof and supersedes: all prior comnivnications, representations, or
agreements, oral ar written, by the Paries reiating thereto.. This DPA inay ‘be amended and the
observance of any provision of this DPA may be wawed {either gerierally o in’ any. particular instance and:

either retroactively.or prespectwely} anly with the: s:gned written consent of both Parties, Nelther failure-

nor delay on the part of any. Partv in-exercising any right, power, or privitege hereunder shall operate as a

‘waiver of such. right, norshall.any smgie or partial exercise of any.such right, power, or pnwlege praciude:
-any further exercise thereof orthe exercise of any. other: rught, power; or privilege.




. -Sevetability; Any.provision of this DPA that'is prohitiited or unenforceable in any jurisdiction shall, as to
such ;ur:sdlction, be inaffective to the extent of such prchlhihon or: unenforceabahty without invalidating

the remaining provisions of this DPA, and any such p_rqhtbit:o_n ‘orune nforceab;l;;y in any___jur.lsd letion: sha_l_l'

not-invalidate or render unenforceahle such provision in any other jurisdiction. Notwithstanding the
foregaing, if such provisioh could-be more narrowly drawn. so ds not to be prohibited-or unenforceable in

such. jurisdiction while, at the same time, maintaining the intent of the Parties, it shall, as to such

furisdiction, be so narrowly drawn without mvalldattng the remaining provisions of this DPA.or affecting:
thevalidity or enforceabllity of such provision in-any: otherjunsdtctlon

Goverping_taw: Venue and risdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN

ACCORDANCE WITH THE LAWS .OF THE STATE OF THE LEA, WITHOUT REGARD TG CONFLICTS OF LAW

PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY. DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA QR THE T_RANSA_CTIQNS _CCJNTEMPLATED HEBEBY_

. Successors Bound; This.DPA is-and shall be binding 1pon the respective successors in interest to Providar

n the event of a merger, acquisition, consolidation or other business rearganization or sale of all of
substantially all of the assets of such busifiess In'the event that the Provider sells; merges, or otfierwise
disposes’ of ‘its husiness to a successor during the term of this DPA, the Provider shall provide written
notice 1o the LEA:ng. fater than sixty (60) days after the closing date of sale, merger, or disposal. Sch
nptice shall include a: written, signed assurance that the successorwill assume the obltgatmns oftha DPA
and any obligations with respact to'Student Data within the Service Agreement. The LEA has the: authonty
to terminate the DPA if it disapproves of the.successor to whom the-Provider Is.sélling, merging, or
otherwise disposing of its business.

Authority. Each party represents that it is authorited to bind. to the terms of this DPA, including
coffidentiality and: destruction of Student Data and any portion thereof contained thérein, all rélated or
associated institutions; individuals, employees or contractors' who may-have access to'the Student Data
and/or any portionthereof.

..Wamer No- delay or omission by either party to ‘exeIcise’ any.right hereunder shall be construed as.a

walver of any such right and both parties reserve the right to exercise any such right from time to ttmei
as oftern as. may be'deenied expedient.




EXHIBIT “A”

DESCRIPTION OF SERVICES

HearBuilder; an online: software program for students PreK-8 that focuses on improving listsiing,.
auditory: comprehension and memary retrieval skills. It helps children build a strong foundation for
[teracy and reading.

ao




EXHIBIT “B87

‘SCHEDULE OF DATA
Application Technology | Ip Addresses of users, Use of cookies, etc. ' : X
Meta Data “Gther appiication technology.meta data-Please specify;
" Application Use Statistics | \ieta data on user interatction w;'th.'éppliﬁcat_inn ' X
Assessment Stafidardized test scores B
Observation data
Other asses$ment data-Please specify:
‘Attendancé: ‘Student schaol {daily) attendantce data:
| student class.attendance data
“Lomminications Online-communications captured {amails; biog entries)
Conduct Condutt or behavioral data
Beamographics Daté of Bisth X
Place of Birth
Gender _ X
Ethniclty or-race: | X
Language information {native, or primary. language spoken by.studénit)
‘Other demographic information-Please speclfy: .
- Enroflment. Student school enroliment : X
| Studerit radeslevel. - X
Hbrﬁel‘oqm . | B
fauid_ance_céuhs_elor' o
Specific surricufurh programs-
Yearof graduation
| Otherenrolimentinformation-Please specify:
Féréntl@qardian' C_o.nta_l.‘..i.;. Adf;'r;g_.é,s
Infarmation
' Emaif’
: Phone.
1 Parent/Guardisn ID Parent D number (Created to link parents 1o stud erits)
1%




Firstand/or Last

| Schedule Student scheduled courses
| Teachernames
Special Indicator English langisage leainer inforrhation X
i Low Inzoma status
Mec{ica! alerts/ health data
“Student disability information | _ _
| Specialized education services (IEF or 504) X
Living situations. (homeless/foster care) o
Other indicator information=Please specify:
| student Cantact .A_ﬁd,ress-
liformation —
Emait
‘Phone
Student identifiers “Laeal (Sehoot district] 1D number
$State ID number
Provider/App assigned student iD humber
Student app ussrname - X
Student app passwords X
Student Naime '_ Fiest and/or Last. .4
Student [n App . Pragram/application parformance (typing program-stizdent types 60 .
Performarice {_wpm, reading program:-student reads helow grade level)
.'studi__ant-.Pn‘jgfa'm aj\t’:a‘demic'c_iﬁ extracurticular sctivities a-student may belong to of
Membership participate in

Student Survey Responses

Student résponises to surveys or questionniires

Stodéntwork

St_u_deﬁt-geneg‘atedjn_:o_ntent; writirig, pictures, etc.

Other student work data -Please spetify:

Transcript

$tudent course grades

Student cosrse data

Student course grades/ perforriance scores

‘Other transcript data - Please specify:

Trarsportation

S_Eu_d_én’t b'us.assigrsment_

13,




i

‘Student pick up'and/or drop off location

Student bus card [D number

‘Gther transportation data ~ Please specify:

Other ' Pleaselist eath additional data element used; stored; ot collacted by
your application:

Nane. No Student Data collected at this time. Provider will imimediately
notify LEA:if this designation. is no longer applicable.
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EXHIBIT “C"
DEFINITIONS

De-ldentified Data and De-identification: Records @nd information are considered to be de-identified when all
;personally identﬁiab[e inforimation has been removed orobscured, such that the remaining information does not

reasonably ‘identify a specific mdmdual, including; but not limited to, any infoymation: that, alone or. in.

combination i finkable to:a specific student and provided that the educational agency, -or other party, has made

a‘reasonable detarmination that a student’sidentity is not personally identifiable, taking into-account réasona bie

.avallable information,

Educational Recoids: Educational Records are records, files; documents, and 6ther materials directly related to a
student and: riaintained by the school or logal education agenty, or by a person:atting: for suehsehool or local

educztion”agency; including but not limited o, records encompassing all the material kept in-the. ‘student’s-

cumuilative foider; such as general identifying data, records oF attendance and of academic work completed,.
records of achigvement, and results of avaluative tests, health data, dlsmplmary status, test protocols and.
individualized educatlon programs..

Metadata: means.information that priovides meaning and context to otherdata being coflected; mcludmg, but hot

limited to: date and time records and purpose of creation Metadata that have bean stripped of all direct and’

indirect identifiers are not considered Personally ldentifiableInformation,

Operatorymeans theoperator of an Internet website, online service, enline applicatioh, or mobile application with
actual khowletige that the site, service, or-application is used for K12 school purposes. Any entity that operates
-an internet website, onlife service, onlina:appiication, or. mobile appllcatlon that has entered inta a signed, wiitten
agréerient.with.an LEA ta provide a.sérvice tothat LEA shall beconsidered an “operata P’ for the purposes of this

sectiap.

Originating LEA: An LEA who otig'inai_ly exacutes the DPA in its entirety with the Provider,

Provider: For purposes of.the DPA, the term “Provider” means provider of digital educatio nal software or'services,
inciuding cloud-based services, for the digital storage, management, and rétrieval of Student Data; Within the DPA
the teim “Providér” includes the term “Third Party” and the teri “Operator” as used in-applicable state'statutes.

'Stuclent Generated Content: The term “student-geénerated content” means materials or content created by a
student in the sérvices including; but not limiteti to, essays, research reports, portfolios, creative writing, musicor

other audio fites,. photographs, videos, ahd’ account information that enables ongoing ownérship of student'.-

co_ntent

Schooi OHicial: for the Ayrposes of this DPA and pursuant to 34 CFR § 59,31{h), a School Official is.a contracier
that: (1) Perforims an institutiona) service or function for which the agency or institution would otherwise use
employees; (2} Is under the direct control of the agency of institution.with respect to the use and maintenance of
‘Student Data including ‘Edication Records; énd (3} Is subjact™to 34 CFR £9.33(a} governing.the use and re-
disclosure of personally identifiable information from Education Records:

‘Service Agreement: Reférs tothe Contract, Purchase Orderor Terms of Service of Terms of Use,
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Student Data: Student Data inclutles any data, whethér gathered by Provider or provided. by LEA or its users,
students, -or students’ parents/giardians, that is descnptwe of the studerit inciuding, but not limited to,
lnfnrmation in the.student’s educational record or email, first:and |dst name, birthdate, home or other physical
-address, telephone humber, email address, or other information allowing physical or onling contact, discipline:
records, videos, test reslts, special education data, juvenile dependency records, grades evaluations, erirhjnal
records; medical records, health records, social security numbers, biomettic information,. dlsabllztles.

‘socioeconomie mfarmatton, mdwldual -purchasing behavior or preferences, food purchases political af'ﬁhat;ons,-

religious mformat;on text-messages, documents, student identifiers, search- gctivity, photos, voice recordings,
geolocation: infarmation, parents” names, or any other information:or identification nusiber that Would provide:
information abouta specific studént. Stadent Data includes Meta Data. Student Data further includes "pefsonally.
‘identifiable information (P!I) as definedin 34 CIF.R, §99.3andas deﬂned under any applicable state law. Student:
Data shall constituté, Educatlon Records forthe purposes of this DPA; and for the purposes of federal, state, and
local, taws and regulations, Student Data as specified in Exhibit “B” is-confirmed to. be collected or processed by
the Provider pursuant to the Services. Student Data shall not constitute that information that has been
anonymized or de-identifi igd, ar anonymous’ ‘usage data’ régarding’a student's use of Provider's services.

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes: referred to as the
“Subcontrattor”) means a party other than LEA or Provider, who. Provider usesfor data: collectucn, analytics;
storage, orother service to operate andjorimpruve its service; and who has access fo Student Dala.-

Subseribing LEA: An LEA that was not party to the: otigiral Service Agreement and who. accepts the Provider’s

-Ganeral Offer of Prwacy Tarins.

Targeted Advertising: imearis presenting an advertisementtd-a student where the seléction of the advertisement
is. hased on Student Data or inferred over time from-the usage of the operator s fnternet web site, nnilne service
oFmo btle.appll_cathn_ by suth student-or the retention of suchstudent's-anline activities or requasts over tirhe for

the purpose of targeting subsequent-advertisements. "Targeted advertising™ does not include any advertising to
-astudent on an Internet wab site based on the content of the web page or in response to.a student's responseor

request for infarmation or feedback.

Third Party: The teyrm “Third Party”-means a:provider of digital educational software orservices, including cloud-
based services, forthe. dlgrtal storage, management, and ratriaval of Education Records and/or Student Data, ds
that term is used In some state statutes. However, forthe. purpose-of this DPA; the term “Third Party” when’ usad

1o indicate the providerof digital _ed_u_;at:qnal_ software or-sefvices Isre pla;ed,_ by the term “Provider;”
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_ EXHIBIT D"
DIRECTIVE FOR DISPOSITION-OF DATA

[Insért Name of District or LEA] Provider to dispose of data obitained by Provider pursuant to the Yerms ofthe
Service Agreement between LEA and Provider, The terms of the Disposition are set forth below:

1..Extent of Disposition _
. Bisposition is partial. The categaries of data to be disposed of are setforth below or are found in

an attachment to this Directive:
{Insert categoties of data here]
. Dispasition is Camplete, Disposition-exterids to, all categdries of data.

2. Mature of Qisposition _
Dispasition shall be by destrisction or defetion of data.
Disposition shall be bya transfer of data. The datd shall betransferred to the following site as
foliows:
[insert-or attach special instructions]

3. Schedule sfDisposition

Dat4 shall be disposed of by the following date;
As soonh ascommercially practicable.
By:[Insert Date]

4. Signature

Authorized Representative of LEA. Date

Authorized Represeritative of Company ’ Date:




EXHIBIT “F”
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
2/24/2020

The Education Security and Privacy Exchange (“Edspex”) works in partnership with the Student Data Privacy
Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can
protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles® (“Cybersecurity
Frameworks”) that may be utilized by Provider .

Cybersecurity Frameworks

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)

National Institute of Standards and NIST Cybersecurity Framework Version 1.1
Technology

National Institute of Standards and NIST SP 800-53, Cybersecurity Framework for
Technology Improving Critical Infrastructure Cybersecurity

(CSF), Special Publication 800-171

International Standards Organization Information technology — Security techniques
— Information security management systems
(IS0 27000 series)

Secure Controls Framework Council, LLC Security Controls Framework (SCF)

Center for Internet Security CIS Critical Security Controls (CSC, CIS Top 20)

Office of the Under Secretary of Defense for | Cybersecurity Maturity Model Certification
Acquisition and Sustainment (OUSD(A&S)) (CMMC, ~FAR/DFAR)

Please visit http://www.edspex.org for further details about the noted frameworks.
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here
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EXHIBIT “G”
Massachusetts
WHEREAS, the documents and data transferred from LEAS and creatéd b the Provider’s Setvices arg also subject

to-several state |aws in Massachusatts, Specifically, those laws a8 503 C.M.R; 23.00, Massactiusetts General Law,
Chiapter 71, Sections 34D to 34H and 603 CMR 28.00;-and,

WHEREAS, the Parties wish to-enter into these supplemental tarms t6: the DPA td ensure that ftie Services
provided conform'to the requirements of the privacy faws refefred-to above and to -establishi- implementing
praceduires and duties;

WHEREAS, the Parties wish these terms to-be hereby incorporated by réference into the DPA In i'theii‘jentiret'?- for
Massachlsetts;

NOW THEREFORE, for good and valuable consideration, the parties‘agree as follows:

1. thArticle IV, Section 2, feplace “otherwise authorized /-with.“otherwise required” and delets “or stated in
the Service Agreerhent.”

2. Al employees of the Provider who will have direct contact with studints shall pass.criminal background
checks, ’

3. In 'A&iﬁ!e':vl,'- Satiion 1 Data Storage: Massachusetts does not require data to be stored within the United
States,
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EXHIBIT “G*
Maine-

WHEREAS, the documents and data transferred from LEAS and created by the Provider's: Services are also subject
to.several state laws'in Mame Specifically, those laws are’ ZO-A M.R:S, §6001- 6005,; 20- A MRS, §951 et. seq.,
Maing Unified Special Education Regulaticns, Maing Dep't of Edu. RuleGh. 103; and

WHEREAS, the Parties wish fo-enter into thesa supplemental terms to the DPAto ensure that the Services
provided canform io the requirements of the privacy laws referred to above and to establish mplementmg
procedures and duties;

WHEREAS, the Parties-wish these-terms to be hereby incorporated by reference-into'the DRA in theirentirsty for
Maine;

NOW THEREFORE, for good and valuabile consideration; the parties agree as follows:

W

. imArticle N-,-Sec'_tin:n_-é; ré’pla;;e.“'dt'hemise-authorized;’ w’ijch “otherwise reg u_irEd”' and deléte "of statad in

the Service Agreement.”

Allemployees of the Provider who will have direct contact with students shall pass.criminal background

checks,

Ir:-Article V, Sacticn 1 Data Storage Maing does not require data to be stored within the United States,
The Provider may. not publish on ‘the Internet ot provide for-publication-cn’ the. Internetany Student. Data.

if the Provider collects student social security numbers, the Provider shall notify the LEA of the purposethe
sacial security nuimberwill be used and prowde an gppoitunity. notto provide a social secunty number if
the parentand/or student elects,

. The'parties.agree that the definition-of Student Data in Exhibit “C” includes the name of the student’s
-'family members, the student’s place of birth, the student’s mother's matden name; results of assessments.
‘administered by the State, LEA or teacher; mcludmg participating informaticon, course franscript
Jinfarmation, including, but not limited to, courses taken and: cump}eted .coursa’ grades and grade point

average; credits earned and degree; diploma, éredential attaininent or dthet schoal éxit information,
attendance and’ moblhtv informatjon between and within LEAs w1th1n Maine, student's gender, race-and,

_'ethmcitv, educational program participatiori information required by state or federal law and email,
The parties agree that the definition of Student Data in ExRibit “C” includesdnformation that:

a. Iscreated by a'student or the student’s parent-or provided to an employee or agent 6f the LEA ora
Providérin the course of the student's or parent's'use of the Provider’s website, service or
apphcatlan for kindergarten to. grade 12 school purposes;

b, Iscreated ar promded by ar: emp!oyee at-agent of the LEA, including information provided to.the
Promder inthe course of the. empleyee 5.0ragent’s use of: the Provider's website; sefvice or
appilcatlon for kmdergarten to grade 12-school purposes; or _ _

€. Is gathered by the Provider through the operation of the Provider's website, service ar application
for kindergarten to grade.12.schoo| purposés,
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EXHIBIT “G”
Rhode Island

WHEREAS the documents and data transferred from LEAs and created by the Provider's Servicds are also subject
to several state laws in Rhode tsland. ‘Specifically, those laws are RAG L. 16-71-1, et seg., R.1.G.L. 16-104-1, and
RIG.L, 11-49.3 gt seq.; afd

WHEREAS, the Parties: wish 10 enter into these supplemental terms 10 the DPA to ensure that the Services
provided conform to the requiremants of the privacy laws referfed to-above and to ‘establish implementing
procedures-and duties; '

WHEREAS, the Parties wish these térfms to be hereby incorporated by reference Iito the DPA in'their entirety for
Rhode Island;

NOW THEREFORE, for.good and valuable consideration, the parties agree.asfollows:

1.

e

In‘Article IV, Section 2; replace “otherwise authiorized,” with “otherivise required” and deléte “or stated
in‘the Service Agreement.”
All eiriployees of the Providar wha-will have direct contact with studénts shall pass criminal background
checks.
1n Article V, Section 1. Data Storage: Rhode Island does not require data to be stored within the United
States.

The Provider agreesthat this DPA serves as its written certification of its compliance with RLG.L. 16-
104-1,

Fhe Provider agrees to-implernent and maintain a risk-based information security program that. contains
réasonable security.procedures.

I tha case.of a'data breach, 3s a pait of thé security breach notification: cutlined. in Aiticle'V, Section
4{1), the Provider agrees to provida the following additlonal inforimation:
i Infcrmatlon ‘about what the Providerhas done:to protect | individuals whose mfarmatlon
has been breached, mcludsng tolf frae numbars:and wehsites to contact
. 'The_-';red_lt reporting agencies
2. Remediation service providers
3. "The attorney general
fi. Advice on steps that the personwhose infarmation has been breachad may take-to-
protect himself orferself,
iii. A-clearand concise description of the affected parent, legal guardian, staff member, ot
aligible student’s ability to-file'or obtain a police report; Hiow an affected parent, [egal
guardian; staff member, or ehglble student’s requestsa security freeze-and the.

necessary mfarmatron 1o be provided: when requesting the security freeze; and that fees
may bie required to be paid to the consumer reporting agencies:
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EXHIBIT “G”
Vermont

WHEREAS, the documents and data transferred from LEAs and crea_tgd_-'by_ the Provider's Services are also subject
to-several state-laws in Vermont. Specifically, those laws-are 9'VSA 2443 1o 2443f: 16 V5A 1321 to 1324; and

WHEREAS, the Partles wish to snter ‘into these supplemental térms to the DPA to ensure that the Sarvices
provided conform'to the raquiréments of the privacy laws feferred to above and to establish implementing
procedures and duties;

AWHEREAS, the Partiss wish these terms to be heraby incorporated by reference into.the DPAin their entirety for
Vermont; '

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. InArticle' |V, Section 2, teplace “otherwise authorizad,” with “otherwise required” and delete “orstated In
the Service Agreement.” _

2. .All employees of the Provider who will have direct contact with students shall pass criminal background
checks. ' -

3. In Article'V, Section 1 Data Storage: Vermont does. not require data to bé stored withirithe United States,
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EXHIBIT “G”
New Hampshire

"WHEREAS, the dacuments and datatransferred from LEAs-and created by the Provider's Services are alse subject

to several state laws in New Hamipshire. Speclfically, those laws are RSA 189:1-¢ and 189:65-68-a; RSA 186; Nt
Admin; Code Ed. 300 and NH Admin. Code Ed. 1100; ahd

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services
provided confoim to the requirements of this privacy laws referred to- abové and to-establish implementing
procedures and duties;

WHEREAS, the Parties. wish these. terms 10 be hereb\,rlncurporated by reference into-the DPA in their entirety for
Newr Hampshire;.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. All references in the DPAto “Student Data” shall be amended’to state “Student Datz and Teacher Data.”
“Teacher Data™is defmed as at leastthe fallowing:

Sociai security number.

Date of birth.

‘Personal streat address.

Parsonal email address.
Personal telephone nurmber
Performantce evaluations.

Other information that, alovie or in combination, i$ finked or linkableto a specific teactier, paraprofessional,
pr[ncipal or admm:strator that: wou!d allow a reasonable person in-the schodl community, who does not have.

personal knowledge of' the re!euant circumstances, to ldenttfy ahy with.reasonable cartainty,

Information requested by a personwhothe 'depa_r‘tm_ent reasonably helieves or knows the identity of the

teacher, parapr_ofé_'ssiqr_‘mai, principal; or administrator to whom the education recaid relates.

“Teacher’ means teachers, paraprofessionals, principals, school employees, contractors, and other
administrators, '

2. Inorderto perform the Services described in the DPA, the LEA shall provide the categories.of Teacher Data
‘dageribedin the:Sched bie of Data, dttached heréto 'as:Exhibit had

3. n Article IV, Section 2, répldce “otherwise authorized,” with “otherwise required” and delete “or stated in
‘the Senm:e Agreement.” _

4. [n Article- IV Section 7 amend sach referance to:” "students,” to state: “stude nfs,"teachers;.._,_”

5. Al empioyees of the Provider who will have direct contact with students.shall pass ¢riminal backerourid
checks.. '

6. Provideris-prohibited fram leasing, renting, or trading Student.Data or Teacher Data to {a) market or
advertise {6 students, teachers; or familiés/guardians; {5} inform, -infllu_e:st_:e,_'or enable matketing, advertising
orother commercial efforts by a Provider;{c) develop a profile of a student, teacher, farfily
member/guardian or group; fer any commercial purpose otherthan providing the Service to LEA; or {d} use
the Student Data and Teacher Dataforthe development of commiercial produtts'ar services, other than as
hecassary to provide the Service tathe LEA. This section does not prohibit Provider from using Student Data.
and Teacher Data'for adaptive learning or customized student learning prirposes.
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7.. The Provider agrees to the following privacy and security standards.. Specifically, the-Provider agrees ta:

(1) Limitsystem dccess’to the types of transactions and functions that authorized usgsrs, such as
students, parents, and LEA are peimitted to execute;

12¥ Linjt u_nsucces_sfu}.l,_ogon attempts;
(3}, Employ cryptographic mechanisms to protect fhe'cchﬁdenﬁali_ty of framoté access sessigns;
{4). Authorize wireless access prior to-allowing:such connections;

.'(5} Create and retain system. audit. Iogs and records to the extentneeded to gnable the
monitoring, -analysis; investigation, and reporting of unlawful or unauthorized system
activity;

{6) Ensure that the actions of individual system users can be uniquely traced to-thdse usefs so
they can be held accountable for their actions;

{7) Establish and maihtain baseline.configurations and inventories of arganizationat systerns
(including hardware, soﬁ:ware, firmware, and- documentatmn} throughout-the respective
system development life.cycles;

{8) Restrict, disable, or prevent the use of nonessential programs, functlons, parts, protacals,
and services;

{9) Enforced minimusm password complexity-and change of characters when new passwords
are created;:

:'_(ZJO)P‘erfofm maintenance - on organizational systems;

(34}Provide cont_r'qts on t'h,e.-taol_s,_ tachnigues; mechanisms, and persoqhel used-to conduct
system rnaintenance;-

(12)Ensu re-@qguipment reémoved forjofflsit_g maintenange is sanitized of any Student Data or
Teacher Data.in accordance with NIST SP 800-88 Revision 1}

{13}Protect (i.e;, physically control and securely store) system media containitig Student Data.or
Teacher Dats, both paper dnd digital;

{14)Samtlze or, destroy system media containing Student Data. or Teacher Data i in‘accordante
with NIST SP 800- 88 Revision 1.before: dlsposal or release for reyse;

-{15)Control accass to media containing Student Data or Teacher Data and maintain
accountability for media during transport outside of controlled areas;.

{186) Pg_n’jiod icalty assass the security controls in or_gani_iat'ion_al' systems to determine if the
controls.are.effective In their application and develop and implement plans of action
designed to correct deficiencies and reduce of gliminate vulnerabilities in o¥ganizational
systems;’ '
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{17)Monitat, control , and protect comm unlcations {l.¢.; information transmitted or received by
arganizational systems) at the éxternal boundaries and key internal boundaries of
-organizational sysiems;

(18)Deny network commanications traffic by default-and allow netwark communications traffic
by exceptlon {i.e., deny all, permit by exceptaon),

{19)Protect the confidentiality of Student Data and Teacher Data at rest;
{z0)dentify, r'e_p‘ort,-l.and-.::Orre'ct'isystém-'f!'aws--i'n atimely manner;

{21)Prov:de protectionfrom malicious code (i.e. Antivirus and Antimalware) at designated
‘ocations within organizational systems;

{22)Nionitor system security alerts and advisories and take action' in response; and
{23)Update malicious codé protection machanisms when new reléases ara available.

Alternatively, the Provider-agreesto comply with one of tha following standards: {1) NIST SP 800-171 rev 2,
Basic and Derived Requirements; (2] NIST SP 800-53:rev 4 or-newer, Low Impact Baseline or higher; (3} FedRANP
{Federal Risk and Authorization Management Program); (4} ISO/IEC 27001:2013; {5) Cehter for Irternat Security
(CIS) Controls, v, 7.1, lmplementation Group 1 or higher; (6) AICPA System and Organization Controls (SOC) 2,
Type 2;.and {7) Payment Card Industry Data Security Standard {PCI DSS), ¥3. 2,1 The Provider will provide to the
LEA an an dnnual basis and upon written request demonstration of successful certification of these alternative
standards inthe form ofa.naticnal ar |ntematmnai Certlfncatton document;an Authorization to. Operate (ATC)
iissued by a state: or federal agency, orbya recogmzed security standards. body; or:a Preliminary Authorization to
‘Operate (PATO) issued by the FedRAMP Ioint Authorization Board (5AB},

8 In the case of a'datd breach, as a.part-of the security breach notification outlined in Article v, Section a{1),
tha Provider agrees to provide the following additional information:

i. The estimated number of students and teachers affected by the breach,. i any.

9.. The parties:agree tp add the following categorigs-inta the definition of Student Data: the-name-of the
student's. parents or ather family members, place of hirth, sacial media address, unique pupil identifier, and
credit card.account number, insuranice:account number, and-financial services account number,

1C. In.Article p'A Sectmn 1 Data Storage: New Hampshire does not require data to ba:istored within the United

States.
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EXHIBIT “{” — TEACHER DATA

. CElements

(P Addresses.of users; Usé _dfco\dkiés_-et;,

Application:
Technology Meta e ——
‘Data Other application techinology meta data-Piease-specify:
Applizations Use | Mete data.an user interaction with:application’
-Statistits
Eommunicatians Online'communications that are captured (emails; blag entries)
Date of Birth
Placeof Bitth
Démiographics Social Security Number

1 Ethnicity or race

| Other demiographlc inforiation-Please spacify:

Personal Contact

Personal Address

Personal Emali

nformation Parsonial Phone
Performance Ferformance; Evalyation Information
evdluations.
Teacher scheduled colrses
Schedute L1 ) h d led colrses
Teacher calendar
X Medical alerts.
Special Teucher disability information
Informatian. Other indicator infarmation-Please specify;
Local (School district) ID number:
Tedcher State ID number
Identifiers Veqdorprp-asssgngd-.stud_ent ID number
- Tedcher app usernamae
Taachar:apppassvords
Program/application performance
Taacher In App
Performance
Teacher Survey
Raspanses | Taaehar rosponses to surveys or guastionnaires.
T Teacher.genarated content; writing, pictires etc.
Teacher work- Other-teacher work gdata ~Fléase specify:
N '|_Course grades from schooling
Education

Other'transcript data -Please specify:

-Other

_ Please list each additional data element used, stored - or'collécted: by your application
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