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assessments and to appropriately remediate any identified security and privacy 
vulnerabilities in a timely manner. The CUSTOMER reserves the right to request 
information from the Processor regarding its security practices and compliance with the 
Plan, prior to authorizing any exchange of Confidential Information. The Processor's 
security compliance is assessed by independent third-party auditors as described in the 
following industry standards. Upon CUSTOMER agreeing to an NDA, Processor shall 
provide access to Processor's Information Security Management System Policy, relevant 
annual penetration test reports, and ISO 27001:2103and SOCII Reports. To the extent that 
Processor discontinues a third-party audit, Processor will adopt or maintain equivalent 
industry-recognized security standard procedures and policies. The CUSTOMER may 
audit the Processor's Processing of the Confidential Information for data privacy and data 
security purposes. For clarity, such "audit" means an annual security and privacy 
questionnaire followed by a reasonable number of interview sessions with applicable 
CUSTOMER staff; a CUSTOMER review of Processor's security and privacy related 
policies and procedures; and, in coordination with Processor's Information Security 
department, an annual scheduled penetration test of identified systems not impacting any 
other customers. 

(e) Parent Bill of Rights. The Processor agrees to comply with the CUSTOMER Parents' Bill
of Rights for Data Privacy and Security, attached hereto as Attachment B. The Processor
shall complete the Supplemental Information section of Attachment B and append it to this
Agreement. The Processor shall notify the CUSTOMER on a yearly basis, by January 31
of each year that this Agreement remains in effect, of any change to its responses to
Attachment B. The Processor acknowledges and agrees that the CUSTOMER shall make
the Processor's Supplemental Information public, including but not limited to posting it on
the CUSTOMER's website. The Processor acknowledges that this Agreement, including
the attachments hereto, may be made available to the public.

(f) Reportable Data Events. The Processor shall promptly notify, without unreasonable delay
the CUSTOMER at located identified on applicable quote, MSA or issued purchase order
of (i)any unauthorized release or unauthorized Processing of Confidential Information,
whether by the Processor, its Authorized Users or any other party that shall have
gained access to the affected Confidential Information; or (ii)any other breach of
contractual obligations relating to data privacy and security under this Agreement or any
other applicable Agreement("Reportable Data Event"). In no event shall such notification
occur more than forty-eight ( 48) hours after confirmation of an event described in clause
(i)of the previous sentence, or more than seven (7) calendar days after confirmation of
an event described in clause (ii) of the previous sentence. Moreover, to the extent(a)
New York Education Law 2-d or any other law or regulation requires parties affected by
the Reportable Data Event to be notified, and (b )the Reportable Data Event is not
attributable to the acts or omissions of the CUSTOMER, the Processor shall be
responsible, at its own cost and expense, to notify in writing all persons affected by the
Reportable Data Event, or shall compensate the CUSTOMER for the full cost of any
notifications that the CUSTOMER instead makes. The Processor and CUSTOMER
will collaborate to support such notification. The Processor agrees to assist and
collaborate with the CUSTOMER in ensuring that required notifications shall be clear,
concise, use language that is plain and easy to understand, and to the extent available,
include: (a) a brief description of the Reportable Data Event, the dates of the incident
and the date of discovery, if known; (b) a description of the types of Confidential
Information affected; ( c )an estimate of the number of records affected;( d) a brief
description of the investigation or plan to investigate; and (e) contact information for
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pursuant to this Agreement, shall remain the exclusive property of the CUSTOMER. All rights, including 
the intellectual property rights in and to the Confidential Information Processed pursuant to this 
Agreement shall remain the exclusive property of the CUSTOMER. Any reports or work product may not 
contain any Confidential Information, unless required by the CUSTOMER or if necessary to carry out the 
Services. 

9. Other Agreements. The Processor agrees that to the extent that any confidentiality or data security 
terms or conditions regarding the Services found in another agreement binding CUSTOMER employees, 
subcontractors, parents or students(together, "CUSTOMER Users,")including but not limited to any end­
user license agreement, "clickwrap," "click-through," "click and accept, "web-wrap," or other form of 
agreement requiring the individual user to accept terms in order to use or benefit from the Services, conflict 
with the terms found in this Agreement, the terms and conditions which afford more protection to 
CUSTOMER Users shall apply. Any subsequent agreements between the Processor and the CUSTOMER 
with respect to the provision of the Services shall include confidentiality and data security obligations on 
the part of the Processor at least as strict as set those forth in this Agreement. In the event a subsequent 
agreement fails to contain confidentiality and data security provisions with obligations at least as strict as 
this Agreement, the confidentiality provisions of this Agreement shall be deemed inserted therein, and shall 
continue to bind the Processor, unless such subsequent agreement specifically references this Agreement 
by name and disclaims its obligations in writing.

10. Other Terms.

(a) As a supplement to the existing injunctive relief provisions in the underlying 
subscription/services agreement, the Processor agree that money damages would be an 
insufficient remedy for breach or threatened breach of this Agreement. Accordingly, in 
addition to all other remedies that School District may have, School District shall be 
entitled to enforce the data-security provisions of this Agreement by seeking specific 
performance or other equitable relief as a remedy for any breach that is not cured after 24-
hours' notice.

(b) Nothing in this Agreement obligates either party to consummate a transaction, to enter into 
any agreement or negotiations with respect thereto, or to take any other action not expressly 
agreed to herein.

(c) The Processor shall defend, indemnify and hold harmless the CUSTOMER from any and 
all claims brought by third parties to the extent arising from, or in connection with, any 
negligent acts or omissions of the Processor and the Processor's Authorized Users or 
any other representatives for whom the Processor is legally responsible for, in 
connection with the performance of this Agreement.

(d) No failure or delay (in whole or in part) on the part of either party hereto to exercise 
any right or remedy hereunder shall impair any such right or remedy, operate as a 
waiver thereof, or affect any right or remedy hereunder. All rights and remedies 
hereunder are cumulative and are not exclusive of any other rights or remedies provided 
hereunder or by law or equity. To the extent any provision of this Agreement is held to be 
unenforceable or invalid, the remainder of the Agreement shall remain in full force and 
effect, and the Agreement shall be interpreted to give effect to such provision to the 
maximum extent permitted by law.

(e) This Agreement shall be governed by and construed in accordance with the law of the 
State ofNew York. The Federal or State Courts ofNew York, New York will have 
exclusive jurisdiction to adjudicate any dispute arising under or in connection with this 
Agreement. This Agreement constitutes the entire Agreement with respect to the subject 
matter hereof; it supersedes any other Processor terms and conditions, all prior 
agreements or understandings of the parties, oral or written, relating to the subject
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IN WITNESS WHEREOF, Customer and Provider executed this DPA as of the Effective Date.

CUSTOMER: ______________________________

By: _______________________________________ Date: __________________________________

Printed Name: ______________________________ Title/Position: ___________________________

POWERSCHOOL GROUP, LLC

By: _______________________________________ Date: __________________________________

Printed Name: ______________________________ Title/Position: ___________________________

Keene Central School District

Eric Shander Chief Financial Officer

September 12, 2024

trombley_tina
Sticky Note
Marked set by trombley_tina

trombley_tina
Sticky Note
Marked set by trombley_tina

trombley_tina
Cross-Out

trombley_tina
Typewritten Text
Champlain Valley Educational Services

trombley_tina
Typewritten Text

trombley_tina
Typewritten Text









, PowerSchool 
Parents Bill of Rights for Data Privacy and Security-Supplemental Information 

I. Explanation and Instructions

Pursuant to New York Education Law §2-d and 8 N.Y.C.R.R 121.3, School District is required to 

supplement its Parents Bill of Rights for Data Privacy and Security with additional information 

concerning a written agreement ("Agreement") under which an outside entity ("Entity") 

will receive personally identifiable information from education records of students ("PII"; 

see full definition below). In accordance with these provisions, it is necessary for you to provide 

a complete and accurate response to each item below. If an item is not applicable to your 

agreement with School District, explain why. Your responses will be posted are subject to 

review and approval by the School District, and will be posted to the School District's website. 

Please note that New York Education Law 2-d defines PII as follows: 

1. With respect to student data, personally identifiable information from the School District' s
education records, including but not limited to the following:

a. The student's name;
b. The name of the student's parent or other family members;
c. The physical or electronic address, device number (including telephone and mobile

phone numbers, geolocation information and IP addresses) and other contact
information of the student or student's family;

d. A personal identifier, such as the student's social security number, student number,
or biometric record (including but not limited to fingerprints, facial images, iris
scans and handwriting);

e. Other indirect identifiers, such as the student's date of birth, place of birth, and
mother's maiden name;

f. Other information that, alone or in combination, is linked or linkable to a specific
student that would allow a reasonable person in the school community, who does
not have personal knowledge of the relevant circumstances, to identify the student
with reasonable certainty-including combinations of demographic, performance
and school information that could lead to the student being identified); and

g. Information requested by a person who the educational agency or institution
reasonably believes knows the identity of the student to whom the education record
relates.

2. With respect to teacher or principal data, any annual professional performance review
(APPR) data disclosed by the School District to the Entity on an identifiable basis.

Please note that "education records" include records directly related to a student and maintained 

by or on behalf of the School District. Accordingly, to the extent the Entity is providing a service 

or function on behalf of the School District, education records, and the PII found in it, 

includes information that the Entity may collect directly from parents or students. 

With respect to any explanation the Entity provides below in response to the 

questionnaire: 
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8. Challenges to Data Accuracy

In accordance with N. Y. Education Law 2-d, parents, students, eligible students, teachers, 

or principals may seek copies of their PII, or seek to challenge the accuracy of PII in the 

custody or control of the Entity. Typically, they can do so by contacting the School 

District using the email address or mailing address below. If a correction to PII is deemed 

necessary, the Entity agrees to facilitate such corrections within 21 days of receiving the 

School District's written request. The Entity must forward the request to the School 

District as soon as practicable in order for the School District to authenticate the identity 

of the student or parent, and to advise the Entity on how to process the request. 

All requests for copies of PII or requests to challenge the accuracy of PII should be 

directed to the address in the Agreement. 

Please select one option only: 

� The Entity agrees to the procedure outlined above 

□ Other (You must explain below)

Click or tap here to enter text. 

9. Security and Storage Protections

Describe where PII will be stored or hosted ( check all that apply) 

� Using a cloud or infrastructure owned tool hosted by a subcontractor 

□ Using an Entity-owned and/or internally hosted-solution

□ No PII will be stored or hosted by Entity

□ Other (you must explain below):

Click or tap here to enter text. 

10. Describe the administrative, technical and/or physical safeguards to ensure PII will be

protected and how the Entity will mitigate data privacy and security risks. (Please do so

in a manner that ensures that disclosure of the description on School District's website

will not compromise the security of the data or the Entity's security practices and

protocols):

Data Security and Privacy Plan 

Processor agrees that it will protect the security, confidentiality, and integrity of the Customer Data it 

receives from Customers in accordance with customer's Parents' Bill of Rights for Data Privacy and 

Security. 

Additional elements of Processor's Data Security and Privacy Plan are as follows: 
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