
Missouri

This Student Data Privacy Agreement ("DPA") is entered into on the date of full execution (the "Effective

Date") and is entered into by and between: Troy R-III School District (the "Local Education Agency" or

"LEA") and Federal Reserve Bank of St. Louis (the "Provider").

WHEREAS, the Provider is providing educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and

other regulated data exchanged between them as required by applicable laws and regulations, such as the Family

Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. § 1232g (34 CFR Part 99); the Children's Online

Privacy Protection Act ("COPPA") at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws
and regulations and

WHEREAS, the documents and data transferred from LEAs and created by the Provider's Services are also
subject to several state laws in Missouri. Specifically, those laws are Sections 162.1475 and 407.1500 RSMo;
and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective

obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Provider agrees to offer the LEA all the same terms and conditions found in the MA-ME-NH-NY-RI-

VT-NDPA, Standard Version 1.0 Data Privacy Agreement between the Provider and Manchester

School District ("Originating LEA") which is dated 5/23/2024 ("Originating DPA"). The terms and

conditions of the Originating DPA are thus incorporated herein.

2. Provider additionally agrees to the following additional terms, which will control in the event of a conflict

between the DPA and the Originating DPA:

a. In Article IV, Section 2 of the Originating DPA, replace "otherwise authorized," with "otherwise

required" and delete "or stated in the Service Agreement."

b. All employees ofthe Provider who will have direct contact with students shall pass criminal
background checks.

c. In Article V, Section 1 Data Storage: Missouri does not require data to be stored within the United
States.

d. Replace Article V, Section 4(1) with the following:

In the event of a breach of data maintained in an electronic form that includes personal information of a student

a student's family member, Provider shall notify LEA within seventy-two (72) hours. The notice shall or

include:

1. Details of the incident, including when it occurred and when it was discovered;

2. The type of personal information that was obtained as a result ofthe breach; and
3. The contact person for Provider who has more information about the incident.

"Breach" shall mean the unauthorized access to or unauthorized acquisition of Personal information that

compromises the security, confidentiality, or integrity of the Personal information. Good faith acquisition of
Personal Information by a person employed by or contracted with, or an agent of, Provider is not a breach

provided that the Personal information is not used in violation of applicable Federal or Missouri law, or in a

manner that harms or poses an actual threat to the security, confidentiality, or integrity ofthe Personal
information.
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James Bertels 03/10/25

James Bertels Instructional Technology Coordinator
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EXHIBIT “D” 
DIRECTIVE FOR DISPOSITION OF DATA 

[Insert Name of District or LEA] Provider to dispose of data obtained by Provider pursuant to the terms of the 
Service Agreement between LEA and Provider. The terms of the Disposition are set forth below: 

1. Extent of Disposition
_____ Disposition is partial. The categories of data to be disposed of are set forth below or are found in 
an attachment to this Directive: 

[Insert categories of data here] 
_____ Disposition is Complete. Disposition extends to all categories of data. 

2. Nature of Disposition
_____ Disposition shall be by destruction or deletion of data. 
_____ Disposition shall be by a transfer of data. The data shall be transferred to the following site as 
follows: 

[Insert or attach special instructions] 

3. Schedule of Disposition
Data shall be disposed of by the following date:

_____ As soon as commercially practicable. 
_____ By [Insert Date] 

4. Signature

________________________________________ __________________ 
Authorized Representative of LEA Date 

5. Verification of Disposition of Data

_________________________________________ ______________ 
Authorized Representative of Company  Date 
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