Onshape Student Data Privacy Addendum

This Onshape Student Data Privacy Addendum (the “Addendum”) is attached to and forms a part of
the Onshape Terms of Use and Privacy Policy (found here: https://www.onshape.com/legal/terms-of-
use) for the provision of Onshape Education (the “Agreement”)between PTC Inc., acting through
its Onshape business unit {"Onshape") and the Educational Agency or Institution (“Customer”).

1. Purpose: The purpose of the Addendum is to describe the duties
and responsibilities of Onshape to protect Student Data transmitted by Customerto Onshape pu
rsuant to the Agreement for Onshape Education or created by Students In the use of
the Onshape Service, including compliance with all applicable statutesfor the protection
of student privacy and confidentiality, including the Family Educational Rights and Privacy Act.

2. Definltions: Unless expressly defined in the Agreement, all capitalized terms not defined herein
shall have the meaning ascribed to it by the Family Educational Rights and Privacy Act of 1574, 20
U.S.C. § 1232g (“FERPA”)

“Student Data” means Records, Directory Information and Personally Identifiable Information (P11)
or data thatis linked to information or material that personally Identifies an individual, any
information directly related to a Student that is maintained by a local or regional board of
education, the State Board of Education or the Department of Education or any information
acquired from a Student through the use of the Service. “Student Data” does not include de-
identified Student Information used to (a) improve educational products for adaptive learning
purposes and customize Student learning, (b) demonstrate the effectiveness
of Onshape products in the marketing of such products, and (d) develop and improve the
Services,

3. Onshape Service: Onshape Education is a version of PTC Inc’s Onshape SaaS CAD service that has
been developed for use In K-12 schools and universitles. Onshape Education is the only fully online,
cloud-based CAD system that enables remote learning and Instruction. Onshape Education runs on
all computers, tablets and mobile devices. Onshape is built for virtual teams and allows real-time
collaboration for students and teachers.

4, Student Data: The categories of Student Data processed by Onshape in the provision of Services
includes, but is not limited to:

Pll, alias, usernames, IP addresses, email addresses;

Interactions with the Onshape service;

Data relating to the location of the user based on IP address;

School and Education Records; and

Records of certifications with the Service.
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5. Rights to Student Data: All Student Dataremains the property of Customeror that
eligible Student. Onshape has a limited, nonexclusive license to Student Data solely for the purpose
of performing Its obligations under the Agreement. Onshape shall not use Student Data for
any targeted advertising. Onshape shall not sell Student Data or share Student Data except as
required under the terms of the Agreement for the provision of the Services.




6. Access to and Delction of Student Data: Customer, a Student or Parent may request access to
orthe deletion of Student Data by submitting a request for deletion to Onshape by electronic
mail to privacy@onshape.com. Onshape will provide detalls of all applicable Student Data or delete
the Student Data(as appropriate) within ten (10) business days of receiving such
request. Onshape’s obligation to delete Student Data shall not apply in Instances where such Student
Data Is (a) otherwise prohibited from deletion or required to be retained under State or Federal law,
or {b} stored as a copy as part of a disaster recovery storage system and that is (1) inaccessible to the
public, and (ii) unable to be used in the normal course of business by Onshape.

Onshape shall dispose or delete all Student Data obtained under the Agreement when it is no
longer needed for the purpose for which It was obtained. On Customer’s request Onshape shall
provide written confirmation to Customer when the Student Data has been deleted.

7. Correcting Erroneous Student Data: Customer, a Student or Parent may
review Personally Identifiable Information contained in Student Data and correct any erroneous
information, if any. Onshape agrees to reasonably cooperate with Customer to permit a Student or
Parent to review and correct any erroneous Personally Identifiable Information contained in Student
Data that has been previously provided to Onshape.

8. Onshape Emplovees: Onshape shall ensure that its employees and all subcontractors, agents,
representatives who have access to Student Data have a) undergone appropriate background
screening and possess all needed qualifications to comply with the terms of this Addendum and b)
have received or will receive appropriate training concerning the handling of Student Data to protect
Its confidentiality and privacy, such training being in compliance with Federal and State Law
concerning access to Education Records.

9. Security: Onshape maintaining administrative, physical and technical  safeguards
to protect Student Data in accordance with NIST Cybersecurity Framework, Including but not limited
to, encryption, firewalls, and password protection. Onshape maintains a SOC 2 Type li report which is
externally audited on a regular basis. A copy of this report Is avallable under NDA by
request. Onshape’s Data Security and Privacy Plan are attached to this Addendum.

10. Security Breach: In the event of Onshape becoming aware of any actual breach of security
leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or
access to Student Data (“Security Breach”), Onshape shall notify Customer in writing without undue
delay,and in any event within 48 hours. The Security Breach notification shall include the
following information:

e What Happened: describe the nature of the Security Breach and the likely consequences
of the Security Breach

o What Information was involved: details of the Student Data concerned;

o What steps are being taken: describe the measures taken or proposed to be taken
by Onshape to address the Security Breach and to mitigate Its effects.

o Where more information can be obtained: provide the name and contact details
of the Onshape contact point where more information concerning the Security Breach can
be obtained;



If the above information is not immediately avatlable, Onshape shali provide such information
when available, Onshape shall not make any public statement identifying Customer as an
affected party, nor provide any official notification to any regulatory authority on behalf of

11. Compliance with a licable Laws: Onshape and Customer shall each ensure their own
compliance with FERPA, the Children's Online Privacy and Protection Act, 16 CFR Part
312 (“COPPA”), and all other applicable State and Federal laws, as amended from time to time. Where
applicable, the Parents’ _Bil  of _Rizhts  for _Dsta  privar, an:|
Security (hit ;:s_:ﬂwm.cﬂshgegzr_m lepal, new-vork-parent: -bill-of-rizhts. df) in  accordance with
New York State Education Law Is incorporated by reference.

This Addendum wili remain in effect until Customer subscription is terminated in
the Agreement. Student Data shall not be retained or available to Onshape upon
expiration of the Agreement, except a student, Parent or legal guardian of a student may choose
independently to establish or maintain an electronic account with Onshape after the expiration of the
Agreem‘ent for the purpose of storing Student Generateq Content.

12. Termination:
accordanc th

13. Miscellaneous: The parties agree that Addendum controls over any inconsistent terms or
conditions contained within the Agreement.

PTC inc., acting through its Onshape business unit ("Onshape")
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Date: August 31, 2020
Printed Name: John Rousseau Title: VP, Technical Operations, Onshape
Customer
By E@ﬂ_@:&/_’%___ ___ Date:
T —— o




Onshape Data Security and Privacy Plan

_JUENDOR PTC Inc., acting through its Onshape business unit j
]PRODUCT Onshape Education
. Real names, alias, usernames, [P addresses, email addresses; ‘I

DATA Interactions with the Onshape service;

Data relating to the location of the user based on IP address;

School and Education Records; and

e, Records of certifications with the Service,

Exclusive Purpose forCinshape Education is a version of PTC Inc’s Onshape Saa$ CAD service that has
use of Studentbeen developed for use in K-12 schools and universities, Onshape Education Is
Data; Description the only fully online, cloud-based CAD system that enables remote learning and[
of Onshape Education |nstruction, Onshape Education runs on all computers, tabiets and mobile
devices. Onshape is bulit for virtual teams and aliows real-time collaboration for
students and teachers.

Subcontractors Apart from PTC inc’s wholly owned affiliates, no sub-contractors are used in the
delivery of the Onshape Education Service. All of PTC's Affiliates are bound to
adhere to terms similar to those set out inthis Agreement and Priva

rOLLECI'S STUDENT]
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“ddendum.
Agreement Lifecycle The Agreement expires in accordance with its
Practices terms (see https:/, www.onshave.com/lezal/ terms-of-use)and  section ¢
above, When the Agreement expires or is terminated, Studeni|

Data will be deleted by Onshape, in accordance with the terms of the
Agreement and this Addendum.

Cnshape Contact lo access Student Data or request its deletion, a student, parent or lega
Details puardian of a studentor eligible teacher may contact Onshape via,
£mail at: privacy@onshape.com ‘
Cnshape may ask for information to verify the Identity of the requester and their|
relationship with the Student.
Security Practices security protections that align with the NIST Cybersecurity]
rramework are taken to ensure Student Data will be protected. Onshape has
pchieved a SOC 2, Type Il certification using the AICPA’s Trust Service Criteria for
security, availability and confidentiality. A copy of Onshape’s SOC 2 report [s
available under NDA.

For more information concerning Onshape Security, please
see hitps://www.onsha £.CoMm. securit,

The Onshape Service is hosted on servers located in Oregon, USA (AWS West 2
Eiegion) for Customers accessing the Service from the US.

Hl data between client devices and the Cnshape service is encrypted with TLs
1.2 using strong cipher suites. All data at rest Is encrypted with the AES-256:

tncryption standard in XTS mode with keys managed by the AWS
ey Management System.




