Compliance with NYS Education Law Section 2

RE: Unauthorized Release of Pers;ox;ally Identifiable
Information Parents’ Bill of Rights

Kings Park Central School District is an educational agency within the meaning of
Section 2-d of the NYS Education Law. As defined in said law, the following specifications shall
apply to any vendor who is a “third party contractor” who receives “personally identifiable
information” regarding student, teacher or principal data.

When the Kings Park Central School District enters into contracts with an outside
contractor who receives confidential student data, vendors must acknowledge that they
understand and will comply with the provisions of NYS Education Law Section 2-d in all
respects including but not limited to the following:

Education Law Section 2-d{5)(d)

Third party contractor agrees that the confidentiality of student, teacher and principal data
shell be maintained in accordance with state and federal laws and the educational agency’s
policies on data security and privacy that protect the confidentiality of personally identifiable
information.

Education Law Section 2-di5i(e)

Third Party Contractor agrees that any of its officers or employees, and any officers or
employees of any assignee of Third Party Contractor, who have access to personally identifiable
information will receive training on the federal and sta:fe law governing confidentiality of such
data prior to receiving access to that data.

Education Law Section 2-d(3)(b)(1) and (c)(1)

The exclusive purpose for which Third Party Contractor is being provided access to
personally identifiable information is to enable Kings Park Central School District to make use
of the services provided by Third Party Contractor, or by any assignee of Third Party Contractor,
from Kings Park Central School District and shall not be sold or used for marketing purposes.

Education Law Section 2-d(3 {c)(2}

Third Party Contractor shall ensure that to the extent that it comes into possession of
personally identifiable information, it will only share that personally identifiable information
with additional third parties if those third parties are contractually bound to adher? to the data
protection and security requirements set forth in this specification.

Education Law Section 2-di3)icii3}

Upon expiration of an agreement with Kings Park Central School District the Third Party
Contractor shall assist Kings Park Central School District in exporting all personally identifiable
information pertaining to students, teachers and principals previously received from Kings Park
Central School District and shall thereafter securely delete any copy of the data remaining in
Third Party Contractor’s possession or control. If data is to be maintained by Third Party



Contractor for federal and/or state reporting, such data shall remain in an‘encrypted format and
stored in a secure facility located within the United States of America.

Education Law Section 2-di3)ici(4)

In the event that a parent, student, or eligible student or teacher or principal wishes to
challenge the accuracy of student or teacher or principal data concerning that student or eligible
student or teacher or principal that challenge shall be processed through the procedures provided
by the Kings Park Central School District under the Family Educational Rights and Privacy Act
(FERPA).

Education Law Section 2-d(3(cX5) and (5)(e) and (5)(f)(4) and (5XH(S)

Student or teacher or principal data transferred to Third Party Contractor by Kings Patk
Central School District will be stored in electronic format on systems maintained by Third Party
Contractor in a secure data center facility, or a data facility maintained by a board of cooperative
educational services, in the United States of America. The measures that Third Party Contractor
will take to protect the privacy and security of student pr teacher or principal data while it is
stored in that manner are associated with industry best practices including, but not necessarily
limited to disk encryption, file encryption, firewalls, and password protection.

Education Law Section 2-di 5i( 1) and (6}

Third Party Contractor acknowledges that it has the following obligations with respect to
any student or teacher or principal data received from thé Kings Park Central School District and
any failure to fulfill one of these statutory obligations shall be a breach of the agreement with
Kings Park Central School District:

o limit internal access to education records to those individuals that are determined
to have legitimate educational interests within the meaning of Section 2-d and
FERPA including technical support;

» ot use education records for any purpose other than those expltatly authorized in
this Agreement; .

» not disclose any personally identifiable information to any other party who is not
an authorized representative of the Third Party Contractor tsing the information
to carry out Third Party Contractor’s obligations under this Agreement, unless (1)
that other party has the prior written consent of the parent or eligible student or
teacher or principal, or (ii) the disclosure is required by stafute or court order, and
notice of the disclosure is provided to the source of the information no later than
the time of disclosure, unless such notice is expressly prohibited Hy the statute or
court order; :

¢ maintain reasonable administrative, technical, and physical safeguards to protect
the security, confidentiality, and integrity of personally identifiable student
information in Its custody; ' H

‘.l
s use encryption-technology to-protect data -while.in motion or in its. custody from
unauthorized disglosure using a technology or methodology specified by the

"y



secretary of the U S. Department of HHS in guidance issued under P.L. 111-5,
Section 13402(H)(2); ‘

e notify the Kings Park Central School District of any breach of security resulting
in an unauthorized release of student or teacher or principal data by the Third
Party Contractor or its assignees in violation of state or federal law, the parents
bill of rights for student data and security, the data privacy and security policies of
the educational agency, and/or of contractual obligations relating to data privacy
and security in the most expedient way possible and without unreasonable delay.

Education Law Section 2-di6}(c)

In the case of notification to a parent, eligible student, or teacher-or principal under
Education Law Section 2-d(6)(b) due to the unauthorized release of student or teacher or
principal data by the Third Party Contractor or its assignee, the Third Party Contractor shall
promptly reimburse the Kings Park School District for the full cost of such notification.

To ensure compliance with Education Law Section 2-d, it may be necessary to amend or
modify this specification after certain regulations have been promulgated by the New York State
Education Department, and the parties agree to take such additional steps as may be necessary at
that time to ensure continued compliance with Education Law Section 2-d.

Kings Park Central School District Parents’ Bill of Rights respects the privacy of
personally identifiable information for all students and, therefore, promulgates a Parents’ Bill of
Rights regarding the privacy and security of student and teacher/principal data. The Parents’ Bill
of Rights include the following:

>

Student data cannot be sold or released for commercial purposes

2. Parents have the right to inspect and review the ebmplete contents of their child’s education
record

3. State and federal law protects the confidentiality of personally identifiable information.
Kings Park Central School District utilizes safeguards such as encryption, firewalls, and
password protection to protect personally identifiable information.

4. A list of all student data elements collected by the state is available for public review.
5. Parents have the right to have complaints addressed about possible breaches of student data.

All vendors must sign below to verify that the above has been read and that the terms and
conditions of these Documents will be adhered to. .

Vendor: Boddle Learning Inc - - ’

Signature: % , L

Purchase order. #:
Date: _09/10/2024




BODDLE’S DATA PRIVACY AND SECURITY PLAN

Outline how you
will implement
applicable

data security and
ptivacy contract
requirements over

Over the duration of the contract, Boddle commits to implementing the relevant
data security and privacy requirements by adopting a comprehensive, structured
approach that is guided by the NIST Cybersecurity Framework. This will
involve identifying and understanding the specific data security needs and risks,
ensuring robust protection measures are in place, detecting any cybersecurity
events promptly, responding effectively to any incidents, and recovering from
any incidents to restore normal operations as quickly as possible.

Additionally, Boddle will adhere to SOC 2 compliance requirements, which
involve regular audits by external auditors to ensure that our data management
practices meet the high standards for security, availability, processing integrity,
confidentiality, and privacy of customer data. This will be reinforced through
continuous monitoring and improvements to meet evolving threats and
compliance requirements over the life of the contract. Our commitment to these
frameworks ensures that data security and privacy are not one-time checks but

To protect Personally Identifiable Information (PII), we have established a
multi-layered security approach that includes the following measures:

1. Regular training sessions are conducted for all executive-level staff to
ensure they are aware of cybersecurity best practices and compliance

2. Our Chief Technology Officer (CTO) oversees and ensures the

1. We have a data disposal policy that dictates the secure deletion of
digital assets containing PII, aligning with the specific requirements of

2. Routine internal audits and reviews of our data protection practices are
performed to ensure operational adherence to our security protocols.

1. Network segmentation is managed by our CTO to isolate and secure

2. Multi-Factor Authentication (MFA) is mandatory for accessing
financial accounts and crucial IT network accounts to prevent

3. Encryption is applied to all data at rest to protect PII from potential
4. Data in transit is safeguarded through robust encryption protocols,

5. We employ advanced server-side systems to provide denial-of-service
attack protection and continuous monitering for malicious activities,
ensuring that threats are detected and mitigated promptly.

These safeguards are systematically reviewed and updated to adapt to emerging
threats and to align with industry standards and regulatory requirements.

the life of the
Contract.
are integral, ongoing processes throughout our engagement.
Specify the
administrative,
operational and Administrative Safeguards:
technical safeguards
and practices that
you have in place to requirements.
protect PII.
implementation of all PII protection policies.
Operational Safeguards:
the applicable school district.
Technical Safeguards:
servers containing sensitive information.
unauthorized access.
breaches.
ensuring PII is secure during transmission.
. Address the training

received by v our

Our organization is committed to rigorous training programs to ensure that all |
emylovees and subcontractors with access to PII understand and adhere to the




employees and any
subcontractors
engaged

in the provision of
services under the
Contract

federal and state laws governing the confidentiality of Personally Identifiable |
Information (PII). This training is multifaceted and includes:

[. Initial Training: All new hires undergo mandatory training that covers
the principles of data privacy, our internal data privacy policy, and the
specific legal requirements for protecting PII under federal and state
laws. This training includes practical scenarios and assessments to

on the federal and confirm understanding,

state laws that 2. Ongoing Education: We hold regular meetings led by our IT

govern the leadership to update team members on any changes in data privacy laws
confidentiality of and regulations. This ensures continuous awareness and compliance
PIL with evolving legal standards,

3. Subcontractor Training: Before beginning any work under the
contract, subcontractors are required to complete a training program
that mirrors the one for our own employees.

4, Documented Acknowledgment: Following training, all personnel,
including subcontractors, must sign agreements affirming their
understanding of and commitment to our internal data privacy policies
and the legal obligations they are under.

This comprehensive training framework is designed to instill a culture of
privacy and security, ensuring that all parties involved in handling PII under the
| contract are knowledgeable and compliant with applicable confidentiality laws.
| Specify if Processor | Our contracting processes are designed to ensure full compliance with the
will utilize sub- requirements of the Contract, particularly concerning the handling of PII. These
contractors and how | processes include several key steps:
it will manage those 1. Contractual Agreements: At the onset of their engagement, all
relationships and employees and subcontractors are required to sign a binding agreement
contracts to ensure that incorporates the Contract's terms, with explicit clauses relating to
Protected data privacy and the safeguarding of PlI.
Information is 2. Clause Specifieity: These agreements include detailed provisions that
protected; explicitly state the responsibilities and obligations in handling PII,
adherence to our internal data privacy policies, and compliance with
relevant federal and state laws.

3. Verification of Understanding: We verify that all signatories have
read and understood the obligations through acknowledgment forms
and, if necessary, through verbal confirmation during onboarding or
training sessions.

Specify how the Our approach to managing data security and privacy incidents involving PII is
Processor will anchored in a detailed Incident Response Plan (IRP). The IRP delineates a
manage data structured response strategy that consists of the following phases:
security and privacy 1. Detection: We deploy sophisticated monitoring tools and techniques to
incidents that swiftly identify any potential breaches or unauthorized disclosures of

| implicate Protected PIL. This system alerts our security team to anomalies that may indicate
Information a security event.
including specifying 2. Assessment: Upon detection, we conduct an immediate assessment to
any plans to identify determine the scope and impact of the incident, categorizing it by
breaches and severity and potential impact on stakeholders.
unauthorized 3. Containment: Our first priority is to contain the incident to prevent

disclosures, and to

further unauthorized access or data loss. This includes temporary
isolation of affected svstems if necessary.




| promptly notify
School District;

Eradication: Afier containment, we work to remove the root cause of
the incident and any related threats from our systems to prevent

récurrence.

Recovery: We then restore and validate system functionality, ensuring
that all systems return to normal operation securely and as quickly as

possible.

. Lessons Learned: After managing the incident, we conduct a thorough
review to identify improvements to our security posture and incident

handling processes.

Reporting: In the event of an incident, we have a protocol for promptly
notifying users. This includes initial incident notification within an
established timeframe, followed by periodic updates as more
information becomes available and a comprehensive report after the
incident has been resolved.

Describe whether,
how and when data
will be returned to
the District,
transitioned to a
successor
contractor, at the
Districts’s option
and direction,
deleted or destroyed
by the third-party
contractor when the
contract is
terminated or
expires.

When the data is no longer required to fulfill our contractual obligations, data
will be destroyed and/or deidentified according to policy and within agreements
with school customer users.




Function

EXHIBIT C.1 - NIST CSF TABLE

Contractor Response

IDENTIFY
(D)

PROTECT
(PR)

Category

Asset Managamant (ID.AM):The data,
personnel, devices, systems, and facilities
that enable the organization to achieve
business purposes are identified and
managed consistent with their relative
importance to organizational objectives
and the organization’s risk strategy.

Boddle employs a systematic asset management process in line with ISO
27001's A.8 control category and NIST 800-53's asset management
controla. This process ensures all assets are identified, classified, and
managed according to their importance to our business objectives and
risk strategy. Our Asset Management Policy, documented and reviewed
annually, details the responsibilities for asset registration, classification,
end handling, ensuring & comprehensive understanding and
managsment of our data, personnel, devices, systems, and facilities.

Business Environment {(ID.BE):The
crganization's misslon, obJectives,
stakeholders, and activities are
understood and prioritized; this
information is used to inform
cybersecurity roles, responsibilities, and
risk management decisions.

Our Business Environment Management siratagy, guided by ISO
27001's A.5 and NIST 800-53's PL-1 and RA-3 controls, ensures a deep
understanding of the organizetion's mission, objectives, stakeholders,
and activities. This strategic insight forms the basis for defining
cybersecurity roles, responsibilities, and risk management decisions,
ensuring they are clossly aligned with our overarching business goals.

Governance {ID.GV):The policies,
procedures, and processes to manage and
maonitor the organization’s regulatory,
legal, risk, environmental, and operational
requirements are understood and inform
the management of cybersecurity risk.

Govemnance at Boddle is structured around 1SO 27001's A.5 cantrol set
and NIST 800-53's govemance controls, ensuring comprehensive
management of regulatory, legal, risk, environmental, and operational
requirements. Our Govemance Palicy outlines how these elements
inform cybersecurity risk management, ensuring alignment with best
practices and compliance standards.

Risk Assessment {ID.RA):The
organization understands the
cybersecurity risk to organizational
operations (including mission, functions,
image, or reputation), organizational
assets, and individuals.

Risk assessments at Boddle are conducted in alignment with 1SO
27001's A.12.2.1 and NIST B00-53's RA controls, providing & thorough
understanding of the cybersecurity risks to our operations, assets, and
individuals. This process informs our risk treatment plans and security
measures, ensuring they are adequately prioritized and managed.

Risk Management Strategy (ID.RM):
The organization's priorities, constraints,
risk tolerances, and assumptions are
established and used to support
operational risk decisions.

Our Risk Management Strategy integrates principles from ISO 27001's
clauss 6.1.1 and NIST 800-53's RM controls, establishing clear priorities,
constraints, risk tolerances, and assumptions, This strategy supports our
operational risk decisions and is documented in our Risk Managemant
Policy.

Supply Chain Risk Management
{ID.SC):

The organization’s priorities, constraints,
risk tolerances, and assumptions are
established and used to support risk
decisions associated with managing

supply chain risk. The organlzation has
established and implemented the
processes to identify, assess and manage
supply chain risks.

Our supply chain risk management strategy aligns with 1SO 27001's
A.15.1.1 and NIST 800-53's SA-12 principles to identify, assess, and
manage risks from third-party vendors and pariners. We conduct
thorough risk asseasments of our supply chain, integrating these
considerations into our overall risk management strategy to address
potential vulnerabilities and threats from extemal sources. This is
documented in our Thirc-Party Management Policy.

identity Management, Authantication

and Access Control (PR.AC):Access to

physical and logical assets and associated
facilitles is limited to authorized users,

In alignment with ISO 27001's A.9 and NIST 800-53's AC controls, we
limit access to our assets based on authorization, need-to-know, and
least privilege principles. Our Access Control Policy ensures consistant




Function

Category

Contractor Response

DETECT
(DE)

processes, and devices, and is managed
consistent with the assessed risk of
unauthorlzed access to authorized
activitles and transactions.

application of these controls across physical and logical domains.

Awareness and Tralning (PR.AT):The
organlzation's personnel and partners are
provided cybersecurity awareness
education and are trained to perform their
cybersecurity-related duties and
responsibilitles conslstent with related
policles, procedures, and agreements.

Boddle's awareness and fraining programs are consistent with 1SO
27001's A.7.2.2 and NIST 800-53's AT controls. These programs ensure
that all personnel are aware of cybersecurity risks and understand their
responsibilities, as documented in our Human Resource Security Policy.

Data Securlty (PR.DS):Information and
records (data) are managed consistent
with the organization's risk strategy to

protect the confidentlality, integrity, and

availability of information.

Boddle's Data Security practices adhere to 1SO 27001's A.8 and NIST
800-53's SC controls, ensuring the confidentiality, integrity, and
availability of information. Our Data Management Policy covers data
handling, encryption, and retention, aligning with our risk strategy to
safeguard data throughout its lifacycle.

Iinformation Protection Processes and
Procedures (PR.IP):Securlty policies
(that address purpose, scope, roles,
responsibilities, management
commitment, and coordinatlon among
organizationai entltles), processes, and
procedures are maintained and used to
manage protection of information
systems and assets.

Our security policies, including purpose, scope, roles, responsibilities,
and management commitment, are documeanted within our Information
Security Policy Framework. This framework sligns with 1ISO 27001's A.5
and NIST 800-53's PM controls, ensuring a coordinated approach to
protect information systems and assets.

Maintenance (PR.MA):Malntenance and
repairs of industrial control and
information system compaonents are
performed conslstent with policies and
procedures.

Maintenance and repair of systems are performed In accordance
with established policies and procedures. This approach ensures
the continued security and resilience of our Information systems.

Protective Technology (PR.PT):
Technical security solutions are managed
to ensure the security and resilience of
systems and assets, consistent with
related policies, procedures, and
agreements.

Our organization employs technical security solutions to protect and
ensure the resilience of our systems and assets. These solutions are
managed in alignment with our policies, procedures, and 1SO 27001's
A.12 and NIST 800-53's PE and SC controls, safeguarding against
potential cybersecurity threats,

Anomalles and Events (DE.AE):
Anomalous activity is detected and the
potential impact of events is understood.

We have implemented systems and processes to detect anomalous
activity and understand the potential impact of events. This capability
ensures timely identification of potential security incidents.

Security Continuous Monitoring
(DE.CM): The information system and
assets are monitored to identify
cybersecurity events and verify the
effectiveness of protective measures..

Continuous monitoring at Boddle is performed in accordance with 1ISO
27001's A.16.1.7 and NIST 800-53's CM controls. Our Policy ensures
that information systems and assets are monitored to identify
cybersecurity gvents and verify the effectiveness of protective measures,

Detactlon Procassas (DE.DP):Detection
processes and procedures are maintained
and tested to ensure awareness of
anomalous events,

Detection procaesses and proceduraes are maintained and regularly tested
to ensure timely and effective awareness of anomalous events. This
practice supports emphasis on continuous improvement and adaptability
in the face of evolving cybersecurity threets.




Function

Category

Contractor Response

Response Planning (RS.RP)=Response
processes and procedures are executed
and maintalned, to ensure response to

detected cybersecurity incidents.

In alignment with ISO 27001's A.16 and NIST 800-53's IR controls, our
incident response processes are documentsd in the Incident Response
Plan. This plan is executed and maintained to ensure an organized and
effactive response to detected cybarsecurity incidents.

Communicatlons (RS.CO):Response

actlvitles are coordinated with Internal
and external stakeholders (e.g. external
support from law enforcement agencies).

Response activities at Boddle are coordinated with internal and external
stakeholders as outlined in our Incident Response Plan. This Plan is
consistent with SO 27001's A.16.1.5 and NIST 800-53's IR-4 control,
ensuring effective communication during and after cybersecurity
incidents.

RESPOND

(RS) Analysls (RS.AN): Analysis is conducted

to ensure effective response and support
recovery activitles.

Post-Incldent analysis Is conducted to understand attack vectors,
impacts, and effectiveness of response strategies. This analysis
informs our continuous improvement process, aligning with
information security approach to learning from incidents.

Mitigation (RS.MI):Actlvitles are
performed to prevent expansion of an
event, mitigate its effects, and resolve the
incident.

Our Mitigation' Procedures are designed to prevent the expension of
events, mitigate their effects, and enable timely resolution. These
pracedures comply with I1SO 27001's A.18.1.4 and NIST 800-53's IR
controls, ensuring swift and effective incident mitigation.

Improvements (RS.IM):Organizational
response activities are improved by
Incorporating lessons learned from

current and previous detection/response

activities.

Lessons leamed from incident response activities are integrated back
into our cybersecurity policies and processes, fostering a culture of
continuous improvement.

Recovery Planning (RC.RP):Recovery
processes and procedures are executed
and maintained to ensure restoration of
systems or assets affected hy
cybersecurity incidents.

Our Incident Response Plan controls and outlines procadurss to restore
systems and assets affected by cybersecurity incidents. This plan is
executed and maintained, ensuring efficient recovery and minimization of
downtime.

Improvements (RC.IM):Recovery
pianning and processes are Improved by
incorporating lessons learned into future

activities.

RECOVER
(RC)

Recovery processes are regularly revievyéd and improved, incorporating
lessons leamed from recovery activities ‘and testing, consistent with 1ISO
27001's emphasis on continual improvement.

Communlcatlons {RC.CO):Restoration
activities are coordinated with internal
and external parties {e.g. coordinating

centers, Internet Service Providers, owners
of attacking systems, victims, other
CSIRTs, and vendors).

Communications during recovery activities are coordinated with relevant
intenal and external parties, ensuring transparency and alignment with
{80 2700%s standards for effective communication.

- LI owesa,




Kings Park Central School District
180 Lawrence Road
Kings Park, New York 11754

Parents’ Bill of Rights for Data Privacy and Security

The Kings Park Central School District is committed to protecting the privacy and security of each and
every student’s data. Parents should be aware of the following rights they have concerning their child’s
data;

1.

A student's personally identifiable information cannot be sold or released for any commercial
purposes,

Parents have the right to inspect and review the complete contents of their child's education record.

The confidentiality of a student’s personally identifiable information is protected by existing state and
federal laws, and safeguards such as encryption, firewalls, and password protection, must be in place
when data is stored or transferred. Third party contractors are required to employ technology,
safeguards and practices that align with the National Institute of Standards and Technology
Cybersecurity Framework.

A complete list of all student data elements collected by the State Education Department is available
for public review at: https://www.nysed.gov/data-privacy-security/student-data-inventory, or by
writing to the Chief Privacy Officer, New York State Education Department, 89 Washington Avenue,
Albany, NY 12234.

Parents have the right to file complaints about possible breaches of student data. Parents may submit
a complaint regarding a potential breach by the District to Dr. Ralph Cartisano, Deputy
Superintendent, 180 Lawrence Road, Kings Park, New York 11754. The School District shall promptly
acknowledge any complaints received and commence an investigation into the complaint, while taking
the necessary precautions to protect personally identifiable information. The School District shall
provide a response detailing its- findings from the investigation no more than sixty (60) days after
receipt of the complaint. Complaints pertaining to the State Education Department or one of its third
party vendors may be submitted to NYSED at https:/ / www.nysed.gov/ data-privacy-security / report-
improper-disclosure by mail to the Chief Privacy Officer, New York State Education Department, 89
Washington Avenue, Albany, NY 12234, or email to privacy@nysed.gov or by telephone at (518) 474-
0937.

In the event of a data breach or unauthorized disclosure of students’ personally identifiable
information, third party contractors are required by law to notify in accordance with applicable laws
and regulations if a breach or unauthorized release of PII occurs.

If the District enters into a contract with a third party in which student, teacher, or principal data is
shared with a third party, supplemental information for each such contract will be appended to this
Parents’ Bill of Rights.

8. Parents may access the State Education Department’s Parents’ Bill of Rights at
https:/ / www.nysed.gov/common/nysed/ files / programs / data-privacy-security / parents-bill-of-
rights 2.pdf

% Boddle Learning Inc  09/10/2024

Acknowledged by: s

Organiia-tion Date



SUPPLEMENTAL INFORMATION FOR CONTRACTS THAT UTILIZE PERSONALLY

IDENTIIIABLE INFORMATION

As per the Agreement between the undersigned and the School District, this information must be completed by
the Service Provider within ten (10) days of execution of the Agreement.

Eﬁﬁ- Boddle Learning Inc
| Description of the To provide access to Boddle Learning, an engaging K-6 gaming platform
purpose(s) for which ! .

. . designed to bolster student skills in math and English Language Arts (ELA). It
Provider will . : . .
receive/access PII: offers a personalized learning experience, pinpointing and reinforcing areas

) where students need the most support. The platform utilizes data analytics to
grant teachers valuable insights and is aligned to several State Standards.
e of PII that
pype Py Check all that apply:
receive/access: B Student PTI
O APPR Data
Contract Term: Contract Start Date: 09/10/2024
Contract End Date: 09/09/2027
‘?\l;ﬂ":tztr:tf&uto:ment Provider will not utilize subcontractors without a written contract that requires the
R: luiremg:::- subcontractors to adhere to, at a minimum, materially similar data protection
9 ' obligations imposed on the contractor by State and Federal laws and regulations,
and the Contract. (check applicable option)
O Provider will not utilize subcontractors.
B Provider will utilize subcontractors.
?i::%‘;:ﬁ:&:’;? Upon expiration or termination of the Contract, Provider shall:
* Securely fransfer data to the School District, or a successor provider at the
School District's option and written discretion, in a format agreed to by the
parties.
* Securely delete and destroy data.
ichfluizncg?s to Data Parents, teachers, or principals who seek to challenge the accuracy of PIl will do

so by contacting the School District. If a correction to data is deemed necessary,
the School District will notify Provider. Provider agrees to facilitate such
corrections within 21 days of receiving the School District's written request.
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Secure Storage and

Please describe where PII will be stored and the protections taken to ensure PII

Data Security: will be protected: (check all that apply)
Using a cloud or infrastructure owned and hosted by a third party.
0 Using Contractor owned and hosted solution.
O Other:
Please describe how data security and privacy risks will be mitigated in a
manner that does not compromise the security of the data:
‘ We leverage the SOC 2 Framework. We adhere to security standards and «
Encryption: Data will be encrypted while in motion and at rest.
PROVIDER
igaarue] e
[Printed Name] Edna Martinson
[Title] Co-Founder
' | Date: 09/10/2024
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