DecuSign Eqvelope I0: EAD41FEC-BEEF 444 7-B572-FETSFABEFBED

r

NEW YORK STATE MODEL DATA PRIVACY AGREEMENT
FOR EDUCATIONAL AGENCIES

Kings Park Central School District

and
Epic! Creations, Inc.

This Data Privacy Agreement ("DPA") is by and between the Kings Park Central School District ("EA"),
an Educational Agency, and [Epicl Creations, Inc. ("Contractor”), collectively, the “Parties”.

ARTICLE I: DEFINITIONS

As used in this DPA, the following terms shall have the following meanings:

1.

q.

5.

7.

Breach: The unauthorized acquisition, access, use, or disclosure of Personally Identifiable
Information in a manner not permitted by State and federal laws, rules and regulations, or in
a manner which compromises its security or privacy, or by or to a person not authorized to
acquire, access, use, or receive it, or a Breach of Contractor's security that leads to the
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to
Personally Identifiable Information.

Commercial or Marketing Purpose: means the sale, use or disclosure of Personally
Identifiable information for purposes of receiving remuneration, whether directly or
indirectly; the sale, use or disclosure of Personally Identifiable Information for advertising
purposes; or the sale, use or disclosure of Personally Identifiable Information to develop,
imprave or market products or services to students.

Disclose: To permit access to, or the release, transfer, or other communication of personally
identifiable information by any means, including oral, written or electronic, whether intended
or unintended,

Education Record: An education record as defined in the Family Educational Rights and
Privacy Act and its implementing regulations, 20 U.5.C. 1232g and 34 C.F.R. Part 99,
respectively.

Educational Agency: As defined in Education Law 2-d, a school district, board of cooperative
educational services, school, charter school, or the New York State Education Department,
Eligible Student: A student who is eighteen years of age or older.

Encrypt or Encryption: As defined in the Health Insurance Portability and Accountability Act
of 1996 (HIPAA) Security Rule at 45 CFR 164,304, means the use of an algorithmic process to
transform Personally Identifiable Information into an unusable, unreadable, or indecipherable
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form in which there is a low probability of assigning meaning without use of a confidential
process or key.

8. NIST Cybersecurity Framework: The U.5. Department of Commerce National Institute for
Standards and Technology Framework for Improving Critical Infrastructure Cybersecurity
Version 1.1.

9. Parent: A parent, legal guardian or person in parental relation to the Student.

10. Personally Identifiable Information (Pll): Means personally identifiable information as
defined in section 99.3 of Title 34 of the Code of Federal Regulations implementing the Family
Educational Rights and Privacy Act, 20 U.5.C 1232g , and Teacher or Principal APPR Data, as
defined below.

11. Release: Shall have the same meaning as Disclose.

12. School: Any public elementary or secondary school including a charter school, universal pre-
kindergarten program authorized pursuant to Education Law § 3602-e, an approved provider
of preschool special education, any other publicly funded pre-kindergarten program, a school
serving children in a special act school district as defined in Education Law & 4001, an
approved private school for the education of students with disabilities, a State-supported
school subject to the provisions of Article 85 of the Education Law, or a State-operated school
subject to the provisions of Articles 87 or 88 of the Education Law.

13. Student: Any person attending or seeking to enroll in an Educational Agency.

14. Student Data: Personally identifiable information as defined in section 99.3 of Title 34 of the
Code of Federal Regulations implementing the Family Educational Rights and Privacy Act, 20
us.C1232g

15. Subcontractor: Contractor's non-employee agents, consultants and/or subcontractors engaged in
the provision of services pursuant to the Service Agreement.

16. Teacher or Principal APPR Data: Personally Identifiable Information from the records of an
Educational Agency relating to the annual professional performance reviews of classroom
teachers or principals that is confidential and not subject to release under the provisions of
Education Law §§ 3012-c and 3012-d.

ARTICLE 1l: PRIVACY AND SECURITY OF PHI

1. Compliance with Law.

In order for Contractor to provide certain services [“Services") to the EA pursuant to a contract dated
June 5,2023 ("Service Agreement"); Contractor may receive Pll regulated by several New York and
federal laws and regulations, among them, the Family Educational Rights and Privacy Act

("FERPA") at 12 U.5.C. 1232g (34 CFR Part 99); Children's Online Privacy Protection Act ("COPPA") at
15 U.5.C. 6501-6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("PPRA") at 20 L.5.C.
1232h (34 CFR Part 98); the Individuals with Disabilities Education Act ("IDEA”) at 20 U.5.C. 1400 et
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seq. (34 CFR Part 300); New York Education Law Section 2-d; and the Commissioner of Education’s
Regulations at B NYCRR Part 121. The Parties enter this DPA to address the requirements of New
York law. Contractor agrees to maintain the confidentiality and security of Pil in accordance with
applicable New York, federal and local laws, rules and regulations.

2. Authorized Use.
Contractor has no property or licensing rights or claims of ownership to PIl, and Contractor must not
use Pll for any purpose other than to provide the Services set forth in the Service Agreement.
Neither the Services provided nor the manner in which such Services are provided shall viclate New
York law.

3. Data Security and Privacy Plan.
Contractor shall adopt and maintain administrative, technical and physical safeguards,
measures and controls to manage privacy and security risks and protect Pl in a manner that
complies with New York State, federal and local laws and regulations and the EA's policies.
Education Law Section 2-d requires that Contractor provide the EA with a Data Privacy and
Security Plan that outlines such safeguards, measures and controls including how the
Contractor will implement all applicable state, federal and local data security and privacy
requirements. Contractor's Data Security and Privacy Plan is attached to this DPA as Exhibit C.

4, EA’s Data Security and Privacy Policy
State law and regulation requires the EA to adopt a data security and privacy policy that
complies with Part 121 of the Regulations of the Commissioner of Education and aligns with
the NIST Cyber Security Framework. Contracter shall comply with the EA's data security and
privacy policy and other applicable policies.

5. Right of Review and Audit.
Upon request by the EA, Contractor shall provide the EA with copies of its policies and related
procedures that pertain to the protection of PII. It may be made available in a form that does
not violate Contractor’s own information security policies, confidentiality obligations, and
applicable laws. In addition, Contractor may be required to undergo an audit of its privacy
and security safeguards, measures and controls as it pertains to alignment with the
reguirements of New York State laws and regulations, the EA's policies applicable to
Contractor, and alignment with the NIST Cybersecurity Framework performed by an
independent third party at Contractor's expense, and provide the audit report to the EA.
Contractor may provide the EA with a recent industry standard independent audit report on
Contractor's privacy and security practices as an alternative to undergoing an audit,
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6. Contractor's Employees and Subcontractors.

(a)

(b)

e}

(d)

le]

7. Training.

Contractor shall only disclose Pll to Contractor’'s employees and subcontractors
who need to know the Pll in erder to provide the Services and the disclosure of Pl
shall be limited to the extent necessary to provide such Services. Contractor shall
ensure that all such employees and subcontractors comply with the terms of this
DPA,

Contractor must ensure that each subcontractor performing functions pursuant to
the Service Agreement where the subcontractor will receive or have access to Pll is
contractually bound by a written agreement that includes confidentiality and data
security obligations equivalent to, consistent with, and no less protective than,
those found in this DPA.

Contractor shall examine the data security and privacy measures of its
subcontractors prior to utilizing the subcontractor. If at any point a subcontractor
fails to materially comply with the requirements of this DPA, Contractor shall:
notify the EA and remove such subcontractor’s access to Pll; and, as applicable,
retrieve all Pll received or stored by such subcontractor and/or ensure that Pl has
been securely deleted and destroyed in accordance with this DPA. In the event
there is an incident in which the subcontractor compromises Pil, Contractor shall
follow the Data Breach reporting requirements set forth herein.

Contractor shall take full responsibility for the acts and omissions of its employees
and subcontractors.

Contractor must not disclose Pll to any other party unless such disclosure is
required by statute, court order or subpoena, and the Contractor makes a
reasonable effort to notify the EA of the court order or subpoena in advance of
compliance but in any case, provides notice to the EA no later than the time the Pll
is disclosed, unless such disclosure to the EA is expressly prohibited by the statute,
court order or subpoena.

Contactor shall ensure that all its employees and Subcontractors who have access to Pll have
received or will receive training on the federal and state laws governing confidentiality of

such data prior 10 receiving access,

B. Termination
The obligations of this DPA shall continue and shall not terminate for as long as the
Contractor or its sub-contractors retaln Pll or retain access to Pl
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Data Return and Destruction of Data.

(a)

(b)

()

(d)

Protecting Pl from unauthorized access and disclosure is of the utmost importance
to the EA, and Contractor agrees that it is prohibited from retaining PIl or continued
access to Pll or any copy, summary or extract of P, on any storage medium
(including, without limitation, in secure data centers and/or cloud-based facilities)
whatsoever beyond the period of providing Services to the EA, unless such
retention is either expressly authorized for a prescribed period by the Service
Agreement or other written agreement between the Parties, or expressly
requested by the EA for purposes of facilitating the transfer of Pl to the EA or
expressly required by law. As applicable, upon expiration or termination of the
service Agreement, Contractor shall transfer PIl, in a format agreed to by the
Parties to the EA.

If applicable, once the transfer of Pll has been accomplished in accordance with the
EA's written election to do so, Contractor agrees to return or destroy all Pll when
the purpose that necessitated its receipt by Contractor has been completed.
Thereafter, with regard to all Pll {including without limitation, all hard copies,
archived copies, electronic versions, electronic imaging of hard copies) as well as
any and all PIl maintained on behalf of Contractor in a secure data center and/or
cloud-based facilities that remain in the possession of Contractor or its
Subcontractors, Contractor shall ensure that Pil is securely deleted and/or
destroyed in a manner that does not allow it to be retrieved or retrievable, read or
reconstructed. Hard copy media must be shredded or destroyed such that Pl
cannot be read or otherwise reconstructed, and electronic media must be cleared,
purged, or destroyed such that the PIl cannot be retrieved. Only the destruction of
paper Pll, and not redaction, will satisfy the requirements for data destruction.
Redaction is specifically excluded as a means of data destruction.

Contractor shall provide the EA with a written certification of the secure deletion
and/or destruction of Pl held by the Contractor or Subcontractors.

To the extent that Contractor and/for its subcontractors continue to be in
possession of any de-identified data (i.e., data that has had all direct and indirect
identifiers removed), they agree not to attempt to re-identify de-identified data
and not to transfer de-identified data to any party,

10. Commercial or Marketing Use Prohibition.
Contractor agrees that it will not sell Pl or use or disclose Pl for a Commercial or Marketing

Purpose,
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11. Encryption.

Contractor shall use industry standard security measures including encryption protoecols that
comply with New York law and regulations to preserve and protect Pil. Contractor must encrypt Pll
at rest and in transit in accordance with applicable New York laws and regulations.

12. Breach.
(a)

(bl

Contractor shall promptly notify the EA of any Breach of Pl without unreasonable delay
no later than seven (7) business days after discovery of the Breach. Notifications required
pursuant to this section must be in writing, given by personal delivery, e-mail
transmission (if contact information is provided for the specific mode of delivery), or by
registered or certified, and must to the extent available, include a description of the
Breach which includes the date of the incident and the date of discovery; the types of Pll
affected and the number of records affected; a description of Contractor’s investigation;
and the contact information for representatives who can assist the EA. Notifications
required by this section must be sent to the EA’s District Superintendent or other head
administrator with a copy to the Data Protection Office. Violations of the requirement to
notify the EA shall be subject to a civil penalty pursuant to Education Law Section 2-d. The
Breach of certain Pl protected by Education Law Section 2-d may subject the Contractor
to additional penalties.

Notifications required under this paragraph must be provided to the EA at the following
address:

Mame: Dr. Ralph Cartisano

Title: Deputy Superintendent

Address: 180 Lawrence Rd

City, State, Zip: Kings Park, New York, 11754

Email: cartisanor@kpcsd.org

13. Cooperation with Investigations.
Contractor agrees that it will cooperate with the EA and law enforcement, where necessary, in any
imvestigations into a Breach, Any costs incidental to the required cooperation or participation of the
Contractor or its’ Authorized Users, as related to such investigations, will be the sole responsibility
of the Contractor if such Breach is attributable to Contractor or its Subcontractors.
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'EXHIBIT A - Education Law §2-d Bill of Rights for Data Privacy and Security

Parents [including legal guardians or persons in parental relationships) and Eligible Students [students 1B years and alder)
can expect the following:

9.

A student’s personally identifiable information (PII} cannot be sold or released for any Commercial or Marketing
purpase. PII, as defined by Education Law § 2-d and the Family Educational Rights and Privacy Act ["FERPA"],
includes direct identifiers such as a student’s name or identification number, parent’s name, or address; and
indirect identifiers such as a student’s date of birth, which when linked to or combined with other information can
be used to distinguish or trace a student’s kdentity. Please see FERPA's regulations at 34 CFR 99.3 for a more
complete definition,

The right to inspect and review the complete contents of the student's education record stored or maintained
by an educational agency. This right may not apply to Parents of an Eligible Student,

State and federal laws such a5 Education Law § 2-d; the Commissioner of Education’s Regulations at & NYCRR Part
121, FERPA at 12 W.5.C. 1232g (34 CFRA Part 53); Children’s Online Privacy Protection Act ["COFPA”) at 15 U.S.C
B501-6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("PPRAT) at 20 U.S5.C. 1232h (34 CFR Part 98);
and the individuals with Disabilities Education Act ("IDEA") at 20 U.S.C. 1400 et seq. (34 CFR Part 300); protect the
confidentiality of a student's identiflable Information.

Safeguards associated with industry standards and best practices including, but Aot Bmited 1o, encryption,
firewalls and password protection must be in place when student PIis stored or transierred,

A complete list of all student data elements collected by NYSED is available at waw nysed.povidata privacy
security/student-data-inventary and by writing to: Chief Privacy Officer, New York State Education
Department, BD Washington Avenue, Albany, NY 12234,

The right to have complaints about possible breaches and unawthorized dischosures of PIl addressed, (i)
Complaints should be submitted to the EA at: cartisanor@kpesd.org (ii} Complaints

may also be submitted to the NYS Education Department ab www.nysed gov/data-privacy-securily/report-
improper-disclosure, by mail to: Chief Privacy Officer, Mew York 5tate Education Department, B9 Washington
Avenue, Albany, MY 12234; by emall to privacy @onysed.gov; or by telephone at 518-474-0937.

To be notified in accordance with applicable laws and regulations if a breach or unauthorized release of Pl
DCCUrs,

Educational agency workers that handle PII will receive training on applicable state and federal laws, policies,
and safeguards associated with industry standards and best practices that protect Fil.

Educational agency contracts with vendors that receive Pl will address statutory and regulatory data privacy and

security requirements.

DocuBigred by

[Signature) _— p !

BAFNTIEFACODAFO

[Printed Name] Kevin Donahue

[Title] Co-Founder

Cratir: June 5, 2023
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SUPPLEMENTAL INFORMATION FOR CONTRACTS THAT UTILIZE PERSONALLY IDENTIFIABLE
INFORMATION

Pursuant to Education Law § 2-d and Section 121.3 of the Commissioner's Regulations, the Educational Agency
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EXHIEIT B

BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY -

(EA] Is required to post information to its website about its contracts with third-party contractors that will
receive Personally Identifiable Information [PH).

Mame of
Contractor Epic! Creations, Inc.
Description of the To operate the Epic School and Epic School Plus products for schools,
purpose(s) for educators and students.
which Contractor
will
receivefaccess Pl
Type of Pil that k all that ;
Contractor will ik apply:
receive/access & Student Pl
[] APPR Data
Contract Term Contract 5tart Date
contract End Date
Subcantractor Contractor will not utilize subcontractors without a written contract that
Written requires the subcontractors to adhere 1o, at a minimum, materially similar
:m“i”mmnt data protection obligations imposed on the contractor by state and federal
i el laws and regulations, and the Contract. (check applicable option)
[J Contractor will not utilize subcontractars.
& Contractor may utilize subcontractors.
f:;a;:a;s:ﬂnn Upon expiration or termination of the Contract, Contractor shall:
Destruction s Securely transfer data to EA, or a successor contractor at the EA's option
and written discretion, in a format agreed to by the parties.
* Securely delete and destroy data.
i::::':;ﬁ to Data Parents, teachers or principals who seek to challenge the accuracy of Pl

will do so by contacting the EA. If a correction to data is deemed necessary,
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e

the EA will notify Contractor. Contractor agrees to facilitate such
corrections within 21 days of receiving the EA's written request,

Secure Storage

i Rt rity Please describe where Pl will be stored and the protections taken to ensure PI will

be protected: (check all that apply)

& Using a cloud or infrastructure owned and hosted by a third party.
[ using Contractor owned and hosted solution

[1 Other:

Please describe how data security and privacy risks will be mitigated in a manner
that does not compromise the security of the data:

See Exhibit C.

Encryption Data will be encrypted while in motion and at rest.

.7
[Signature] ; o

B2 TS ALCEIT
| ] Kevin Donahue
[Tite] CoePmmeios
Dt June 5, 2023
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EXHIBIT C - CONTRACTOR'S DATA PRIVACY AND SECURITY PLAN

CONTRACTOR'S DATA PRIVACY AND SECURITY PLAN

The Educational Agency (EA) is required to ensure that all contracts with a third-party contractor include a Data
Security and Privacy Plan, pursuant to Education Law § 2-d and Section 121.6 of the Commissioner’'s Regulations.
For every contract, the Contractor must complete the following or provide a plan that materially addresses its
requirements, intluding alignment with the NIST Cybersecurity Framework, which is the standard for educational
agency data privacy and security policies in New York state. While this plan is not required to be posted to the
EA's website, contractors should nevertheless ensure that they do not include information that could

compromise the security of their data and data systems.

1 Duthine how you will implément applicable data security and See Safety and Privacy Protection
privacy contract requirements over the life of the Contract. Practices below.

2 Specify the administrative, operational and technical safeguards  [See Safety and Privacy Protection
and practices that you have in place to protect Pil |Practices below.

3 i fety and Privacy Prot
Address the training received by your employess and any See Satety an acy ection
subcontractors engaged in the proviston of services under the Practices below,

Contract on the federal and state laws that govern the
confidentiality of PIL

4 Dutline contracting processes that ensure that your employees See Safety and Privacy Protection
and any subcontractors are bound by written agreement to the  [Practices below.
requirements of the Contract, at a minimum.

5 Specify how you will manage any data security and privacy %ee Safety and Privacy Protection
incidents that implicate PIl and describe any specific plans you Practices below.
have in place to identify breaches and/or unauthorized
'disclosures, and to meet your obligations to report incidents to the
EA,

& Describe how data will be transitioned to the EA when no longer  |See Safety and Privacy Protection
needed by you 1o meet your contractual obligations, if applicable, |Practices below.

7 Describe your secure destruction practices and how certification  [5ee Safety and Privacy Protection
will be provided 1o the EA. Practices below.

8 Dutline how your data security and privacy program/practices
align with the EA's applicable policies.

9 Dutline how your data security and privacy program/jpractices PEASE USE TEMPLATE BELOW.
miaterially align with the NIST C5F v1.1 using the Framework chart
bekow,
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EXHIBIT C.1 - NIST C5F TABLE

‘The table below will aid the review of a Contractor’s Data Privacy and Security Plan, Contractors should
:nmplauﬂutuntraﬂurﬂupumsectluuinmeuHBWmdmwmﬂmmdpmaﬂp
mmmmmmwmdwummwmmmH%magnmm
may: (i) Demonstrate alignment using the National Cybersecurity Review turity of 1-3 Use
:mnc-:lﬁwtnaxphlnlllgumenr(mynﬁmmfuappﬂuﬂepdldi&].a’nﬂfﬂ{mm ¥ a certain 5
‘category may not apply to the mucﬂnﬁi:uunemphud. Fmﬂﬂinﬁnﬂaﬂnﬁﬂmfﬂﬂmhrﬁchmm
'hfnundnnl::;llﬂ‘l'wehﬂtent : pwork/new- vark. Please use additional
pages if need

Function iC ategory Contractor Response

Asset Management (ID.AM); The data, Yes (See Safery and Privacy Protection Practices below)
personnel, devices, systems, and facilities
that enable the organization to achleve
business purposes are identified and
managed consistent with their relative
importance 1o organizational objectives
and the organization’s risk strategy.

Business Environment {(ID.BE): The
organization's mission, objectives,
stakeholders, and activities are
understood and prioritized; this Yes (See Safety and Privacy Protection Practices below)
information is used to inform
cybersecurity roles, responsibilities, and
risk management decisions.

Governance (ID.GV}): The policies,
procedures, and processes to manage and
manitor the arganization’s regulatory,
legal, risk, environmental, and operational
TaNela A requirements are understood and inform
i) the management of cybersecurity risk.

¥Yes (See Safety and Privacy Protection Practices below)

Risk Assessment {ID.RAE The
organization understands the
cybersecurity risk (o organizational
operations {including missicn, functions,
image, of reputation), organizaticnal
assets, and individuals,

Yes (See Safety and Privacy Protection Practices below)

Risk Management Strategy (ID.RM): The
organization’s priorities, constraints, risk
tolerances, and assumptions are Yes (See Safety and Privacy Protection Practices below)
established and used to support
operitional risk decisions,

Supply Chain Risk Management (IDLSCk
The organization’s priorities, constraings,
risk tolerances, and assumptions are

established and used to support risk Yes (See Safety and Privacy Protection Practices below)
decisions associated with managing
supply chain risk. The crganization has
established and implemented the

——
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Furctiin Category

Contractior Hesponse
processes to identify, assess and manage
supply chain risks.

Identity Management, Authentication
and Access Control (PR.AC): Access to
physical and logical assets and associated
facilities is limited 1o authorized users,
processes, and devices, and is managed
consistent with the assessed risk of
unauthorized access 1o authorized
activities and transactions.

Yes (See Safery and Privacy Protection Practices below)

Awareness and Training (PRLAT)E The
prganization’s personnel and partners are
provided cybersecurity dwareness
education and are trained 1o perform their | Yes (See Safety and Privacy Protection Practices below)
cybersecurity-related duties and
responsibilities consistent with related
policies, procedures, and agresments.

Data Security (PR.DS): Information and
records {data) are managed consistent
with the organization’s risk strategy to | Yes (See Safety and Privacy Protection Practices below)

protect the confidentiality, integrity, and
PROTECT availability of informaticon.
(PR}

Information Protection Processes and
Procedures (PRAPY: Security policies (that
address purpose, scope, roles,
respantibilities, management
cammitment, and coordination among | Yes (5ee Safety and Privacy Protection Practices below)
organizational entities), processes, and
procedures are maintained and used to
manage protection of information systems
and assots,

Maintenance (PR.MA): Maintenance and
repairs of industrial control and
information system components are  Yes (See Safety and Privacy Protection Practices below)
performed consistent with policies and
procedunis,

Protective Technology (PR.PT): Technical |
security solutions are managed (o ensure |
the security and resilience of systems and Yes (See Safety and Privacy Protection Practices below)
assefs, consistent with related policies,
procedures, and agreements,

Anomalies and Events (DEAE):
anomalous activity s detected and the | Yes (See Safety and Privacy Protection Practices below)
potential impact of events is understood,

=

security Continuous Monitoring
(DE.CM}: The information system and
assets are monitored to identify | Yes (See Safety and Privacy Protection Practices below)
cybersecurity events and verify the
effectiveness of protective measures,

Detection Processes (DE.DP): Detection
processes and procedures are maintained
and tested to ensure awareness af

anomalous events.

Yes (See Safety and Privacy Protection Practices below)
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+
i Function Cateqgory
Response Planning (R5.RP): Response
processes and procedures are execubed
and maintained, to ensure response to
detected cybersecurity incidents.

= L

Contractor Response

Yes (See Safety and Privacy Protection Practices below)

Communications (RS.C0): Response
activities are coordinated with inpermnal
and external stakeholders (e.g. external
suppornt from law enforcement agencies).

Yes (See Safety and Privacy Protection Practices below)

Analysis (R5ANY: Analysis |5 conducted
io ensure effective response and support
recovery activities,

RESPOND
(RS}

Yes (See Safety and Privacy Protection Practices below)

Mitigation (RS.MI): Activities are
performed to prevent expansion of an
event, mitigate its effects, and resohee the
incident.

-

Yes (See Safety and Privacy Protection Practices below)

Improvements (R5IM): Organizational
response activities are improved by
incorporating lessons learned from

current and previous detection/response
activities,

' Yes (See Safety and Privacy Protection Practices below)

Recovery Planning (RCRP): Recovery
processes and procedures are executed
and maintained to ensure restoration of

systems or assets affected by
cybersecurity incidents.

Yes (See Safety and Privacy Protection Practices below)

improvements (RCIMY): Recovery
planning and processes are improved by
incorporating lessons learned into future
activitles.

RECOYER
{RC)

Yes (See Safety and Privacy Protection Practices below)

Communications (RC.CO): Restoration
activities are coordinated with internal
and external parties (g.9. coordinating
centers, Internet Service Epics, owners of
attacking systems, victims, other C3IRTS,
and vendorsl.

Yes (See Safety and Privacy Protection Practices below)
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Epic - Safety and Privacy Protection Practices

Epic! Creations, Inc,

Last Updated: 2023-04-12

Overview

Epic ("Epic!”,"GetEpic” "we," or "us” or “our”) provides digital reading & learning products and services, for
students and for schools via educators. Epic's Privacy Policy prioritizes Child Safety and Protection, which is a
reflaction of our company and brand values.

This document conveys our commitment, information securily programs and policies to protect sensitive data
of all our customers (application administrators, district administrators, educators/teachers, and students).

Our General Privacy Policy, School Privacy Policy and Terms of Use describe our data privacy practices which
align to standard security practices of NIST Cybersecunty Framewaork and GOPR,

We are committed to comply and meet with the requirements of the following: laws(local, national, international
laws), rights/acts and regulations to protect Epic School and Student privacy data - COPPA(Children's Online
Privacy Protection Act), FERPA(Family Educational Rights and Privacy Act) and State Student privacy laws,
including SOPIPA[{Student Online Personal Information Privacy Act).

The sections below delineate our security programs, which meet the above requirements, applicable to our
products and services - offered on getepic.com (the "GetEpic Website"), including the GetEpic platform (the
"GetEpic Platform™), and any associated mobile applications (the "GetEpic Apps”™) or products and services
that Company may provide now or in the fulure (collectively, the "Service™).

Owur programs address the following areas: definitions, product securily, infrastructure sacurity, and IT security.
These programs enable our organization to minimize and manage cybersecurity risk,

Definitions

The following table covers important definitions on how we classify data:

Term Definitions

Customer(s) Epic customers (current and future) who use our products, services. These include
students, teachers/educators and application adminstrators.

Parsonal Any information relating to an identified, or identifiable, individual.

identifiable This may include the individual's:

information (PII) = Mame (including initials)

+ [dentification number

* Location data

= Online identifier, such as a username

It may also include factors specific to the individual's physical, physiological, age,
genetic, mental, economic, cultural or social identity.

Pll Data Anything done to Pl data, such as collecting, recording. organizing, structunng,

Processing storing, adapting, altering, retrieving, using, disseminating, erasing or destroying. The
records can be in electronic or physical form and processing is either automated or
manual.
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Data subject The identified or identifiable individual whose personal data is held or processed.

Data controlier The natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal
data. (GDPR definition)

Data processar A person or other body, other than an employee of the data controller, who processes
personal data on behalf of the data controller,

Data breach or A breach of security leading to the accidental or unlawful destruction, loss, alteration,
sacurity incident unauthorized disclosure of, or access (o personal data.

We have already defined as part of our Privacy Policy how we collect, use and protect personal information as
the Data confrofiar.

We share user data including Pl with a few other partners, vendors and trusted crganizations (“Service Epics’,
*Data processor”, “Third party sub-processors”) lo process the data on our behalf in accordance with our
instructions, Privacy Policy and any other appropriate confidentiality, security or other requirements. These
companies will only have access to the information they need to provide the Epic Services.

We also use “IT" business services or internal looks such as Gmail, Google Drive, Asana and Slack to operate
our organization {“Internal Tools"). These Internal Tool services may incidentally contain personal information
{e.g., email address or contact handle) and we apply the Data processor restrictions described above.

The list of Data processors and Internal Tools are covered in Appendix sections.

Product security

The goal of Epic's product security efforts is to caplure the security and privacy impact of new features and
products as they are being created so that the Engineering Team continuously improves the product in a safe
and secura manner.

Product Development and Software Development Lifecycle

We employ agile development for our Heralive product development and feature releases. We have
implemented Product specs reviews which includes security reviews of fealures scoped for Rterative releases.
Our security reviews and assessments follow a shift-left testing methodology. Waiting to address software
security vulnerabilities to be detected post fealure goes live, can be costly and exposes organizations to
unnecessary risk. Hence, it's important to develop securely from the start, which is known as shift left security.
It includes threat modeling, manual and automated code review.
We use automation in our software development build pipeline that analyzes code for the following:

« open source dependencies containing vulnerabilities

« containers and infrastructure as code (1aC) (container images and Kubernetes configurations)

= Secura management of secrets.
Cur manual code review process checks against secure coding guidelines specific to our technology stack and
programming anguages.
We have regular external security assessments (currently yearly interval) for our customer facing products and
services, which combines static and dynamic security metheds, including penelration testing and avaluating
application programming interfaces (APIs). These cover (but are not limited to) identify issues with requests,
responses, interfaces, scripts, injections, authentication and session vulnarabilities.

Any external inquiries related to Epic app and website security should be emailed to security@getepic.com.
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Security Features

Epic shares data at its discretion, but only subject to prior consent of customers (parents, educators, districts
where applicable). Third parties mus! receive prior authorization by the school district to get access (o the
district’s data.
Epic (as Data processor) receives data from other Data Controllers and agrees to store, transmil, and display
student data only via secure and FERPA compliant methods.
For all secure data stored at Epic, we have implemented permissions and audit controls based on role-based
ACCE5S,
‘We protect our computer systems, using the following methods:
+ All sensitive data encrypted over HTTPS(HTTP over TLS, also known as HTTPS) across all
connections and interfaces, as it transits over the internet. TLS configuration receives an A from Qualys
S5L Labs. Refer to the Appendix for details.
» Protection against brute force by rate limiting login attempis.
« Internal tools access is centrally managed (SS0), requires authorization and audited

We use Content Security Policy (CSP) to detect and prevent unauthorized Javascript from running in the
context of our applications.

Infrastructure security

Third-Party Vulnerability Management

We monitor security release information for software in our stack as well as global vulnerability feeds. When a
vulnerability that affects is released, we prioritize the rollout of the palch based on the severity, or impact, of
the vulnerability in question. We have a dedicaled DevOps and BYJU'S (parent company of Epic) central
InfoSec team who monitor feeds and research on global vulnerabilities updates.

Vulnerability Scanning

We use automated securily scanning tools to notify us quickly of changes to, or activities in, our infrastructure
that may result in a security issue. The results of these scans are regularly triaged by our InfoSec team.

Change Management

We have a change management process for our infrastructure that includes source code control (on GitHub
Enterprisa), peer code review, logging, and alerts for unusual behavior. All production changes are deployed
with an automated build system that detects reliability issues and reverts problematic deployments. Our
deployments are scheduled at predefined intervals and ensure it has passed both manual and automated
tests.

Availability and Disaster Recovery

Qur customer facing preducts are highly distributed, fault tolerant and we ensure at least 99 8% availability
{details available on request based on internal monitoring meathods).

We have established a set of practices and 10ols to defend against automated Denial of Service (DoS) attacks
against our infrastructure.

Since our service is based entirely in the cloud, our disaster recovery plan is based on best practices from
GCP for maintaining resiliency in the case of disaster. We take regular snapshots and backups of all critical
data. We also have redundancy for critical services and data.
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DatE; Encryption in Storage and Transit

We encrypt all Personally Identifiable Information (PII) in transit outside of our private network and at rest in our
private network. We use strong forms of cryplography such as AES256-GCM with access-controlled keys thal
are regularly audited and rotated. Refer details of TLS configuration in Appendix.

Data Isolation

Epic uses logical separation to process data in a multi-tenant environmenl. We have separate environments for
test, pre-production and production releases. The code controls are tested before promotion from each of the
environments. Data processing occurs in kubernetes (containerized) with limited access to external resources.
All system secrets and credentials are managed through GCP Secrat Mananer. All data is stored in the USA.

Network Isclation

Epic limits external access to network services by running them inside of a Virtual Private Cloud (VPC) and
blocking all unnecessary ports from external traffic. Access to our production network is limited to necessary
personnel, logged, and secured using multiple factor authentication. We use a bastion SSH host to gate all
system-level access to production infrastructure.

Logging

Epic maintains a centralized log for product and infrastructure events and metrics, Tightly access-controlled
and integrity protected log backups are persisled 1o access-controfled archival stores on Google Cloud Loaging
service with a max retention of 60 days. All system-level actions performed in production environments with
elavated permissions (sudo) are logged.

Threat Detection
We have monitoring, alerting, and response processes for suspicious activity occurring in our infrastructure.

Secret Storage

Mo secret data (passphrases, API keys, QR Codes for 2-factor, etc) are sent using tools like Gmail, Dropbox or
Slack. We use 1Password or GCP Secret Manager to manage credentials in accordance with our security
requirements.

Patching

We reqularly update our operating systems images, containar images, language runtimas, and language
libraries to the latest known supported versions.

IT security

The goal of our IT security practices is to make employees more productive and effective to respond o security
incidents through internal tools and processes. We have also established clear channels for communications
and escalation levels.

Policies and Standards

Owr information security policy is documented on our knowledge sharing portal. We have an Epic Data
Classification standard that describes the different types of data that our employees work with and how that
data should be handled.

Page 19 of 27



DocuSign Envelope ID; B304 FEC-BEEF 444 T-857 2-FETSFABEFBBD

Device Policies )

Our device policy describes best practices for device configuration and software usage. The System
Administrators have MDM(Master Device Management) software to ensure security standards and permitted
softwares are deployed/updated lo all devices which have access to sensitive data,

Account Policies

Qur account policies state that all passwords should be securely stored and generated with a password
manager, and mandates the use of 2FA for sensitive accounts. It also defines the OAuth authornization policies
for accounts with sensitive data access (e.g. GSuite) and the techniques to avoid phishing.

Accounts are activated when an employee joins and deactivated when an employee leaves, using semi-
automated processes and tracked through tickets for audil purposes.

Security Training

We create a culture of security for all Epic employees through activities like security awarenass training and
awarding security-conscious behavior. All new hires are required to read our information security policy and
underge infermation securily training, and existing employees have regular {annual) refresher training.

Third-Parly Software

We have a third-party software and data sub-processor security review process thal must be completed befora
using new services at our organization. We limit the amount of data shared with sub-processors to only whal is
necassary to parform their services.

We identify all sub-processors (current list in Appendix) that will have access to user data and conduct due
diligence to ensure that they have appropriate security measures in place. We also review sub-processor
confracts to ensure that they contain appropriate data prolection and security requirements.

Background Checks

All Epic employees undergo criminal background checks and sign agreements barring any use of confidential
information outside of the scope of their work with the company.

Other Security Practices

External Security Assessment

We conduct an annual external security assessmenl of our applications. We make the reporis associated with
these assessments available for our users, on reques!. Based on the assessment, the issues are resolved
according to their severity level and overall security posture is evaluated.

Incident Management and Response

Epic has a standardized process for responding to security incidents. When a security incident is suspecled,
teams are notified through our alerling channels (pager-duty notifications, emails or instanl messaging) and a
cantral communication channel is established. After each incident, we conduct a post-mortem analysis to
identify root causes and track any related follow-up work.

If Epic believes that a customer’s personal information has been accessed or modified by an unauthorized third
party, we designate such breach as a security incidenl. In the event of a securily incident we will take all
necessary steps lo notify the affected cuslomers within two business days following the incident, and
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recommend immediate correclive actions to mitigate the risks. We have established incident response
procedures for security incidents that involve sub-processors, including netification requirements and
escalation procedures.

incident Respanse Plan'Frocess)

1. Inform incident in the pre-defined communication channels for incident response team members.
2. Conducting a preliminary investigation to determine the nalure and scope of the incident (including
identify/verify attacker profile, internal/external). Depending on the severity level we determine the
incidence response process such as involving legal counsel, law enforcement, or regulatory bodies.
3. Containment, Eradication, and Recovery.
1. We identify steps to contain the incident to prevent further damage or data loss.
2. We also attempt to isolate or eradicate security vulnerabilities from affected systems or
networks,
3. We identify steps to recover system to normal operations and resolve the rool-causes
4. Within two business days following the incident, we will inform the affected customers and
recommend comective actions through our customer support channels.
4. Reporting
1. We complete the root cause analysis and establish preventive measures.
2. We report the incident to appropriate internal and external stakeholders, such as senior
management, legal counsel, or regulatary bodies

In our communications with affecied customers, we will include the following information:

- The nature of how the information was accessed (viewed, modified, etc)

= The actual information accessed

- What we've done to mitigate the access

- Whalt corrective and preventive actions we will be taken to prevent future breaches

If you have any questions about Epic's secunty program, please send an email to securilyiaeleps com.

Data Processors(Sub-processor) and Internal Tools

Data Processors
Last Updated: 2023-04-15

List of Subcontractors to whom Student Data may be disclosed: hitps:iiwww.getepic.com/third-party-senice-
providers

Security Details

TLS configuration rating from Qualys SSL Labs

Latest refer here
Report Dated: 12 April 2023
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Security Training and Assessment Calendar
The following section highlights the security training and calendar for the current year (2023).

Sl Description Start Date | End Date | Status
Mo.
1. Annual VAPT Assessment and Review (Products, Cloud Jun 2023 | Jul 2023 Planned
Infrastructure)
2 Quarterly Security Awareness Training (required internal 26 May 26 May Planned
employees mandatory) 2023 2023
3. Monthly User Access Audit Reviews (critical internal tools and | 15 May 30 May Planned
cloud infra) 2023 2023
The following section highlights the securty training and calendar for the last year (2022).
Sl Description Start Date | End Date Status
Mo,
1. Annual VAPT Assessment and Review (Products, Cloud Jun 2022 | Aug 2022 | Done
Infrastructure)
2. Monthly User Access Audit Reviews (critical internal tools and | 15 Mar 30 Mar Done
cloud infra) 2023 2023
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S‘I. Description Start Date | End Date | Status
No.
3. Monthly User Access Audit Reviews (critical internal tools and | 15 Apr 30 Apr Pending
cloud infra) 2023 2023

Incident Management SLAs

We classify customer issues and security incidents as below. The incidence response management procass
and escalations are highlighted in the previous sections in this document.

Type Description Examples Response
SLAs
High Critical issues affecting a large number (greater « Server is down Immediate -
(Critical | than 20% of current user base) of users, or a » Login not working 2 hours
Issue) significant impact on critical app functionality, « High volumes of tickets
breach of data and/or unauthorized access. « Pl Data breach
# Unauthorized access

Medium | Issue affecting a smaller number of users or a A feature is not working | 24 hours

minor impact on product functionality. « Blocking a flow

= A fealure is not working
but only affecting few
customers

Low Minor issue or inguiry. = Any minor bugs | 48 hours
feedbacks / feature
requests / User Interface
bugs

Miscellaneous

Parent Access. Student users may invite a parent or guardian to create a profile to access the Student’s Epic
account directly, without referral to the EA. Once added, the parent or guardian may review the Education
Records and/or Student Data associated with the student’s Epic account and engage directly with the student
and Teacher associated with the student’s account.

Separate Account. If, and to the extent, a student’s parent or guardian creates an Epic account linked to the
student’s Epic account in accordance with subsection (2), the student’s information (including account name,
reading history, usage information) will be transferred to and maintained in the parent or guardian account on
behalf of the child upon termination of this Agreement.

Disclosure. Epic discloses Student Data to other authorized users associated with the student’s use of the Epic
Service (including, teachers, school administrators, classroom assistants) and, if a student’s parent or guardian
creates an account linked to the student’s account, Student Data will be shared with the parent or guardian. In
connection with the ordinary use of the Epic Service, the profile name of each student in a class may be
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viewable by other students in the same class, as well as classmate avatars and information related to -
participation in reading activities.

Deletion of Student Data.Epic shall delete Student Data at any time within sixty (60) days of receipt of request
by the EA. EA is responsible for maintaining current class roster and notifying Epic to destroy Student Data
which the EA no longer needed for the purposes of this DPA. If no such notification is received, Epic shall
destroy Student Data after a period of at least one year of inactivity, in accordance with Epic's standard data
retention policies and procedures. Epic is not capable of transferring Student Data in readable form to the EA.
For clarity, Epic will not be required to delete any information which has been de-identified and/or
disassociated with personal identifiers such that the remaining information cannot reasonably be used to
identify a particular individual, ner will Epic be required to delete information that has been transferred to a
personal account, except at the direction of the parent or guardian.

Advertising Limitations. Without limiting the other requirements of this section, Epic may use Student Data to
make product recommendations to teachers, EA employees, or, to the extent a parent or guardian creates an
account linked to a student account, to the parent or guardian.
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e DATA RETENTION POLICY FOR USER DATA
Epic! Creations, Inc.
Effective Date: May 30, 2023
1. Palicy

This Data Retention Palicy for User Data ("Policy”) has been adopted by Epic] Creations, Inc. (“Epic”] to set principles for
retaining, de-identifying, and deleting User Data collected and/or stored while providing the Epic Service, Epic reserves
the right to revise or replace this Policy at any time. Epic intends for this Policy to comply with all applicable laws and
regulations.

2. Purpose

The purpase of this Policy Is to ensure that Identifiable User Data is only retained for as long as reasonably necessary to
fulfil the purpose for which the information was collected, while allowing Epic to retain de-identified data to the extent
permitted by all applicable federal and state laws and regulations, such as: (1) to improve educational products for
adaptive learning purposes and for customized pupil learning; (2) to demaonstrate the effectiveness of the operator's
products in the marketing of those products; and (3) for the development and improvement of educational sites,
services, or applications.

3. Administration

The Chief Technology Officer (*Administrator”) oversees the administration and implementation of this Palicy. The
Administrator is authorized to: (1) propose changes to the Policy for the consideration of the Chief Executive Dfficer
from time to time to facilitate the efficient and effective administration of the Policy and to maintain compliance with
applicable laws and regulations; (2] monitor local, state, and federal laws and regulations affecting data retention of
personally identifiable information; (3) pericdically review the Policy; and {4) monitor compliance with this Policy. If the
Administrator becomes aware that this Policy may be inconsistent with any applicable law or regulation, the
Administrator shall promptly consult with legal counsel to evaluate whether changes to the Policy are warranted.

4, Applicability

This Policy applies to Identifiable User Data associated with Educational Accounts (those accounts created for or on
behalf of an educational institution) and Family Accounts [those accounts created by a parent or guardian for home or
personal use). Identifiable User Data is defined as:

+ Student Personally Identifiable Information, which is defined as information that personally identifies an
individual student or the student’s parent or family and is collected or stored by Epic while providing the Epic
Service. Student personally identifiable information includes any of the following information of a student: {a)
first name, (b) last name, (c) geolocation information at the street level, (d) electronic contact information, such
a5 a screen name or username provided by a user, or e-mail address, and (e] any infermation that would allow a
reasonable person in the school community whe does not have knowledge of the relevant circumstances to
identify the student with reasonable certainty.

This Policy does not apply to De-ldentified User Data, which is defined as:
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& Information that cannot reasonably be used to identify a student, parent, family, or teacher with reasonatié
certainty by a reasonable person in the school community who does not have knowledge of the relevant
circumstances.,

To be comprehensive, the foregoing definitions of User Data are intentionally broad, include many categories of data
that Epic does not and will not collect or store while providing the Epic Service, and may include information that may
not be regulated under applicable laws.

The process(es) used to de-identify Identifiable User Data is designed so that the remaining data cannot be used to
identify, infer information about, or otherwise be linked to an individual, and Epic commits that it will not attempt to re-
identify such information.

The process{es) used to de-identify Identifiable User Data will be designed so that personally identifiable information is
deleted or destroyed such that it cannot be recovered during the ordinary course of business.

In erder ta effectively administrate this Policy, the Administrator shall (a) create and maintain a schedule of the specific
Identifiable User Data that is subject to this Policy and (b) document the de-identification processes used to effectuate
this Policy in consultation with applicable stakeholders and legal counsel,

5. Data Retention Schedules for Identifiable User Data

Epic will implement a default data retention schedule for all Identifiable User Data associated with Educational Accounts
as an added measure so that Identifiable User Data is not inadvertently retained when it is no longer necessary for the
purpose for which it was created.

Data Retention Schedule. Educational Accounts (including any associated teacher or student users) will be de-identified
36 months after the subscription for such an account has expired (e.g., due to cancellation or expiration due to non-
payment), and Educational Accounts will have student users de-identifled after 36 consecutive months of inactivity.

6. Transfer or Deletion Requests for Identifiable User Data

Epic will comply with all appropriate deletion and transfer requests as set forth in this Section. At any time, an
educational institution, eligible student, or a parent may request permanent deletion or transfer of applicable
Student,/Teacher Personally Identifiable Information in accordance with the Epic Service’s Terms of Service via phone or
email. Such reguests shall be verified using Epic's then standard security process. If a parent or eligible student {>18
years old or emancipated) requests deletion or transfer of personally identifiable information for a user that is
associated with an Educational Account, Epic shall refer the requesting individual to an authorized individual at the
educational institution which owns and controls the account so that the educational institution may provide appropriate
instructions to Epic.

In accordance with the Epic Service Terms of Service, Epic may retain financial-related residual data relating to
subscription status, history, products purchased, payment history, payment methods, billing information {including
account-holder personal infarmation and contact information), and the like after a deletion request has been acted
upon; such information is not subject to this Policy. Similarly, limited amounts of personal information may also be
retained in other business records, such as technical support logs and customer service communications.
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7. Suspension in Event of Litigation or Claims

Epic has a duty to preserve and halt the destruction of data relevant to a [itigation matter once such litigation is initiated
or reasonably anticipated. If the Administrator becomes aware that (a) litigation has been instituted, (b) believes that
litigation may be reasonably anticipated (the “Claim™), the Administrator must promptly confer with legal counsel and, If
warranted, order a complete or partial halt to data destruction under this Policy of data relevant to the Claim and
communicate the order in writing to all affected employees. If any employee becomes aware that litigation has been
instituted or believes that litigation is reasonably anticipated, the employes must inform the Administrator.
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