vStand»ard StUdent Data Privacy Agreement
IL-NDPA v1.0a

| - School District or LEA
Streator Elementary School District #44

,» and

| | 'Provider IR
Brecht's Database Solutions, LLC, DBA: Embrace®




* This Student Data Privacy Agreement (“DPA") is entered into on the date of full execution (the “Effective Date”) and’
is entered into by and between: v
Streator Elementary School District #44, located at 1520 North Bloomington Street Streator IL 61364 (the "Local
Education Alency" or "LEA")
and
Brecht's Database Solutions, LLC, DBA: Embrace® located at 197 E US~H|ghway-40 Unit B, Troy, IL 62204
(the "Provlder") .

WHEREAS, the Provider is proyiding,educatidnal or digital-services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and other
regulated data exchanged between them as required by applicable laws and regulations, such as the Family

* Educational Rights and Privacy Act ("FERPA”) at 20 U.8.C. § 12329 (34 CFR Part 99); the Children's Online Prlvacy
Protection Act (“COPPA") at15 U, S C. § 6501-6506 {16 CER Part 312), applrcable state prlvacy Jaws and regu!atlons

and

WHEREAS the Provider and LEA deswe to enter into this DPA for the purpose of estabhshlng their respective
obligations and duties i in order to comply with applicable IaWS and regulations.

- NOW THEREFORE, for good and'valuable consideration,‘ LEA and Provider agree as follows: _
1. Adescription of the Services to be pravided, the categories of Student Data that may be provided by LEA
to Provider, and other 'information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provrswns Check if Required :
M If checked, the Supplemental State Terms and attached hereto as Exhlblt "G" are hereby mcorporated by
reference into th|s DPA in their entlrety :

g If checked LEA and Provider agree to the addmonal terms or modifications set forth in Exhibit "H".
(Optional)

Q’ If Checked, the Provider, has signed Exhibit "E" to the Standard Clauses otherwise known as General -
“Offer of anacy Terms.

3. Inthe event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control. In
the event there is conflict between the terms of the DPA and any other writing, including, but not limited to the
Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA shall control. -

4. This DPA shall stay In effect for three years. Exhibit E will expire 3 years from the date the original DPA was
signed. : :

5. The services to be provided by Provider to LEA pursuant to this DPA are detalled in_Exhibit “A” (the
“Services”). :

6. Notlces All notices or other communication required or pemitted to be given hereunder may be given via e
mail transmission, or first-class mail, sent to the deS|g nated representatlves below.




The designated representative for the LEA for this DPA is:

Name: Bryan Jimenez - ", C Title: Assistant Technology Director » ' ‘ '
Address; 1620 North Bloomington Street, Streator, IL 61364 o ’

Phone: (815) 673-6110 C ‘ Email: bjiménéZ@ses44.net

The designated representatlve for the Provider for this DPAIs:

’ Name: August R. Brecht , - " Title: Chief Executive Officer
Address: P.O."Box 305, Highland, IL 62249 T
Phone: (888) 437-9326 _ - . Email: gus@embraceeducation.com

~IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: Streator Elementary School District #44 : - o ’ o : '
»  Bryan Juuenez

Date: 20250130 . o . , | !
Printed Nam_e: Bryan Jimenez » TitlelPosition‘: Assistant Technology Diret;'tor

Provider: Brecht's D#tabase Solhtions, LLC, D/B/A Embrace®
Date: 20250129 ‘ o | | |

Printed Name: AUgust R. Brecht " Title/Position: Chief Executive Officer




STANDARD CLAUSES

ARTICLE l PURPOSE AND SCOPE

1 Purpose of DPA. The purpose of this DPA'is to describe the dutres and responsublhtles to protect Student Data -
|nc|ud|ng compliance with all applicable federal, state, and local privacy laws, rules, and regulations, all as may be
amended from time to time. In performing these. services, the Provider shall be considered a School Official with a -
legitimate educational interest, and performing services otherwise provided by the LEA. Provider shall be under the
drrect control and supervrslon of the LEA, with respect to its use of Student Data ~ . . :

2 Student Data to Be Provided. In order to perform the Services described above, LEA shall prowde Student Data
as |dent|f|ed in the Schedule of Data attached hereto as Exhibit “B"

3. DPA Definitions. The definition of terms used in this DPA is found in Exhlblt “C”. In the event of a conﬂlct
“definitions used in this DPA shall prevail over terms used in any other writing, including, but not Irmlted to the Service -
Agreement Terms of Serwoe Prlvacy Policies stc. : :

ARTICLE ll DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. AII Student Data transmltted to the Provnder pursuant to the Service Agreement is
and will continue to be the property of and under the control of the-LEA. The Provider further acknowledges and
agrees that all copies of such Student Data transmitted to the Provider, |nc|uvd|ng any modifi oatlons or additions or
any portion thereof from any st>urce are subject to the provisions of this DPA in the same manner as the original
‘Student Data. The Parties agree that as between them, all rights, including all intellectual property rrghts in and to
Student Data contemplated per the Serwce Agreement, shall remain the exclusive property of the LEA. For the -
purposes of FERPA, the Provider shall be considered a School Off cial, under the control and drrectlon of the LEA as
it pertams to the use of Student Data, notwrthstandmg the above S

. 2. Parent Access To the extent reqmred by Iaw the LEA shall establish reasonable procedures by whlch a parent
legal guardian, or eligible student may review Education Records and/or Student Data correct erroneous information,
and procedures for the transfer of student-generated content to a personal account, oonsrstent with the functionality
of services. Provider shall respond in a reasonably timely manner (and no later than forty five (45) days from the date
of the request or pursuant to the time frame required under state law for an LEA to respond to a parent or student,

" - whichever is sooner) to the LEAs request for Student Data in a student's records held by the Provider to view or -
correct as necessary. In the event that'a parent of a student or other individual contacts the Provider to review any of
the Student Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who
will follow the necessary and proper procedures regarding the requested information.

3. Separate Account. If Student-Generated Content is stored or maintained by the Provider, Provider shall, atthe
request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student- Generated Contentto a
separate account created by the student.

4. Law Enforcement Requests. Should law enforcement or other government entities {"Requesting Party(ies)")
contact Provider with a request for Student Data held by the Provider pursuant to the Services, the Provider shall
notify the LEA in advance of a compelled disclosure to the Requesting Party, unless Iawfu!ly directed by the
Requesting Party not to |nform the’ LEA of the request.




5. Su Subprocessors, Provider shall enter into written agreements with all Subprocessors performing functions for the
Provider in order for the Provider to provide the Services pursuant to the Service Agreement, whereby the
Subprocessors agree to protect Student Data in a manner no Iess stnngent than the terms of this DPA

A'RTICYLE ll: DUTIES OF LEA
' 1 Provide Data in Compliance with Appllcable Laws. LEA sha]l Pprovide Student Data for the purposes of

obtaining the Services in compliance with all applroabie federal state ‘and local prrvacy laws, rules, and regulatrons
all as may be amended from trme to time.. o o . : _ -

2 Annual Notification of nghts If the LEA has a pollcy ofdrsclosmg Education Records and/or Student Data
under FERPA (34 CFR § 99. 31(a)(1)), LEA shall include a specification of criteria for determrnrng who constltutes a ’
school official and what conshtutes a Iegitrmate aducational mterest in |ts annual notification of rights

3. Reasonable Precautions LEA shali take reasonable precautlons to secure usernames, passwords and any
other means of gainmg access to the servrces and hosted Student Data. :

4, nauthorrzeg Access Notification, LEA shall notrfy Provider promptly of any known unauthorrzed access. LEA
will assist Provrder in any efforts by Prowder to investigate and respond to any unauthonzed access -

.'AAR'TICLE»IV:‘VD'UTIES OF PROVIDER -

1. Privacy Comblian’c’e. The Provider shall compiy vw_ith’ all applioable federal, state, and local laws, rules, and -
regulations pertaining to Student Data privaoy and security, a]l as may be amended from time to time.

2. Authorized Use, The Student Data shared pursuant to the Servrce Agreement mcludrng persrstent unique
identifiers, shall be used for no purpose other than the Services outlined in Exhibit A or stated i inthe Servrce
Adreement and/or othenmse authonzed under the statutes referred to herern this DPA.

3. Provider Emp_l_gyee Obli’gation. Provider shall require all of Provider's employees and agents who have access to
Student Data to comply with all applicable provisions of this DPA with respect to the Student Data shared under the
Service Agreement. Provider agrees to require and'maintain an appropriate confidentiality agreement from each
employee or agent with access to Student Data pursuant to the Service Agreement.”

4. No Disclosure, Provider acknowledges and agrees that it shall not make any re-disclosure of any Student Data or
any portion thereof, including without limitation, user content or other hon-public information and/or personally
identifiable information contained in the Student Data other than as directed or permitted by the LEA or this DPA. This
prohibition against disclosure shall not apply to aggregate summaries of De-Identified information, Student Data
disclosed pursuant to a Iawfully issued subpoena or other legal process, or to subprocessors performing services on
behalf of the Provider pursuant to this DPA. Provider will not Se[l Student Data to any third party

5. De-ldentified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-ldentified Data
may be used by the Provider for those purposes allowed under FERPA and the following purposes: (1) assisting the !
LEA or other governmental agencies in conducting research and other studies; and (2) research and development of ?
the Provider's educaticnal sites, services, or applications, and to demonstrate the effectiveness of the Services; and
(3) for adaptive learning purpose and for customized student learning. Provider's use of De-ldentified Data shall
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survive termination of this DPA or any request by LEA to return or destroy Student Data. Except for Subprocessors,
Provider agrees not to fransfer de-rdentlfred Student Data to any party unless (a) that party agrees in wntrng not to
attempt re-identification, and {b) prior written notrce has been given to the LEA who has provided prior written consent

for such transfer. Prlor to publishing any document that names the LEA explicitly or indirectly, the Prowder shall obtam
the LEA's wrrtten approval of the manner in‘which de-rdentlfled datai is presented '

6. Drsposrtlon of Data, Upon wrrtten request from the LEA, Provider shall dispose of or provide a mechanlsm for the
LEA to transfer Student Data obtarned under the Service Agreement within sixty (80) days of the date of said request
and according to a schedule and procedure as the Parties may reasonably agree. Upon termination of this DPA, if no
written request from the LEA is recelved Provider shall dispose of all Student Data after providing the LEA with
reascnable prior notice. The duty to drspose of Student Data shall not extend to Student Data that had been De-
Identified or placed in & separate student account pursuant to sectlon I3, The LEA may employ a "Diréctive for -

‘ Dlsposrtlon of Data" form, a.copy of which is attached herto as Exhtbrt "D". I the LEA and Provider employ Exhibit
"D", no further written request or notlce is requrred on the part of either party prior to the dlsp03|t|on of Student Data
descrrbed in Exhibtt D", '

7. Advertrsmg errtatlons Provrder is prohrblted from usmg, drsctosmg, or selling Student Daita to (a)
inform,influence, or enable Targeted Advertlsing, or (b) develop a profile ofa student, family member/guardian or
~group, for any purpose other than provrdrng the Service to LEA. This sectron does not prohlbrt Provider from. using

~ Student Data (i) for adaptive learning or customized student Iearnlng (including generatmg personalized learning

. recommendatlons}, or (i) to make product recommendatlons to teachers or LEA employees; or (iif} to notify account
) holders about new education product updates features or servicesor from otherwise | using Student Data as - '
permltted in: thls DPA and its accompanylng exhrbrts '

ARTIGLE v: DATA'PROVI;SIONS |

1. Data Storage Where requrred by apptlcable law, Student Data’shall be stored within the United States. Upon
‘request of the LEA Provider will provrde a I|st of the Iocatrons where Student Dafa i |s stored

2. Aucllts. No more th_an once a year, or foltowing unauthorized aooess, upon'receipt of a written request from the
LEA with at least ten {10) business days' notice and upon"th_e éxecution of an appropriate confidentiality agreement,
the Provider will aliow the LEA to audit the security and privacy measures that are in place to ensure protection of -
Student Data or any portion thereof as it pertains to the deIiVery of sarvices to the LEA . The Provider will cooperate
reasonably With the LEA and any local, state, or federal agency with oversight authority or jurisdiction in connhaction
with any audit or investigation of the Provider and/or delivery of Services to students andfor LEA, and shall provide
reasonable access to the Provider's facllities, staff, agents, and LEA's Student Data and all records pertaining to the
Provider, LEA and delivery of Serwces to the LEA. Fallure to reasonably cooperate sha]l be deemed a materral

' breach of the DPA.

-3. Data Security. The Provider agrees to utilize administrative, physrcal and technical safeguards designed to -
protect Student Data from unauthorized access, disclosure, acquisition, destruction, use, or modification. The
Provider shall adhere to any applicable law relating to data security. The provider shall Implement an adequate
Cybersecurity Framework based on one of the- nationally recognized standards set forth in Exhibit "F", Exclusions,
variations, or exemptions to the identified Cybersecurity Framework must be detailed in an attachment to Exhibit .
“H”. Additionally, Provider may choose to further detail its security programs and measures that augment or are in
addrtlon to the Cybersecurrty Framework in Exhibit "F". Provider shall provide, in the Standard Schedule to the DPA,
contact information of an employes who LEA may contact if there are any data securrty cohcerns or questions, .




4. Data Breach. In the event of an unauthorized release drsclosure or acqursmon of Student Data that compromises
the security, conf dentlalrty or integrity of the Student Data maintained by the Provrder, the Provider shall provide
notification to LEA within seventy-two (72) hours of confirmation of the incident, unless notification within this-time

limit would dlsrupt investigation of the-Incident by law enforcement. In such an event, noftification shall be made wrthrn :
a reasonable time after the mcndent Provider shall follow the followmg process

(1) The secunty breach nottt" catlon described above shall mclude ata mtmmum the following mformatron to the
extent known by the Provider and as it becomes avallable

i. The ,name and cOntact information of the repo‘tting LEA Sllbject to thls ‘section.

v Ii. A l|st of the types of personal informatior that were orare reasonably belreved to have
been the sub;ect ofa breach :

' "'m If the mfotmatton is possible to determine at the time the notlce is provrded then erther _
(1) the date of the breach, (2) the estlmated date of the breach, or (3) the date range within which the breach
occurred The notrfrcatlon shall also mc[ude the date of the nottce

v iv. Whether the notifi catlon was delayed asa result of a Iaw enforcement mvestrgatlon if that mformatron is
possrble to determlne at the time the notlce is provrded :

'and . '

VA general descrlptlon of the breach |ncldent if that mformatron is pcssrble to determrne at the time the _
: notnce is provrded '

(2) Prowder agrees to adhere o aII federal and state requrrements with respect to a data breach related to the-
Student Data mcludrng. when approprlate or requrred the reqmred responsrbllrtles and procedures for notmcation
and mttlgatron of any such data breach :

©)] Provider’ further acknowledges and agrees to have a written incident re'sponse’ plan that reflects best practlces '
and is consrstent with Industry standards and federal and state law for responding to a data breach, breach of
security, privacy incident or unauthorized acquisition or use of Student Data or any portlon thereof, including
personaliy identifiable information and agrees fo prowde LEA upon request, with a summary of said written
incident responsa plan.

{4) LEA shall pr0vide notice and facts surrounding the breach to the affected students, parents or guardians,

{5) In the event of a breach originating from LEA's use of the Setvice, Provrder shall cooperate with LEA to the
extent necessary to expedltlously secure Student Data.

| 'AvRTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “General Offer of Privacy Terms” ('General Offer, attached hereto as
Exhibit “E”), be bound by the terms of Exhibit “E" to any other LEA who signs the acceptance on sald Exhibit, The
form is limited by the terms and conditions described therein.




ARTICLE VI MISCELLANEOUS

1. Termmatlon In the event that erther Party seeks o terminate this DPA they may do so by mutual written consent
80 !ong as the Service Agreement has lapsed or has been terminated. Either party may termrnate this DPA and any -
service agreement or contract if the other party breaches any terms of thls DPA ' :

2. Effect of Termmatlon Survwal If the Servrce Agreement is termmated the Provider shall destroy all of LEA’
Student Data pursuant to Artrcle IV seotron 8. .

3. Pri it ngreements Thls DPA shall govern the treatment of Student Data in order to comp[y with the pnvacy
protectlons including those found in FERPA and all applrcab]e privacy statutes identified in this DPA. In the event
"~ there is conflict between the terms of the DPA and the Service Agreément, Terms of Service, anacy Policies, or with
any other bid/RFP, license agreement or writing, the terms of this DPA shall apply and take precedence. n the event
of a conflict between Exhibit"H", the SDPC Standard Clauses, and/or the Supplemental State Terms, Exhibit "H"
will control followed by the Supplemental State Terms. Except as descnbed in this paragraph herern all other
provrsrons of the Servrce Agreement shall remain in effect

4, Entire Agreement Th|s DPA and the Service Agreement constltute the entlre agreement of the Partres relatlng to
‘the subject matter hereof and supersedes all prior communications, representatlons or agreements, oral or wrrtten,
by the Parties relating thereto This DPA may be amended and the observance of any provision of this DPAmay be
- waived (either generally or in any partrcutar instance and either retroactrvely or prospectively) only wrth the signed
written consent of both Partles Nerther failure nor delay on the part of any Party in exercising any rrght power or
'prlwlege heretnder shall operate as a waiver of such right, nor shall any srngle or partial exerclse of any such right,
power or privilege preclude any further exercise thereof or the exercise of any other right, powar or pnvrlege

5. Severability. Any provrs|on of th|s DPA that is prohibited or unenforceable in any junsdlctron sha[l asto such

_ jurisdiction, be ineffective to the extent of stich prohibition or unenforoeabrlrty without mvahdatlng the remaining
provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall not mvalrdate or render

‘ unenforceable such provnsmn inany other jurisdiction. Notwithstanding the foregoing, if such provision could be’ more
narrowly drawn so as not to be prohlbrted or unenforceable in such jurrsdlctron while, at the same tlme maintaining .
the intent of the Partres it sha!l asto such jurisdiction, be so narrow]y drawn without mvalldatrng the remaining
provrsrons of this DPA or affecting the valldlty or enforceabrhty of such provrswn in any other jurisdiction.
6. Governing Law; Venue and Junsdrctron This DPA will be governed by and construed in accordance with the .
laws of the state of the LEA, without regard to conflicts of law principles. Each party consents and submits to the sole
and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising out of or
relatlng to this DPA or the transactrons contemplated herby.

7. Successors Bound: This DPA is and shall be binding upon the respective successors in interest to Provider in the
event of a merger, acquisition, consolidation or other business reorganization or sale of all or substantially all of the
assets of such business In the event that the Provider sells, merges, or otherwise disposes of its business to a
successor during the term of this DPA, the Provider-shall provide written notice to the LEA no later than sixty (60)
days after the closing date of sale, merger or dlsposal Such notice shall include a written, signed assurance that the
successor will assume the obligations of the DPA and any obligations with respect to Student Data within the Service
Agreement. The LEA has the authonty to terminate the DPA if it disapproves of the successor to whom the Provider is
selling, merging, or otherwise disposing of rts business.




8. Authorlty Each party represents that it is authonzed fo bind to the terms of this DPA, including cont‘ dentlallty and
destruction of Student Data and any portion thereof contained therein, all related or assoctated mstitutlons.
individuals, employees or contractors who may have access to the Student Data and/or any pomon thereof.

9. Wawer No delay or omission by elther party to exercise any nght hereunder shal[ be construed as a waiver of any

‘such right and both parties reserve the right to exercrse any such r|ght from time to tlme as often as may be deemed
expedient. .




EXHIBIT “pT
e DESCRIPTION OF SERVICES

EmbraceIEP® is web—based admlnlstratlve soﬂware des:gned to allow school staff to document ail aspects of the ,
IEP process from evaluations to accommodations, services and goals. Our streamllned easy to use software, allows
districts fo easily document all data necessary for complying wuth state and faderal rules and regulatlons Districts can
oustomlze forms to meet their unique needs ’ : : »

Embraceso4® is Web-based adminiStrative software designed to allow school staff to document all aspects of the

504 process from evaluations to accommodatlons ‘services and goals Our streamlined, easy to use software, allows

 districts to easﬂy document all data necessary for complying wnth state and federal rules and regulations. Districts can
: customlze forms to meet their unigue needs, :

EmbraceMTSS@ Is web-based admmtstratlve software designed software to streamlme MTSS documentatlon and
prowdes staff with the most efficient means to document and monltor student plans

EmbraceDS® is web-based admmlstratwe software demgned to assist districts in documentmg serwces delzvered to -
: students and to olalm Medicaid re|mbursement for services delivered to Medlcald ellglble students.




EXHIBIT "B"
SCHEDULE OF DATA

| by Your System

: Appllcauon Technology [P Addreéses of‘us,evrs; ,Use‘ofcookbie_s. etc X

| Meta Data . ‘ S

' Appllcatlon Technology Other appllcatlon technology meta data—Please
Meta Data specify:
Applicatioljﬂ Use Statistics | Meta data onoser interablion with appliootion .
Assessment Standardized test scores X
Asseésmohl. i Oboéwatioh data X |
Assve'_ésme'nt: Other a‘s'séssmé»nt oalafPleése specify: X
Attendance - | Student school (daily) }attendavn:ce data X
Atlendanoe | Student class attendance data X
Commuir‘\ioation,sv Onllne commumcatlons captured (emalls blog

R . entrles) ' L
Concluct; Conduct or oehaviOFal ;lata" X
Demographios Date of Birth X
Demogfaph[cs R Place of Birth X
Demogréphics Gender X
Demographics Ethnicity or racg X
Demogrophicsf , Language mformatlon (natlve or primary Ianguage v‘ X
spoken by student) v

Demographics v Other demographlc informatlon—Please specify: X
Enrollment Student school enrollment X
Enroliment Studont grade level X
Enrollment Homeroom » X




Category ofData . |. Elements_

Enroliment - v - | Guidance counselor X

Enrollment - | Specific curriculum programs -

Enf;jllment S |"Year of graduation : R R X

Enrollment. -~ | otherenroliment information-Please specify: | X

Parent/Guardian Contact | Address oo o ' X
Information S : . : .

Parent/Guardian Contact | Email o S S X
Information o . : S |




Parenthuardlan Contact
; Innformatron

, P‘honvé"

,Parent/Guardmn D

| Parent ID number (created to Ilnk parents to
students)

Parenthuardiah Nzme

First andlor-i_ast B

1 Schedule

Student scheduled courses *

. Schedule

Teacher names

Special Indicator

'English language leamer vinformation' »

: Special Indicator

Low income status

'Specfal‘_lndicator _

Medibél alérts/ healih data

Speéial Indicator

{ Student d|sab|I|ty mformatlon

Special Indicator

Specnallzed educatlon serwces (IEP or 504)

Special Indicator

meg_s:t}uatmns (homeless/foster care) -

Special Indicator

Ot‘hé'r;_i‘ndica,tor information-Please specify:

Student Contact | Address

-Information - | R

 Student Contact | Email -~

Information ' '

Student Contact Phone

Information v
Student ldentifiers Local (School district) ID number
Student Identifiers State ID number

Student Identifiers ' PrbviderlApp assigned student ID humber
Student Identifiers Student app username
Student Identifiers

Student app paéswords

‘Student Name

First and/or Last




Cheokitusea

Student In App Performance

Programlapphcatlon performance {typing program-

student types 60 wpm, reading program-student

‘ reads below grade Ievel)

Student PrOQrgim M'embership. .

| Academic or extracurricular activities a student
| may belong toor partlmpate in... .

Student Survey Respc'onses

| Student responses to surveys or question.naires

Stud’ent work ) . _Stu‘dent generated cdﬁntent;-vwr'iting', pic,tu‘res. efc. X
| Studentwork = - ’,‘Otherstudent work dat‘é'éPIvease spébify: o x.v
Transcript i . LStudent course grades

Transcript

Student course data . v




“Transcript

| Student course grades/ performance scores

Transcript - v | Other transcript data - Please specify -
Transportation | student bus as‘si‘gnrrient,_v
TranSbbrtafion ) Student pick »u'pbandlor drop off Iocét'ioh ’
‘Transporta‘tion' ) Student bus card"IDv_number
Transpdrtaﬁdn .Other transvportation_ data — Please s_pe_cify:
Other Please list each additional data element used,
: stored, or collected by your application:
| Embrace®is a system where school districts
o collect and document Informatnon for the purpose of
‘| writing IEPs, 504 plans tracklng MTSS data and -
recording the delivery of services. School distrlcts
based on state and federal regulatlons, determme
what data they will enter mto the Embrace®
| ‘system
None No Student Data collected at this time. Prowder will©

mmednately notlfy LEA If this desngnatlon is no
Ionger appllcable




" EXHIBIT "C"
: ’DEFINITIONS‘

o De-ldentlfied Data and De-ldenﬂﬂcatlon Records and’ Informatlon are consrdered to be De-ldentlfled when
allpersonally identifiable mformatron has been removed of obscured such that the remaining information does not
reasonably identlfy a specific individual, including, but not limited to, any information that, alone or in combination is
- linkable to a specific student and provided that the educational agency, or other party, has made a reasonable ,
determination that a student's |dent|ty is not personally |dent|f|able takmg into account reasonableava!lable
mformatlon : : : : : '
) Educatronal Records Educatlonal Records are records fi Ies documents and other materlals d|reotly re[ated to a
) student and maintained by the sohool or local education agency, or by a person actlng for such school or local '
" education agency, rncludlng but not Ilmlted to, records encompassmg ‘all the material kept in the student's cumulatlve
- folder, such as general |dent|fying data records of attendance and of academic work completed records of
aohrevement and results of evaluatlve tests health data disciplinary status test protocols and mdlvrduallzed
eduoatlon programs ’ : »

i.Metadata means mformatron that provrdes meamng and context to other data berng collected mcludlng, but not B}
* limited to: date and time records and purpose of creatlon Metadata that have been strrpped of al! dlrect and |nd|rect
ldentlfters are not oonsrdered Personally ldentrﬁab[e Informatlon ‘

Operator means the operator of an internet websrte online servroe onllne appltcatlon or moblle applroatron W|th
actual knowledge that the s:te service, or application is used for K—12 school purposes. Any enttty that operates an
internet website, onllne service, onhne appllcatlon or mobile application that has entered into a signed, wntten
agreement wrth an LEA to prowde a servroe to that LEA shall be consrdered an "operator for the purposes of this
sectlon - : : :

» Origlnating LEA: An LEA.Who ortgi'nally eXecutes th’e DPA'in its entlrety With the Provider. - v

'Provlder For purposes of the DPA the term l‘Provlder" means provider of dlgltal educatlonal software or services, )
Jncludlng cloud-based services, for the digital storage ‘management, and retrieval of Student Data. Within the DPA
the term "Provrder" moludes the‘ term "Th|rd Party” and the term "Operator” as used |n applicable state statutes.

: Student Generated Content The term "Student-Generated Content" means materials or content created by a
student in the services moludlng. but not limited to, essays, research reports portfolios, creative writing, music or
* other audio files, photographs, videos, and account mformatton that enables ongoing ownership of student content. .

School Official For the purposes of this DPA and pursuant to 34 CFR § 99 31(b), a School Official is a contractor_
that: (1) Performs an institutional serwce or function for which the agency or institution would otherwise use '
employees; (2) Is under the direct control of the agency or institution with respect to the use and mairitenance of
Student Data including Educatron Records; and (3) Is subject to 34 CFR § 99.33(a) governing the use and re-
disclosure of Personally Identifiable Information from Education Reoords

Service Agreement: Refers to the Contraot. Purchase Order or Terms of Service or Terms of Use.
Student Data: Student’Datatinolude"s any data, whether gathered by Provider or provided by LEA or its users,

students, or students’ parents/guardians,’ that is descriptive of the student inoluding, but not limited to, infor_mation in
the student’s educational record or emeil, first and last name, birthdate, home'or other physical address, telephone




number, email address or other rnformatlon a]lowmg physmal or online contact discipline records, vrdeos test

results, specml education data, juvenlle dependency records, grades evaluations; criminal records, medical records

health records, socral security numbers, biometric mformatron dlsabrlrttes socmeconomlc tnformatron mdrvrdual

. purchasing behavior or preferences, food purchases, political affiliations, rellglous information, text ‘messages,
documents student identifiers, search activity, photos voice recordlngs geo[ocatron lnformatlon _parents’ names, or
any other information or identification number that would provide lnformatton about a speclf ¢ student, Student Data

' lncludes Meta Data Student Data further includes "Personally Identifi able Information (PII);" as defined in 34 CFR §
99.3 and as defrned under any applicable state law. Student Data shall constrtute Educat!on Records for the purposes
of this DPA, and for the purposes of federal, state -and local laws and regulatioris. Student Data as specifiedin -
Exhibit “B” i is confirmed to be collected or processed by. the Provider pursuant to the Servrces Student Data shall

" 'not constitute that information that has been anonymized or De-ldentrfred or anonymous usage data regarding a .

student’s use of Provader s services. : - S

Subprocessor For the purposes of this DPA the term "Subprocessor" {(sometimes referred to as the
“Subcontractor”) means a party other than LEA or Provider, who Prowder uses for data collectlon analytics, storage
or other servrce to operate and/or |mprove its service, and who has access to Student Data. .

13ubscrrbmg LEA : An LEA that was not party to the orlglnal Service Agreement and who acoepts the Provrders
. General Offer of anacy Terms ' :

Targeted Advertrsmg ‘means presentlng an adverhsement to a student where tne selectron of the advertrsement is
based on Student Data or mferred over time from the usage of the operator's lnternet web site, online service or- v
mobile applrcatron by such student or the retention of such student's online activities or requests over time for the
purpose of targetmg subsequent advertisements. "Targeted Advertlsmg“ does not include any advertlsmg to a student
on an Internet web site based on the content of the web page orin response to a student's response or request for
mformatlon or feedback : .

: Thrrd Party The term "Thlrd Party” means a provrder of drgrtal educatlonal software or servrces, |nclud|ng cloud- L
based servrces for the dlgltal storage, management and retrleval of Education Records and/or Student Data, as that
‘term is used in some state statutes. Howaver for the purpose of this DPA the term “Third Party" when usad to
indicate the prowder of dlgltal educahonal software or services is replaced by the term “Provider.” '




EXHIBIT “D" -
DIRECTIVE FOR DISPOSITION OF DATA

Provuder to dispose of data obtalned by. Prowder pursuant to the terms of the Service Agreement between LEA and
Provuder The terms of the Dlsposmon are set forth below:

1. Extent of Disposmon

D Dtsposmon Is pamal The oategones ofdata to be dlsposed of are set forth: below or are found inan .
attachment to this Directive: : »

- [ Disposition is Complete. Disposition extends to all categ&i_es of data.
2. Nature of Disposition -
O D.ispositidnéhallﬁ be by destrgétlbn or deletioh_ ofdata, - -
- [0 Disposition shall be by a transfer of data. The data shall be tfahsferreﬁ to the following site as follows:’ B
3 Schedule of Dlsposltlon v
* Data shall be dlsposed of by the following date

E} As soon as commermally pracﬂcable

DBy

4. Signature

Authorized Representative of LEA : Date

5. Verification of Disposition of Data -

Authorized Representative of Company » : Date - _







EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

o '1 Offer of Terms ‘ . :
, Prowder offers the same prtvacy protectlons found in th|s DPA between it'and Streator Elementary Schoo! Dlstnct #44 »

~ (*Originating LEA") which Is dated 1/26/25, to any other LEA (“Subscnbmg LEA”) who accepts this' General Offer of
- Privacy Terms ("General Offer”) through its signature below, Th|s General Offer shall extend only to | pnvaey ‘
protections, and Provider's signature shall not necessarily bind Provider to other terms, such as price, term, or

schedule of services, or to-any other provision not addressed in this DPA. “The Provider and the’ Subscnbing LEA may

also agree to change the’ data provided by Subscnbmg LEA to the Provider to sit the unique needs of the
,,Subscrlbmg LEA. The Prowder may wnthdraw the. General Offer in the evert of; (1) a material change inthe
‘applicable pnvacy statues; (2) a matenal change in the services and products listed in the ongmattng Service
Agreement; or three (3) years afterthe date of Provider’s signature to this Form. Subscribing LEAS should send the
" signed Exhibit "E”. to Provider at the following email address: suocess@embraceeducatlon com.

| PROVIDER Brecht's Database Soluttons LLC DBA Embrace® o e
BY. M&M " Date. 21425

Printed Name: AugustR, Br’echt" S ' Title/Position: Chief Exeeutive':officer '

2. Subscrrbmg LEA :

_A Subscnblng LEA, by 3|gnmg a separate Service Agreement W|th Provrder and by |ts signature below, accepts the .
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same terms of
this DPA for the term of the DPA between the Streator Elementary School Dlstnct #44 and Brecht's Database o
Solutlons LLC, DBA: Embrace® o

“PRIOR TO ITS EFFECTIVENESS SUBSCRIB]NG LEA MUST DELIVER NOTICE OF ACCEPTANCE TO
. PROVIDER PURSUANT TO ARTICLE VI, SECTION 5. **

Subscribing LEA: ‘

v. - Bryan Vedane | b 02-14-2025
Printed Name: Bryan Venturi  Titelposition: Director of Technology
SCHOOL DISTRICT NAME: Streator Elementavry SD 44

DESIGNATED REPRESENTATIVE OF LEA:

Name: - Streator;EIv_ementary SD 44



August Brecht
2/14/25


Title:

Address:

~ Telephone Number:

“Email:

Tech n'ology  ' .

1520 N BIoomihgt-on St Streator, IL

bventuri@ses44.net '




EXHIBIT gy
DATA SECU RlTY REQUIREMENTS

, Adequate Cybersecurlty Frameworks
v 2!24/2020 -

. The Educaﬂon Secunty and anacy Exchange (“Edspex”) works | in partnership with- the Student Data Prlvacy
Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks whlch can protect

: "dlgltal Iearnmg ecosystems chosen based on a set of gu|d|ng cybersecunty prlnclples* (“Cybersecurity Frameworks") .-
,that may be utlilzed by Provider. . ~ = 3 L T

Cybersecurity Frameworks

’ X - Natiohalilnstifute ef'Stahdar,“ds and Tec'h‘nolegy o NIST ‘C-:ybersecurity Fréméwork Ver'eion'_1.1 '

- Natignal Institute of Sta'ndards. iah’d Technologyf’ R NIST SpP 800-53, Cybersecurlty Framework for. -
- o o N ,Improvmg Critical Infrastructure Cybersecurlty
(CSF) Spemal Publication 800-171

International ,Sténdardso,rganizétion . ’ " ‘Informatlon technology——Securlty technlques
) o : = Informat:on securlty management systems
’ (ISO 27000 series)
Secur‘ebcbnvtrols' Frame’worklCqurieil,"LLC - | Security Controls »Fra}meWo‘r'k' (SCF) .
‘Center for internet Security - . | o o ‘C',vl's Critical Security Controls (CSC, CIS Top 20)
Office of the Under Secreta?y of Defense for N 'Cybersecurity Maturity Model Certification

Acquisition and Sustainment (OUSD{A&S)) -] (CMMC," FAR/DFAR)

Please visit http //www adspex. org for funfher details about the noted frameworks.

*Cybersecurity Pnnmples used to choose the Cybersecurlty Frameworks are located here




EXHIBIT "G" :
Supplemental SDPC (Student Data Prnvacy Consortlum)
. State Terms for linois
Versuon IL NDPAv1 0a (Rev:sed March 15 2021)

This Exhibit G, Supplemental SDPC State Terms for IlI|n0|s (“Supplemental State Terms"), effective srmultaneously
- with the attached Student Data Privacy Agreement ("DPA") by and between Streator Elementary School District #44
{the "Local Education Agency" or "LEA") and Brecht's Database Solutrons LLC, DBA: Embrace® (the "Provider"), is
v mcorporated in the attached DPA and amends the DPA (and all supplemental terms and condrtlons and policies
applucable to the DPA) as follows : :

1. Comphance with Illmors Prlva cy Laws In performing |ts ob!igatlons under the Agreement the Provuder shall
comply with all illinois laws and regulations pertalnmg to student data privacy, confrdentlallty. and maintenance,
’rncludmg but not limited to the lllinois School Student Records Act ("ISSRA"). 165 ILCS 10/, Mental Health and
Developmental Dlsablhtles Conﬂdentlahty Act {"MHDDCA", 740 ILCS 110/, Student Online Personal Protection Act
- ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IP. ") 51LCS 179/, -and Personal Informatron Protection Act -

: ("PIPA") 81 5 ILCS 530/ and Local Records Act (“LRA”) 50 ILCS 205/

o2 Defmltlon of ”Student Data " ‘I’ addition to the def nltron set forth in Exhlblt "C" Student Data lncludes any and

all information concernlng a student by which a student may be individ ually identified under applrcable Illinois-law and
_ regulations, mcludlng but not limited to (a) "covered mformatlon "as deflned in‘Section 5-of SOPPA (105 ILCS 85/5),

1 (b} "school student records" as that term is defined in Section 2 of ISSRA (105 ILCS 10/2(d)} (c) “records” as that v :
term is defined under Sectlon 110/2 of the MHDDCA (740 ILCS 110/2), and (d) "personal mformatlon” as defined in .
: Sect|on53015ofPIPA LT o s ‘ : '

3. School Ofﬁclal Designation Pursuant o Artlclel Paragraph 1 of the DPA Standard Clauses and in accordance ’
with FERPA, ISSRA and SOPPA, in performing its obllgatlons under the DPA the Provrder is acting as a school

~ official W|th Iegrtlmate educational interest; is performmg an institutionat service or function for which the LEA would -
otherwrse use its own emptoyees is under the direct control of the LEA with respect to the use and maintenance of
Student Data; and is using Student Data only for an authorlzed purpose and in furtherance of such Iegltlmate
educahonal lnterest » : : : : :

4, Limitations on Re-DiscIosure. The Provider shall not re-disclose Student Data to any other party or affiliate
without the express written permission of the LEA or pursuant to court order, unless such disclosure is otherwise
permitted under SOPPA, ISSRA, FERPA, and MHDDCA. Provider will not sell or rent Student Data. In the event
anather party, including law enforcement or a government entity, contacts the Provider with a request or subpoena for
Student Data in the possession of the Provider, the Provider shall redirect the other party to seek the data directly
from the LEA. In the event the Provider is compelled to produce Student Data to another party in compliance with a
court order, Pravider shall nct|fy the LEA at least five () school days in advance of the court ordered dlsclosure and,

- upon request, provxde the ].EA with a copy of the court order requiring such dlsc[osure

5. Notices Any notice deiivered pur9uant to the DPA shall be deemed effective, as applicable, upon recelpt as
evidenced by the date of transmiission indicated on the transmission materral if by e-mail; or four 4) days after
mailing, if by first-class mall postage prepald : :

6. Parent nght to Access and Challenge Student Data.” The LEA shall establish reasdnable procedures pursuant
to which a parent, as that term is defined in 105 ILCS 10/2(g}, may-inspect and/or copy Student Data and/or




challenge the accuracy, relevance or proprrety of Student Data pursuant to Sections 5 and 7-of ISSRA (105 ILCS
10/5; 105 ILCS 10/7) and Section 33 of SOPF’A(105 ILCS 85/33) The Provider shall respond to any request by the
LEA for Student Data in the possession of the Provider when Provrder cooperatlon is required to afford a parent an
opportunity to inspect and/or copy the Student Data, no lafer than 5 business days from the date of the request In the
‘event thata parent contacts the Provrderdrrectly to mspect and/or copy Student Data, the Provider shall refer the
“ parent to the LEA, whlch shall follow the necessary and proper procedures regardrng the requested Student Data.

7. Correctlons to Factual Inaccuracles, In the event that the LEA determlnes that the Provider i rs marntarnmg

Student Data that contarns a factual inaccuracy, and Provider cooperation is required in order to make a correction,
" the LEA shall notrfy the Prowcler of the factual i inaccuracy and the correctron to be made. No later than 90 calendar
days after recervrng the notrce of the factual i Inaccuracy, the Provider shall correct the factual i maccuracy and. shall
"provrde wntten confi rmatron of the correctron to the LEA -

8. Securrty Standards. The Provrder shall lmplement and mamtarn commercrally reasonable secunty procedures
and practrces that otherwise. meet or exceed ind ustry standards desrgned to protect Student Data from unauthorized
’access destructlon use, modification, or disclosure, including but not limited to the unauthorized acquisition of

: computenzed data that ccmpromrses the security, confi identiality, or Integnty of the Student Data (a "Security
Breach”). For purposes of the DPA and this Exh:blt "G", "Security Breach" does not mclude the good faith acqursmon
of Student Data by an employee or agent of the Provider or LEA for a Iegrtrmate educatronal or administrative -
purpose of the Provider or LEA, so long as the Student Data i is used solely for purposes permitted by SOPPA and

_ other appllcable law, and 80 long as the Student Data is restricted from further unauthorrzed drsclosure .

9. Securlty Breach Notiflcatron In addltrcn to the tnformatlcn enumerated in Artlcle \ Sectron 4(1) of the DPA
Standard Clauses any Securrty Breach notlflcatlon provrded by the Provider to the LEA shall include:

a. Alist of the students whose Student Data was mvolved in or is reasonably beheved to have been lnvolved in
the breach if known; - '

: anbd.b

E b. The name and contact mformatlon for an smployee of the Provrder whom parents may contact toi inguire about
,the breach » : : :

10. Relmbursement of Expenses Assocrated with Security Breach. Breach. In the eventofa Securlty Breach that is
attributable to the Provider, the Provider shall reimburse and rndemnrfy the LEA for any and all costs and expenses \
that the LEA incurs in investigating and remediating the Security Breach, without regard to any limitation of liability
prowslon otherwise agreed to between Provrder and LEA, including but not I|m|ted to costs and expenses associated
with: - -

a. Providing notification to the parents of those students whose Student Data was compromlsed and regulatory
agencres or other entities as requrred by law or contract;

~ b. Providing credit moniterlng to those studehts whose Student Data was exposed in a manner during the
. Securlty Breach that a reasonable person would believe may impact the student's credit or financial security;

c. Legal fees, audit costs fines, and any other fees or damages imposed against the LEA as a resu]t of the
security breach




‘and

d. Prowdmg any other notmcatlons or fulflllmg any other requlrements adopted by the I]Imors State Board of
: 'Educatron or under other State or federal Iaws

A1, Transfer or Deletion of Student Data The Provrder shall revrew on an annua] basis, whether the Student Data

: i it has received pursuant to the DPA continues to be needed for the purpose(s) of the Servroe Agreement and this

DPA. If any of the Student Data is no Eonger needed for purposes of the Service Agreement and this DPA, the

Provrder will prowde written notrce to the LEA as to what Student Data is no longer needed. The Provider will delete

or transfer Student Dafa in readable form to the: LEA, as dlrected by the LEA (which may be éffectuated through-
Exhibit D of the DPA), within 30 calendar days if the LEA requests deletlon or transfer of the Student Data and shall -
provrde written conf‘ rmation to the LEA of such deletlon or transfer Upon termination of the Serwce Agreement’

» between the Provider and LEA Provider shall conduct afinal rewew of Student Data within 60 calendar days.

~ ifthe LEA recelves a request from a parent as that term is defined i in 105 ILCS 10/2(g) that Student Data bemg held
by the Provider be deleted, the LEA shall determine whether the requested deletion would violate State and/or federal
records laws. In the event such deletion would not violate State or federal records_laws, the LEA shall forward the
request for deletron to the Prowder The Prowder shall comply wrth the request and delete the Student Data w[thm a

* reasonable tlme penod after reoelvmg the request - :

Any ‘provision of Student fData fo the LE,A from ’thevPro:vi'der shall bé transmitted in a format re‘adable by the LEA.

12. Publrc Postlng of DPA Pursuant to SOPPA the LEA shall publlsh on its website a copy of the DPA between

" the Provrder and the LEA, rncludrng thrs Exhibit "G"- .

13. Subcontractors By no Iater than (5) busmess days after the date of execution of the DPA, the Provider shiall .

’provrde the LEA with a list of any subcontractors to whom Student Data may be d|sclosed or a link fo a page on the
vProvrdars website that clearly lists any and all subcontraotors to whom Student Data may be disclosed, This list shatl

ata m[mmum be updatecl and provided to the LEA by the begmnmg of each ftscal year (July 1) and at the begmnlng .

of each calendar year (January 1)
© 14. DPA Term.

a. Original DPA. Paragraph 4 on page 2 of_the DPA setting a three-year term for the DPA shall be deleted, and
the following shall be inserted in lieu thereof: “This DPA shall be effective upon the date of signature by Provider
and LEA, and shall remain in effect as between Provider and LEA 1) for so long as the Services are being
provided fo the LEA or 2} until the DPA is terminated pursuant to Section 15 of this Exhlblt "G", whichever comes
first. The Exhlblt “E" General Offer erI expire three 3 years from the date the ongmal DPAwas signed.” ’

b. General Offer DPA. The fo!lowing shall be inserted as a new second sehtence in Paragraph 1 of Exhibit E:

“The provisions of the original DPA offered by Provider and accepted by Subscribing LEA pursuant to this Exhibit

E shall remain in effect as between Provider and Subscribing LEA 1) for so long as the Services are being
provided to Subscribing LEA, or 2) until the DPA is terminated pursuant to Section 15 of this Exhibit "G",
whlchever comes first ? :

15. Termtnation. Paragraph 1 of Article VIl shall be deleted,b and the following shall be inserted in lieu thereof: “In

the event either Party seeks to terminate this DPA, they‘ may do so by mutual written consent so long as the Service N




’Agreement has Iapsed or been terminated. One party may termlnate this DPA upon a materlal breach of this DPA by
vthe other party Upon termlnatlon of the DPA the Servrce Agreement shall termlnate b

’ . 16 Privacy Policy_ The Provider must publiCIy disclose material information about its collection, USe and disclosure .

. of Student Data, mcludmg, but not limited to publlshlng a terms of serwce agreement privacy policy, or similar

-~ document,

17. Mmlmum Data Necessary Shared, The Provrder attests that the Student Data request by the Provider from the '

" LEA in order for the LEA to access the Provider's products and/or servrces is limited to the Student Data thatis
adequate, relevant, and limited to what i rs_ necessary in relatlovnto the K-12 school purposes for which it is processed.

- 18. Studentand Parent Access. Access by students or parents/guardians to the Provider’s programs oF services
governed by the DPA or to any Student Data stored by Provider shall not be conditioned upon agreement by the
parents/guardians t¢ waive any of the student data confldentlalrty restnctlons or a lessening of any of the
confrdenhallty or privacy requrrements contalned in thls DPA

, 19. . Data Storagg. ProVider 'shall store'all Student Data shared under the DPA within th‘e United States.

20. Exhlbits "A" and "B" The Serv[ces descnbed |n Exhrbrt "A" and the Schedule of Data in Exhlbit "B" to the
DPA satisfy the requwements in SOPPA to include a statement ef the product or service bemg provided to the school
by the Provider and a listing of the categones or types of covered |nformat|on to be. prowded to the Prowder

’ respectlvely ' :







 EXHBIT*H" :
~ Additional Terms or Modifications
- Version____

~ LEAand Provider agree to the beIoWEng additional terme and rnodiﬁcations:’

This Is a free text field that the partles can use to add or modlfy terms inarto the DPA If there are noadd:tronal or
modlt' ed terms thls field should read “None t v L .

1. Article II, Section 5, has the foIIoWing is.added to the end of the section:

Embrace® is not responS|bIe for any thlrd partles to whom LEA transmlts Student Data or contracts for ser\nces
out3|de of those specn‘lcally provrded by Embrace®

@

2, Artlcle v, Sectlon 4(5), is deleted and replaced with the followmg

In the event of a breach cngmatlng from LEA’s use cf the Serwce LEA shall notify: Embrace® w1th|n seventy—two {72)
hours of conflrmatton of the rnctdent unless notification within this time limit would dlsrupt investlgatlon of the incident
by law enforcement In such an event notif catlon shall be made within a reasonable time after the incident. Both LEA
-and Embrace® shall assist each other with any reasonable investigation, mcludmg provision of relevant records logs, -
files, data reportlng and other materials reqwred to comply with apphcable law, regulatlon or as othenmse reasonably
requrred by Embrace® Prowder shall cooperate with LEA to the extent neoessary fo expedrttously secure Student

3. Exhlbtt "D" Section 3, Schedule of D|sposmon mcludes and selects the followmg optlon

Embrace® shall retaln student data for one year in read only format. Al student data shall be deleted after explratlon ,
of that one—year Embrace is not responsrble for any- Iost student data after explration of Contract

4. Exhibit "G, Secttcn 4, vis deleted and replaced with:

Limitations on Re-Disclosure. The Provider shall not re-disclose Student Data to any Third Party or affiliate without
the express written permission of the LEA or pursuant to court order, unless such disclosure is otherwise permitted
under SOPPA,ISSRA,FERPA, and MHDDCA. In the event a Third Party, including law enforcement or a government
entity, contacts the Provider with a request or subpoena for Student Data in the possession of the Provider, the
Provider shall, if possible, redirect the Third Party to seek the data directly from the LEA, In the event the Provider is
compelled to produce Student Data to a Third Party in compliance with a court order, if possible, Provlder shall notify
the LEA at least five (5) school days in advance of the court ordered dlsclosure and, upon request, provide the LEA
with a copy of the court orderrequtnng such disclosure.

5. Exhibit "G", Section 5. is deleted and replaced with:
Notices. Any notice de[iveredpursuant to the DPA shall be deemed effective, as applicable, upon receipt as
evidenced by the date of transmission indicated on the transm|33|on materlal if by e-mail; or ten (10) days after

mailing, if by first-class mail, postage prepald

6. Exhibit "G",' Section 6, is deleted and replaced with: v




Parent Right to Access and Challenge Student Data “The LEA shall establlsh reasonable procedures pursuant to
‘which a parent, as that term is defi ned in 105 ILCS 10/2(g), may inspect and/or copy Student Data andlor challenge

" the accuracy, relevance or proprlety of Student Data, pursuant to Sections 5-and 7 of ISSRA(105 ILCS 10/5; 105

ILCS 10/7) and Section 33 of SOPPA(105 ILCS 85/33). LEA shall have access to all Student Data in the possession

‘of the Providet and shall be able to provide any parent an opportumty to mspect and/or copy the Student Data.
Provider shall assist if necessary n the event that a parent contacts the Provider dlrectly to inspect andlor copy

A Student Data, the Provider shall refer the parent to the LEA, wh|ch shall follow the necessary and proper procedures

: regardrng the requested Student Data : :

v7! Ex_hibit "G", Sectiorf 7, shall be deleted and replacednwith:"

C'orrections to Factual Inaccuracies In the event that‘the LEA determivnes that the Studént Data contains a factual

inaccuracy-LEA shall correct the same no later than 90 calendar days after making such determination. Provider shall -

assust as necessary

-

8. Exh|b|t "G" Sectlon 10, shall be deleted and replaced W|th

Rermbursement of Expenses Associated w:th Securtty Breach

© allnthe event ofa Secunty Breach that is attrlbutable to. the Prowder thie Provider shall reimburse and :ndemnsfy :

the LEA for any and all reasonable costs and expenses that the LEA incurs in mvestlgatmg and remedrattng the
Securlty Breach, mcludlng but not [|mtted to costs and ¢ expenses associated with: '

i. Provrd:ng notlﬁcatlon to the parents of those students whose Student Data was compromlsed and regulatory
: agencres or other entities as reqwred by Iaw or contract

i, Provrdlng credit momtorlng to those students whose Student Data was exposed ina manner during the
- Security Breach that a reasonab]e person would belreve may |mpact the student's credtt or financial secunty

iii. Reasonable Iegal fees audlt costs F ines, and any other fees or damages imposed agalnst the LEA asa

result of the Securrty Breach; and

iv. Providing any other notn’ cations or fulfllllng any other requlrements adopted by the lllinols State Board of-
Educatton or under other State or federal laws.

b. In the event of a Se.curity Breach that is solely attributable to the LEA and for.which the LEA would not be
immune from liability under the Illinois Local Governmental and Governmental Employees Tort Immunity Act (745
ILCS 10/1 et seq.) or other applicable immunities or defenses, the LEA shall reimburse the Company for any and
all reasonable costs and expenses that the Company incurs in investigating and remediating the Security Breach,
including but not limited to costs and expenses associated with reasonable legal fees, audit costs, and any other
fees or damages sustained by the Company as a result of the Security Breach

KLF






