
 

 

 
AMENDMENT TO AGREEMENT 

 
 

WHEREAS, a Master License and Services Agreement was made between the Erie 1 BOCES on behalf 
of the Western New York Regional Information Center (BOCES) and Newsela Inc., dated July 1, 2023 
(“MLSA”); and 
 
WHEREAS, the MLSA expires on June 30, 2026; and 
 
WHEREAS, Newsela Inc. entered into pricing for the benefit of the school districts through the Erie 1 
BOCES Board of Education  
 
NOW, THEREFORE, the parties mutually agree to amend the MLSA to include reference to and pricing 
for Newsela Lite and Formative Bronze (“New Services”) and remove pricing for Newsela Custom 
Collections. 
 
IN ADDITION, the pricing schedules comprising Exhibit A, D to the MLSA are supplemented with the 
attached pricing schedules A.5.  
  
IT IS FURTHER AGREED, that the defined term “Products” shall be amended to include all New 
Services, as well as, all products and services previously contained in the MLSA so that all rights and 
obligations under the MLSA shall also apply to New Services.   
 
IT IS FURTHER AGREED, all other terms of the MLSA shall remain in full force and effect. 
 
IN WITNESS WHEREOF, the parties have executed this Amendment this _______day of _______, 
2024. 
 
 
Erie 1 BOCES      Newsela Inc. 
 
 
______________________    __________________________ 
Signature Signature 
 
______________________ __________________________ 
Printed Name Printed Name 
 
______________________ __________________________ 
Title Title 
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Christopher Mezzatesta

CCOExec Director

Jim Fregelette



EXHIBIT A.5 

 

"Products" and "Services" provided: Newsela provides content at differentiated consumption 
levels along with integrated assessments via www.newsela.com (the "Website"), the Newsela 
mobile application ("App") and any other websites or applications of Newsela, Inc. Services 
include ongoing upgrading of the consumption level algorithm, communications with teachers 
and administrators in support of their use of the product, as well as the benefits of related 
research and development, improvements and supplements supporting the Newsela offerings, 
the Website and/or the App. 
  
We believe the best instruction starts with the best content. Newsela ELA, Newsela Social 
Studies, and Newsela Science take authentic, real-world content from the most trusted 
providers in the world, and make it ready for use in those classrooms at 5 reading levels. In 
addition to our engaging content, we partner with districts to create aligned resources built to 
meet your specific needs and offer professional learning opportunities to make sure you are set 
up for success. For more information, visit www.newsela.com.  
 

Newsela ELA  
Deliver the context and relevance your ELA curriculum has been missing, with real- world, 
standards-aligned, leveled texts in 20+ genres that let you create engaging ELA lessons while 
delivering the skills, background knowledge and vocabulary students need.  
For more information, visit https://newsela.com/about/solutions/ela/.  
 

Newsela Social Studies  
Replace unvetted digital resources and outdated textbooks with engaging texts and activities 
that are trusted, differentiated, constantly refreshed and mapped to social studies standards on 
arrival. For more information, visit https://newsela.com/about/solutions/social-studies/.  
 

Newsela Science  
Integrate science and literacy according to new standards with authentic, accessible content 
and resources that support hands-on science, background knowledge development, and real-
world connections at every grade level. For more information, visit 
https://newsela.com/about/solutions/science/  
 

Newsela SEL Collection  
Bring Social-Emotional Learning into all classrooms with content selected for elementary, 
middle, and high school learners. Empower teachers to incorporate SEL topics and strategies 
into their core instruction. For more information, visit https://newsela.com/about/solutions/sel/.  
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Newsela Essentials  
Newsela Essentials, helps teachers integrate literacy across subject areas with news 
articles that are engaging and accessible to students and relevant to all classrooms. While not 
as robust and comprehensive as Newsela ELA, Newsela Essentials can be used as an entry 
into Newsela's Products and services. 

 

Newsela LGBTQIA+ Studies Collection  

The Newsela LGBTQIA+ Studies Collection enables teachers and students to explore related 
history and topics over the past 100 years. It can help your school or district:  

• Cultivate more inclusive, identity-affirming classrooms by representing and celebrating 
LGBTQIA+ people across subjects.  

• Confidently bring LGBTQIA+ issues into classrooms, with content and instructional 
resources that help teachers facilitate discussions with empathy and respect.  

• Expose students to unheard perspectives in history, supporting the development of 
inquiry and critical thinking skills.  

This collection is available as an add-on to Newsela subject products. 

 

Newsela New York State History Collection 
As part of the New York State Social Studies Framework, middle school students are required 
to learn about the rich history and geography of their home state. Newsela is pleased to offer 
The New York State History Collection. You can use it to equip classrooms with: 

• Flexible, modular units centered around compelling questions and closely aligned to the 
New York State Social Studies Framework 

• Curated content from sources like New York State Government, The Smithsonian, US 
History.org , and more – all leveled and scaffolded so readers can access grade-level 
concepts, regardless of their literacy skills 

• Implementation guides and Lesson Sparks to help teachers lead engaging lessons and 
guide inquiry on topics like industrialization, present-day issues, and more 

These collections are available as an add-on to Newsela Social Studies 
 
Newsela New York Financial Literacy Collection 
More and more high schools throughout New York are offering Financial Literacy courses in an 
effort to ensure students are future-ready. But, it’s hard to find instructional materials that are 
relevant and accessible to a variety of student needs and interests. That’s why we’re pleased to 
offer The New York Financial Literacy Collection. You can use it to equip classrooms with: 

• Flexible, modular units aligned to the New York State Learning Standards for Career 
Development and Occupational Studies 
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• Curated content from sources like Forbes, PBS NewsHour, and more – all leveled and 
scaffolded so readers can access grade-level concepts, regardless of their literacy skills 

• Implementation guides and Lesson Sparks to help teachers lead engaging lessons 

This collection is available as an add-on to Newsela Social Studies. 
 
 
Newsela PD Pass 
Real learning happens when concepts are revisited and repeated. With PD Pass, any educator 
can get the pedagogical professional learning they need, with strategies they can use in their 
classroom the very next day. 
 
 
Newsela Lite 
The Free Version gives a sample of Newsela’s premium differentiated content, engaging 
activities, and real-time data each week. 
 
 
Newsela Custom Collections are no longer available 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

EXHIBIT A (Continued) 

Exhibit A.5 
Pricing Schedule 2024-2025 SY Newsela Products  
~ 8% Discount off Direct Cost 
 
Pricing Notes:  

• Student Enrollment Included: All product site licenses are calculated by total student enrollment 
grades 2+ per school building. If a district wants Prek-1 to have access, they can do this by 
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requesting that those student enrollments be counted towards their building site license tier 
assignment.  

• Add-on Requirements:  
o The LGBTQIA+ Collection, the NY State History Collection, and the NY Financial Literacy 

Collection are add-on products that requires the purchase of Newsela ELA, Newsela 
Science or Newsela Social Studies as a base product.  

o The NY State History Collection and Financial Literacy Collection price will only be 
applied only to those grade bands that are using the product. 

• Legacy pricing: Districts/Schools on legacy pricing plans that are no longer offered on the ITCC 
contract will be able to maintain their existing pricing with a 2% YoY increase upon renewal.  

• Pro-rating in Summer: Subscriptions will not be prorated from July 1st – September 30th 
• Reminder: Newsela stopped renewing all individual teacher licenses July 1, 2021  

 
District Discount Accelerator:  
If a district buys more than one building site licensing at a time, the additional discounts below will be 
provided. Discounts will not be applied to the overall total, but rather off each item purchased individually 
to allow districts flexibility over which buildings get which products. Discount isn't rounded, just dropped to 
two decimals. No accelerator discounts will apply to Newsela's Bundle Offer. 

 
Entire District Site License Purchases (2 or more school building site licenses) will receive an additional 
2% discount added to the multi-building accelerator discounts. Prek-1 school purchase is not required to 
be eligible for the additional 2% entire district discount. 
 

• 2-3 School Buildings 5%  
• 4-6 School Buildings 10%  
• 7+ school Buildings 15% 

 
Newsela ELA 

Tiers Direct ELA 24/25 SY BOCES Newsela ELA 
24/25 SY 

Rate of Increase 

Small (1-299) $3,030 $2,887.92 2% 

Medium (300-499) $5,846 $5,654.62 2% 

Large (500-799) $8,552 $7,867.10 2% 

X-Large (800-1099) $10,608 $9,759.20 2% 

XX-Large (1100-1999) $13,964 $12,846.29 2% 

XXX-Large (2,000-10,000) $16,453 $15,136.72 2% 
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Newsela Social Studies 

Tiers Direct SS 24/25 SY 
BOCES Newsela 

Social Studies 24/25 
SY 

Rate of Increase 

Small (1-299) $1,732 $1,593.34 2% 

Medium (300-499) $3,030 $2,788.34 2% 

Large (500-799) $4,222 $3,883.76 2% 

X-Large (800-1099) $5,304 $4,879.60 2% 

XX-Large (1100-1999) $7,036 $6,472.94 2% 

XXX-Large (2,000-10,000) $8,226 $7,568.36 2% 

 

Newsela Science 

Tiers Direct Science 24/25 SY BOCES Newsela 
Science 24/25 SY 

Rate of Increase 

Small (1-299) $1,298 $1,294.58 2% 

Medium (300-499) $1,840 $1,692.91 2% 

Large (500-799) $2,490 $2,290.42 2% 

X-Large (800-1099) $3,030 $2,788.34 2% 

XX-Large (1100-1999) $4,005 $3,684.59 2% 

XXX-Large (2,000-10,000) $4,762 $4,381.67 2% 

 

Newsela SEL 

Tiers Direct SEL 24/25 SY BOCES Newsela SEL 
24/25 SY 

Rate of Increase 

Small (1-299) $974 $896.25 2% 
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Medium (300-499) $1,408 $1,294.58 2% 

Large (500-799) $1,840 $1,692.91 2% 

X-Large (800-1099) $2,274 $2,091.25 2% 

XX-Large (1100-1999) $3,030 $2,788.34 2% 

XXX-Large (2,000-10,000) $3,464 $3,186.67 2% 

 

Newsela All Access PD Pass 

Tiers Direct PD PASS 24/25 SY BOCES Newsela PD 
PASS 24/25 SY 

Rate of Increase 

Small (1-299) $216 $199.16 2% 

Medium (300-499) $432 $398.33 2% 

Large (500-799) $650 $597.49 2% 

X-Large (800-1099) $758 $697.07 2% 

XX-Large (1100-1999) $974 $896.25 2% 

XXX-Large (2,000-10,000) $1,082 $995.83 2% 

 

Newsela LGBTQIA+ 

Tiers Direct LGBTQIA 24/25 SY BOCES Newsela 
LGBTQIA 24/25 SY 

Rate of Increase 

Small (1-299) $974 $896.24 2% 

Medium (300-499) $1,408 $1,294.58 2% 

Large (500-799) $1,840 $1,692.92 2% 

X-Large (800-1099) $2,274 $2,091.25 2% 

XX-Large (1100-1999) $3,030 $2,788.34 2% 
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XXX-Large (2,000-10,000) $3,464 $3,186.67 2% 

 

Newsela NY Financial Literacy Collection 

Direct BOCES 24/25 SY Rate of Increase 

$5.10/student $4.69/student for all grade bands 
offering this course 

2% 

 

Newsela NY State History Collection 

Direct BOCES 24/25 SY Rate of Increase 

$7.14/student $6.63/student for all grade bands 
offering this course 

2% 

 

NEW Newsela Essentials, news only 
(not the same product as it was in 2022-2023 SY) 

Direct BOCES 24/25 SY Rate of Increase 

$5.61/student $5.10/student NA 

 

Newsela District Bundle Offer	aka	Blended	Learning	Suite 

Direct BOCES 24/25 SY Rate of Increase 

$22.44 $20.64 2% 

 

Newsela ELA  
STEP UP Pricing for 24/25 SY 

(This is specifically & only for any former Newsela Essentials District who received a complimentary 
upgrade in 23/24 SY) 

Tiers BOCES Newsela Essentials 
to ELA 

BOCES Newsela ELA 24/25 SY 
Renewal Offer ONLY FOR 
CUSTOMERS THAT WERE 

Docusign Envelope ID: F6CC6A2D-AF77-45E4-82F6-C7D9B6BE560A



23/24 SY SUBSCRIBED TO THE OLD 
ESSENTIALS Product PRIOR TO THE 

23/24 SY  

XX-Small (1-49) Complimentary Upgrade $746.87 

X-Small (50-149) Complimentary Upgrade $995.83 

Small (150-299) Complimentary Upgrade $2,685.32 

Medium (300-499) Complimentary Upgrade $4,854.17 

Large (500-799) Complimentary Upgrade $7,170.03 

X-Large (800-1099) Complimentary Upgrade $8,933.31 

XX-Large (1100-1999) Complimentary Upgrade $11,490.57 

XXX-Large (2,000-10,000) Complimentary Upgrade $13,543.40 

 

 

District Discount Accelerator Quote Tool 
Use this section to easily identify what is the correct per-line discount after the eligible discounts 

have been applied. 

 

BOCES ITCC-
062-2025 
 
2-3 Buildings 
5% Discount 

BOCES 
Newsela 

ELA 
24/25 

BOCES 
Newsela 
Social 

Studies 
24/25 

BOCES 
Newsela 
Science 

24/25 

BOCES 
Newsela 

SEL 
24/25 

BOCES 
Newsela 
PD Pass 

24/25 

BOCES 
Newsela 

LGBTQIA+ 
24/25 

BOCES 
Newsela 

ELA 24/25 
SY 

Renewal 
Offer for 
22/23 SY 
Essential 

Customers 
Only 

Small (1-299) $2,743.52 $1,513.66 $1,229.85 $851.43 $189.19 $851.43 $2,551.05 

Medium (300-
499) $5,371.89 $2,648.91 $1,608.27 $1,229.85 $378.40 $1,229.85 $4,611.46 

Large (500-799) $7,473.75 $3,689.57 $2,175.90 $1,608.27 $567.61 $1,608.27 $6,811.51 
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X-Large (800-
1099) $9,271.23 $4,635.61 $2,648.91 $1,986.69 $662.22 $1,986.68 $8,486.64 

XX-Large 
(1100-1999) $12,203.98 $6,149.29 $3,500.36 $2,648.91 $851.43 $2,648.91 $10,916.02 

XXX-Large 
(2,000-10,000) $14,379.88 $7,189.93 $4,162.59 $3,027.33 $946.03 $3,027.33 $12,866.21 

        

        

BOCES ITCC-
062-2025 
 
2-3 Buildings 
Entire District 
Additional  
2% discount 
added 
7% Discount 

BOCES 
Newsela 

ELA 
24/25 

BOCES 
Newsela 
Social 

Studies 
24/25 

BOCES 
Newsela 
Science 

24/25 

BOCES 
Newsela 

SEL 
24/25 

BOCES 
Newsela 
PD Pass 

24/25 

BOCES 
Newsela 
LGBTQiA 

24/25 

BOCES 
Newsela 

ELA 24/25 
SY 

Renewal 
Offer for 
22/23 SY 
Essential 

Customers 
Only 

Small (1-299) $2,685.77 $1,481.80 $1,203.96 $833.51 $185.22 $833.51 $2,497.34 

Medium (300-
499) $5,258.79 $2,593.15 $1,574.41 $1,203.96 $370.44 $1,203.96 $4,514.37 

Large (500-799) $7,316.40 $3,611.90 $2,130.08 $1,574.41 $555.67 $1,574.42 $6,668.11 

X-Large (800-
1099) $9,076.06 $4,538.03 $2,593.15 $1,944.86 $648.28 $1,944.86 $8,307.97 

XX-Large 
(1100-1999) $11,947.05 $6,019.83 $3,426.66 $2,593.15 $833.51 $2,593.15 $10,686.22 

XXX-Large 
(2,000-10,000) $14,077.15 $7,038.57 $4,074.96 $2,963.61 $926.11 $2,963.61 $12,595.35 

        

        
BOCES ITCC-
062-2025 
 
4-6 Buildings 
10% Discount 

BOCES 
Newsela 

ELA 
24/25 

BOCES 
Newsela 
Social 

Studies 
24/25 

BOCES 
Newsela 
Science 

24/25 

BOCES 
Newsela 

SEL 
24/25 

BOCES 
Newsela 
PD Pass 

24/25 

BOCES 
Newsela 
LGBTQiA 

24/25 

BOCES 
Newsela 

ELA 24/25 
SY 

Renewal 
Offer for 
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22/23 SY 
Essential 

Customers 
Only 

Small (1-299) $2,599.13 $1,433.99 $1,165.12 $806.62 $179.24 $806.62 $2,416.78 

Medium (300-
499) $5,089.15 $2,509.50 $1,523.62 $1,165.12 $358.49 $1,165.12 $4,368.75 

Large (500-799) $7,080.40 $3,495.38 $2,061.37 $1,523.62 $537.74 $1,523.63 $6,453.01 

X-Large (800-
1099) $8,783.28 $4,391.64 $2,509.50 $1,882.12 $627.37 $1,882.12 $8,039.97 

XX-Large 
(1100-1999) $11,561.66 $5,825.64 $3,316.13 $2,509.50 $806.62 $2,509.50 $10,341.50 

XXX-Large 
(2,000-10,000) $13,623.04 $6,811.51 $3,943.51 $2,868.00 $896.25 $2,868.00 $12,189.05 

        

        

BOCES ITCC-
062-2025 
 
4-6 Buildings 
Entire District 
Additional  
2% discount 
added 
12% Discount 

BOCES 
Newsela 

ELA 
24/25 

BOCES 
Newsela 
Social 

Studies 
24/25 

BOCES 
Newsela 
Science 

24/25 

BOCES 
Newsela 

SEL 
24/25 

BOCES 
Newsela 
PD Pass 

24/25 

BOCES 
Newsela 
LGBTQiA 

24/25 

BOCES 
Newsela 

ELA 24/25 
SY 

Renewal 
Offer for 
22/23 SY 
Essential 

Customers 
Only 

Small (1-299) $2,541.37 $1,402.13 $1,139.23 $788.69 $175.26 $788.69 $2,363.07 

Medium (300-
499) $4,976.07 $2,453.74 $1,489.77 $1,139.23 $350.53 $1,139.23 $4,271.66 

Large (500-799) $6,923.05 $3,417.71 $2,015.57 $1,489.77 $525.79 $1,489.77 $6,309.61 

X-Large (800-
1099) $8,588.09 $4,294.04 $2,453.74 $1,840.30 $613.42 $1,840.30 $7,861.31 

XX-Large 
(1100-1999) $11,304.74 $5,696.19 $3,242.43 $2,453.74 $788.69 $2,453.74 $10,111.68 
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XXX-Large 
(2,000-10,000) $13,320.32 $6,660.16 $3,855.87 $2,804.27 $876.33 $2,804.27 $11,918.17 

        

        

BOCES ITCC-
062-2025 
 
7+ Buildings 
15% Discount 

BOCES 
Newsela 

ELA 
24/25 

BOCES 
Newsela 
Social 

Studies 
24/25 

BOCES 
Newsela 
Science 

24/25 

BOCES 
Newsela 

SEL 
24/25 

BOCES 
Newsela 
PD Pass 

24/25 

BOCES 
Newsela 
LGBTQiA 

24/25 

BOCES 
Newsela 

ELA 24/25 
SY 

Renewal 
Offer for 
22/23 SY 
Essential 

Customers 
Only 

Small (1-299) $2,454.73 $1,354.33 $1,100.39 $761.80 $169.28 $761.80 $2,282.51 

Medium (300-
499) $4,806.42 $2,370.09 $1,438.97 $1,100.39 $338.57 $1,100.39 $4,126.04 

Large (500-799) $6,687.04 $3,301.19 $1,946.85 $1,438.97 $507.86 $1,438.98 $6,094.52 

X-Large (800-
1099) $8,295.32 $4,147.65 $2,370.09 $1,777.56 $592.51 $1,777.56 $7,593.30 

XX-Large 
(1100-1999) $10,919.35 $5,502.00 $3,131.89 $2,370.09 $761.80 $2,370.09 $9,766.97 

XXX-Large 
(2,000-10,000) $12,866.21 $6,433.10 $3,724.42 $2,708.67 $846.45 $2,708.67 $11,511.88 

        

        

BOCES ITCC-
062-2025 

 
7+ Buildings 

Entire District 
Additional  

2% discount 
added 

17% Discount 

BOCES 
Newsela 

ELA 
24/25 

BOCES 
Newsela 
Social 

Studies 
24/25 

BOCES 
Newsela 
Science 

24/25 

BOCES 
Newsela 

SEL 
24/25 

BOCES 
Newsela 
PD Pass 

24/25 

BOCES 
Newsela 
LGBTQiA 

24/25 

BOCES 
Newsela 

ELA 24/25 
SY 

Renewal 
Offer for 
22/23 SY 
Essential 

Customers 
Only 
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Small (1-299) $2,396.97 $1,322.47 $1,074.49 $743.88 $165.30 $743.88 $2,228.81 

Medium (300-
499) $4,693.33 $2,314.31 $1,405.12 $1,074.49 $330.61 $1,074.50 $4,028.95 

Large (500-799) $6,529.70 $3,223.51 $1,901.04 $1,405.12 $495.92 $1,405.12 $5,951.11 

X-Large (800-
1099) $8,100.13 $4,050.06 $2,314.31 $1,735.74 $578.57 $1,735.73 $7,414.64 

XX-Large 
(1100-1999) $10,662.42 $5,372.53 $3,058.21 $2,314.31 $743.88 $2,314.31 $9,537.16 

XXX-Large 
(2,000-10,000) $12,563.48 $6,281.74 $3,636.78 $2,644.94 $826.53 $2,644.94 $11,241.01 

      
 

 
 

 

Legacy Renewal Pricing for X-Small and XX-Small Districts 
Use this section to easily identify what is the correct per-line discount after the eligible discounts 

have been applied. This table is to be used for RENEWAL ONLY 

 
 

  

BOCES 
Newsela 

ELA 
24/25 

BOCES 
Newsela 
Social 

Studies 
24/25 

BOCES 
Newsela 
Science 

24/25 

BOCES 
Newsela 

SEL 
24/25 

BOCES 
Newsela 
PD Pass 

24/25 

BOCES 
Newsela 
LGBTQiA 

24/25 

BOCES Newsela 
ELA 24/25 SY 

Renewal Offer for 
22/23 SY 
Essential 

Customers Only 

 

XX-
Small 
(1-49) $746.87 $746.87 $746.87 $597.49 $80.09 $597.49 $746.87 

 

X-Small 
(50-149) $995.83 $896.25 $796.66 $697.07 $99.58 $697.08 $995.83 

BOCES 
ITCC-062-

2025 
 

2-3 
Buildings 

XX-
Small 
(1-49) $709.53 $709.53 $709.53 $567.61 $76.09 $567.61 $709.52 

X-
Small 

$946.03 $851.43 $756.82 $662.22 $94.59 $662.22 $946.03 
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5% 
Discount 

(50-
149) 

BOCES 
ITCC-062-

2025 
 

2-3 
Buildings 

Entire 
District 

Additional  
2% discount 

added 
7% 

Discount 

XX-
Small 
(1-49) $694.58 $694.58 $694.58 $555.67 $74.49 $555.67 $694.58 

X-Small 
(50-149) $926.11 $833.51 $740.89 $648.28 $92.60 $648.29 $926.11 

BOCES 
ITCC-062-

2025 
 

4-6 
Buildings 

10% 
Discount 

XX-
Small 
(1-49) $672.19 $672.19 $672.19 $537.74 $72.08 $537.74 $672.18 

X-Small 
(50-149) $896.25 $806.62 $716.99 $627.37 $89.61 $627.37 $896.24 

BOCES 
ITCC-062-

2025 
 

4-6 
Buildings 

Entire 
District 

Additional  
2% discount 

added 
12% 

Discount 

XX-
Small 
(1-49) $657.24 $657.24 $657.24 $525.79 $70.48 $525.79 $657.24 

X-Small 
(50-149) $876.33 $788.69 $701.06 $613.42 $87.62 $613.42 $876.33 

BOCES 
ITCC-062-

2025 
 

7+ Buildings 
15% 

Discount 

XX-
Small 
(1-49) $634.83 $634.83 $634.83 $507.86 $68.07 $507.86 $634.83 

X-Small 
(50-149) $846.45 $761.80 $677.16 $592.51 $84.63 $592.51 $846.45 

BOCES ITCC-
062-2025 

 
7+ Buildings 

Entire District 

XX-
Small 
(1-49) $619.90 $619.90 $619.90 $495.92 $66.47 $495.92 $619.90 
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Additional  
2% discount 

added 
17% Discount 

X-Small 
(50-149) $826.53 $743.88 $661.23 $578.57 $82.65 $578.57 $826.53 

 

 

Pricing Schedule 2024-2025 SY Formative Products  
 
Pricing Notes: 

Legacy pricing: Districts/Schools on legacy pricing plans that are no longer offered on the 
ITCC contract will be able to maintain their existing pricing with a 2% YoY increase upon 
renewal.  

Formative Bronze: Free version of the Formative platform 

 
 
 
Special ITCC Discount Structure Discount Eligibility 

ITCC Pricing 5% off Applies to schools and districts 

Additional Small School Discount 2% off Applies to buildings with <500 students. 

Special Additional District-Wide 
Discount 10% off 

Applies if all schools in a district purchase 
Formative. 

 

 

 

  

ENROLLMENT 
(STUDENTS) 

LIST PRICE 
SUBSCRIPTION 24/25 ITCC PRICING 

Rate of Increase 

1 - 299 $2,573.46 $2,393.78 2% 

300 - 399 $3,023.28 $2,811.76 2% 

400 - 499 $3,899.46 $3,626.46 2% 

500 - 599 $4,751.16 $4,513.93 2% 
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600 - 699 $5,580.42 $5,301.67 2% 

700 - 799 $6,389.28 $6,069.64 2% 

800 - 899 $7,186.92 $6,827.73 2% 

900 - 999 $7,956.00 $7,558.14 2% 

1000 - 1099 $8,724.06 $8,287.57 2% 

1100 - 1199 $9,484.98 $9,011.06 2% 

1200 - 1299 $10,209.18 $9,698.98 2% 

1300 - 1399 $10,947.66 $10,400.73 2% 

1400 - 1499 $11,689.20 $11,104.45 2% 

1500 - 1599 $12,394.02 $11,774.57 2% 

1600 - 1699 $13,104.96 $12,449.63 2% 

1700 - 1799 $13,826.10 $13,134.58 2% 

1800 - 1899 $14,509.50 $13,783.94 2% 

1900 - 1999 $15,205.14 $14,445.18 2% 

2000 - 2099 $15,862.02 $15,068.84 2% 

2100 - 2199 $16,534.20 $15,707.34 2% 

2200 – 2299  $17,225.76 $16,364.60 2% 

2300 - 2399 $17,909.16 $17,013.98 2% 

2400 - 2499 $18,550.74 $17,622.82 2% 

2500 - 2599 $19,213.74 $18,253.40 2% 

2600 - 2699 $19,870.62 $18,877.07 2% 

2700 - 2799 $20,479.56 $19,455.28 2% 

2800 - 2899 $21,156.84 $20,098.71 2% 

2900 - 2999 $21,787.20 $20,697.67 2% 

3000 - 3099 $22,452.24 $21,329.24 2% 
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3100 - 3199 $23,065.26 $21,912.38 2% 

3200 - 3299 $23,718.06 $22,532.10 2% 

3300 - 3399 $24,315.78 $23,100.42 2% 

3400 - 3499 $24,955.32 $23,707.28 2% 

3500 - 3599 $25,537.74 $24,260.77 2% 

3600 - 3699 $26,164.02 $24,855.78 2% 

3700 - 3799 $26,837.22 $25,495.27 2% 

3800 - 3899 $27,398.22 $26,028.00 2% 

3900 - 3999 $28,006.14 $26,606.20 2% 

4000+ $28,608.96 $27,178.47 2% 

 

Add-ons Price Rate of Increase 

Lockdown Browser (per student) $1 0% 

Formative Item Bank (per student) $2.95 0% 
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EXHIBIT D 

DATA SHARING AND CONFIDENTIALITY AGREEMENT 
 

INCLUDING 
 

PARENTS BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 

AND 

SUPPLEMENTAL INFORMATION ABOUT THE MLSA 
 

 
1. Purpose 

 

 
(a) This Exhibit supplements the Master License and Service Agreement (“MLSA”) to which 

it is attached, to ensure that the MLSA conforms to the requirements of New York State 

Education Law Section 2-d and any implementing Regulations of the Commissioner of 

Education (collectively referred to as “Section 2-d”). This Exhibit consists of the terms of 

this Data Sharing and Confidentiality Agreement, a copy of Erie 1 BOCES’ Parents Bill of 

Rights for Data Security and Privacy signed by the Vendor, and the Supplemental 

Information about the MLSA that is required to be posted on Erie 1 BOCES’ website. 

 
(b) To the extent that any terms contained within the MLSA, or any terms contained within 

any other Exhibits attached to and made a part of the MLSA, conflict with the terms of this 

Exhibit, the terms of this Exhibit will apply and be given effect. In the event that Vendor 

has online or written Terms of Service (“TOS”) that would otherwise be applicable to its 

customers or users of its Product that is the subject of the MLSA, to the extent that any 

term of the TOS conflicts with the terms of this Exhibit, the terms of this Exhibit will apply 

and be given effect. 

 

 
2. Definitions 

Any capitalized term used within this Exhibit that is also found in the MLSA will have the 

same definition as contained within the MLSA. 

In addition, as used in this Exhibit: 
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(a) "Student Data" means personally identifiable information, as defined in Section 2-d, from 

student records that Vendor receives from a Participating Educational Agency pursuant to 

the MLSA. 

 
(b) “Teacher or Principal Data” means personally identifiable information relating to the annual 

professional performance reviews of classroom teachers or principals that is confidential 

and not subject to release under the provisions of New York Education Law Sections 

3012-c or 3012-d, that Vendor receives from a Participating Educational Agency pursuant 

to the MLSA. 

 

 
(c) “Protected Data” means Student Data and/or Teacher or Principal Data to the extent 

applicable to Vendor’s Product. 

 
(d) “Participating Educational Agency” means a school district within New York State that 

purchases certain shared instructional technology services and software through a 

Cooperative Educational Services Agreement with a BOCES, and as a result is licensed 

to use Vendor’s Product pursuant to the terms of the MLSA. For purposes of this Exhibit, 

the term also includes Erie 1 BOCES or another BOCES that is licensed to use Vendor’s 

Product pursuant to the MLSA to support its own educational programs or operations. 

 

 
3. Confidentiality of Protected Data 

(a) Vendor acknowledges that the Protected Data it receives pursuant to the MLSA may 

originate from several Participating Educational Agencies located across New York State, 

and that this Protected Data belongs to and is owned by the Participating Educational 

Agency from which it originates. 

 
(b) Vendor will maintain the confidentiality of the Protected Data it receives in accordance 

with federal and state law (including but not limited to Section 2-d) and Erie 1 BOCES’s 

policy on data security and privacy. Vendor acknowledges that Erie 1 BOCES is obligated 

under Section 2-d to adopt a policy on data security and privacy.. Erie 1 BOCES will 

provide Vendor with a copy of its policy. Vendor and Erie 1 BOCES agree to engage in 

good faith negotiations to modify this Data Sharing Agreement to the extent necessary to 

ensure Vendor’s continued compliance with Section 2-d. 

 

 
4. Data Security and Privacy Plan 
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Vendor agrees that it will protect the confidentiality, privacy and security of the Protected 

Data received from Participating Educational Agencies in accordance with Erie 1 BOCES’ 

Parents Bill of Rights for Data Privacy and Security, a copy of which has been signed by 

the Vendor and is set forth below. 

Additional elements of Vendor’s Data Security and Privacy Plan are as follows: 

(a) In order to implement all state, federal, and local data security and privacy requirements, 

including those contained within this Data Sharing and Confidentiality Agreement, 

consistent with Erie 1 BOCES’ data security and privacy policy, Vendor will: Review its 

data security and privacy policy and practices to ensure that they are in conformance with 

all applicable federal, state, and local laws and the terms of this Data Sharing and 

Confidentiality Agreement. In the event Vendor’s policy and practices are not in 

conformance, the Vendor will implement commercially reasonable efforts to ensure such 

compliance. 

 

 
(b) In order to protect the security, confidentiality and integrity of the Protected Data that it 

receives under the MLSA, Vendor will have the following reasonable administrative, 

technical, operational and physical safeguards and practices in place throughout the term 

of the MLSA: See below. 

 
(c) Vendor will comply with all obligations set forth in Erie 1 BOCES’ “Supplemental 

Information about the MLSA” below. 

 

 
(d) For any of its officers or employees (or officers or employees of any of its subcontractors 

or assignees) who have access to Protected Data, Vendor has provided or will provide 

training on the federal and state laws governing confidentiality of such data prior to their 

receiving access, as follows: Annually, Vendor will require that all of its employees (or 

officers or employees of any of its subcontractors or assignees) undergo data security and 

privacy training to ensure that these individuals are aware of and familiar with all applicable 

data security and privacy laws. 

 

 
(e) In the event that Vendor engages any subcontractors, assignees, or other authorized 

agents to perform its obligations under the MLSA, it will require such subcontractors, 

assignees, or other authorized agents to execute written agreements as more fully 

described in Erie 1 BOCES’ “Supplemental Information about the MLSA,” below. 
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(f) Vendor will manage data security and privacy incidents that implicate Protected Data, 

including identifying breaches and unauthorized disclosures, and Vendor will provide 

prompt notification of any breaches or unauthorized disclosures of Protected Data in 

accordance with Section 6 of this Data Sharing and Confidentiality Agreement. 

 

 
(g) Vendor will implement procedures for the return, transition, deletion and/or destruction of 

Protected Data at such time that the MLSA is terminated or expires, as more fully 

described in Erie 1 BOCES’ “Supplemental Information about the MLSA,” below. 

 

 
5. Additional Statutory and Regulatory Obligations 

 

 
Vendor acknowledges that it has the following additional obligations with respect to any 

Protected Data received from Participating Educational Agencies, and that any failure to fulfill one 

or more of these statutory or regulatory obligations shall be a breach of the MLSA and the terms 

of this Data Sharing and Confidentiality Agreement: 

 

 
(a) Limit internal access to education records to those individuals that are determined to have 

legitimate educational interests within the meaning of Section 2-d and the Family 

Educational Rights and Privacy Act (FERPA). 

 

 
(b) Limit internal access to Protected Data to only those employees or subcontractors that 

need access in order to assist Vendor in fulfilling one or more of its obligations under the 

MLSA. 

 

 
(c) Not use education records for any purposes other than those explicitly authorized in this 

Data Sharing and Confidentiality Agreement. 

 

 
(d) Not disclose any personally identifiable information to any other party, except for 

authorized representatives of Vendor using the information to carry out Vendor’s 

obligations under the MLSA, unless: 

 
(i) the parent or eligible student has provided prior written consent; or 
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(ii) the disclosure is required by statute or court order and notice of the disclosure is 

provided to Participating Educational Agency no later than the time of disclosure, 

unless such notice is expressly prohibited by the statute or court order. 

 
(e) Maintain reasonable administrative, technical, and physical safeguards to protect the 

security, confidentiality, and integrity of personally identifiable student information in its 

custody; 

 

 
(f) Use encryption technology that complies with Section 2-d, as more fully set forth in Erie 1 

BOCES’ “Supplemental Information about the MLSA,” below. 

 

 
(g) Provide notification to Erie 1 BOCES (and Participating Educational Agencies, to the 

extent required by, and in accordance with, Section 6 of this Data Sharing and 

Confidentiality Agreement) of any breach of security resulting in an unauthorized release 

of Protected Data by Vendor or its assignees or subcontractors in violation of state or 

federal law or other obligations relating to data privacy and security contained herein. 

 

 
(h) Promptly reimburse Erie 1 BOCES, another BOCES, or a Participating School District for 

the reasonable cost of notification, in the event they are required under Section 2-d to 

notify affected parents, students, teachers or principals of a breach or unauthorized 

release of Protected Data attributed to Vendor or its subcontractors or assignees. 

 

 
6. Notification of Breach and Unauthorized Release 

 

 
(a) Vendor shall promptly notify Erie 1 BOCES of any breach or unauthorized release of 

Protected Data in the most expedient way possible and without unreasonable delay, but 

no more than seven (7) calendar days after Vendor has confirmed the breach or 

unauthorized release. 

 

 
(b) Vendor will provide such notification to Erie 1 BOCES by contacting Michelle Okal-Frink 

directly by email at mokal@e1b.org, or by calling (716) 821-7200 (office) or (716) 374- 

5460 (cell). 
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(c) Vendor will cooperate with Erie 1 BOCES and provide as much information as possible 

directly to Michelle Okal-Frink or her designee about the incident, including but not limited 

to: a description of the incident, the date of the incident, the date Vendor discovered or 

was informed of the incident, a description of the types of personally identifiable 

information involved, an estimate of the number of records affected, the Participating 

Educational Agencies affected, what the Vendor has done or plans to do to investigate 

the incident, stop the breach and mitigate any further unauthorized access or release of 

Protected Data, and contact information for Vendor representatives who can assist 

affected individuals that may have additional questions. 

 

 
(d) Vendor acknowledges that upon initial notification from Vendor, Erie 1 BOCES, as the 

educational agency with which Vendor contracts, has an obligation under Section 2-d to 

in turn notify the Chief Privacy Officer in the New York State Education Department 

(“CPO”). Vendor shall not provide this notification to the CPO directly. In the event the 

CPO contacts Vendor directly or requests more information from Vendor regarding the 

incident after having been initially informed of the incident by Erie 1 BOCES, Vendor will 

promptly inform Michelle Okal-Frink or her designees. 

 

 
(e) Vendor will consult directly with Michelle Okal-Frink or her designees prior to providing 

any further notice of the incident (written or otherwise) directly to any other BOCES or 

Regional Information Center, or any affected Participating Educational Agency. 
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EXHIBIT D (CONTINUED) 

 

Newsela’s DATA SECURITY & PRIVACY POLICY 

Updated as of November 20, 2019 

 
I. INTRODUCTION 

 
Purpose and Approach. This sets forth the policies and procedures of Newsela, Inc.(“Newsela”) with 

respect to data security and privacy. Newsela requires that its subcontractors that receive data 

containing PII (defined below) maintain similar policies. This Policy describes, in general, the information 

that Newsela collects, how it is used and how it is protected. The principles described in this Policy apply 

not just to PII, but to all data provided by customers. However, the requirements and policies in this 

Data Privacy and Security Policy apply specifically to the use and protection of PII provided by 

customers. 

 
DEFINITIONS 

 
Capitalized terms referenced herein but not otherwise defined have the meanings as set forth below: 

 
“Breach” means the unauthorized acquisition, access, use, or disclosure of PII which, in Newsela’s 

judgment following due investigation, compromises the security or privacy of such information. 

 
"Destroy" or "Destruction" means the act of ensuring the PII cannot be reused or reconstituted in a 

format which could be used as originally intended and that the PII is virtually impossible to recover or is 

prohibitively expensive to reconstitute in its original format. 

 
“FERPA” means the Family Educational Rights and Privacy Act of 1974 (codified at 20 U.S.C. § 1232g) and 

its implementing regulations, as they may be amended from time to time. The regulations are issued by 

the U.S. Department of Education and are available at 

http://www2.ed.gov/policy/gen/reg/ferpa/index.html. 

 
"Subcontractor" means each contractor of Newsela that may be required to maintain or handle PII in 

the course of providing services in support of the sublicensing of Newsela content. 

 
"Personally Identifiable Information" (or "PII") means any information defined as personally identifiable 

information under FERPA or relevant state law, including small cell-size data that are linkable to a 

specific student, as provided under FERPA regulations. PII includes information that alone or in 

combination is linked or linkable to a specific student that would allow a reasonable person in the school 

community who does not have knowledge of the relevant circumstances, to identify the student with 

reasonable certainty. 
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Note: Newsela does not receive Social Security numbers. 

 
"Security Incident" is a violation or imminent threat of violation of computer security policies, 

acceptable use policies, or standard security practices or an occurrence that actually or potentially 

jeopardizes the confidentiality, integrity, or availability of an information system or the information the 

system processes, stores, or transmits or that constitutes a violation or imminent threat of violation of 

security policies, security procedures or acceptable use policies. 

 
Security Incidents may include a Breach or hacking of the Newsela Electronic Data System or any loss or 

theft of data, other electronic storage, or paper. As used herein, "Electronic Data System" means all 

information processing and communications hardware and software employed in Newsela’s business, 

whether owned by Newsela or operated by its employees, agents or Subcontractors in performing work 

for Newsela. 

 
"Student data" means personally identifiable information from student records of an educational 

agency. 

 
II. USE OF PERSONALLY IDENTIFIABLE INFORMATION BY NEWSELA. 

 
Student Personally Identifiable Information ("PII") may be provided by customers and used by Newsela 

to perform contracted services and to carry out studies designed to improve the Newsela offering and 

the customer experience. 

 
Student Data is never shared without written authority from the customer unless Newsela is legally 

required to do so by subpoena or court order. Disclosure of PII to Newsela is authorized by the Family 

Educational Rights and Privacy Act ("FERPA") only for the purposes of performing institutional services 

for the customer as a “school official” pursuant to the conditions and restrictions set forth in § 99.31 (a) 

(1) (i) (B). 

 
Newsela collects only the student data required to operate our applications. Personally identifiable 

student data is not shared with third parties for marketing purposes. Our student PII collection is limited 

to: 

• - First and last name 

• - Email (only necessary if student registers without a classroom code) 

• - Birth date (only necessary if student registers without a classroom code) 

 
Additional information that may be collected includes: 

• Browser user agents, 

• application use statistics, 

• student school enrollment, 
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• student grade level, 

• student application username and passwords 

• student in-app performance, 

• student generated work, 

• student response to questionnaires, 

• teacher name, 

• teacher email, 

• teacher roster 

 
Customer Ownership of the Data. All data provided to Newsela by customers, including student data, 

remains the property and responsibility of customers in accordance with FERPA and applicable state 

law. As such, each customer is responsible for ensuring its own compliance with applicable law, 

including FERPA. 

 
Data Sale Newsela does not sell user data, either in anonymized or aggregate form. 

 
Derived Models Newsela creates derivative analytical models from aggregated or anonymized data. 

These models constitute some of the value provided to customers via Newsela’s applications. Derived 

models are not available for direct access by outside parties. For example, Newsela uses anonymized 

student quiz activity to estimate quiz question difficulty for all students on Newsela’s platform. 

 
Contractor & Non-Staff Access Contracted engineering personnel do not have access to production user 

data. Data is made available to contract engineers in an anonymized or contrived format. 

 
Research Newsela does not sell data for research purposes or make data available for commercial 

research. User data may be used for research purposes only with explicit agreement from the data 

owners of the data (e.g. via specific district approval) and only for the limited duration of a defined 

research project (e.g. a time-bound efficacy study). 

 
III. PRIVACY OF PERSONAL INFORMATION 

 
A. Basic Privacy Protections 

 
1. Compliance with Law and Policy. All PII uploaded to or made accessible to Newsela is handled, 

processed, stored, transmitted and protected in accordance with all applicable federal data privacy and 

security laws (including FERPA), data privacy and security laws of the state from which the data 

originated, and with this Policy. Newsela designs and maintains its programs, systems and infrastructure 

with respect to the receipt, maintenance and sharing of Protected Data to comply with all applicable 

data security and privacy requirements arising out of state, federal, and local law. We track those 

requirements internally with the assistance of outside counsel and privacy experts and maintain 
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compliance by ensuring that privacy and security are elements of all design and redesign efforts, and 

through ongoing internal systems reviews and updates. Elsewhere in this document we provide detail 

regarding measures taken by Newsela to (i) secure Student Data and to limit access thereto (ii) 

implement “best practices” and industry standards with respect to data storage, privacy and protection, 

including, but not limited to encryption, firewalls, passwords, protection of off-site records, and 

limitations of access to stored data to authorized staff, and (iii) ensure that subcontractors, if any, 

receiving Student Data, if any, will abide by the legal and contractual obligations with respect to Student 

Data. These, taken together, amount to our “normal operating procedures.” To the extent individual 

contracts introduce data security or privacy requirements that vary from our aforesaid normal 

 
operating procedures, such requirements are documented and noted in our internal systems and 

implemented in the execution of the work under that contract. 

 
2. Training. Employees of Newsela (including temporary and contract employees) are educated and 

trained on the proper uses and disclosures of PII and the importance of information privacy and security. 

Such training includes training for new employees and refresher training for current employees. 

 
3. Personnel Guidelines. All Newsela employees are required to be aware of and work to protect the 

confidentiality, privacy, and security of PII. Newsela and its employees do not access PII except to 

comply with a legal obligation under federal or state law, regulation, subpoena, or action by a customer 

that requires such access, or where they have a legitimate need for the information to maintain their 

data system or perform services for customers as contractually agreed upon. The following list provides 

a general description of internal Newsela policies: 

 
a) Limit internal access to PII to Newsela and its employees with proper authorization and allow 

use and/or disclosure internally, when necessary, solely to employees with a legitimate need for 

the PII to carry out the educational purposes of Newsela under its contracts with customers. 

b) Allow access to PII in Newsela’s possession by parties other than the customer only where users 

are authorized to have access to PII by the customer. 

c) Require that materials containing PII in electronic form are stored solely within encrypted data 

repositories and PII are not available on unencrypted shared drives or on a local drive. 

d) When PII is no longer needed or customers request the return of PII, delete access to PII, in 

accordance with secure destruction procedures. 

e) Permit Newsela employees to download information onto storage only as directed by Newsela’s 

Security Officer or his/her designee and ensure that the information is encrypted and stored in 

password-protected files, and that devices containing the information have appropriate security 

settings in place (such as encryption, firewall protection, anti-virus software and malware 

protection). 

f) Require that any downloaded materials consisting of PII remain in the United States. 

g) Prohibit the unencrypted transmission of information from Newsela to any 
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IV. 

 
INFORMATION SECURITY PROGRAM 

 
B. third party wirelessly or across a public network. 

 
Access to PII 

 
1. Customer -- access to PII. Customers that provide access to PII to Newsela may contractually 

determine access to PII for parties beyond Newsela and its employees. 

 
2. Parent Inquiries. Newsela cooperates with the customer in addressing inquiries or complaints from 

parents (or students 18 and over) that relate to their use or disclosures of PII. 

 
Newsela’s IT Security Program consists of technical, physical, and administrative safeguards to protect 

PII. Newsela's IT Security Program is designed to identify, manage, and control the risks to system and 

data availability, integrity, and confidentiality, and to ensure accountability for system actions. 

Newsela's IT Security Program includes the following key general processes: 

 
A. Information Security Risk Assessment 

 
Newsela periodically conducts an accurate and thorough external assessment of the potential risks and 

vulnerabilities to the confidentiality, integrity, and availability of electronic, paper, or other records 

containing PII maintained by Newsela; reports such risks as promptly as possible to Newsela's Security 

Officer or other official within Newsela designated to be responsible for data privacy and security 

compliance; and implements security measures sufficient to reduce identified risks and vulnerabilities. 

Such measures are implemented based on the level of risks, capabilities, and operating requirements. 

These measures must include as appropriate and reasonable the following safeguards: 

 
1. Administrative Safeguards 

 
i. Discipline: Newsela enacts appropriate discipline with respect to employees who fail to comply 

with Newsela security policies and procedures. 

ii. System Monitoring: Newsela maintains procedures to regularly review records of information 

systems activity, including maintaining access logs, access reports, security incident tracking 

reports, and periodic access audits. 

iii. Security Oversight: Assignment of one or more appropriate senior officials within Newsela as 

applicable, to be responsible for developing, implementing, and monitoring of safeguards and 

security issues. 

Docusign Envelope ID: F6CC6A2D-AF77-45E4-82F6-C7D9B6BE560A



 

 

 

 
 

iv. Appropriate Access: Procedures to determine that the access of Newsela 

 
employees to PII is appropriate and meets a legitimate need to support their roles in business or 

educational operations. Procedures for establishing appropriate authorization and authentication 

mechanisms for Newsela employees who have access to PII. 

 
v. Access Termination: Procedures for terminating access to PII when employment ends, or when an 

individual no longer has a legitimate need for access. 

 
2. Access Safeguards 

i. Access to PII: Procedures that grant access to PII by establishing, documenting, 

reviewing, and modifying a user’s right of access to a workstation, software 

application/transaction, or process. 

ii. Awareness Training: On-going security awareness through training or other means 

that provide Newsela employees (including management) with updates to security 

procedures and policies (including guarding against, detecting, and reporting malicious 

software). Awareness training should also address procedures for safeguarding 

passwords. 

iii. Incident Response Plan: Procedures for responding to, documenting, and mitigating 

where practicable suspected or known incidents involving a possible breach of 

security and their outcomes. 

iv. Encryption and Final Disposition of Information: Procedures addressing encryption of 

all data at rest and in transit and the final disposition of PII. Procedures must include 

processes for the continued encryption of customer's PII through the time when its 

secure deletion/destruction has been requested in writing by the customer, or when 

the terms of the agreement between Newsela and a customer require that the PII be 

deleted/destroyed. 

3. Technical Safeguards 

i. Data Transmissions: Technical safeguards to ensure PII transmitted over an electronic 

communications network is not accessed by unauthorized persons or groups. 

Encryption is used when PII are in transit or at rest. Unencrypted PII is not transmitted 

over public networks to third parties. 

ii. Data Integrity: Procedures that protect PII maintained by Newsela from improper 

alteration or destruction. These procedures include mechanisms to authenticate 

records and corroborate that they have not been altered or destroyed in an 

unauthorized manner. 

 
iii. Logging off Inactive Users: Inactive electronic sessions are designed to terminate automatically after 

a specified period of time. 

Docusign Envelope ID: F6CC6A2D-AF77-45E4-82F6-C7D9B6BE560A



 

 

 

 
 

4. Data Storage 

 
i. Data Cataloging Newsela maintains a data catalog of application data points. Data points are classified 

as: 

 

➢ Personal, Identifiable 

➢ Personal, Non-Identifiable ➢  Credential 

➢ User Key 

➢ Behavioral 

➢ User Generated Content ➢  Newsela Content 

 
This catalog supports the accuracy of external reporting about what we collect as required by law, 

contract, and our own privacy policy. 

 
ii. Student Data Newsela collects only the student data required to operate our applications. 

Personally identifiable student data is not shared with third parties for marketing purposes. 

iii. Financial Data Newsela does not manage financial data about users or buyers. Payments are 

managed by a third party. No in-application payment features exist at this time. 

iv. Privacy Policy Newsela version-controls its privacy policy in a public repository at 

https://github.com/newsela/policies. 

v. Password Storage End-user passwords are hashed using PBKDF2 with SHA256. 

 
5. Code Access Control 

 
i. Code Storage Application code is stored in private GitHub repositories. Access is managed using 

GitHub organizations. 

ii. Code Access Access to repositories is granted according to least-privilege required. Newsela 

source code is unavailable to general staff. Repository access is approved by Engineering 

Operations. Newsela organization members must enable two-factor authentication in order to 

access repositories. Newsela repositories may be available to contracted engineers on an as- 

needed and temporary basis. Contractors may not receive access to repositories without cause 

and without being signatories to Newsela’s contracting agreement. Access is revoked upon lapse 

of contract. 

 
iii. Review Manual code review is required for production deployment. Automated style checks and 

automated unit and integration tests are required for production deployment. Review may be 

overridden only by Director-level engineering staff or on-call members of Engineering Operations. 
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iv. Release Management Releases to production Newsela applications are managed by automated 

processes (i.e., continuous integration systems). No manual updates to production servers or deployed 

code is permitted, allowing for change audits. Code deployment outside of automated pipelines is 

possible only for privileged members of Engineering Operations team. Manual releases are considered a 

reliability incident and trigger post-mortem analysis. 

 
v. Dependency Management Third-party dependencies for applications must be documented in source 

code and version controlled. Tooling (e.g. Dependabot) automatically detects and resolves third-party 

dependency vulnerabilities. 

 
6. Infrastructure 

 
i. Hosting All production application infrastructure is hosted by Amazon Web Services. Data 

warehousing infrastructure is provided by Snowflake. Hosting providers must provide materials 

to Newsela documenting rigorous security and data privacy practices. 

ii. Firewalls & Network Isolation All production and staging servers are hosted inside of an AWS 

Virtual Private Cloud. Newsela does not own or co-locate servers for its applications. Newsela 

does not maintain on-premise application infrastructure. Application production and staging 

networks are isolated from business networks. 

iii. Patch Management Many of our services are hosted using Amazon Lambda, and therefore 

receive security updates on-demand from AWS. For our services hosted on by EC2 and ECS, 

application servers use Amazon Linux 2 operating system and are rotated nightly to ensure new 

patches are received when available. Data layer services receive weekly updates during off-peak 

hours (generally Saturdays at 4am). 

iv. Credentials Newsela engineers are granted access to AWS services by the principle of least- 

privilege-required upon onboarding, and permissions and users are audited monthly by the site 

reliability team. Requests for new permissions must be submitted to the Engineering Operations 

team and are subject to approval by Director-level engineering staff. Removal of credentials is 

part of off-boarding procedure when employment is terminated. Contracted personnel are not 

permitted to have credentials to production assets. 

v. Encryption HTTPS via TLS is required to connect to all web servers from the public network. 

Application database is encrypted-at-rest. 

B. Security Controls Implementation 

 
Newsela has procedures addressing the acquisition and operation of technology, the specific assignment 

of duties and responsibilities to managers and staff, the deployment of risk-appropriate controls, and 

the need for management and staff to understand their responsibilities and have the knowledge, skills 

and motivation necessary to fulfill their duties. 
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C. Security Monitoring 

 
In combination with periodic security risk assessments, Newsela uses a variety of approaches and 

technologies to make sure that risks and incidents are appropriately detected, assessed and mitigated 

on an ongoing basis. Newsela assesses on an ongoing basis whether controls are effective and 

performing as intended. 

 
D. Security Process Improvement 

 
Based on Newsela's security risk assessments and ongoing security monitoring, Newsela gathers and 

analyzes information regarding new threats and vulnerabilities, actual data attacks on Newsela, and new 

opportunities for managing security risks and incidents. Newsela uses this information to update and 

improve its risk assessment strategy and control processes. 

 
E. Incident Response and Remediation 

 
i. Monitoring AWS Cloudwatch and PagerDuty monitor performance and availability. AWS 

GuardDuty / Macie are used for automated security alerting. These systems trigger pages to the 

on-call team. 

ii. On-Call Service At least one engineer is on-call at all times who is trained to respond to 

operational and security issues. On-call response triggers include: 

➢ server performance out of range 

➢ website or service monitoring failure 

 

➢ staff or external security page 

➢ staff report of functionality failure 

 
Newsela employees are required to report any Security Incident, or suspected Security incident, 

of which they become aware as promptly as possible to the 

 
Newsela Designated Officer. 

 
iii. Post-Mortem Analysis On-call responses to outages or confirmed vulnerabilities require an 

internally circulated post-mortem within 72 hours. 

iv. Incident Response Plan On-call responders follow internally published Incident Response Plan, 

describing how incidents are identified, classified (low, high, critical), verified, and how a team is 

assembled to respond and communicate to outside parties. The Incident Response Plan is 

reviewed and rehearsed on a quarterly basis by Engineer Operations. 
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If Newsela determines that a Breach has occurred, Newsela will notify affected customers 

promptly and will cooperate with customers as needed to enable compliance with all state 

breach of confidentiality laws. 

 
Note: Almost all U.S. states and other jurisdictions have laws requiring businesses to notify 

individuals in the event of any unauthorized acquisition of or access to files or documents 

containing such individuals’ PII. State laws vary as to the types of PII that are covered, the 

methods of notification and the required contents of the notice, and whether notification is 

required when the PII is encrypted. Some states require notification to various third parties, 

such as law enforcement agencies, state attorneys general and/or credit reporting companies. 

 
F. Organization, Responsibilities and Administration 

 
Newsela has appointed one or more senior officials (“Designated Officer”) responsible for developing, 

implementing and maintaining the Data Privacy and Security Program required under this Policy, under 

the oversight of Newsela’s Chief Executive Officer. 

 
G. Personnel Security Policy Overview 

 
Newsela mitigates the risks posed by internal users of PII by: 

 
1. Performing appropriate background checks and screening of Newsela employees, who are 

granted access to Newsela - maintained PII; 

2. Obtaining agreement from Newsela internal users as to confidentiality, nondisclosure and 

authorized use of PII; and 

3. Providing training to support awareness and policy compliance for new hires and annually for all 

Newsela employees. 

 
V. ENFORCEMENT 

 
Newsela consistently enforces this Policy with appropriate discipline for its employees. Newsela will 

determine whether violations of this Policy have occurred and, if so, will determine the disciplinary 

measures to be taken against any director, officer, employee, agent or representative who violates this 

Policy. 

 
The disciplinary measures may include counseling, oral or written reprimands, warnings, probation or 

suspension without pay, demotions, reductions in salary, or termination of service or employment, as 

well as criminal referral to law enforcement, if appropriate. 
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Persons subject to disciplinary measures may include, in addition to the violator, others involved in the 

wrongdoing such as (a) persons who fail to use reasonable care to detect a violation, (b) persons who 

withhold material information regarding a violation, and (c) supervisors who approve or condone the 

violations or attempt to retaliate against employees or agents or representatives of Newsela for 

reporting in good faith violations or violators. 

 
Newsela may also take appropriate actions authorized under contract or by law regarding 

Subcontractors that fail to comply with the terms of this Policy. It is noted that if the U.S. Department of 

Education finds that Newsela or a Newsela Subcontractor has violated FERPA requirements related to 

disclosure, Newsela or the Subcontractor, as applicable, may be debarred by the U.S. Department of 

Education from access to PII from the affected customer for at least 5 years. 
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EXHIBIT D (CONTINUED) 

 

PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and 

principal data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform 

the community of the following: 

(1) A student's personally identifiable information cannot be sold or released for any commercial 

purposes. 

(2) Parents have the right to inspect and review the complete contents of their child's education 

record. 

(3) State and federal laws protect the confidentiality of personally identifiable information, and 

safeguards associated with industry standards and best practices, including but not limited to, 

encryption, firewalls, and password protection, must be in place when data is stored or 

transferred. 

(4) A complete list of all student data elements collected by the State is available for public 

review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing 

to the Office of Information & Reporting Services, New York State Education Department, Room 

863 EBA, 89 Washington Avenue, Albany, New York 12234. 

(5) Parents have the right to have complaints about possible breaches of student data 

addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York 

State Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints 

may also be submitted using the form available at the following 

website  http://www.nysed.gov/data-privacy-security/report-improper-disclosure. 

 
BY THE VENDOR: 

 

Signature 

 

Printed Name 

 

Title 

 

Date 
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EXHIBIT D (CONTINUED) 
 

SUPPLEMENTAL INFORMATION 
 

ABOUT THE MASTER LICENSE AND SERVICE AGREEMENT 

BETWEEN 

ERIE 1 BOCES AND [NEWSELA, INC.] 
 
 

 

Erie 1 BOCES has entered into a Master License and Service Agreement (“MLSA”) with 

[Newsela. Inc.] which governs the availability to Participating Educational Agencies of the 

following Product(s): 

 

 
Newsela ELA 

Newsela Social Studies 

Newsela Science 

Newsela SEL Collections 

Newsela Essentials 

Newsela LGBTQIA+ Studies Collection 

Newsela New York State History Collection 

Newsela New York Financial Literacy Collection 

Newsela PD Pass 

Newsela Lite 

Formative Gold 

Formative Sliver 

Formative Bronze 

Lockdown Browser 

Formative Item Bank 

 
 

 
Pursuant to the MLSA, Participating Educational Agencies may provide to Vendor, and Vendor 

will receive, personally identifiable information about students, or teachers and principals, that is 

protected by Section 2-d of the New York State Education Law (“Protected Data”). 
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Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which 

Vendor is being provided access to Protected Data is to provide Participating Educational 

Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use 

the Protected Data for any other purposes not explicitly authorized in the MLSA. Protected Data 

received by Vendor, or any of Vendor’s subcontractors, assignees, or other authorized agents, 

will not be sold, or released or used for any commercial or marketing purposes. 

 

 
Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or 

other authorized agents to perform one or more of its obligations under the MLSA (including any 

hosting service provider), it will require those to whom it discloses Protected Data to execute 

legally binding agreements acknowledging the obligation under Section 2-d of the New York State 

Education Law to comply with the same data security and privacy standards required of Vendor 

under the MLSA and applicable state and federal law. Vendor will ensure that such 

subcontractors, assignees, or other authorized agents abide by the provisions of these 

agreements by: Newsela personnel and subcontractors (past, present, prospective, vendor, 

supplier, distributor, or other business partner of Newsela) are required to enter into written 

agreements with Newsela binding them to Newsela's personal data handling policies, access 

requirements, confidentiality, and any other procedures related to handling information. Newsela 

personnel and subcontractors are required, at all times, to act in compliance with all applicable 

data privacy laws. 

 
 
 

 
Duration of MLSA and Protected Data Upon Expiration: 

 

 

• The MLSA commences on July 1, 2023 and expires on June 30, 2026. 

• Upon expiration of the MLSA without renewal, or upon termination of the MLSA prior to 

expiration, Vendor will securely delete or otherwise destroy any and all Protected Data 

remaining in the possession of Vendor or its assignees or subcontractors or other 

authorized persons or entities to whom it has disclosed Protected Data. If requested by 

Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a 

Participating Educational Agency in exporting all Protected Data previously received back 

to the Participating Educational Agency for its own use, prior to deletion, in such formats 

as may be requested by the Participating Educational Agency. 

• In the event the Master Agreement is assigned to a successor Vendor (to the extent 

authorized by the Master Agreement), the Vendor will cooperate with Erie 1 BOCES as 

necessary to transition Protected Data to the successor Vendor prior to deletion. 
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• Neither Vendor nor any of its subcontractors or other authorized persons or entities to 

whom it has disclosed Protected Data will retain any Protected Data, copies, summaries 

or extracts of the Protected Data, or any de-identified Protected Data, on any storage 

medium whatsoever. Upon request, Vendor and/or its subcontractors or other authorized 

persons or entities to whom it has disclosed Protected Data, as applicable, will provide 

Erie 1 BOCES with a certification from an appropriate officer that these requirements 

have been satisfied in full. 

 
Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 

accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 

contacting the student's district of residence regarding procedures for requesting amendment of 

education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or 

principals may be able to challenge the accuracy of APPR data provided to Vendor by following 

the appeal process in their employing school district’s applicable APPR Plan. 

 

 
Data Storage and Security Protections: Any Protected Data Vendor receives will be stored 

on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a 

secure data center facility located within the United States. The measures that Vendor will take 

to protect Protected Data include adoption of technologies, safeguards and practices that align 

with the NIST Cybersecurity Framework and industry best practices including, but not necessarily 

limited to, disk encryption, file encryption, firewalls, and password protection. 

 

 
Encryption of Protected Data:  Vendor (or, if applicable, its subcontractors) will protect 

Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a 

technology or methodology specified by the secretary of the U.S. Department of HHS in guidance 

issued under Section 13402(H)(2) of P.L. 111-5. 
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