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STANDARD STUDENT DATA PRIVACY AGREEMENT Yarsion 2.0

This Student Dala Privacy Agreement ["DPA”) is entered into on the date of full execution (the "Effective Dalte™)
and is enlered into by and belween:

[Duval County Public Schoals 1

located at | ] {the “LEA")
and

[ Lawmming Circla Softwarn LLC 1.

located at [ 2775 Beslay Park Rood, Colimbus, OH, 43200 ] (the “Provider®).
PREAMBLE

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibit A", to LEA, which
Services may include; (a) cloud-based Services for the digital storage, management, and retrieval of pupil
records; andfor (b) digital educational software that authorizes Provider to access, store, and use pupil records;
and

WHEREAS, the Provider and LEA have enfered into a Service Agreement (as defined hergin), to provide certain
Services to the LEA as set forth in the Service Agreement, and this DPA (collectively the “Agresment”},

WHEREAS, the Provider and LEA recognize the need to protect perscnally identifiable student information and
olher regulated data exchanged belween them as required by applicable laws and regulalions, such as the
Family Educational Rights and Privacy Act ("FERPA’) at 20 U.5.C. 1232g (34 C.F.R. Parl 38); the Protection of
Pupil Rightz Amendment ["PPRA") at 20 LL5.C. 1232h; and the Chidren's Online Privacy Profeclion Act
{("COPPA™) at 15 U.5.C, 6501-6506 (16 C.F.R. Part 312),

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
abhigations and duties in order to comply with apphcable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

Ganeral Offer of Privacy Ternms.,
The Provider has signed Exhibit "E" to the SDPC Standard Clauses, otherwise known as "General Offer of
Privacy Terms” enabling other LEAs to enter into the same terms of this DPA with Provider.

If checked, the Supplemental State Terms attached hereto as Exhibit "G" are hereby incorporated by
reference into this DPA in their entirety.
if the Parties desire lo change any lerms, use the Vendor-Specific’ Agreement or ‘District-Moadied” Agreameant,

Form Approved @

ﬂ)hk‘--'f '_1"_-_""".

e B

© Access 4 Leaming (A4L) Communily, AN Rights Reserved Page | 2

S.l'a'f Provigions. {Check if Required)




STANDARD STUDENT DATA PRIVACY AGREEMENT Wersion 2 0
The designated representative for the LEA for this DPA is:

Name:  Dr. Christopher Bernier ~ Tite:  Superintendent
address: 1701 Prudential Drive, Jacksonville, FL 32207
Phone:  904-390-2000 Email. bernierc@duvalschools.org

The designated representative for the Provider for this DPA is;

Name: Ben Mackessy Tle:  Business Operations
Address: 2775 Bexley Park Road, Columbus, OH, 43209
Phone: 614.600.9614 Email: ben.mackessy@leamingcirclesoftware.com

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA; [ Duval Cennty Pubilic
Signed By

Printed Mame: Dﬂ'..e

:.r . ate:
rismpﬁﬁr Bernier  Title/Position:  Superintendent

PROVIDER: [ Laaming Circle Softwara LLGC ]
Signed By: E‘Jﬁﬂm“" m? Date: 1—T4-24
Printed Name: Ben Mackessy ) Title/Position: Business Operations

Each Party iz respongible to promptly notify the other Party of changes to the notice information.

MHaotices to Provider Motices to LEA
[ Lnasning Circha Baftears LLC ] [ Durval County Public Schooks ]
| Business Operations | [ Suporintanderd |
[ 2775 Baxoy Park Road, Columbus, OH, 43023 | [ ]
[ bem masckesmsfteamingindnamivans: com 1 [ wrnisrcidoralichoct aig |
With a copy to (if provided). With a copy to {(if provided):
| Provider Lenal Counsal ] [ Ofice of General Counsal |
| Prawider Legal Counsal Postal Address | [ 1700 Prstersial Drivn, oo 360 |
[ Pravider Legal Counsel Email Address | [ Jacksomille, FL 32207 ]

Security Notices to Provider (Required pes Section 5.3)  Security Notices to LEA (Requred per Saction 5.3)

[ Aduen Cuabsay 1 [ &m Moo ]
[ vl Bty i | [ 17 Baperiy i
[ 2775 Dasioy Park Foad, Cokimibas, O3, S50 | [-IM'EI Brordevard Comvler Dir., Jackesrrelia, FIL 1507 ]
[ adam.oakieygieamingciriesolteare com ] [ Fmocrmiidischoots oy ]
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STANDARD STUDENT DATA FRIMACY AGREEMENT Varsion 2.0

STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

|

1.1  Purpose of DPA.

Tha purpose of this DPA is to descnbe the duties and responsibilities 1o profect Student Data including
compliance with all applicable federal and slate privacy laws, rules, and regulations, all as may be amended
from time to lime. In performing the Services, the Provider shall be considered a School Official with a legitimate
educational interast, and paforming Services otherwise provided by the LEA. WWith respect to its use and
maintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as set forth
i this DPA and the Service Agreement.

1.2 Description of Products and Services.

A description of all products and services covered by the Agreement, and information specific to this DPA, are
listed in Exhibit "A", If a Provider needs to update any information on Exkubit “A” {such as updating with new
provided services), they may do so by completing the Addendum template provided by the AdL Community and
sending a copy to the LEA,

Provider may add or delete products or services subject to this DPA under the following circumstances:
1. Deleted products or services: The producis or services have been discontinued and are no longer
available from the Provider.
2. Added products or services: The added products or services are either,
a. a direct replacement, or substantially equivalent to thie original producis or services listed in
the DPA, or
b. the added products or services result in enriched new or enhanced capabilities, new modules,
technodogy advancemenis and or service calegones relating to the listed products or services
that Provider did not have al the time the DPA was signed.

If an added preduct or service requires additional Data Elemants, Provider must complete the relevant portion
of the Addendum template to update Exhibit "B°

Provider may not make any change to Exhibit *A" via an Addendum, except adding or deleting products ar
services. LEA is under no abligation o acquire added products or sarvices, and has no abilly under the DPA o
prevent deletion of producls or services, Subject to the limitations in this sacton, an Addendum is automatically
incorporated into this DPA when LEA is notified by Provider, in accordance with the notification provisions of this

DPA, of the Addendum’s existence and contents.

1.3 Student Data to Be Provided.

In order to perferm the services, the Provider shall process Student Data as identified by the Provider in the
Schedule of Dala, altached hereto as Exhibit "B". Student Data may be provided by the LEA or created by
students, as set forth fully in the definition of Student Data in Exhibit *C". W a Provider needs 1o updabe any
information on Exhibit "B", they may do so by complating the Addendum lemplate provided by the AdL
Community and sending a copy to the LEA.

Provider may delete data elements from Exhibit “"B” if they are no longer used by the Provider.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

Provider must add data elements to Exhibit "B”, when a material change has occurred, regardiess of whether
the added data elements are either one of the following:
1.  used to baller deliver the original products or services listed in the DPA, or
2. used to deliver added products or services that result in new or enhanced capabilities, new
modules, technalogy advancements and or senvice categories relating to the listed products or
sarvices thal Provider did not have at the time the DPA was signed, Such new products or services
must be designated in the Addendum lemplate as changes lo Exhibd “A".

The Provider must notify the LEA, in accordance with the notification provisions of this DPA, of the existence
and contents of an Addendum madifying Exhibit "B, The LEA will have thirty (30) days from receipt to object lo
the Addendum. If no written cbjection is received it will become incorporated into the DPA between the parties.

1.4 DPA Definitions.

Capitalized terms used in this DPA shall have the meanings set forth in Exhibit "C", With respect lo the treatment
of Student Data, in the event of a conflict, definitions used in this DPA shall prevail over terms used in any other
writing, including, but nat limited to, the Service Agreement.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

2.1 Student Data Property of LEA.

As between LEA and Provider, all Student Data processed by the Provider, or created by students (as sel forth
fully in the definition of Student Data in Exhibit "C"), pursuant to the Agreement is and will continue to be the
property of and under the contral of the LEA. The Provider further acknowledges and agrees that all copies of
such Student Data processed by the Provider, including any modifications or additions or any porion thereof
from any source, are also subject to the provisions of this DPA in the same manner as the original Student Data,
The Parties agree that as between them, all rights, including all intellectual propery rights in and to Student Data
cantemplated per the Service Agreement. shall remain the exclusive property of the LEA.

2.2 Parent, Legal Guardian and Student Access.

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student (as defined
in FERPA) may review Student Data and request deletion or medification, and request delivery of a copy of the
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may
access, and correct if necessary, Education Records andior Student Data, and make a copy of the data available
te the LEA or (al the LEA's direction) to the parent, legal guardian or elgible stedent directly. If the LEA is not
able to review or update the Student Data itself, Provider shall respond in a reasonably timely manner (and no
later than thiy {30) days from the date of the request or pursuant to the time frame required under state law for
an LEA to respond to a parent, legal guardian or student, whichever is ssoner) 1o the LEA's request for Student
Data hald by the Provider to view or carrecl as necessarny.

In the event that a parent or legal guardian of a student or eligible student contacts the Provider to comect, delete,
review or request delivery of a copy of any of the Student Data collected by or generated through the Servicas,
the Provider shall refer that person to the LEA, who will follow the necessary and proper procedures regarding
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STANDWRD STUDENT DATA PRIVACY AGREEMENT Version 2.0

the reguested information. In the event that any person other than those isted contacts the Provider about any
Student Data, the Provider shall refer that person to the LEA, except as provided in Section 4.4.

221 This NDPA does not impede the ability of students to download, expert, or otherwise save or
maintain their own Student Generated Content direclly from Provider or for Provider lo
provide a mechanism for such download, export, transfer or saving to studants, or tha
student's parent or legal guardian. Mor does it impede the ability of Providers 1o offer LEASs
features to allow such ability.

222 |nthe event that Student Generated Content is transferred to the control of the student,
parent or legal guardian, the copy of such Student Generated Content that is in the control of
such person is no longer considered Student Data,

2.3  Subprocessors.

Provider shall enter into a Subprocessor Agreement with all Subprocessors performing functions for the Provider
in order for the Provider to provide the Services pursuant to the Service Agreement, wheraby the Subprocessors
agree o protect Student Data in @ manner no less stringent than the terms of this DPA.  Every Subprocessor
Agreement must provide that the Subprocessor will not Sell the Student Data. The terms of a Subprocessor
Agreement shall net be materially modified by the Subprocessor unless notice is provided to the Provider.

ARTICLE Ill: DUTIES OF LEA

31 Provide Data in Compliance with Applicable Laws.

LEA shall use the Services and provide Student Data in compliance with all applicable federal and state privacy
laws, rules, and regulations, all as may be amended from time to time.

3.2  Annual Notification of Rights.

If the LEA has a policy of disclosing Education Records andfor Student Data under FERPA (34 CFR §
99,31(a)(1)), LEA shall include a specification of criteria for determining who constitutes a Schoel Official and
whal constilutes a legitimate educational interest in its annual notification of nghts.

3.3 Reasonable Precautions.

LEA shall employ administrative, physical, and technical safeguards designed to protect usernames, passwords,
and any other means of gaining access to the Services andlor hosted Student Data from unauthorized access,
disclosure, or acquisition by an unauthorized person,

3.4 Unauthorized Access Notification and Assistance.

LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach 1o the Services, LEA's
account or any Student Data that poses a privacy or security risk. If requested by Provider, LEA will provide
reasonable assistance to Provider in any efforts by Provider lo investigate and respend to such Data Breach.

© Access 4 Leaming (AdL) Cammumity. AN Rights Resarved Page | &



STANDARD STUDENT DATA PRIVACY AGREEMENT Viarsian 2.0
ARTICLE IV: DUTIES OF PROVIDER

41  Privacy and Security Compliance.

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Drata privacy
and securily, and al the direction of the LEA shall cooperate with any stale or federal government infliated audit
of the LEA's use of the Services,

4.2 Authorized Use,

The Student Data processed pursuant to the Services shall be used by the Provider for ne purpose other than
performing the Services oullined in Exhibit A", or as instructed by the LEA.

4.3 Provider Employee Obligation.

Previder shall require all of Provider's employees who have access to Student Data fo comply with all applicable
provisions of this DPA with respect to the Student Data shared under the Service Agreemenl. Provider agrees
to require and maintain an appropriate confidentiality agreement from each employee with access to Student
Data pursuant to the Service Agragmant.

4.4 No Disclosure.

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereof,
including without limitation, user content or other non-public information and/or personally identifiable information
confained in the Student Data.

4.41 Exceptions to No Disclosure.

4.411 This prohibition against disclosure will not apply to Student Dala where disclosure is
directed or permitted by the LEA or this DPA.

4412 The provision to not sell Student Data shall not apply to a Change of Contral.

44,13 This prohibition against disclosure shall not apply to Student Data disclosed
pursuant to a judicial order or lawfully issued subpoena or warrani.

4.4.14 This prohibition against disclosure shall not apply to Student Data disclosed 10
Subprocessors performing Services on behalf of the Provider pursuant to this DPA.

4415 Should law enforcement or other government entities ("Requesting Party(ies)") provide
a judicial order or lawfully issued subpoena or warrant 1o the Provider with a requesl
for Student Data held by the Provider pursuant 1o the Services, the Provider shall notify
the LEA in advance of a compelled disclosure fo the Requesting Party.

4416 Motification under 4.4.1.5 is not required if the judicial order or lawfully issued
subpoena or warrant states not to inform the LEA of the request.

4.4.1.7 Should the LEA be presented with a judicial order or lawfully issued subpoena or
warranl to disclose Student Generated Content or other Student Data, the
Provider shall cooperate with the LEA in delivering such data.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Warsnn 20

4418 This prohibition against disclosure shall not apply to LEA-authorized users of the
Semvices, which may include parents and legal guardians.

4.4.1% This prohibition against disclosure shall not apply to prolect the safely of users or
others, if and only if, an LEA employee whe has specifically been authorized 1o
declare a health or safety emergency has done so and all requirements under 34
CFR §§ 99.31({a){10) and 99.36 have been fulfilled by the LEA.

4.4.1.10 This prohibition against disclosure shall not apply to protect the integrily or security
of the Service, where such disclosure is made to a Subprocessor engaged by
Provider for the specific purpose of investigaling a potential Data Breach as sel
forth in 5.4.

4.5 De-ldentified Data

Provider agrees not to attempt to re-identify De-ldentified Student Data without the written direction of the LEA.
De-ldentified Student Data may be used by the Provider for those purposes allowed under applicable laws, for
the purposes allowed for the processing of Student Dala under this DPA, as well as the following purpases: (1)
assisting the LEA or other governmental agencies in conducting research and other studies; {2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate
the effectiveness of the Services; and (3) for adaplive learing purpose and for customized student bearming.
Providers use of De-ldentified Student Data shall survive termination of this DPA or any request by LEA to return
ar dispose of Student Data. Except for Subprocessors, Provider agrees nol to transfer De-identified Student Data
te any third party unless the transfer is expressly directed or permitied by the LEA or this DPA.  Such
Subprocessors must be subject to equivalent terms of the DPA includng this one. Prior to publishing any
document that names the LEA, the Provider shall obtain the LEA's written approval of the manner in which De-
ldentifiec Student Data is presented. If Provider chooses to create De-ldentified Data, its process must comply
with aither MIST de-identification standards or US Department of Education guidance on de-identification,

4.6 Disposition of Data.

Upon written request fram the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data obtained under the Service Agreement, within sixty (80) days of the date of said request and
according to a schedule and procedure as the Parties may reasonably agree.

If the Provider has a standard retention and destruction schedule, that schedule shall apply to Student Data as
long as this DPA is active. The Provider's practice relating to retention and dispesition of Student Data shall be
provided ta the LEA upon request.

At the termination of this DPA, the Provider shall, unless direcled otherwise by the LEA, dispose of, or delele
Student Data obtained by the Provider under the Agreement within sixty (60) days of termination {unless
athenwise required by law). If the Agreement has lapsed or is not ferminated, the Student Data shall be deleted
when directed or permitted by the LEA, according to Provider's standard destruction schedule, or as otherwise
required by law. The LEA may provide the Provider with special instructions for the disposition of the Student
Data, by transmitting to Provider Exhibit "D, attached hereto. The duty of the Provider to dispose of or delete
Student Data shall not extend to De-ldentified Dala or to Student-Generated Content that has been transferred
or kept pursuant to Section 2.2.2.

D Accoss 4 Learning (A4L) Communily. Al Righls Reserved Page |8



STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
4.7  Advertising Limits.

Provider is prohibited from using, disclosing, or salling Student Data to (a) inferm, influence, or enable Targeted
Advertising: (b} develop a profile of a student, family member/guardian or group, for any purpose other than
providing the Service to LEA; or (c) for any commercial purpose other than to provide the Service to the LEA, or
as authorized by the LEA or the parent/guardian, Targeted Advertising is strictly prohibited, However, this section
does not prohibit Provider fram using Student Data (i) for adaptive leaming or customized student learning
{including generating personalized leaming recommendations). or (i) to make product recommendations fo
account holders that are not considered Targeted Advertising (this exceplion does nol apply where the Provider
is relying on the LEA to provide consent on behalf of the parent under COPPA); or (i) te notify account holders
about new education product updates, features, or Services that are not considered Targeted Advertising or from
atherwise using Student Data as permitted in this DPA and its accompanying exhibits.

Bafore making product recommendations under section (i) above, Provider must disclose the existence of those
recommendations to LEA in writing, in sufficient detail that LEA can fulfil any obligations under applicable law
(e.0. PPRA).

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Student Data is stored outside the United States, Provider will provide a list of Countries where data is stored,
in Exhibit "B".

5.2 Security Audits.

Provider will conduct a security audit or assessment no less than once per year, and upon a Data Breach, Upon
10 days' notice and execution of confidentiality agreement, Provider will provide the LEA with a copy of the audit
report, subject to reasonable and appropriate redaction.

5.3 Data Security.

The Provider agrees to ulllize adminisirative, physical, and technical safeguards designed to protect Student
Data from unauthorized access, disclosure, acquisition, destruction, use, or modification, The Provider shall
adhere to any applicable law relating to data security of Student Data. The Provider shall implement an adequate
Cybersecurity Framework that incorporales one or more of the nationally or intemationally recognized standards
set forth in Exhibit *F". Additionally, Provider may choose ta further detail its security programs and measures in
Exhibit "F*, Provider shall provide, in the Preamble to the DPA, contact information of an employee who LEA
may contact if thera are any data securnty concerns or queshons.

5.4 Data Breach.

In the event that Provider confirms a Data Breach, the Provider shall provide notification to LEA within seventy-
two (72) hours of confirmation of the Data Breach, unless nolification within these time imits would disrupt
investigation of the Data Breach by law enforcement, In such an event, notification shall be made within a
reasonable time afler the Data Breach. Provider shall follow the fallowing process:

& Accass 4 Leaming (A4L) Communtty. All Rights Reserved Page | 8
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{1)

(2)

(3)

(4)

(S)

The Data Breach nofification deseribed above shall inclede, at a minimum, the following
information to the extent known by the Provider and as it becomes avaiable:
{a) The name and contacl information of the Provider subject to this section,
{b) the date of tha notice,
{c) the date of the Data Breach, the estimated date of the Data Breach, or the date
range within which the Dala Breach occurred,
{d) Whether the notification was delayed as a result of a law enforcement investigation,
if legally permissible to share that information,
{e) A general description of the Data Breach, if that information is possible to determing
al tha lime the nolice is provided,
(i A description of the Student Data reasonably believed to have been the subject of
the Data Breach; and
{g) ldentification of impacted individuals.

Provider agrees to adhere to all applicable federal and state laws with respect to a Data Breach
related to the Student Data, including any required responsibilties and procedures for
nofification and mitigation of any such Data Breach.

Provider further acknowledges and agrees to have a wrillen Data Breach response plan that is
consistent with applicable industry standards and federal and state law for respending to a Data
Breach, involving Student Dala and agrees to provide LEA, upon reasonable written reguest,
with a summary of said written Data Breach response plan.

LEA shall provide nolice and facls surrounding the Data Breach to the affected students,
parents, or guardians.

In the event of a Data Breach originating from LEA's use of the Service or otherwise a result of
LEA's aclions or inactions, Provider shall reasonably coocperate with LEA lo the extenl
necessary 1o expeditiously secure Student Data and may regues! costs incurred as a result of
such Data Breach,
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CONTRACT TERMS

Term and Termination. In the event that either Party seeks to terminate this DPA, they may do so by wntten
nolice if the Service Agreement has lapsed or has been terminated, Either party may tarminate this DPA and
any Service Agreement or contract if the other party breaches any terms of this DPA. This DPA shall stay in
effect for as long as the Provider retains the Student Data, as selt forth in section Article IV, Section 4.6. In the
case of a "Change of Conirol” the LEA has the authority to terminate the DPA, if it reasonably believes that the
successor cannot uphold the terms and conditions herein or having a contract with the successor would violate
the LEA's policies or state or faderal law,

Data Disposition on Service Agreement Termination. If the Service Agreement is terminated. the Provider
shall dispose of all of LEA's Student Data pursuant to Article IV, Section 4.6 of the Standard Clauses.

Motices. All nolices or other communication required or permitted to be given hereunder must be mads in writing
and may be given via e-mall transmission, or first-class mail, or mutually agreed upon method sent to the
designated representatives documented in the Preamble.

Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with the
privacy protections, including these found in FERPA and all applicable privacy stalutes identified in this DPA.
With respect to the treatment of Student Data only, in the event there is conflict between the terms of the DPA
and the Service Agreement, Terms of Service, Privacy Policies, or with any other bid/RFP, license agreament,
or writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibit "H",
the SDPC Standard Clauses, andfor the Supplemental State Terms in Exhibit "G, Exhibit *H* will control,
followed by Exhibit *G". Excepl as described in this paragraph herein, all other provisions of the Service
Agreement shall remain in effect.

Entire Agreement. This DPA and the Service Agreement ("the Agreement”) constitute the entire agreement of
the Parties relating to the subject matter hereof and supersedes all prior communications, representalions, or
agreements, oral or written, by the Parties relating thereto. This DPA may be amendad and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and either retroactively
or prospectively) only with the signed written consent of both Parties.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to such
jurisdiction, be ineffactive to the extent of such prohibition or unenforceability without invalidating the remaining
provisions of this DPA, and any such prohibition or unanforceability in any junsdiction shall not invalidate or
render unenforceable such pravision in any other jurisdiction. Notwithstanding the foregoing, if such provision
could be more narrowly drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same
ime, maintaining the intent of the Parties, it shall, as to such jurisdiction, be so namowly drawn without
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any
other jurisdiction,

Governing Law; Venue and Jurisdiction. This DPA will be governed by and construed in accordance with the
laws of the state of the LEA, without regard to conflicts of law principles. Each party consents and submits to the
sole and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising
out of or relating to this DPA or the transactions contemplated hareby.

Successors Bound, This DPA is and shall be binding upon the respective successors in intarest (0 Providar in
the event of a Change of Control. In the avent of a Change of Control, the Provider shall provide wrtten notice
to the LEA no later than sixty (50} days after the closing date of such Change of Centrol. Such notice shall include
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a written, signed assurance that the successor will assume the abligations of the DPA and any oblgations with
respect to Student Data within the Service Agreement,

Authority. Each signalory confirms they are authorized fo bind their institution to this DPA in ils entiraly.

Waiver. Mo delay or omission by either party to exercise any right here under shall be construed as a waiver of
any such right and both parties reserve the right fo exercise any such right from time to time, as often as may be
deemed expedient.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
EXHIBIT A: PRODUCTS AND SERVICES

This DPA covers access 1o and use of [ Leaming Circle Software LLC I's existing Services thal collect,
process, or transmit Student Data, as identified below:

The UCF Center for Community Schools has contracted with Learning Circle to implement a
statewide data management system. Learning Circle is based out of Ohio and provides crilical
information on both student and school performance and programs and interventions students
recaive from oul-of-school providers. With a full implementad platform that includas a dala sharing
agreement, community organizations will be able to understand the needs of the students they serve
to provide coordinated and quality services to promote improved student cutcomes. As a contracted
party by UCF, Learning Circle provisions for the safeguarding and storage of all data in a secure
platform. Through identifying key stakeholders and users with associated privilege levels, the school
district will be able to manage user permissions. Learning Circle s platform ensures that all FERPA
and HIPPA regulations are strictly adhered to and followed. What is Learning Circle Software?
Learning Circle is a collaborative online tool that provides student performance information to
connect communities and classrooms. Through Learning Circle's easy-to-use dashboards, schools
and community organizations can view trends in attendance, behavior, and core academics (ABCs).
We all know that using data to make informed decisions about student growth is essential.
Community counselors and coordinators can analyze ABC data as it relates to the students involved
in their programs. School staff can quickly see student invalvement in both in-school and
oul-of-school programs. Then, users can creale interventions and supporis to help students where
they need it the most. These components could include using a student behavior plan, having a
student join an afler-school program, or having someone perodically check in on a student. Data pre
and post of actions will help show if there has been any improvement. What are some key features of
Learning Circle Software? Using filters and watch lists, Learning Circle users can follow individual
sludents or groups of students to ensure all student populations are being served, Disaggregate data
by race, ethnicity, and gender help to identify any academic gaps. A watch list can help to ensure
that at-risk students are receiving the right strategies in school and community support. Use
programs screens to keep track of enrolled students. Program management allows community
pariners (with parental consent) to enroll their students for dashboard visibility. Program screen
features allow for ease-of-use in managing student lists. Build a custom list of students you wish to
monitor and use this list as a filter when needed. Create interventions and collaborate with other
school and community team members. Schools and community organizations have a common view
of student data so they can communicate and collaborate on inlervention stratagies. Individual
student dashboards mark intervention start'end date on performance frend graphs. Easily see how
allendance, behavior and core academics are being impacted by interventions.Use comparison
reports to measure performance outcomes of two distinct groups that you establish using filters.
Create comparison, intervention, program, and usage reports. Easily compare outcomes by EWI
type: Overall,attendance, behavior or core academics. Drill even deeper into core academics by
analyzing English, math.science and social studies outcomes. Who gels to access the data? Ideally,
the lead nonprofit and UCF would be able to access the data gathered in Leaming Circle. The schoal
district holds the ultimale decision on the provision and level of access of various stakeholders and
user privileges.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

EXHIBIT B: SCHEDULE OF STUDENT DATA

All Data Elements identified in this Exhibit are correct at time of signature.

Data Elemants Collected by Product {required and optional):

Application Technology MetaData

IP Addresses of users, use
of cookies, ete. X

Oiber application
technology metadata

if ‘Civer’ checked, pleass
spacify below checked
box:

Application Use Statistics

Meta data on user x
interacton with applcation

Assessment

Slandardized lest scores | X

Obsenvation data ¥

WVoice recordings

Cither assessment dala W

It ‘Other’ checked, please | School
specily befow checked Climate/

bos: SEL
Assessm
enis
Attendance

Student school (daily)
attendance dala }{
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vargian 2.0

Siudent class attendance
data

Communication

Online commusnication
captured (smaiks, blog entries)

Conduct

Conduct or behavioral

dala K

Domographics
Data of balh

Place of birth

Gender

e

Ethnicity or race

Language inforrmsstsan
{nafiive, o prirany language
spoken by studend)

Other demograghic
information

-

IFMOther’ checked, (Nease
specily helow checked
e

Enrollment

Student school enrollment | %

Student grade leviel

Homeroom ®

Guidance counselorn

Specific curriculum
progqrams

Year of graduation
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

Oither snrollment
infarmation X

I 'Other” checked, please | - enrollimant
spacify below checked start and
Box: and dales

' = dual
enroliment
stalus

Parent/Guardian Contact Information

Address X
Email %
Phane %
Parent/Guardian 1D

Parant 1D number fcreated
ba bk panenis 1o shudants) x

Parent/Guardian Name

First andlor last x
Schedule

Studen scheduled courses
Teachar namiis X
Special Indicator

English language leamer | x
information

Lowe-income slatus ¥

Medical alerisihealth data

Student disabality
infarmation

Specialized aducation
Sendites (P or 504) }{

Living situalions
(homelessiToster cans)

Other indicator indGamsalion
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I "'Otver” chacked, plaase

specty below checked

Pt

Student Contact Infarmaticn
Address X
Email »
Phane %

Student Identifiers

Local (school disfrict) 1D ¥

mum b

State 1D number X
Providerapp assigned

stsdent 1D number X

Student app usemame

Student app passwords

Student Nama

First andfior [ast ®

Student In App Performance

Programiapphcaton
parformanca (s.q. typing
piesgram — sluden] ypes S0 wpm
reading program — Sludent reads
blow grade lewel)

Student Program Membership

Academic or
exiracurricular aclivitias a

student may balong o o X
participale in
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Virsion 2.0

Student Survey Responses

Student responses 1o
sUFVEYS oF quastionnaires

X

ﬁu&“ﬂﬂn‘tmﬁ? e e Ly e

Stedent generated
conlent; wiling, pclungs,
efc,

Criher studant work data

If ‘Other’ checked, please
speciy balow checked
[k

Transeript

Student course grades

Sludenl course dala

Student coursa
grades/parformancs
SCOnes

X

Oither transcrpt data

X

W "Oher’ chacked, pleass
specify below chacked
o

- GPA (if
ralevant)
- Course
credits (if
relevant)

- GPA (il
relevant)
- Course
credits (il
relevant)

- GPA (if
relevant)
- Course
credits (if
relevant)

- GPA (if
relevant)
- Course
credits (if
relevant)

Transportation

Siudent bus assigrment

Studend plck up andior
drop off kecation

Stludant bus card 1D
mrmnber

Other ranspartation data
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STANDARD STUDENT DATA PRIVACY AGREEMENT

If ‘Other' checked, please
specily betow checked
o

ﬂ'tii_lr

Hhar data collectad

If ‘Other’ checked, please
fist sach additional data
iemen! used stored, or
coleched by your
apphication below chacked
[EHE

Interventi
on

Library

kHone

Mo student dala colleched
al this time. Prowider will
immediately notify LEA, if
this designatian is no
lenger applicable.

If Student Data is stored culside the United States, Provider shall list below the Countries where data is stored:
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
EXHIBIT C: DEFINITIONS

Change of Control: Any merger, acquisition, consolidation or other business recrganization or sale of all or
substantially all of the assets of Provider or of the portion of Provider thal performs the Services in the Service
Agreement.

Contextual Advertising: Contextual advertising is the delivery of adverisements based upon a current visit ta
a \Web page or a single search query, without the collection and retention of data about the consumer's online
aclivities over time,

De-ldentified Data: Records and information are considered to be De-ldentified when all personally identifiable
information has been remeved or obscured, such that the remaining informalion dees nol reasonably identify a
specific student, including, but not imited te, any information that, alone or in combination is linkable to a specific
student,

Data Breach: An unauthorized releasa, accass to, disclosure or acquisition of Student Data that compromises
the security, confidentiality or integrity of the Student Data maintained by the Provider in violatien of applicabla
state or federal law.

Educational Records: Educational Records shall have the meaning sel forth under FERPA 20 U.S. C. 12 32
gla)(5)(A). For additional contexi see also the 'Student Data’ definition.

LEA: For the purpose of this DPA, the LEA is the educational entity that is a Parly to this Agreemenl, An LEA
can be a slate agency, an educational service agency, a charter school or school system or a private school or
school system, in addition to the federal definition of Local Education Agency (LEA).

Metadata: Means information that provides meaning and context to other data being callected including, but
not limited to date and time records and purpose of creation. Metadata that have been stripped of all direct and
indirect identifiers are not considered Personally Identifiable Information or Student Dala,

Originating LEA: An educalional enfity ctherwise meeting the definition of LEA thal originally executes the DPA
in its entirety (including the marked checkbox enabling Exhibit "E") with the Provider.

School Official: For the purposes of this DPA and pursuant to FERPA 34 CFR § 99.31(b), a School Official is
a contractor that: (1) Performs an instifutional service or function for which the agency or institution would
otharwise use employees; (2) Is under the direct control of the agency or institution with respect to the use and
maintenance of Student Data including Educational Records, and (3) |s subject to FERPA 34 CFR § 99.33(a)
govermning the use and re-disclosure of Personally Identifiable Information from Educational Records.

Service Agreement: Refers to the quote, corresponding contract, purchase order or terms of service andlor
terms of use.

Student Data: Student Data includes any data, whether gathered, crealed or inferred by Provider or provided
by LEA or its users, students, or students’ parents/guardians, for a school purpose, thal is descriptive of the
student including, but nat limited to, information in the student’s Educational Record, persistent unique identifiers,
ar any other information or identificatien number that would provide information about a specific student. Student
Data includes Metadata that has not been stripped of all direct and indirect identfiers, Student Data further
includes “Personally Identifiable Information (PIT),” as defined in 34 CFR. § 99.3 and as defined under any
applicable state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the
purposes of federal, state, and local laws and regulations. Student Data as specified in Exhibit “B” is confirmed
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to be collected or processed by the Provider pursuant to the Services. Student Dala shall not include properly
De- Identified Data or anonymous usage data regarding a student’s or LEA's use of Provider's Services.

Student Generated Content: The term “Student Generated Content” means materials or conlent created by a
student in tha services including, but not limited to. essays, research reports, portfolios, creative wriling, music
or other audio files, photographs, videos, and account information that enables ongoing ownership of student
content, "Student Generated Content” does not indude student responses to a standardized assessmeant where
student possession and control would jeopardize the validity and reliability of that assessment.

Subprocessor: For the purposes of this DPA, the term “Subprocessor (sometimes referred to as the
*Subconfractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service to operate and/or improve ils service, and who has access to or storage of Student
Dala, including security, storage, analytics, and other processing activities necessary to perform a Provider
businass purpose.

Subprocessor Agreement: An agreement between Provider and a third parly Subprocessor. A Subprocessor
Agreement includes either a written agreement or an acceptance of terms and conditions (e.g., click through
agreemenis).

Subscribing LEA: An educational entily otherwise meeling the defintion of LEA that was not party to the
original Service Agreement and who accepls the Provider's General Offer of Privacy Terms by executing Exhibit
| 4

Targeted Advertising: Targeted Advertising means presenting an adverisement lo a student where the
selection of the advertisement is based on Student Data or inferred over time from the usage of the Provider
Internet web site, online service or mobile application by such student or the retention of such student's online
activities or requests over time for the purpose of targeting subsequent advertisements, "Targeted Adverising™
does not include Contextual Advertising.
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EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that are not
expressed in 4.6 Disposition of Data, the LEA may fill in this form and defver it fo the Provider.

The Provider and the LEA must not fill in this form at the initiation of the DPA.

The Provider shall act on Exhibit "D° from the designated representative of the LEA or their designee (Preamble
or Exhibit "E” for Subscnbing LEA).

Duval County Public Schoola {"LEA"} instructs Provider to dispose of Student Data oblained by Prowider pursuant
{o the terms of the DPA bebween LEA and Provider, The terms of the Disposition ane sel Tarth below.

1. Extent of Disposition
|:| Disposition is partial. The scope of Student Data to be disposed of is sel forth below ar Tound nan
altachment 1o this Directive:

Insert calegories of Student Data hera
Disposition is complete, Disposifion extends to all Student Data.

L

Disposition shall be by destruction or deletion of Student Data.

mﬁﬂ' Disposition

Disposition shall be by a transher of Student Data, The Student Data shall be transfemed to lhe Toliowing
gite as follows:
Insert of altach special instructions

3, Timing of Disposition
Student Data shall be disposed of by the following date:
As s00n as commercially practicable

Cin Provider's standard desimpction scheduls
[: By Insert Date

4, De-ldentified Data
The Provider certifies thal they have De-ldentified the data, as defined alsawhans in this Agresmaent, and
disposed of all copées of Student Data that were not De-ldenlified in accordance with this Schedule and
the DPA, The Provider will nolify LEA in accordance with the notification requirements of the DPA, using
this fosm,
As of Enter Date

& Other:
Signaturne{s) Motice of Verified Disposition of Data
Authorized Representative of Date Authonzed Represantative of Date
LEA Provider
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EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Pravider and the Subscribing LEA (named below) agree by signing this General Offer of Privacy Terms ("General
Offar”y that they are bound by the same terms as the DPA  belween Provider and
Durval Cownty Public Scheals ("Driginating LEA") dated ;

Provider and Subscribing LEA agree thal the information below will be replaced throughout the DPA with the
information specific to the Subscribing LEA filled in below for the Subscribing LEA, This General Offer shall
extend only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA Lo any
other terms entered into between Provider and Qriginating LEA. Any commercial terms, such as price, term, or
schedule of Services, relating 1o Subscribing LEA's use of the Provider's Services shall be determined solely
between Provider and Subseribing LEA.

If Provider makes changes to Exhibit "A” or Exhibit *B" in accordance with sections 1.2 and 1.3 respectively,
Provider must complete the Addendum template provided by the AdL Community and notify the Onginating LEA
and all Subscribing LEAS in accordance with the natification provisions of this DPA, of the Addendum’s existence
and contents. With regard to a Subscribing LEA, an Addendum is automalically incorporated into this DPA when
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibit*B°, the LEA will have thirty (30) days
from receipt to object.  If no written objection is received it will become incorporated into the DPA between the
panies.

The Provider may withdraw the General Offer (for future use or for LEAs that have not already accepted it} in
the event of. (1) a material change in the applicable privacy statules; or (2} a material change in the Services
and products listed in the Service Agreement. Motification of a wihdrawal shall be submitted to

ndpa_requesis@Adl org.
Subscribing LEAs shall send the signed Exhibit “E° to Provider at the following email address:

The below signatory confirms they are authorized to bind their institution to this DPA as in its entirety,

RESOURCE NAME(S):
: Insert resource names covered by originating DPA

|
|

[

PROVIDER: | Leaming Circle Software LLGC ]

Signed By,  Fempuinen Wackeady Date: 11428
& &

Printed Name: Bon Mackessy Title/Position: Businass Dpernticns
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STANDARD STLUDENT DATA PRIVACY AGREEMENT Varzmon 2.0
Exhibit “E" (continuad)

Origirating LEA; _Ouesl Comty Publi: Schochs

Resource Names:
Provider Name: Leaming Gircle Softwars LLG

Page 2 of 2:

A Subscribing LEA, by signing a separate Service Agreement with Pravider, and by its signature below, accepls
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the Originating LEA and the Provider, **PRIOR TO ITS
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.""
Please nole, by signing this Exhibit you are also agreeing o any language that may be included in Exhibits 1o
the Originating DPA beyond this Exhibit “E". The below signatory confirms they are authorized to bind their
institution to this DPA as.in ils entirety.

Subscribing LEA:
Signed By Date:
Prinfed Mamsea: Tilked Positicdn:

School Desinct Name:

Designated Representative of LEA:

Narme: Dr. Christopher Bernier Tile:  Superintendent
Address: 1701 Prudential Drive, Jacksonville, FL 32207
Telephone: 904-390-2000 Email drberniersuperintendentif@duvalschools.org

Notices to Subscribing LEA: The Provider and Subscribing LEA are each responsible to promptly notify the
other Party of changes to the nofice infarmation.

Security Notices to Subscribing LEA
l

ik e Se— S

|
|
|
With a copy to (if provided):

O Ol Chisreiral Treairi sl l
1701 Pruciential Divkve, Ancorraile, FL 23207 !

—_— o — —a
M e ——
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EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS

Provider must mark one or more frameworks with which it complies.

The Provider may change which framework it complies with without invalidating or changing the DPA, but must
notify the LEA of such change in accordance with the notification requiremants of the DPA.

FRAMEWORKI(S)

Global Education Security Standard - hitps:/isdpc adl.orglgess/
¥ | NIST Cybersecurity Framework (CSF)

NIST SP 800-53 Security and Privacy Controls for Information systems and organizations

MIST SP B800-171 Protecting Controlled Unclassified Infermation in Monfederal Syslems and
Organizations

% | 150 27000 series, Standards for implementing organization secunty and management practices

CIS Center for Internet Security Critical Securily Contraols

Cybersacurity Maturity Model Cerdification (CMMC, ~FARIDFAR)

This space is provided for aptional security programs and measures as noted in section 5.3:
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EXHIBIT G: Supplemental SDPC State Terms for Florida

Providers/Operators are to comply with the Florida Student Online Personal Information Fratection Act, Florida
Statute 1008.1494. This Act (effective 7/1/2023 and initiated from SB 662 in 2023) establishes new and differant
terms than those outlined in the National Student Data Privacy Agreement contained herein. Providers/Operators
are subject to all ofthe Act's privacy terms, including, but not limited to the fellowing:

1. An operator may not knowingly do any of the following:

a. Engage in targeted advertising on the operalor's site, service, or application, or targeted advertising on any
other site, service, or application if the targeting of the advertising is based on any information, including
covered information and persistent unigue identifiers, which the operator has acquired because of the use of
that operator's site, service or application for K-12 school purposes.

b. Use covered infarmation, including persistent unique identifiers, created, or gathered by the operator's site
senvice, or application to amass a profile of a student, except in furtherance of k-12 school purposes,

e. Share, sell, or rent a student's information, including covered information

2, An operator shall do all the following:
a. Collect no more covered information that is reasonably necessary to operate an Internet website, online
service, online application, or mobile application,

b. Implement and maintain reasonable security procedures and practices appropriate to the nature of the
caverad information which are designed to protect it from unauthorized access destruction, use,
modification, or disclosure.

c. Unless a parent or guardian expressly consenis to the operator retaining a student's covered infarmation,
delete the covered information at the conclusion of the course, or carresponding program and no later than
90 days after a student is no longer enrolled in a school within the distrct, upon natice by the school disirict.
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