
EXHIBIT A: DATA SHARING AND CONFIDENTIALITY AGREEMENT

Including
Washington-Saratoga-Warren-Hamilton-Essex BOCES  Bill of Rights for Data Securit\ and Privac\

and
Supplemental Information about a Master Agreement between

Washington-Saratoga-Warren-Hamilton-Essex BOCES and Wi]er.me

1. Purpose

(a) Washington-Saratoga-Warren-Hamilton-Essex BOCES, and on behalf of its
subscribed school districts (see Exhibit B) (hereinafWer ³DisWricW´) and Wi]er.me (hereinafWer
³Vendor´) are parWies Wo a conWracW, Terms of SerYice, or oWher ZriWWen agreemenW pXrsXanW Wo Zhich
Vendor Zill receiYe sWXdenW daWa and/or Weacher or principal daWa WhaW is proWecWed Xnder NeZ York
EdXcaWion LaZ SecWion 2-d and ParW 121 of Whe RegXlaWions of Whe Commissioner of EdXcaWion
(collecWiYel\ referred Wo as ³SecWion 2-d´) from Whe DisWricW for pXrposes of proYiding cerWain prodXcWs or
serYices Wo Whe DisWricW (Whe ³MasWer AgreemenW´).

(b) This E[hibiW sXpplemenWs Whe MasWer AgreemenW Wo Zhich iW is aWWached, Wo ensXre WhaW
Whe MasWer AgreemenW conforms Wo Whe reqXiremenWs of SecWion 2-d. This E[hibiW consisWs of a DaWa
Sharing and ConfidenWialiW\ AgreemenW, a cop\ of Whe DisWricW¶s Bill of RighWs for DaWa SecXriW\ and
PriYac\ signed b\ Vendor, and Whe SXpplemenWal InformaWion aboXW Whe MasWer AgreemenW beWZeen
Washington-Saratoga-Warren-Hamilton-Essex BOCES and its subscribed school districts (see
Exhibit B) and Wi]er.me WhaW Whe DisWricW is reqXired b\ SecWion 2-d Wo posW on iWs ZebsiWe.

(c) In consideraWion of Whe mXWXal promises seW forWh in Whe MasWer AgreemenW, Vendor
agrees WhaW iW Zill compl\ ZiWh all Werms seW forWh in Whe MasWer AgreemenW and Whis E[hibiW. To Whe
e[WenW WhaW an\ Werms conWained in Whe MasWer AgreemenW, or an\ Werms conWained in an\ oWher
E[hibiW(s) aWWached Wo and made a parW of Whe MasWer AgreemenW, conflicW ZiWh Whe Werms of Whis E[hibiW,
Whe Werms of Whis E[hibiW Zill appl\ and be giYen effecW. In addiWion, in Whe eYenW WhaW Vendor has online
or ZriWWen PriYac\ Policies or Terms of SerYice (collecWiYel\, ³TOS´) WhaW ZoXld oWherZise be applicable
Wo iWs cXsWomers or Xsers of Whe prodXcWs or serYices WhaW are Whe sXbjecW of Whe MasWer AgreemenW
beWZeen Whe DisWricW and Vendor, Wo Whe e[WenW WhaW an\ Werms of Whe TOS, WhaW are or ma\ be in effecW



aW an\ Wime dXring Whe Werm of Whe MasWer AgreemenW, conflicW ZiWh Whe Werms of Whis E[hibiW, Whe Werms
of Whis E[hibiW Zill appl\ and be giYen effecW.

2. Definitions

As Xsed in Whis E[hibiW:

(a) "SWXdenW DaWa" means personall\ idenWifiable informaWion, as defined in SecWion 2-d,
from sWXdenW records WhaW Vendor ma\ receiYe from Whe DisWricW pXrsXanW Wo Whe MasWer AgreemenW.

(b) ³Teacher or Principal DaWa´ means personall\ idenWifiable informaWion, as defined in
SecWion 2-d, relaWing Wo Whe annXal professional performance reYieZs of classroom Weachers or
principals WhaW Vendor ma\ receiYe from Whe DisWricW pXrsXanW Wo Whe MasWer AgreemenW.

(c) ³ProWecWed DaWa´ means SWXdenW DaWa and/or Teacher or Principal DaWa, Wo Whe e[WenW
applicable Wo Whe prodXcW or serYice acWXall\ being proYided Wo Whe DisWricW b\ Vendor pXrsXanW Wo Whe
MasWer AgreemenW.

(d) ³NIST C\bersecXriW\ FrameZork´ means Whe U.S. DeparWmenW of Commerce NaWional
InsWiWXWe for SWandards and Technolog\ FrameZork for ImproYing CriWical InfrasWrXcWXre C\bersecXriW\
(Version 1.1).

3. Confidentialit\ of Protected Data

(a) Vendor acknoZledges WhaW Whe ProWecWed DaWa iW receiYes pXrsXanW Wo Whe MasWer
AgreemenW originaWes from Whe DisWricW and WhaW Whis ProWecWed DaWa belongs Wo and is oZned b\ Whe
DisWricW.

(b) Vendor Zill mainWain Whe confidenWialiW\ of Whe ProWecWed DaWa iW receiYes in accordance
ZiWh federal and sWaWe laZ (inclXding bXW noW limiWed Wo SecWion 2-d) and Whe DisWricW¶s polic\ on daWa
secXriW\ and priYac\. The DisWricW¶s polic\ on daWa secXriW\ and priYac\ is aYailable on Whe disWricW
ZebsiWe and aW Whe folloZing link: WSWHE BOCES Board of EdXcaWion Polic\ #6810: PriYac\ &
SecXriW\ of SWXdenW DaWa, Teacher DaWa & Principal DaWa

4. Data Securit\ and Privac\ Plan

As more fXll\ described herein, WhroXghoXW Whe Werm of Whe MasWer AgreemenW, Vendor Zill haYe
a DaWa SecXriW\ and PriYac\ Plan in place Wo proWecW Whe confidenWialiW\, priYac\ and secXriW\ of Whe
ProWecWed DaWa iW receiYes from Whe DisWricW.

https://4.files.edl.io/1c4d/02/02/21/145021-5345b045-8d2a-41fd-8ba8-dbd95d17a6d3.pdf
https://4.files.edl.io/1c4d/02/02/21/145021-5345b045-8d2a-41fd-8ba8-dbd95d17a6d3.pdf


Vendor¶s Plan for proWecWing Whe DisWricW¶s ProWecWed DaWa inclXdes, bXW is noW limiWed Wo, iWs
agreemenW Wo compl\ ZiWh Whe Werms of Whe DisWricW¶s Bill of RighWs for DaWa SecXriW\ and PriYac\,
a cop\ of Zhich is seW forWh beloZ and has been signed b\ Whe Vendor.

AddiWional componenWs of Vendor¶s DaWa SecXriW\ and PriYac\ Plan for proWecWion of Whe
DisWricW¶s ProWecWed DaWa WhroXghoXW Whe Werm of Whe MasWer AgreemenW are as folloZs:

(a) Vendor Zill implemenW all sWaWe, federal, and local daWa secXriW\ and priYac\
reqXiremenWs inclXding Whose conWained ZiWhin Whe MasWer AgreemenW and Whis DaWa Sharing and
ConfidenWialiW\ AgreemenW, consisWenW ZiWh Whe DisWricW¶s daWa secXriW\ and priYac\ polic\.

(b) Vendor Zill haYe specific adminisWraWiYe, operaWional and Wechnical safegXards and
pracWices in place Wo proWecW ProWecWed DaWa WhaW iW receiYes from Whe DisWricW Xnder Whe MasWer
AgreemenW.

(c) Vendor Zill compl\ ZiWh all obligaWions conWained ZiWhin Whe secWion seW forWh in Whis
E[hibiW beloZ enWiWled ³SXpplemenWal InformaWion aboXW a MasWer AgreemenW beWZeen
Washington-Saratoga-Warren-Hamilton-Essex BOCES and Wi]er.me ´. Vendor¶s obligaWions
described ZiWhin Whis secWion inclXde, bXW are noW limiWed Wo:

i. iWs obligaWion Wo reqXire sXbconWracWors or oWher aXWhori]ed persons or enWiWies Wo
Zhom iW ma\ disclose ProWecWed DaWa (if an\) Wo e[ecXWe ZriWWen agreemenWs
acknoZledging WhaW Whe daWa proWecWion obligaWions imposed on Vendor b\ sWaWe and
federal laZ and Whe MasWer AgreemenW shall appl\ Wo Whe sXbconWracWor, and

ii. iWs obligaWion Wo folloZ cerWain procedXres for Whe reWXrn, WransiWion, deleWion and/or
desWrXcWion of ProWecWed DaWa Xpon WerminaWion, e[piraWion or assignmenW (Wo Whe
e[WenW aXWhori]ed) of Whe MasWer AgreemenW.

(d) Vendor has proYided or Zill proYide Wraining on Whe federal and sWaWe laZs goYerning
confidenWialiW\ of ProWecWed DaWa for an\ of iWs officers or emplo\ees (or officers or emplo\ees of an\ of
iWs sXbconWracWors or assignees) Zho Zill haYe access Wo ProWecWed DaWa, prior Wo Wheir receiYing
access.

(e) Vendor Zill manage daWa secXriW\ and priYac\ incidenWs WhaW implicaWe ProWecWed DaWa
and Zill deYelop and implemenW plans Wo idenWif\ breaches and XnaXWhori]ed disclosXres. Vendor Zill
proYide prompW noWificaWion Wo Whe DisWricW of an\ breaches or XnaXWhori]ed disclosXres of ProWecWed
DaWa in accordance ZiWh Whe proYisions of SecWion 5 of Whis DaWa Sharing and ConfidenWialiW\
AgreemenW.

5. Notification of Breach and Unauthori]ed Release



(a) Vendor Zill prompWl\ noWif\ Whe DisWricW of an\ breach or XnaXWhori]ed release of
ProWecWed DaWa iW has receiYed from Whe DisWricW in Whe mosW e[pedienW Za\ possible and ZiWhoXW
Xnreasonable dela\, bXW no more Whan seYen (7) calendar da\s afWer Vendor has discoYered or been
informed of Whe breach or XnaXWhori]ed release.

(b) Vendor Zill proYide sXch noWificaWion Wo Whe DisWricW b\ conWacWing Cecilia Dansereau
Rumle\, Director for Data Privac\ & Professional Learning direcWl\ b\ email aW
cdansereau-rumle\@wswheboces.org or b\ calling 518-581-3518.

(c) Vendor Zill cooperaWe ZiWh Whe DisWricW and proYide as mXch informaWion as possible
direcWl\ Wo Cecilia Dansereau Rumle\ or his/her designee aboXW Whe incidenW, inclXding bXW noW
limiWed Wo: a descripWion of Whe incidenW, Whe daWe of Whe incidenW, Whe daWe Vendor discoYered or Zas
informed of Whe incidenW, a descripWion of Whe W\pes of ProWecWed DaWa inYolYed, an esWimaWe of Whe
nXmber of records affecWed, Whe schools ZiWhin Whe DisWricW affecWed, ZhaW Whe Vendor has done or
plans Wo do Wo inYesWigaWe Whe incidenW, sWop Whe breach and miWigaWe an\ fXrWher XnaXWhori]ed access
or release of ProWecWed DaWa, and conWacW informaWion for Vendor represenWaWiYes Zho can assisW
affecWed indiYidXals WhaW ma\ haYe addiWional qXesWions.

(d) Vendor acknoZledges WhaW Xpon iniWial noWificaWion from Vendor, Whe DisWricW, as Whe
edXcaWional agenc\ ZiWh Zhich Vendor conWracWs, has an obligaWion Xnder SecWion 2-d Wo in WXrn noWif\
Whe Chief PriYac\ Officer in Whe NeZ York SWaWe EdXcaWion DeparWmenW (³CPO´). Vendor agrees noW Wo
proYide Whis noWificaWion Wo Whe CPO direcWl\ Xnless reqXesWed b\ Whe DisWricW or oWherZise reqXired b\
laZ. In Whe eYenW Whe CPO conWacWs Vendor direcWl\ or reqXesWs more informaWion from Vendor
regarding Whe incidenW afWer haYing been iniWiall\ informed of Whe incidenW b\ Whe DisWricW, Vendor Zill
prompWl\ inform Cecilia Dansereau Rumle\ or his/her designee.

6. Additional Statutor\ and Regulator\ Obligations

Vendor acknoZledges WhaW iW has Whe folloZing addiWional obligaWions Xnder SecWion 2-d ZiWh
respecW Wo an\ ProWecWed DaWa receiYed from Whe DisWricW, and WhaW an\ failXre Wo fXlfill one or more of
Whese sWaWXWor\ or regXlaWor\ obligaWions Zill be deemed a breach of Whe MasWer AgreemenW and Whe
Werms of Whis DaWa Sharing and ConfidenWialiW\ AgreemenW:

(a) To limiW inWernal access Wo ProWecWed DaWa Wo onl\ Whose emplo\ees or sXbconWracWors
WhaW are deWermined Wo haYe legiWimaWe edXcaWional inWeresWs ZiWhin Whe meaning of SecWion 2-d and Whe
Famil\ EdXcaWional RighWs and PriYac\ AcW (FERPA); L.e., Whe\ need access in order Wo assisW Vendor
in fXlfilling one or more of iWs obligaWions Wo Whe DisWricW Xnder Whe MasWer AgreemenW.

(b) To noW Xse ProWecWed DaWa for an\ pXrposes oWher Whan Whose e[pliciWl\ aXWhori]ed in Whis DaWa
Sharing and ConfidenWialiW\ AgreemenW and Whe MasWer AgreemenW Wo Zhich Whis E[hibiW is aWWached.



(c) To noW disclose an\ ProWecWed DaWa Wo an\ oWher parW\, e[cepW for aXWhori]ed
represenWaWiYes of Vendor Xsing Whe informaWion Wo carr\ oXW Vendor¶s obligaWions Wo Whe DisWricW and in
compliance ZiWh sWaWe and federal laZ, regXlaWions and Whe Werms of Whe MasWer AgreemenW, Xnless:

(i) Whe parenW or eligible sWXdenW has proYided prior ZriWWen consenW; or
(ii) Whe disclosXre is reqXired b\ sWaWXWe or coXrW order and noWice of Whe disclosXre is

proYided Wo Whe DisWricW no laWer Whan Whe Wime of disclosXre, Xnless sXch noWice is
e[pressl\ prohibiWed b\ Whe sWaWXWe or coXrW order.

(d) To mainWain reasonable adminisWraWiYe, Wechnical, and ph\sical safegXards Wo proWecW Whe
secXriW\, confidenWialiW\, and inWegriW\ of ProWecWed DaWa in iWs cXsWod\.

(e) To Xse encr\pWion Wechnolog\ Wo proWecW ProWecWed DaWa in iWs cXsWod\ Zhile in moWion or
aW resW, Xsing a Wechnolog\ or meWhodolog\ specified b\ Whe SecreWar\ of Whe U.S. DeparWmenW of
HealWh and HXman SerYices in gXidance issXed Xnder SecWion 13402(H)(2) of PXblic LaZ 111-5.

(f) To adopW Wechnologies, safegXards and pracWices WhaW align ZiWh Whe NIST C\bersecXriW\
FrameZork.

(g) To compl\ ZiWh Whe DisWricW¶s polic\ on daWa secXriW\ and priYac\, SecWion 2-d and ParW
121.

(h) To noW sell ProWecWed DaWa nor Xse or disclose iW for an\ markeWing or commercial
pXrpose or faciliWaWe iWs Xse or disclosXre b\ an\ oWher parW\ for an\ markeWing or commercial pXrpose
or permiW anoWher parW\ Wo do so.

(i) To noWif\ Whe DisWricW, in accordance ZiWh Whe proYisions of SecWion 5 of Whis DaWa Sharing
and ConfidenWialiW\ AgreemenW, of an\ breach of secXriW\ resXlWing in an XnaXWhori]ed release of
ProWecWed DaWa b\ Vendor or iWs assignees or sXbconWracWors in YiolaWion of applicable sWaWe or federal
laZ, Whe DisWricW¶s Bill of RighWs for DaWa SecXriW\ and PriYac\, Whe DisWricW¶s policies on daWa secXriW\
and priYac\, or oWher binding obligaWions relaWing Wo daWa priYac\ and secXriW\ conWained in Whe MasWer
AgreemenW and Whis E[hibiW.

(j) To cooperaWe ZiWh Whe DisWricW and laZ enforcemenW Wo proWecW Whe inWegriW\ of
inYesWigaWions inWo Whe breach or XnaXWhori]ed release of ProWecWed DaWa.

(k) To pa\ for or prompWl\ reimbXrse Whe DisWricW for Whe fXll cosW of noWificaWion, in Whe eYenW
Whe DisWricW is reqXired Xnder SecWion 2-d Wo noWif\ affecWed parenWs, sWXdenWs, Weachers or principals of
a breach or XnaXWhori]ed release of ProWecWed DaWa aWWribXWed Wo Vendor or iWs sXbconWracWors or
assignees.



Washington-Saratoga-Warren-Hamilton-Essex BOCES
EDUCATION LAW �2-d Bill of Rights for Data Securit\ and Privac\

The Washington-Saratoga-Warren-Hamilton-Essex BOCES is commiWWed Wo proWecWing Whe priYac\ and secXriW\ of

sWXdenW daWa and Weacher and principal daWa. In accordance ZiWh NeZ York EdXcaWion LaZ SecWion 2-d and iWs

implemenWing regXlaWions, Whe DisWricW informs Whe school commXniW\ of Whe folloZing:

ParenWs (inclXding legal gXardians or persons in parenWal relaWionships) and Eligible SWXdenWs (sWXdenWs 18 \ears and
older) can e[pecW Whe folloZing:

1. A sWXdenW¶s personall\ idenWifiable informaWion (PII) cannoW be sold or released for an\ commercial pXrpose.
PII, as defined b\ EdXcaWion LaZ � 2-d and FERPA, inclXdes direcW idenWifiers sXch as a sWXdenW¶s name or
idenWificaWion nXmber, parenW¶s name, or address; and indirecW idenWifiers sXch as a sWXdenW¶s daWe of birWh, Zhich
Zhen linked Wo or combined ZiWh oWher informaWion can be Xsed Wo disWingXish or Wrace a sWXdenW¶s idenWiW\.
Please see FERPA¶s regXlaWions aW 34 CFR 99.3 for a more compleWe definiWion.

2. The righW Wo inspecW and reYieZ Whe compleWe conWenWs of Whe sWXdenW¶s edXcaWion record sWored or
mainWained b\ an edXcaWional agenc\. This righW ma\ noW appl\ Wo parenWs of an Eligible SWXdenW.

3. SWaWe and federal laZs sXch as EdXcaWion LaZ � 2-d; Whe Commissioner of EdXcaWion¶s RegXlaWions aW 8
NYCRR ParW 121, Whe Famil\ EdXcaWional RighWs and PriYac\ AcW ("FERPA") aW 12 U.S.C. 1232g (34 CFR ParW
99); Children's Online PriYac\ ProWecWion AcW ("COPPA") aW 15 U.S.C. 6501-6502 (16 CFR ParW 312); ProWecWion
of PXpil RighWs AmendmenW ("PPRA") aW 20 U.S.C. 1232h (34 CFR ParW 98); Whe IndiYidXals ZiWh DisabiliWies
EdXcaWion AcW (³IDEA´) aW 20 U.S.C. 1400 eW seq. (34 CFR ParW 300); proWecW Whe confidenWialiW\ of a sWXdenW¶s
idenWifiable informaWion.

4. SafegXards associaWed ZiWh indXsWr\ sWandards and besW pracWices inclXding bXW noW limiWed Wo encr\pWion,
fireZalls and passZord proWecWion mXsW be in place Zhen sWXdenW PII is sWored or Wransferred.

5. A compleWe lisW of all sWXdenW daWa elemenWs collecWed b\  NYSED is aYailable for pXblic reYieZ aW
ZZZ.n\sed.goY/daWa-priYac\-secXriW\,   and  b\ ZriWing Wo Whe Chief PriYac\ Officer, NeZ York SWaWe EdXcaWion
DeparWmenW,  89 WashingWon AYenXe, Alban\, NeZ York 12234.

6. The righW Wo haYe complainWs aboXW possible breaches and XnaXWhori]ed disclosXres of sWXdenW daWa
addressed.

○ ConWacW WSWHE BOCES DaWa ProWecWion Officer: Ceilia DansereaX-RXmle\, DirecWor for DaWa
PriYac\ & Professional Learning, b\ email: cdansereaX-rXmle\@ZsZheboces.org, or b\ phone:
518-581-3518. ComplainWs shoXld be sXbmiWWed in ZriWing Xsing Whe form WhaW is aYailable on Whe BOCES
ZebsiWe and in Whe BOCES offices.

○ ComplainWs ma\ also be sXbmiWWed Wo NYSED online aW ZZZ.n\sed.goY/daWa-priYac\-secXriW\, b\ mail
Wo:  Chief PriYac\ Officer, NeZ York SWaWe EdXcaWion DeparWmenW, 89 WashingWon AYenXe, Alban\, NeZ
York 12234, b\ email Wo priYac\@n\sed.goY, or b\ Welephone aW 518-474-0937.

7. To be noWified in accordance ZiWh applicable laZs and regXlaWions if a breach or XnaXWhori]ed release of
Wheir sWXdenW¶s PII occXrs.

http://www.nysed.gov/data-privacy-security
http://www.nysed.gov/data-privacy-security
http://www.nysed.gov/data-privacy-security


8. EdXcaWional agenc\ Zorkers WhaW handle PII Zill receiYe Wraining on applicable sWaWe and federal laZs, Whe
edXcaWional agenc\¶s policies, and safegXards associaWed ZiWh indXsWr\ sWandards and besW pracWices WhaW proWecW
PII.

9. EdXcaWional agenc\ conWracWs ZiWh Yendors WhaW receiYe PII Zill address sWaWXWor\ and regXlaWor\ daWa priYac\
and secXriW\ reqXiremenWs.

____________________________________________________________________________________

BY THE VENDOR:

___________________________________ ___________________________
Name (Print) Signature

___________________________________ ___________________________
Title Date

Nira Mayorchik Sheleg

CEO 03/26/23



EXHIBIT A (CONTINUED)

Supplemental Information about a Master Agreement between

Washington-Saratoga-Warren-Hamilton-Essex BOCES and Wi]er.me

Washington-Saratoga-Warren-Hamilton-Essex BOCES and its subscribed school districts
(see Exhibit B) has enWered inWo a MasWer AgreemenW ZiWh Wi]er.me, Zhich goYerns Whe aYailabiliW\
Wo Whe DisWricW of Whe folloZing prodXcWs or serYices:

Wi]er.me
software, and/or apps, and/or technolog\ tools, and/or web-services

PXrsXanW Wo Whe MasWer AgreemenW (Zhich inclXdes a DaWa Sharing and ConfidenWialiW\ AgreemenW),
Whe DisWricW ma\ proYide Wo Vendor, and Vendor Zill receiYe, personall\ idenWifiable informaWion aboXW
sWXdenWs and/or Weachers and principals WhaW is proWecWed b\ SecWion 2-d of Whe NeZ York EdXcaWion
LaZ (³ProWecWed DaWa´).

Exclusive Purposes for which Protected Data will be Used: The e[clXsiYe pXrpose for Zhich
Vendor is receiYing ProWecWed DaWa from Whe DisWricW is Wo proYide Whe DisWricW ZiWh Whe fXncWionaliW\ of
Whe prodXcWs or serYices lisWed aboYe. Vendor Zill noW Xse Whe ProWecWed DaWa for an\ oWher pXrposes
noW e[pliciWl\ aXWhori]ed aboYe or ZiWhin Whe MasWer AgreemenW.

Oversight of Subcontractors: In Whe eYenW WhaW Vendor engages sXbconWracWors or oWher
aXWhori]ed persons or enWiWies Wo perform one or more of iWs obligaWions Xnder Whe MasWer AgreemenW
(inclXding sXbconWracWing hosWing of Whe ProWecWed DaWa Wo a hosWing serYice proYider), iW Zill reqXire
Whose sXbconWracWors or oWher aXWhori]ed persons or enWiWies Wo Zhom iW Zill disclose Whe ProWecWed
DaWa Wo e[ecXWe legall\ binding agreemenWs acknoZledging Wheir obligaWion Xnder SecWion 2-d of Whe
NeZ York EdXcaWion LaZ Wo compl\ ZiWh all applicable daWa proWecWion, priYac\ and secXriW\
reqXiremenWs reqXired of Vendor Xnder Whe MasWer AgreemenW and applicable sWaWe and federal laZ
and regXlaWions.

Duration of Agreement and Protected Data Upon Termination or Expiration:

Ɣ The MasWer AgreemenW commences on 03/01/2023 and e[pires on 06/30/2026.
Ɣ Upon e[piraWion of Whe MasWer AgreemenW ZiWhoXW reneZal, or Xpon WerminaWion of Whe MasWer

AgreemenW prior Wo iWs e[piraWion, Vendor Zill secXrel\ deleWe or oWherZise desWro\ an\ and all
ProWecWed DaWa remaining in Whe possession of Vendor or an\ of iWs sXbconWracWors or oWher
aXWhori]ed persons or enWiWies Wo Zhom iW has disclosed ProWecWed DaWa. If reqXesWed b\ Whe
DisWricW, Vendor Zill assisW Whe DisWricW in e[porWing all ProWecWed DaWa preYioXsl\ receiYed back
Wo Whe DisWricW for iWs oZn Xse, prior Wo deleWion, in sXch formaWs as ma\ be reqXesWed b\ Whe
DisWricW.



Ɣ In Whe eYenW Whe MasWer AgreemenW is assigned Wo a sXccessor Vendor (Wo Whe e[WenW aXWhori]ed
b\ Whe MasWer AgreemenW), Whe Vendor Zill cooperaWe ZiWh Whe DisWricW as necessar\ Wo
WransiWion ProWecWed DaWa Wo Whe sXccessor Vendor prior Wo deleWion.

Ɣ NeiWher Vendor nor an\ of iWs sXbconWracWors or oWher aXWhori]ed persons or enWiWies Wo Zhom iW
has disclosed ProWecWed DaWa Zill reWain an\ ProWecWed DaWa, copies, sXmmaries or e[WracWs of
Whe ProWecWed DaWa, or an\ de-idenWified ProWecWed DaWa, on an\ sWorage mediXm ZhaWsoeYer.
Upon reqXesW, Vendor and/or iWs sXbconWracWors or oWher aXWhori]ed persons or enWiWies Wo
Zhom iW has disclosed ProWecWed DaWa, as applicable, Zill proYide Whe DisWricW ZiWh a cerWificaWion
from an appropriaWe officer WhaW Whese reqXiremenWs haYe been saWisfied in fXll.

Challenging Accurac\ of Protected Data: ParenWs or eligible sWXdenWs can challenge Whe accXrac\
of an\ ProWecWed DaWa proYided b\ Whe DisWricW Wo Vendor, b\ conWacWing Whe DisWricW regarding
procedXres for reqXesWing amendmenW of edXcaWion records Xnder Whe Famil\ EdXcaWional RighWs and
PriYac\ AcW (FERPA). Teachers or principals ma\ reqXesW Wo challenge Whe accXrac\ of APPR daWa
proYided Wo Vendor b\ folloZing Whe appeal process in Whe DisWricW¶s applicable APPR Plan.

Data Storage and Securit\ Protections: An\ ProWecWed DaWa WhaW Vendor receiYes Zill be sWored
on s\sWems mainWained b\ Vendor, or b\ a sXbconWracWor Xnder Whe direcW conWrol of Vendor, in a
secXre daWa cenWer faciliW\ locaWed ZiWhin Whe UniWed SWaWes. The measXres WhaW Vendor (and, if
applicable, iWs sXbconWracWors) Zill Wake Wo proWecW ProWecWed DaWa inclXde adopWion of Wechnologies,
safegXards and pracWices WhaW align ZiWh Whe NIST C\bersecXriW\ FrameZork, and safegXards
associaWed ZiWh indXsWr\ sWandards and besW pracWices inclXding, bXW noW limiWed Wo, disk encr\pWion,
file encr\pWion, fireZalls, and passZord proWecWion.

Encr\ption of Protected Data: Vendor (and, if applicable, iWs sXbconWracWors) Zill proWecW ProWecWed
DaWa in iWs cXsWod\ from XnaXWhori]ed disclosXre Zhile in moWion or aW resW, Xsing a Wechnolog\ or
meWhodolog\ WhaW complies ZiWh SecWion 2-d of Whe NeZ York EdXcaWion LaZ.

Exhibit B:



School Districts Subscribed to the Washington-Saratoga-Warren-Hamilton-Essex BOCES
Data Privac\ & Securit\ and/or
Educational Technolog\ and/or

School Librar\ S\stems Cooperative Service Agreement(s)

Component School Districts Other Subscribing School Districts
Arg\le Central School Beekmantown Central School District
Ballston Spa Central School Broadalbin-Perth Central School District
Bolton Central School Deposit Central School District
Cambridge Central School Fonda-Fulton Central School District
Corinth Central School Greater Amsterdam School District
Fort Ann Central School Johnstown Central School District
Fort Edward Union Free School Ravena Coe\mans Central School District
Galwa\ Central School Rensselaer Cit\ School District
Glens Falls Cit\ School Saranac Lake Central School District
Glens Falls Common District Shenendehowa Central School District
Granville Central School Walton Central School District
Greenwich Central School Windsor Central School District
Hadle\-Lu]erne Central School Willsboro Central School District
Hartford Central School
Hudson Falls Central School
Indian Lake Central School
Johnsburg Central School
Lake George Central School
Mechanicville Cit\ School
Minerva Central School
Newcomb Central School
North Warren Central School
Queensbur\ Union Free School
Salem Central School
Saratoga Springs Cit\ Schools
Schu\lerville Central School
South Glens Falls Central School
Stillwater Central School
Warrensburg Central School
Waterford-Halfmoon Union Free School
Whitehall Central School

http://www.argylecsd.org/
http://www.bscsd.org/
http://www.boltoncsd.org/
http://www.cambridgecsd.org/
http://www.corinthcsd.com/
http://www.fortannschool.org/
http://www.fortedward.org/
http://www.galwaycsd.org/
http://www.gfsd.org/
https://www.abewing.org/Page/9
http://www.granvillecsd.org/
http://www.greenwichcsd.org/
http://www.hlcs.org/
http://www.hartfordcsd.org/
http://www.hfcsd.org/
http://www.ilcsd.org/
http://www.johnsburgcsd.org/
http://www.lkgeorge.org/
http://www.mechanicville.org/
http://www.minervasd.org/
http://www.newcombcsd.org/
http://www.northwarren.k12.ny.us/
http://www.queensburyschool.org/
http://www.salemcsd.org/
http://www.saratogaschools.org/
http://www.schuylervilleschools.org/
http://www.sgfallssd.org/
http://www.scsd.org/
http://www.wcsd.org/
http://www.whufsd.org/
http://www.railroaders.net/

