
Physical security:
○ Access control: access for employees to data is password protected
○ Individuals are required to sign in/out for installation and removal of equipment
○ Data is hosted on Amazon Web Services (AWS). Backups for the servers, on
which the data resides, are provided by Amazon RDS automated backups
(https://aws.amazon.com/rds/details/backup/). The physical security for AWS is
managed by Amazon RDS.

Technical security:
○ Our system employs encryption technologies when transmitting sensitive
information (SSL/TLS, VPN) over the network.
○ If users have a GeoGebra account, passwords are encrypted by PHP’s crypt
function, using the Blowfish algorithm with a 16­character salt value.
○ We are utilizing a web application firewall (WAF) (managed by Amazon VPC)
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All GeoGebra employees, with legitimate access to PII, receive twice a year updates regarding
best privacy and security practices.

__________________________________________

For hosting our
web applications and data we use AWS (Amazon Web Services). AWS, our subcontractor, has one of the
highest
privacy and security standards in place. It is compliant with GDPR, FERPA, NIST, ISO/IEC
27001:2013, etc.

If you become aware of a data breach please notify GeoGebra by writing an email to
office@geogebra.org. We will try to remediate the issues as soon as possible.In case GeoGebra becomes
aware of a data or security breach,it will either notify the educational institution with whom we have
privacy agreements in place or the user directly and try to fix the issues as soon as possible.
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GeoGebra Data Privacy and Security Plan

It's important to remember that students do not need to register or sign in to the GeoGebra
Website in order to use the GeoGebra software, access millions of GeoGebra resources or
participate in a real-time collaboration in a GeoGebra Classroom.

Protecting the privacy of young children is especially important. If GeoGebra learns that
personally identifiable information of children has been collected on the Website without
parental consent, then GeoGebra will take the appropriate steps to delete this information. If you
are a parent or legal guardian and discover that your child has a registered account with the
Website without your consent, then you may alert GeoGebra at office@geogebra.org and request
that GeoGebra delete that child's personal information from its systems.

GeoGebra never shares personal information of any user with third parties.
A parent or a legal guardian of a student under 18, can inspect and edit at any time the data
associated with the student’s account by visiting the account settings page.

GeoGebra uses certain physical, managerial, and technical safeguards designed to preserve the
integrity and security of users' personal information.

● Physical security:
○ Access control: access for employees to data is password protected
○ Individuals are required to sign in/out for installation and removal of equipment
○ Data is hosted on Amazon Web Services (AWS). Backups for the servers, on

which the data resides, are provided by Amazon RDS automated backups
(https://aws.amazon.com/rds/details/backup/). The physical security for AWS is
managed by Amazon RDS.

● Technical security:
○ Our system employs encryption technologies when transmitting sensitive

information (SSL/TLS, VPN) over the network.
○ If users have a GeoGebra account, passwords are encrypted by PHP’s crypt

function, using the Blowfish algorithm with a 16-character salt value.
○ We are utilizing a web application firewall (WAF) (managed by Amazon VPC)

● Organizational security:
○ Only GeoGebra employees have access to AWS and the used services. Access is

password secured.
○ Remote Access: GeoGebra employees can work remotely, but only via VPN.
○ As part of GeoGebra’s hiring process, the background and CV of our employees

is checked.



All GeoGebra employees, with legitimate access to PII, receive twice a year updates regarding
best privacy and security practices. This also include updates on the following laws:

● General Data Protection Regulation (“GDPR”)
● Family Educational Rights and Privacy Act  ("FERPA")
● Children's Online Privacy Protection Act ("COPPA")
● New York Education Law Section 2-d

If you become aware of a data breach please notify GeoGebra by writing an email to
office@geogebra.org. We will try to remediate the issues as soon as possible. In case GeoGebra
becomes aware of a data or security breach, it will either notify the educational institution with
whom we have privacy agreements in place or the user directly and try to fix the issues as soon
as possible.

GeoGebra is an international company with headquarters in Austria, Europe. For hosting our
web applications and data we use AWS (Amazon Web Services). All our data (including user
data) is stored in secure data centers within the European Union, mostly Ireland. We do not
transfer any data outside the European Union. AWS, our subcontractor, has one of the highest
privacy and security standards in place. It is compliant with GDPR, FERPA, NIST, ISO/IEC
27001:2013, etc.

Each user can view/edit his/her personal information on the account settings page. On the same
page students can also permanently delete their account. GeoGebra keeps a copy of deletion for
one year.

Upon expiration or termination of a privacy agreement with an educational institution, nothing
happens by default with the students data. The educational institution can write us an email at
office@geogebra.org to either transfer student data back and/or permanently remove it from our
systems.

For further information please visit our Privacy Policy and Terms of Service.


