ErIE 1 BOCES
PARENTS’ BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of personally identifiable information
about students who attend Erie 1 BOCES instructional programs in accordance with applicable taw,
including New York State Education Law Section 2-d.

To further these goals, Erie 1 BOCES wished to inform parents of the following:

(1) A student's personally identifiable information cannot be sold or released for any commercial
purposes.

(2) Parents have the right to inspect and review the complete contents of their child's education
record.

(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

(4) A complete list of all student data elements collected by the State is available for public review

at http://www.nysed.qov/data-privacy-security/student-data-inventory, or by writing to the Office
of Information & Reporting Services, New York State Education Department, Room 863 EBA, 89
Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed in writing to the Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also be submitted
using the form available at the following website http:/fwww.nysed.qgov/data-privacy-

security/repori-improper-disclosure.
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SUPPLEMENTAL INFORMATION
ABOUT THE AGREEMENT
BETWEEN
ERIE 1 BOCES anD MICROSOFT

Erie 1 BOCES has entered into a Campus and School Agreement (“Agreement”) with [MICROSOFT]
which governs the availability to Participating Educational Agencies of the following Praduct(s).
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Dryenmics 365 Finanos, Dynamics 365 Mimkcting, Dynomics 365 Pivjert Savice Anvtomustion, ThynamEs 365 Comsere,
Dyaemics 365 Hewen Resources, Dymunics 363 Sales Entewprise, st Dymamics 365 Sales Professionsl. Dlymamacs 365
Com Sarvices do nat inchode (1) Dynamics 365 Servioes fbr supposad deveoes or software, which focliodes but 5 mot
ettt thp Ty mrmmies 365 i mpps, Zabibets, i, or ary off Shese {2) Linfedin Saes Navizator, or {3) esngpt s expressly
defined in e Tconsing terms for the comesponding servies, ey olber scpartely-branded service made wrailididle with or
wimmecred in Dynamics 363 Core Seavioos,
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Rlimmezer, Custasmey Lockhbox, EMMMWWWMMMEW@EMM&
Baokines, Microsoft Forms, Microseft My Analytics, Microsoft Plamer. Microsoft Staffifud, AMicrosof Stmems, Micosaf
Tezms {including Bookings, Lists, ant Shifts), Microsoft Te-Dn, Office 363 Advarred Threet Provocrion, Ciilfios 363
Video, Office for the web, OnzThive for Busizess, Prsjoct {moept Rowdmap ani Projact for the web), SharePoint Onlme,
Skype for Bosiness Online, Sway, Whitshord, Yomumer Bt and for Kaizalz Pro, Custommes ozt sroaps
e Yo the admin part and chels between e memthens off Clustomer™s cngemizaton. (ffio: 365 Servioes die ot
imchdie Oiice 365 ProPlis, any ponion of PSTN Services that opoass ousis of Microsoft's comm, @y Ciicst sofiware,
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Ensiphis, Avtomanon, Azme Avive Ditecry, Azae Cache for Rafis, Azzse Contniner Regiiury {ATCK ), Amoe Conlaimer

Telicoosoll Dysaics 365 Core
Servioes

Ohiftce 365 Services

Servine, Arare Cosizos DB (formety DocumentDB), Azure Detabase for MySQE., Azore Diniabese for PostgreSQL, Azre

| Dateimicks, Azune DevOps Servizes, Azwre Deviost Labs, Azme DNS, Arure Enformrstion Protection {oclsdag Azure
Bach, BirTalk Services, Clond Services, Compuier Vision, Content Maodzaer, Duta Caralng, Bata Frefasy, Dois Lake
Anatytics, Data Lake Store, Event Hubs, Express Rouse, Face, Fumciboins, HDnsicht, Eoportffxport. ToT Heb, Key Vault,
Load Batanoes, Log Aralytics (formerly Operations] Insighis}, Anme hschins Y parning Suxdo, Mada Servioes, Microsoft
Amre Portal, Mubti-Factor Avtheniication, Notifcaton Hobs, Paorser M Frebedded, (Qma Maker, Schreduler, Somanty
Cemter, Servive Bus, Scrvice Fabric, Site Rocovary, SQL Date Warshoose, S04 Datrfbuse, SOL. Sernver Stretel Dalabass,
Storage, StocSimple, Stream Arabytics, Text Analytics, Trafiic Mager, Vinuat Maduizes, Viniued Rachine Scake Seis,
Virtut Network, and VPN Gaigvay

Microsolt Azme Core Servioss

Mot Chowd App Secusity

Thhe clord service porsion of Microsofk Cloud App Secoxity.

BVircrosofi Intuse Onliog Serviess

T elond service pottion of Microsolt Frrene such as the Micmsaft Brtens Addon Produrt orz FEINEESITETY SIYC
provided by Microselt Intime such a5 Mobile Device Management for Offtce 385,

Microsefi Power Plattenm Core
Services

The foflewing services, each es a standklone servios or as incleded in an Office 365 or Microsoft Dyeamics 365 branded
pllan or swite: Microsofi Power BL, Micwsnf Pover Apps, ani Miresafk Power Antpmade. Microsoft Power Plztform Core
Services do not inchede any cliont sofivenve, incloding but ret Frdiad o Power BE Report Sereer., the Power BL PowerApps
o7 Microsofl Power Automate mebile applications, Pewer BI Desliop, or Powar Apps Stxdio.

Micresoft Defender Advesced
Turemt Prassction Services

The following clond service portions of ¥avosoft Defender Advanced Threat Protoction. Atteck Susteee Reduction, Next
Generstion Preiection, Bndpoin Detection & Response, Auto Ervesiigaion & Romadinten, Threst & Volnesalmiy

Menasemer, SmatSoean.

Pursuant to the Agreement, Pariicipating Educational Agencies may provide to Vendor, and Vendor will
receive, personally identifiable information about students, or teachers and principals, that is protected
by Section 2-d of the New York State Education Law (*Protected Data”).

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which Vendor
is being provided access to Protected Data is to provide Participating Educational Agencies with the
functionality of the Producti(s) listed above. Vendor agrees that it will not use the Protected Data for
any other purposes not explicitly authorized in the Agreement. Protected Data received by Vendor, or
any of Vendor's subcontractors, assignees, or other authorized agents, will not be sold, or released or
used for any commercial or marketing purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or other
authorized agents to perform one or more of its obligations under the Agreement {(including any hosting
service provider). Vendor will ensure that such subcontactors, assignees, or other authorized agents
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abide by the provisions of these agreements and is responsible for their performance under the
agreement.

Duration of Agreement and Protected Data Upon Expiration:
» The Agreement commenced on July 30, 2013 and has no expiration date.

« Upon expiration of any Enroliment under this Agreement without renewal, Vendor shall, if
requested by BOCES, or Participating Educational Agency, provide tools to the BOCES, or
Participating Educational Agency for exporting all electronically stored Shared Data previously
received back to the BOCES or Participating Educational Agency. Microsoft will retain the
Protected Data that remains stored in Online Services in a limited function account for 90 days
after expiration or termination of this Agreement. Thereafter, Vendor shatl promptly securely
delete and/or dispose of any and all Protected Data remaining in the possession of Vendor or
its assignees or subcontractors (inciuding alt electronic versions or electronic imaging of hard
copies of Protected Data) unless Microsoft is required by applicable law to retain such data.
Vendor agrees that neither it nor its subcontractors or assignees will retain any copy, summary
or extract of the Protected Data or any related work papers an any storage medium whatsoever
uniess Microsoft is required by applicable law to retain such data. Upon request, Vendor and/or
its subcontractors or assignees will provide a certification from an appropriate officer that the
reguirements of this paragraph have been satisfied in full.

Challenging Accuracy of Protected Data: Parenis or eligible siudents can challenge the
accuracy of any Protected Data provided by a Parlicipating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers o
Wm%%kMMMmmwﬁWRmmm.vmwmmﬁm
appeal process in their employing school district's applicable APPR Plan

Data Storage and Security Protections: Any Protected Data Vendor receives wilt be stored on
systems maintained by Vendor, or by a subcontractor under the direct confrof of Vendor, in a secure
data center facility located within the United Slates. The measures that Vendor will take to protect
Protected Data include adoption of technologies, safeguards and practices that align with the NIST
Cybersecurity Framework and indusiry best practices including, but not necessardy hmited to, disk
encryption, fite encryption, firewalls, and password proteciion.

Encryption of Protected Data: Vendor (or, ii applicable, its subcontractors) wal profect Protected Data
in #s custody from unauthorized disclosure while in motion or atrest, using a technoiogy or methodoiogy
specified by the secretary of the U.S. Depariment of HHS in guidance issued under Section 13402(H)(2)
of P.L 111-5. '

Except for changes made by this Amendment, the Enroliment or Agreement identified above remains
unchanged and in full force and effect. If there is any conflict between any provision in this Amendment
and any provision in the Enroliment or Agreement identified above, this Amendment shall controi.

This Amendment must be attached to a signature form to be valid.

Microsoft Internal Use Only:

Erie 1 CASA Amendment (NYS Ed-2d -PBOR v2) | CTM CTM-CTC-LOL-AGR BD
06262020.docx
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| MBA/MABSA mumber:.
Agreement number: 01C36218
Enroliment munber:
ProposallD: CTM (01C36218)
Opportunity KD (7 appkcable): 01C36218-06292020
Agmemént Elfec:liﬁe Dalé: _
Customer Name: Erie 1 BOCES |

B Microsoft Volume Licensing

Alternative Acceptance Form (Microsoft Only)

Due to the extraordinary impact of the coronavirus (COVID-19), Microsoft has implemented
steps to protect personnel and the communities in which they live and work, including
conducting business from remote locations andfor using different processes. As a resuit,
Microsoft is utilizing this Alternative Acceptance Form in piace of signing a Program Signature
Form.

Microsoft's authorized representative is accepting the contract documents shown on the Program
Signature Form bearing the Proposal 1D shown below {“Contract Documents”) by typing their name and
entering the date of acceptance on this Altemative Acceptance Form. The Agreement Effective Date
shown below is the Agreement Effective Date shown on the Program Signature Form.

For the purposes of this Alternative Acceptance Form, "Customer” means the Customer entity identified
on the Program Signature Form bearing the same Proposal ID that appears on this form, and “Microsoft"
means the Microsoft entity or entifies identified below on this form.

To indicate Microsoft's agreement, Microsofi's duly autharized representative will compiete this form by
entering their name and the date of Microsoft's acceptance below. Upon completion of this form,
Microsoft agrees that it (1) has received, read and understands this Alternative Acceplance Form, the
Program Signaiure Form, and all Contract Documents, including any websites or documents
incorporated by reference and any amendments, and (2} agrees fo be bound by the terms of all such
documents, as of the Agreement Effective Date. This Alfernative Acceptance Form, when completed,
will be incorporated into the Agreement noted above.

Acceptance by Microsoft

Enter applicable Microsoft Affiliater Microsoft Corporaticn

Name of Microsoft authorized representative: Shirley Snyder Customer Care Specialist

Acceptance date: June 29, 2020

The above person is duly authorized on behalf of Microsoft fo accept these Coniract
Documents. Microsoft will not challenge the enforceability or validity of the agreement
formed by this afternative process or any of the Contract Documents based on its
accepiance using this Alternative Acceptance Form.
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Optional Confirmation of Acceptance on Customer Request

&nce Microsoft returns {o its normal business processes, if Customer requests a Microsoft
signature, an authorized representative of Microsoft will sign and deliver a copy of this
Alternative Acceptance Form below to confirm the effectiveness of the agreement as of the
Agreement Effective Date shown above.

Optiona'l Microsoft Confirmation of Acceptance

Enter applicable Micrasoft Affiliate: <choose one>

| By signature of its duly authorized representative below, Microsoft hereby acknowledges, ratifies
and confirms that the agreement referenced on this Alternative Acceptance Form was duly
accepted, and is effective as of the Agreement Effective Date shown above.

. Signature: sign your complete name
Printed First and Last Name: print your compglete name
Printed Title: print your title
Signature Date: enter the date you signed this form
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