Docusign Envelope 10 BAOODEE 150 AR-GSCR-9502: 1 1080307 1665

y. .
Lecirnin

NIl Cﬂl"l'll'l"‘ll?l"lil‘:.l’

Siphe, Secia. Sooiable, Siandesd,

‘ LA{:EE'E_E-I'-'I
earnin
@ Cumml?nit}r

Student Data
Privacy Consortium

STANDARD STUDENT DATA
PRIVACY AGREEMENT

(Florida National Data Privacy Agreement (NDPA) Standard VERSION 2)

Duval County Public Schools
And

Jigeaw Learning LLC, dika TeachTown

Version 2

Authored by Members of the Student Data Privacy Consorfium {SDPC) &

Mark Williams, Fagen, Friedman & Fulfrost LLP

& Access 4 Leaming (A4L) Communily. AN Righls Resenrvad,

This document may only be used by A4l Communily members amd may nmol be altered in any substaniive
FYIEET,

Mational Data F:I.:'-'-El'q' .ﬁmﬁl—éﬁnﬁﬂ Version2 Pagea | 1



Doousign Emvelope i ES000B61 -GCAG-4508.9502- 1 1080307 1665

STANDARD STUDENT DATA PRIVACY AGREEMENT varsion 2.0

This Student Data Privacy Agreement ["DPA”) is enlered inlo on the date of full execution (the “Effective Date™)
and iz entered into by and belween:

[Duval County Public Schools l.

located at | ] ithe “LEA™)
and

[ digsaw Leasming LLC, dba TeachTown 1.

located at [ 2 Constitulion Way Wobum, MA 01801 | {the "Pravider”).
PREAMBLE

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibit “A°, to LEA, which
Services may include: (a) cloud-based Services for the digital storage, management, and ratrieval of pupil
records; andfor (b} digital educational software that authorizes Provider 1o access, store, and use pupil records;
and

WHEREAS, the Provider and LEA have entered inlo a Service Agreemen (as defined herein), to provide certain
Senvices to the LEA as set forth in the Service Agreement, and this DPA (collectively the “Agreement”),

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and
other regulated data exchanged between tham as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act ('FERPA") a1 20 U.5.C. 1232g (34 C.F.R. Pant 93); the Protection of
Pupil Rights Amendment ("PPRA" at 20 U.5.C. 1232h; and the Chidren's Online Privacy Protaction Act
("COPPA") at 15 U.5.C. 6501-6506 (16 C.F.R. Part 312),

WHEREAS, the Provider and LEA desire 1o enter into this DPA for the purpose of establishing their respective
obligations and duties in order o comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

Genaral Offer of Privacy Terms.
The Provider has signed Exhibit “E” o the SDPC Standard Clauses, olhemwise known as “General Offer of
Privacy Terms” enabling other LEAS to enter info the same terms of this DPA with Provider.

Special Provizions. (Check if Required)
If checked, the Supplemental Stafe Terms aftached hereto as Exhibit "G" are hereby incorporated by
referamce inlo this DPA in their entirety.
If the Parties desire lo change any lerms, vse the Vendor-Specific’ Agreement or 'District-Modifled” Agreement.

Form Approved :

B Access 4 Leaming (A4L) Communty. AU Rights Resenad Paga | 2
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viarsion 2.0
The de;-ignatad representative for the LEA for ihis DPA is:

Name: Dr. Christopher Bernier Title:  Superintendent

address: 1701 Prudential Drive, Jacksonville, FL 32207

Phone:  904-390-2000 Email I::emEerc@duuaischuu'ls,c:-rg

The designated representative for the Provider for this DPA is:

Mame:  Kimberly A. Johnson Tile:  Sr. VP Business Operations
Address: 2 Constitution Way Woburn, MA 01801

Prone:  1-800-283-0165 Email. contracts@teachtown.com

IN WITNESS WHEREOF, L nd Provider execute this DPA as of the Effective Date.

]

Date:
ri?f‘c?ﬁnh:er Bernier  Title/Posiion:  Superintendent

Printed Mame: Ij( C
o

PROVIDER: | Sgsaw Leaming LLC, dba TeachTown ]
Signed By: jim"& Date: 11/19/2024 -
Printed Mame: Ashley B. Wall TitleiPosition:  Chief Financial Officer

=

Each Party is responsible to promptly notify the other Party of changes to the nofice information,

MNotices to Provider Motices to LEA
[ Jgsaw Loaming LLT, dba TeachTown ] [ Durwal County Public Schoots 1
[ Kimbedy A Johnaon 1 [ Supesiniendent |
[ # Conatitution Way Websinn, M4 018501 | [ ]
| conectsgiseachiowen.com | [ barrinrcEdmnischoos cog ]
With a copy to (if provided): With a copy 1o (if provided):
I | [ Officn of Genarad Courel ]

[ | | 1701 Prucsial Dewe, Resm 30 ]
| I 1_ Jocksonvlle, FL 3XHT ]

security Motices to Provider (Requred per Section 5.3)  Security Nofices to LEA (Requeed par Sectios 5.3

[ Bimd Shinesin 1 [ dom oo |
[ Beemctor of Technaiegy | [ T Swauny |
[ 2 Conatitalioe Way Webam, B# 01801 I ‘[ 4010 Bonddwndid Canlid Dr,, Lickaodmalla, FL 32307 ]
[ suppongeeschiven.com | [ rexeeifiduedschosts sy ]
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

1.1 Purpose of DPA.

The purpose of this DPA is to describe the duties and responsibililies fo protect Student Data ncleding
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended
from time to time. In performing the Services, the Provider shall be considered a School Official with a legitimate
educational interest, and performing Services otherwise provided by the LEA, With respect to its use and
maintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as set forih
in this DFPA and the Service Agreemeant.

1.2 Description of Products and Services.

A description of all products and services covered by the Agreement, and information specific o this DFA, are
listed in Exhibit "A". If a Provider needs to update any information on Exhibit “A” (such as updating with new
provided services), they may do so by completing the Addendum template provided by the AdL Community and
sending a copy to the LEA.

Provider may add or delete products or services subject to this DPA under the following circumstances:
1.  Delated products or services: The products or services have been discontinued and are no longer
available from the Provider,
2.  Added products or services: The added products or services are either:
a. a direct replacement, or substantially equivalent to the onginal products or senvices listed in
the DPA, or
b, the added products or services resull in enriched new or enhanced capabilities, new modules,
technokogy advancemants and or senvice categories relating to the listed products or senvices
that Provider did nol have at the time the DPA was signesd.

If an added product or senvice requires additional Data Elements, Provider must complete the relevant portion
of the Addendum template to update Exhibit "B,

Provider may not make any change to Exhibit “A" via an Addendum, except adding or deleting products or
sarvices, LEA is under no obhgation to acquire added products or services, and has no ability under the DPA, to
prevent deletion of products or services, Subject to the limitations in this section, an Addendum is automatically
incorporated into this DPA when LEA is notified by Provider, in accordance with the notification provisions of this
DPA, of the Addendum's existence and contents.

1.3 Student Data to Be Provided.

In order to perform the services, the Provider shall process Sludent Data as identified by the Provider in the
Schedule of Data, attached heralo as Exhibit "B, Student Data may be provided by the LEA or created by
students, as set forth Tully in the definition of Student Data in Exhibit “C°. If a Provider needs to update any
information on Exhibit "B°, they may do 50 by completing the Addendum template provided by the A4l
Community and sending a copy to the LEA.

Provider may delete data elerments from Exhibit "B if they are no longer used by the Provider.

Eﬁ_mﬂ_i Lﬂ'ﬁm_g fAdLJ Communidy. Al Ragils Rﬂsen.-m Page | 4
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viersion 2.0

Provider must add data elements to Exhibit "B”, when a material change has occurred, regardless of whether
the added data elements are aither one of the following:
1. used to better deliver the original products or services listed in the DA, or
2. used to deliver added products or services that result im new or enhanced capabilities, new
modules, technology advancements and or service categories relating fo the listed products or
services that Provider did notl have at the time the DPA was signed. Such new products or services
must be designated in the Addendum template as changes lo Exhibit "A”,

The Provider must nolify the LEA, in accordance with the notification provisions of this DPA, of the exisience
and contents of an Addendum modifying Exhibit “B". The LEA will have thiry {300 days from receipt to object to
the Addendum. If no writtan objection is received it will become incorporaled info the DFA between the parsas,

1.4 DPA Definitions.

Capitalized terms used in this DPA shall have the meaanings set forth in Exhibit “C”. With respect to the treatmeant
of Student Data, in the event of a conflict, definitions used in this DPA shall prevail over lerms used in any other
writing, including, but not imited to, the Service Agresment

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

21 Student Data Property of LEA.

As between LEA and Provider, all Student Data processed by the Provider, or created by students (as set forth
fully in tha definition of Student Data in Exhibit "C"), pursuant to the Agreement is and will continuea to be the
property of and under the control of the LEA. The Provider further acknowledges and agraes that all copies of
such Student Data processed by the Provider, including any modifications or additions or any portion thereof
from any source, are also subject to the provisions of this DPA in the same manner as the ariginal Student Data,
The Parties agree that as between them, all rights, including all intellectual property rights in and o Student Data
conlamplated per the Senice Agreement, shall remain the exclusive properly of the LEA,

2.2 Parent, Legal Guardian and Student Access.

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student (as defined
in FERPA) may review Student Dala and request deletion or modification, and request delivery of a copy of the
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may
access, and correct if necessary, Education Records andior Student Data, and make a copy of the data available
to the LEA or (at the LEA's direction] ta the parent, legal guardian or eligible student directly. If the LEA is not
able to review or update the Student Data itself, Provider shall respond in a reasonably timely manner (and no
later than thirty (30) days from the date of the request or pursuant 1o the time frame required under state law for
an LEA to respond to a parent, legal guardian or student, whichever is seoner) to the LEA's request for Student
Data held by the Provider to view or comect a5 necessary.

Inthe event that a parent or legal guardian of a student or eligible student contacts the Provider to cormect, delete,
review or request delivery of a copy of any of the Student Data collected by or generated through the Services,
the Provider shall refer that person to the LEA, who will follow the necessary and proper proceduraes ragarding

£ Access 4 Leaming (A4L) Communily. AU Rights Rosend Page | 5
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STANDARD STUDENT DATA PRIVALY AGREEMENT Vewsnn 2.0

the requested information, In the event that any person other than those listed contacts the Provider aboul any
Student Data, the Provider shall refer that person to the LEA, except as pravided in Section 4.4,

2.2.1  This NDPA does not impede the ability of students to download, expord, or otherwise save ar
maintain their own Student Generated Content directly from Provider or for Provider to
provide a machanism for such download, export, transfer or saving to students, or the
student's parent or legal guardian. Mor does it impede the ability of Providers to offer LEAs
features lo allow such ability.

222 Inihe event that Student Generated Content is transferred o the control of the student,
parent or legal guardian, the copy of such Student Generated Content that is in the conirol of
such person is no longer considered Student Data.

2.3 Subprocessors.

Provider shall enter info a Subprocessor Agreement with all Subprocessors performing functions for the Provider
im order for the Provider (o provide the Services pursuant to the Service Agreement, wheraby the Subprocessors
agree lo protect Student Data in a manner no less stringent than the terms of this DPA. Every Subprocessor
Agreement must provide that the Subprocessor will not Sell the Student Data. The terms of a Subprocessor
Agreement shall nol be materially madified by the Subprocessor unless notice is provided fo the Provider.

ARTICLE lll: DUTIES OF LEA

31 Provide Data in Compliance with Applicable Laws.

LEA shall use the Senvices and provide Student Data in compliance with all applicable federal and state privacy
laws, rules, and regulations, all as may be amended from time to time.

3.2 Annual Notification of Rights.

If the LEA has a policy of disclosing Education Records andfor Student Data under FERPA (34 CFR §
99.31(ai(1). LEA shall include a spacification of critena for determining who constitutes a School Official and
what constilules a legitimate educational interest in its annual notification of nighls,

3.3 Reasonable Precautions.

LEA shall employ administrative, physical, and technical safeguards designed Lo prolect usernames, passwords,
and any other means of gaining access (o the Services andfor hosted Student Data from unauthorized access,
disclosure, or acquisition by an unauthaorized person.

3.4 Unauthorized Access Notification and Assistance,

LEA shall notify Provider within seventy-twao (72) hours of any confirmed Data Breach to the Services, LEA's
account or any Student Data that poses a privacy or security risk, IT requested by Provider, LEA will provide
reasonable assistance to Provider in any efforts by Provider to investigate and respond to such Data Breach.

B Access 4 Leaming (A4L) Comemunify. AN Riphfs Rasarved Paga | G
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
ARTICLE IV: DUTIES OF PROVIDER

4.1 Privacy and Security Compliance.

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Data privacy
and security, and af the direction of the LEA shall cooperate with any state or federal government initiated audit
of the LEA's use of the Services,

4.2  Authorized Use.

The Student Data processed pursuant to the Services shall be used by the Provider for ng purpose other than
performing the Senvices cullined in Exhibit "A", or as instructed by the LEA,

4.3  Provider Employea Obligation.

Provider shall require all of Provider's employeas who have access to Student Data to comply with all applicable
provisions of this DPA with respect to the Student Data shared under the Service Agreement. Provider agrees
to require and maintain an appropriate confidentiality agreement from each employee wilh access to Stedent
Data pursuant to the Service Agreament.

44 NoDisclosure.

Provider acknowledges and agrees that #t shall not sell or disclose any Student Data or any portion thereof,
including without limitation, user content or ather non-public information and/or personally identifiable information

confained in the Student Data.
4.4.1 Exceptions to Mo Disclosure.

4.4.1.1 This prohibition against dischsure will not apply to Student Data where disclosure is
directed or parmitted by the LEA or this DPA.

4412 The provision lo not sell Student Data shall not apply to a Change of Confrol.

4413 This prohibition against disclosure shall not apply to Student Data disclosed
pursuant o a judicial order or lawfully issued subpoena or warrant,

44,14 This prohibition against disclosure shall not apply 1o Student Data disclosed to
Subprocessors performing Services on behalf of the Provider pursuant to this DPA,

4415 Should law enforcement or other govennmeant enfities ("Requesting Party{ies)”) provide
a judicial order or lawfully issued subpoena or wamant to the Provider with a request
for Student Data hald by the Provider pursuant o the Services, the Provider shall notify
the LEA in advance of a compelled disclosure to the Reguesting Pary.

4416 HMotification under 44.1.5 i not required if the judicial order or lawfully issued
subpoena or warrant states not to inform the LEA of the request.

4417 Should the LEA be presented with a judicial order or lawfully issued subpoena or
warmant fto disclose Student Generated Content or other Student Data, the
Provider shall cooperate with the LEA in delivering such data.

B Accazs 4 Leaming (A4L) Commuontdy. AN Rigiug Reserved Page | 7
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varson 2.0

4418 This prohibition against disclosure shall not apply to LEA-authorized users of the
Services, which may include parents and legal guardians.

4.4.1.9 This prohibition against disclosure shall not apply 1o protect the safely of usars or
others, if and only if. an LEA employes who has specifically bean authorized to
declare a health or safely emergency has done 20 and all requirements under 34
CFR &§ 99.31(a}{10) and 99.36 have been fulfiied by the LEA.

4.4.1.10 This prohibition against disclosure shall not apply to protect the integrity or security
of the Senice, where such disclosure is made to a Subprocessor engaged by
Provider for the specific purpose of investigating a potential Data Breach as sel
forth in 5.4.

4.5 De-ldentified Data

Frovider agrees not to altempl 1o re-identify De-ldentified Student Data without the written direction of the LEA,
De-ldentified Student Data may be used by the Provider for those purposes allowed under applicable laws, for
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1)
assisting the LEA or olher governmental agencies in conducting research and other studies: (2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate
the effectiveness of the Services. and (3) for adaptive lzaming purpose and for customized student learning.
Provider's use of De-ldentified Student Data shall survive termination of this DPA or any request by LEA to return
or disposa of Student Data. Except for Subprocessors, Provider agrees not to transfer De-identified Student Data
o any third party unless the fransfer is expressly direcled or permitled by the LEA or this DPA,  Such
Subprocessors must be subject to equivalent terms of the DPA including this one. Prior fo publishing any
document that names the LEA, the Provider shall obtain the LEA's wriltten approval of the manner in which De-
Identified Student Data is presented. If Provider chooses to create De-ldentified Data, its process must comply
with either MIST de-identification standards or US Depariment of Education guidance on de-identification.

46 Disposition of Data.

Upan written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data obtained under the Service Agreement, within sixty (60) days of the date of said request and
according o a schedule and procedure as the Parlies may reasonably agree.

If the Provider has a standard retention and destruction schedule, that schedule shall apply to Student Data as
long as this DPA is active. The Provider's practice relating to retention and disposition of Student Data shall be
provided to the LEA upon reéquest.

At the termination of this DPA, the Provider shall, unless directed otherwise by the LEA, dispose of, or delete
Student Data obtained by the Provider under the Agreement within sty (60) days of terminalion (unlass
otherwise required by law). If the Agreement has lapsed or is not terminated, the Student Data shall be deleted
when directed or permitted by the LEA, according to Provider's standard destruction schedule, or as olherwise
required by law. The LEA may provide the Provider with special instrucbons for the disposition of the Student
Data, by transmitting 1o Provider Exhibit D", attached hereto. The duty of the Provider to dispose of or delete
Student Data shall not extend to De-ldentified Data or to Student-Generated Content thal has been transferred
or kept pursuant to Section 2.2 2,

€ Access 4 Leaming (A4L) Commundy. Al Rights Resened. P | B
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
4.7  Advertising Limits.

Provider is prohibited from using. disclosing, or selling Student Data to (a) inform, influence, or enable Targeted
Advertising; (b} develop a profile of a student, family mamberfguardian or group, for any purpose other than
providing the Sendice 1o LEA: or () for any commercial purpose other than o provide the Senace 1o the LEA, or
as authorized by the LEA or the parent’guardian, Targeted Advertising is sirictly prohibited, However, this section
does not prohibit Provider from using Stedent Data (i) for adaptive leamning or customized student leaming
{including generating personalized leaming recommendations), or (i) o make product recommendations to
account holders that are not considered Targeled Advertising (this exceplion does not apply where the Provider
is relying on the LEA to provide consent on behalf of the parent under COPPA); or (i) to notify account holders
about new education product updates, features, or Services that are not conskdered Targeted Advertising or from
oiherwise using Student Data as permitted in this DPA and its accompanying exhibits.

Before making product recommendations under section (i) above, Provider must disclose the existence of those
recommendations to LEA in writing, in sufficient detail that LEA can fulfil any obligations under apphcable law
(e.g. PPRA).

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Student Data is stored oulside the Uniled States, Provider will provide a lisi of Countries where data is stored,
in Exhibit "B".

5.2 Security Audits.

Provider will conduct a securily audit or assessment no less than once per year, and upon a Data Breach. Upon
10 days’ notice and execution of confidentiality agreament, Provider will provide the LEA with a copy of the audit
report. subject to reasonable and appropriate redaction,

5.3 Data Security.

The Provider agrees to utilize admnistrative, physical, and technical safeguards designed to prolect Student
Data from unauthorized access, disclosure, acguisition, destruction, use, or modification. The Provider shall
adhere to any applicable law relating to data security of Student Data,. The Provider shall implement an adequate
Cybersecurily Framework that incorporates one or more of the nationally or internationally recognized standards
set forth in Exhibit "F". Additionally, Provider may choose (o further detail s security programs and measuras in
Exhibit *F". Provider shall provide, in the Preamble to the DPA, contacl information of an employes who LEA
may contact if there are any data security concems or questions.

5.4 Data Breach.

In the event that Provider confirms a Diata Breach, the Provider shall provide niotification to LEA within seventy-
two (72) hours of confirmation of the Data Breach, unless nofification within these time limits would disrupt
investigation of the Data Breach by law enforcement. In such an evenl, notification shall be made within a
reasonable time after the Data Breach. Frovider shall follow the following process:

£ Access 4 Loaming (A4L) Commundy. Al Righis Resened. Page | 8
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varzion 2.0

(1

(2)

(3)

(4)

(5)

The Data Breach nofification described above shall include, at a minimum, the following
infermation to the extent known by the Provider and as it becomes available:
{a) The name and contact information of the Provider subject o this section,
(b} the dale of the nolice,
{c} the date of the Data Breach, the estimated date of the Data Breach, or the date
range within which the Data Breach occurred,
{d) Whether the nofification was delayed as a result of a law enforcement investigation,
if legally permissible to share that information,
(&) A general description of the Data Breach, if that information is possible to determine
al the time the notice is provided,
(fy A description of the Student Data reasonably believed to have been the subject of
the Data Breach; and
(g) Identification of impacted ndividuals.

Frovider agrees to adhere (o all applicable federal and state laws with respect to a Data Breach
related 1o the Student Data, including any required responsibiliies and procedures for
natification and mitigation of any such Data Breach,

Provider further acknowledges and agrees (o have a writlen Data Breach response plan that is
consistent with applicable industry standards and federal and state law for responding to a Data
Breach, involving Student Data and agrees lo provide LEA, upan reasonable written raguest,
with a summary of said written Data Breach response plan.

LEA shall provide nolice and facls sumrounding the Data Breach to the affected students,
parents, or guardians.

In the event of a Dala Breach onginating from LEA's use of the Service or otharwise a rasult of
LEA’s aclions or inactions, Provider shall reasonably cooperate with LEA to the extent
nacassary fo expeditiously secure Student Data and may request costs incurred as a result of
such Data Breach.

© Access 4 Leaming (A4L) Communty. AT Rights Reservd Paga | 10
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STANDARD STUDENT DATA PRIVACY AGREEMENT Versian 20
CONTRACT TERMS

Term and Termination. In the event that either Parly seeks to lerminate this DPA, they may do so by written
notice if the Service Agreement has lapsed or has been terminated. Either party may terminate this DPA and
any Service Agreemenlt or contract if the other party breaches any terms of this DPA, This DPA shall stay in
effect for as long as the Provider retains the Student Data, as set forth in section Article IV, Section 4.6. In the
case of a “Change of Control” the LEA has the authority to terminate the DPA, if il reasonably believes that the
successor cannol uphold the terms and conditions hergin or having a contract with the successor would violate
the LEA's policies or stale or federal law.

Data Disposition on Service Agreament Termination. If the Service Agreement is terminated, the Frovider
shall dispose of all of LEA's Student Data pursuant to Article IV, Section 4.6 of the Standard Clauses,

Notices. All notices or other communication required or permitted to be given hereunder must be made in writing
and may be given via e-mail transmission, or first-class mail, or mutually agreed upon method sent to the

designated representatives documented in the Preamble.

Priority of Agreements. This DPA shall govern the treatment of Studen! Data in order o comply with the
privacy protections, including those found in FERPA and all applicable privacy statules identified in this DPA.
With respect to the treatment of Student Data only, in the event there is conflict between the terms of the DPA
and the Sarvice Agreement, Terms of Service, Privacy Policies, or with any other bid/RFP, license agreament,
ar writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibit "H',
the SDPC Standard Clauses, andfor the Supplemental State Terms in Exhibit *G", Exhibit "H" will contral,
followed by Exhibit “G", Except as described in this paragraph herein, all other provisions of the Semvice
Agreament shall remain in affect.

Entire Agreement. This DPA and the Service Agreement ("the Agreement’) constilute the entire agreement of
the Parties relating to the subject matter hereof and supersedes all prior communications, representations, or
agreements, oral or written, by the Parties relating thereto, This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any padicular instance and either retroactively
or prospectively) only with the signed written consent of bath Parties.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to such
jurisdiction, be ineffactive to the extent of such prohibition or unenforceability without invalidating the remaining
provisions of this DPA, and any such prohibition or unanforceability in any jurisdiction shall not invalidate or
render unenforceable such provision in any other jurisdiction. Notwithstanding the foregoing, if such provision
could be more narrowly drawn 50 as not to be prohibited or unenforceable in such jurisdiction while, at the same
lime, maintaining the intent of the Parties, it shall, as to such jurisdiction, be so narrowly drawn without
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any
other jurisdiction,

Governing Law; Venue and Jurisdiction. This DPA will be governed by and construed in accordance with the
laws of the state of the LEA, without regard to conflicts of law principles. Each party consents and submils 1o the
sole and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising
out of or relating to this DPA or the transactions contemplated hereby.

Successors Bound. This DPA is and shall be binding upon the respective successors in interast to Provider in
the event of a Change of Control. In the event of a Change of Control, the Provider shall provide wrilten nolice
to the LEA no later than sixty {80) days after the closing date of such Change of Contral, Such notice shall include

2 Agrass 4 Leaming (A4L) Commundy. A Righls R Page | 11
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STANDARD STUDENT CATA FRIVACY AGREEMENT
a wrilten, signed assurance that the successor will assume the obligations of the DPA and any obligaticns with
raspeact to Student Data within the Semnvice Agresment.

Authority. Each signatory confirms they are autherized to bind their institution 1o this DPA in its entirety.

Waiver. No delay or omission by either party lo exercise any right here under shall be construed as a waiver of
any such right and both parties resenve the right to exercise any such right from fime to ime, as often as may be

deamed expediant.

£ Access 4 Leaming {A4L) Community. AN Rights Reservid Page | 12
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STANDARD STUDENT DATA FRIVACY AGREEMENT Virsion 2.0
EXHIBIT A: PRODUCTS AND SERVICES
This DPA covers access to and use of [ sgsew Leaming LLT, dba TeachTosn J's existing Senvices that collect,

process, of transmil Student Data, as identified below:

Product Dascriphons:

enCORE- Appropringi bor Kindergartien —128h Grade - comprehensive siate-aligned adapsed core curmculum desgned o meot the needs of
sludents with moderale and sovers disabdilies. The progrsm provides stedenis with access o an adapled Bbrary of books based on
high-qualily, dassic chisdren’s Sarature, a5 wall a5 syslemalic whale group Bstnuction lessons for educators wilizing evidence-based leaching
procedunes thal am ensy-lo-implement and dflerenliated soross three student suppor levels, enCORE can be implemenied wilh a blend of
hands-on manpulathwes, nloractive small-group instruction, and ndepandent iechnology-dowred student lessons |6 provida &
comprehensivie classroom solulion, Dala irscking across all instructicnal platloims provides. dsiricls with Student progress Boross
slata-spacilic standeeds and shedent-spacific IEP gaoals,

Launch for Prel - Appropriabe for shudents ages -5 - Launch for Prel B a comprehensive, ncluska early childhood special educaton
euifriculum, Desgnad ba meal the needs of young kaarmers with developmental delays and disabilies & well as tha peers wha leam
alengside them, Launch for Prek usas a thematic spproach (o provide equitable access (o earfy childhood conbent and instruction, Laundh for
Prak langats kiy global aming domalns, ncluding language, Bteracy, and social development aoross a rangs of daily, sctivity-biased lessen
plans. The curfculun provides Bofh manipulafes and heme kits designed o encourage hards-0n leamming and suppor shudant
angagemant, & Pre¥ chidran's Bbrary thal shares diverse and indusive siones and non-fiction tesds, and a searchalle visual suppodis Forary
o promote lEarmicg and communicalion skills [or all Frek abdenis acndss he develapmeantal corfrmmim

Teach Town Basics - Apprapeiata v davekipmeantal ages 2-10 and chronclogcal ages 2-2 - otlars a Hend of computer dolivared and
teacher-led ARA Instnection proven 10 increase a student’s vocabulary, Estening skills, social-emobional development, independenca,
acadernica, and cognilive skilla. Tha solullon sutomatically adapts based on each indhidual’s prograss providing maaninghul instuction 1o all
studenls wilh moderate lo severs desabililies. Studan) data is recoided, analyzed and onganized imo reports providing teachers with effecive
and automabed progress monitoring lools, .

TeaschTown Social Skills- sarve childnen from 2 years fo 15 years ofd end has been designed for shudents with moderate and seaene
disabilities who cfien nsed galrs support when # comes (o mastenng sccaal skils, This compeehanshe curmicukim leaches socialy-vakd skills
thrgegh animaled video-modeling spisedes, loacher-delivered kesson plans and sludent activites. in the primany schodl domaing, sledents
Fallaw thes advenluhas al low Bun, relatabls, anmaled charscers as (hey laam o cooparate, kshan, raspact personal space, expross omolions
appropriately and more, Each tangel social skl & nlroduced and illustrated in a 2= 0 3-minule animabed epsods and is parl ol a series ol six
divys of lessons tal indude methods for ddlerentiading instruction, genedalization activities and homework assignmants,

Tench Town Trangiton 1o Adulihoosd- Transition 1o Adulthood i appropiale for ransiion-aged students who ere working on funclicnal andfor
wocational skils 1o pchivve post-secondaey goals. - is buill around evidence-based praclices o mesal e needs of ndividuals wilth auliam
spechum disorder, nlefeciual Gsablites, as wall 65 developmeaniad disabibes. |t uses point-ol-view video modeding, task analyses,
comgisior-hatad lessons, eacher-defasered lpssons and viswal supports io leach & range of énlical, Tunctronsl =ls i the areass ol

Homi Skills- such as baking & frozen pizza, changing balbeqas, deaning

Vorcational Skills- such as sppddng for a job or bagging grocedins

Commurily Skils- such as crossing ihe streel of ealing &1 @ restawrant

Laisure Skills- such &s buying mowie lickets or changing aclivilies with a Sma

Persanal Life Skils. such as applying sunscreen, brushing iseth, combing or brashing hai

TeachTown's Mala-Play- Appropaiate for sgées 18 monihs - 4 years -solulion olters o syslematic, play-based spproach to kastaring the
devedapmeant of Imaginataon and play skills in young children diagnosed with sulism spectum disorder (ASD, intellectus disabslities,
develapmesntal delivys, and social and emobonal disabibes. By lastanng mesninghil and pupesald play for young leamers wilh disabilities.
the Mata-Play education selulkon provides leachars, clinicians and families with & comprehensive pliy-based cumiculurn thal Segueendally
bemches skilis thal promote the development al imaginative ihinking, prelend play and age-appropiate social skifs

TeachTowr's ABA Pro- i a sell-guided, techneiogy-geliversd prolecsionsl developmaent ifrary thil provdes teacherns, suppoe stafl, and
adminisiaiors with the necessary knowlndge and skills 10 adequatsly lzach ol stedenls in eery anviroreriant

Language Accelaralor - Appropriale for stiudonls Preschool - Elemenlang. Language Acceleralor is a lechnology-based languags infervention
pragiam that tangsts sledenls’ indnadualized larguage goals. | is designed o be used by spedal educalors, speech and language
pathologists and mslructional assstanis wit proschool nd Elementary students wha haee deficls inany area of Bnguage disvelopinent,

Professional DevelopmanlTraining-TeachTovn's fminers, all of which are Board Cestied Behavior Analysts, will conducl prolesssanal
dewelopmant sestions wsing adull leamning theory and kncaledge combined wih expanience o ansure thal users & comlotable and
compalent wilh the leatores of Teach Town arnd a8 products purchased, A iminings can ba offered as web-based andlor onsste,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 20
EXHIBIT B: SCHEDULE OF STUDENT DATA

All Data Elements identified in this Exhibit are corract at time of signalure.
Data Elements Collected by Product (required and optional):

Application Technology MetaData

IP Addresses of users, use
of cookias, elc. x 3'{

Other application
technology metadata

If ‘her' checked, ploase
specify balow checked
[Fe b

Application Use Statistics

Meta data on user X ¥
inferaction with application

Assessmaent

Standardized les] scores

Chservation dala ® ¥

\oice recordings

Oriher assessment dala W X

If ‘Other’ checked, please | Pre & Post | Pre & Posl

specily below chackod lest scores | lost scores

b when when
student are | student are
in anling in onfing
s855i0N5 | sessions

Attendance

Student school (daily)

attendance data

# Access 4 Leaming (A4L) Community. AR Rights Reserved
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vargion 2.0

Student class altendance
data

Communication

Online communication
caplured (emaits, blog entnies)

Conduct

Conduct or behavioral
data

Demographics
Data of birth X ¥

Flace of birth

Gender X X

Elhnicily or race

Language informatian
[ratise, of primary language
spoken by student)

CHher demographic
Information

If ‘Other’ checked, please
specily below checked
box:

Enrcliment

Student school enrollment |y X

Sludent grade kevel

Homeroom

Guidance counselor

Specific curriculum
programs

“ear of graduation

© Access 4 Leaming (AdL) Community. AN Rights Reserved Page | 15
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viorsion 2.0

Dither enrollment
information

i "Ottver” chrecked, please
specily below checked
b

Parent/Guardian Contact Information

Addrass

Email

Phona

ParentiGuardian 1D

Parant 1D numbes (created
b lieik parenis b shadents)

ParentiGuardian Name

First andior las0

Sehedule

Sjudent schaduled cowrses

Teacher names ¥ W

Special Indicator

English language leamser
informaaticon

Low-mcome stalus

Medical alerte/healih data

Student disability
information

Specialized aducation
Services (IER or 504) x K

Living sifuations
|romeles slosloer care)

CHbser indicatar infarmation

& Accoss 4 Leaming (A4L) Communily. AN Rights Reserved Page | 16
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

If 'Other’ chocked, pleass
spocily below checked
b

Student Contact Information

Addrass

Email

Phong

Student Identifiers

Local (school district) 1D » %
number

State 1D number X ¥

Providerfapp assigned
student ID number »
X
X

Student app usernams

FEERES

Sludent app passwords
Student Namo

First andfor last o W

Student In App Performance

Programdapplication
performance (e.g. typing

program = shadend Fypes G0 wpm,
neading program — slicden] (eads

halirer gracda bonal)

Student Program Membership

Academic or
extracurncular achvilies a
student may belong (o o
participate in

£ Accass  Leaming (440 ) Commundy. Al Rights Resenea Page | 17
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STANDARD STUDENT DATA PRIVALY AGREEMENT

Voraion 2.0

Student Survey Responses

Student regponses to
surveys of guestionnaires

Studant Work

Student genarated
content; writing, pictures,
etc

Other student work data

i "Other’ checked, please
specly below cheched
box:

Clisanalion
dabn of shudend
acirity whii
shudenl s

USing apg

Teachor

data of sbuchen
mciieily whils
sludent is
SR A

Temscher
CEERra N
dala of sludest
acdnty wihie
ahiadenl s

arsing apg

LETTE
obeseraation
dath of sl
activity whin
sludini i
{using app

T heisr
ohsenmbion
datn of studend
acieviy while
Bl 1
USINg app

Transcript

Student course grades

Stuedent course data

Student course
gradealperformance
sCOras

Cihar franscript data

If ‘Cther’ checked, please
specify balow checked
!

Transporiation

Siudent bus assignment

Sludent pick up andlor
drop off location

Sudent bus cand 1D
nusmber

Criinver Iransporiation dala

& Accaze 4 Leaming (A4L) Commundy. AN Rights Raserved
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STANDARD STUDENT DATA PRIVACY AGREEMENT Versian .EG'

If 'Other’ checked, pleass
specily balow chaecked
o

Othar

Other data collscted

if ‘Obtver” checked, please
Iisf each sddiional dala
pfavment wsed, sloned, or
coffecied by your
application befow checked
box:

Mone

Mo student data collected
at this lime. Provider will
immediately notify LEA if
this designation is no
kenger applicable.

If Stedent Data is stored outside the United States, Provider shall list below the Countries where data is stored;

B Aceess J Leaming (A4L) Commnnily. AN Rights Resaread Page | 19
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STAMDARD STUDENT DATA PRIVACY AGREEMENT Viersion 2.0
EXHIBIT C: DEFINITIONS

Change of Control: Any merger, acquisition, consolidation or other business reorganization or sale of all er
substantially all of the assets of Provider or of the pertien of Provider that performs the Services in the Service
Agresment.

Contextual Advertising: Contextual advertising is the delivery of advedisements based upon a current visit to
a Web page or a single search query, without the collaction and retention of data about the consumer's online
activities over time.

De-ldentified Data: Records and information are considered to be De-ldentified when all personally identifiable
information has been removed or obscured, such that the remaining information does not reasonably identify a
specific student, including, but not limited to, any information that, alene or in combination is linkable to a specific
student,

Data Breach: An unauthorized release, access o, disclosure or acquisiion of Student Data thal compromisas
the security, confidentiality or integrity of the Student Data maintained by the Provider in violation of applicable
state or federal law.

Educational Records: Educational Records shall have the meaning set forth under FERPA 20 LS. C. 12 32
g{a)(5)(A). For additional context see also the 'Student Data’ definition,

LEA: Forthe purpose of this DPA, the LEA is the educational entity that is a Party to this Agreement. An LEA
can be a state agency, an educalional service agency, a charter school or school system or a private school or
school system, in addition to the federal definition of Local Education Agency (LEA).

Metadata: Means information that provides meaning and context to other data being collected including, but
not limited to date and time records and purpose of creation. Metadata that have been stripped of all direct and
indirect identifiers are not considered Parsonally ldentifiable Information or Student Data.

Originating LEA: An educational entity otherwise meeting the definition of LEA that ariginally executes the DPA
in its entirety (including the marked checkbox enabling Exhibit “E”) with the Provider.

School Official: For the purposes of this DPA and pursuant to FERPA 34 CFR § 99.31(b), a School Official is
a contractor that: (1) Performs an mstitutional service or function for which the agency or institution would
otherwise use employees; (2) |s under the direct central of the agency or institution with respect to the use and
maintenance of Student Data including Educational Records; and (3) Is subject to FERPA 34 CFR § 98,33(a)
goverming the use and re-disclosure of Personally Identifiable Information from Educational Records.

Service Agreement: Refers to the quote, corresponding contract, purchase order or terms of service and/or
terms of use.

Student Data: Student Data includes any data, whether gathered, created or inferred by Provider or provided
by LEA or its users, studenls, or students' parenis/guardians, for a school purpose, that is descriptive of the
student including, but not limited to, information in the student’s Educational Record, persistent unigue identifiers,
ar any other information or identification number that would provide information aboul a specific student. Student
Data includes Maladata that has not been stripped of all direct and indirect identifiers. Student Data further
includes “Personally Identifiable Information (PII)," as defined in 34 CFR. § 99.3 and as defined under any
applicable state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the
purposes of federal, stale, and local laws and regulations. Student Data as specified in Exhibit "B” is confirmed

© Access 4 Leaming (AdL) Communty. Al Rights Resorved Page | 20
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STANCARD STUDENT DATA PRIVACY AGREEMENT Virgion 2.0

to be collected or processed by the Provider pursuant to the Services, Student Data shall not include properly
De- |dentified Data or anonymous usage data regarding a student’s or LEA's use of Provider's Services.

Student Generated Content: The term “Siudent Generated Conlent”™ means materials or content created by a
student in the services including, but not limited to, essays, research reports, portfolios, creative writing, music
or other audio files, photlographs, videos, and account information that enables ongoing ownership of student
content. *Student Generated Content” does not include student responses to a slandardized assessment where
student possession and control would jeopardize the validity and reliability of that assessment.

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the
"Subcontractor”) means a parly other than LEA or Provider, who Provider uses for data collection, anahtics,
storage, or other service to operate andfor improve its service, and who has access to or storage of Student
Data, including security, storage, analytics, and other processing aclivities necessary to perform a Provider

Business purpose.

Subprocessor Agreement: An agreement between Provider and a thind party Subprocessar, A Subarocessor
Agreement includes either a written agreement or an acceptance of terms and condiions {e.g., click through
agreaments).

Subscribing LEA:  An educational entity othensise meeting the definition of LEA that was not party to the
ariginal Sarvice Agreament and who accepts the Provider's General Offer of Privacy Terms by executing Exhibit
"E".

Targeted Advertising: Targeted Advertising means presaenting an adverlisement to a student whare the
selection of the advertisement is based on Student Data or inferred over time from the usage of the Provider
Internet web site, online service or mobile application by such student or the refention of such student's online
activities or requests over time for the purpose of targeting subsequent adverlisemeants, "Targeted Advertising”
does not include Contextual Advertising.
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STANCARD STUDENT DATA PRIVACY AGREEMENT Vergion 20

EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that are not
expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it to the Provider,

The Provider and the LEA must not fill in this form at the initiation of the DPA.

The Provider shall act on Exhibit "D" from the designated representative of the LEA or their designee (Preamble
or Exhibit "E" for Subscribing LEA).

Duval County Public Schools ("LEAT) insfructs Provider to dispose of Studeni Data obtained by Provider pursuani
to the terms of the DPA between LEA and Pravider, The terms of the Disposilion ane set fonh below:

1. Extent of Disposition
Disposition i parial. The scope of Sludent Data to be disposed of is sef Torth below or found in an
attachment to this Directive:

Insart categories of Student Data hearg
|:| Disposition is complete. Disposition extends o all Student Dala.

of Disposition
Disposition shall ba by destrection or deletion of Student Data

Disposition shall be by a transfer of Student Data, The Sudent Data shall be fransfered 1o the following
gibe as follows:

Insert of attach special instructions

3, Timing of Dispesition
Student Data shall ba disposad of by the following date:
As 5000 as commercially practicable

[- On Provider's standard destruction schedule

[ ] ®8yinsert Date

4. De-ldentified Data
|jj The Provider cenlifies that they have De-tdenldied the dala, as defined elsewhere in this Agreement, and
- dizposed of all copies of Student Data thal were nof De-ldentilied in accordance with this Schedule and
the DFA. The Providar will notify LEA in accordance with the notilication requirements of the DP& using

this fonm.

As of Enter Dale

5. Other:
Signature(s) Notice of Verified Disposition of Data
Authorized Representative of Date Authorized Representative of Date
LEA Provider
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA (named below) agree by signing this General Offer of Privacy Temms ("General
Offer™) that they are bound by the same terms as the DPA  between Provider and
Duval Counly Public Schoals (“Originating LEA") dated 11190024

Provider and Subscribing LEA agree that the information below will be replaced throughout the DPA with the
information speacific to the Subscribing LEA filled in below for the Subscribing LEA. This General Offer shall
extend only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA o any
ather terms entered into between Provider and Originating LEA. Any commercial terms, such as price, temm, or
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be determined solely
batween Provider and Subscribing LEA.

If Provider makes changes to Exhibit "A" or Exhibit “B" in accordance with sections 1.2 and 1.3 respectively,
Provider must complete the Addendum templale provided by the A4L Community and notify the Criginating LEA
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum’s exislence
and contents. With regard to a Subscribing LEA, an Addendum is automatically incorporated into this DPA when
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibit “B”, the LEA will have thirty (30} days
from receipt to object,  If no written abjection is received it will become incorporated into the DPA between the
parties.

The Provider may withdraw the General Offer (for future use or for LEAS that have not already accepted it) in
the event of. (1) a malerial change in the applicable privacy slatutes; or (2) a material change in the Semvices
and products listed in the Service Agreement. Mofification of a withdrawal shall be submitted to
ndpa requests@AdlL org.

Subscribing LEAs shall send the signed Exhibit "E" to Provider at the following emaill address:
coniracisigdeachiown.oom

The below signatory confirms they are authorized to bind their institution to this DPA as in s entirely.

RESOURCE NAME([S):

:enEDFlE. & Launch for PreK ]]
: ]
[ ]
PROVIDER: [ Jigsaw Learning LLC, dba TeachTown |

Signed By: [.".-nuj L: ! Date: TR

Printed Name: ..o wa Tille/Position: w.. Financisl Offcer
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viorsion 2 0

Exhibit "E" {continued)

Originating LEA; _Dua County Publc Schosis
Resource Names:
Provider Name: Jigsaw Leaming LLC, dba Toach Town

Page 2 of 2:

A Subscribing LEA, by signing a separate Service Agreament with Provider, and by its signature below, accepts
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the Originating LEA and the Provider, **PRIOR TO ITS
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.**
Please note, by signing this Exhibit you are also agreeing to any language that may be included in Exhibds to
the Originating DPA beyond Ihis Exhibit "E”. The below signatory confirms they are aulhorized to bind their
insfitution to this DPA as in its entirety.

Subscribing LEA:
Signed By Date: -
Printed Name: Titke/Position

School District Name;

Designated Representative of LEA:

Name: Dr. Christopher Bernier Tie:  Superintendent
Address 1701 Prudential Drive, Jacksonville, FL 32207
Telephone:  904-380-2000 Email. drberniersuperintendent@duvalschools.org

Notices to Subscribing LEA: The Provider and Subscribing LEA are each responsible to promptly notify the
other Party of changes to the nolice information.

Security Notices to Subscribing LEA

[
[
[
[

With a copy to (if provided):
Oifico of Gasneral Counssl ]
101 Pracentisl Dew, Aidicsdrilie, FL X2207

e r——
)

et
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STANDARD STUDENT DATA PRIVACY AGREEMENT Warsion 20

EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS

Frovider must mark one or more frameworks with which it complies.

The Provider may change which framework it complies with without invalidating or changing the DFA, but must
notify the LEA of such change in accordance with the notification requiremants of the DPA.

FRAMEWORK(S)

Global Education Security Standard - hitps./fsdpe.adl.org/gese’

¥ | NIST Cybersecurity Framework (CSF)

NIST SP 800-53 Secwrity and Privacy Controls for Information systems and organizations

MIST SP 800-171 Protecting Controlled Unclassified Information in Nonfederal Systems and
Crganizalions

150 27000 series, Standards for implementing organization security and managemeant practices

ClI5 Canter for Intemet Security Critical Security Confrols

Cybersecunly Maturty Model Certification (CMME, ~FAR/DFAR)

This space is provided for optional security programs and measures as noted in section 5.3
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STANGARD STUDENT DATA PRIVACY AGREEMENT version 2.0

EXHIBIT G: Supplemental SDPC State Terms for Florida

Providers/Operators are to comply with the Florida Student Online Personal Information Protection Act, Florida
Statute 1006.1494, This Act (effective 7172023 and initiated frorm SB 662 in 2023) establishes new and differant
terms than those oulfined in the Mational Student Data Privacy Agreement contained herein. ProvidersfOperators
are subject to all ofthe Act’'s privacy terms, including, but not limited to the following:

1.
a.

.

An operator may not knowingly do any of the following:

Engage in largeted advertising on the operator's site, service, or application. or targeted adverising on any
other site, service, or application if the targeting of the adverlising is based on any information, including
covered information and persistent unigue identifiers, which the operator has acquired because of the use of
that operator's sile, service or application for K-12 school purposes.

Use covered information, including persistent unique identifiers, created, or gathered by the cperator's site
senvice, or application to amass a profile of a student, excepl in futherance of k-12 school purposes.

Share, sell, or rent a student’s information, including coverad information

2. An operator shall do all the following:

a.

Collect no mora coverad information that is reasonably necessary to operate an Internet website, anline
service, onling application, or mobile application.

Implement and maintain reasonable security procedures and practices appropriate to the nature of the
covered information which are designed to protect it from unauthorized access destruction, use,
modification, or disclosure.

. Unless a parent or guardian expressly consents to the operator retaining a student’s coverad information,

delete the covered information at the conclusion of the course, or correspanding program and no later than
g0 days after a student is no longer enrolled in a school within the district, upon notice by the schoaol district.
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