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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

This Student Data Privacy Agreement ("DPA”) is entered into on the date of full execution (the "Effective Date”)
and is entered into by and between:

[Duval County Public Schools 1.

located at [ ] (the "LEA™)
and

[ Southern Education Foundation, Inc. )

located at [ 101 Marietta St., NW 16th Floor (Suite 1650) Atlanta, GA 303(] (the “Provider”).
PREAMBLE

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibil “A°, to LEA, which
Services may include: (a) cloud-based Services for the digital storage, management, and retrieval of pupil
records; and/or (b) digital educational software that authorizes Provider to access, store, and use pupil records;
and

WHEREAS, the Provider and LEA have entered into a Service Agreement (as defined herein), lo provide certain
Services to the LEA as set forth in the Service Agreement, and this DPA (collectively the “Agreement”),

WHEREAS, the Provider and LEA recognize the need o protect personally ientifiable student information and
other regulated data exchanged between them as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act FERPA™) al 20 U.S.C. 1232g (34 CF.R. Parl 93); the Protection of
Pupil Rights Amendment ("PPRA") at 20 U.5.C. 1232h;, and the Children's Online Privacy Prolection Act
(“COPPA") at 15 U.S.C. 6501-6506 (16 C.F.R. Part 312),

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE. for good and valuable consideration, LEA and Provider agree as fallows:

General Offer of Privacy Terms.
The Provider has signed Exhibil “E” to the SDPC Standard Clauses, otherwise known as “General Offer of
Privacy Terms™ enabling olher LEAs lo enter into the same terms of this DPA with Provider.

Special Provisions. (Check if Required)
If checked, the Supplemental State Terms attached hereto as Exhibit “G™ are hereby incorporated by
referenca into this DPA in their entirety.
If the Parties desie to change any terms, use the Vendor-Specific’ Agreement or 'District-Modified” Agreement.

Form Approved @

=
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vrsion 2.0
The designated representative for the LEA for this DPA is:

Name: Dr. Christopher Bernier Title:  Superintendent

Address: 1701 Prudential Drive, Jacksonville, FL 32207

Phone; 904-390-2000 Email: bernierc@duvalschools,org

The designated representative for the Provider for this DPA is:
Name: Jasmine Walker Title:  Direclor

Addrass: 101 Marietta St. NW, 16th Floor (Suite 1650) Atlanta, GA 30303

Phone:  404-523-0001 Email: Jwalker@obc-southerneducation.org

IN WITHESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

Date;

Title/Paosition: Supenntendent

PROVIDER: | Education Foundation, Inc. ]

Signed By: | Jatmins (Malkur Date: 11/25/24
AT CRRLS

Printed Name: Jasmine Walker Title/Position:

Each Parly is responsible to promptly notify the other Parly of changes to the notice information.

MNotices to Provider Notices to LEA
[ Southern Educalion Foundation, Inc. ] | Duval County Public Schools |
[Director ] | Superintendent ]
[101 Marietta S1. NW, 16th Floor (Suite 1) | |
[OBC@OBC-southerneducation.org ] [ bernierc@duvalschools.org |
With a copy to (if provided). With a copy to (if provided).
[ Provider Legal Counsel | | Office of General Counsel ]
[ Provider Legal Counsel Postal Address | [ 1701 Prudential Drive, Room 340 ]
| Provider Legal Counsel Email Address | | Jacksonville, FL 32207 ]
Security Notices to Provider (Required per Section 5.3)  Security Motices to LEA |Fequred per Sacton 8.3)
[ Macarid Silva | Jim Moore !

[ 101 Marietta 5t. NW, 16th Floor {Suite 11 (4019 Boulevard Center Dr., Jacl-:sunwlle]

|
[ Program Manaager | | IT Security
1
[ OBC@QBC-southerneducation.org ] [moorej@ duvalschools.org ]
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STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

1.1  Purpose of DPA.

The purpose of this DPA iz to describe the duties and responsibiliies fo profect Student Data including
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended
from time to time. In performing the Services, the Provider shall be considered a School Official with a legitimate
educational interest, and performing Services otherwise provided by the LEA, Wilh respect to its usa and
maintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as set forth
in this DFA and the Service Agreement.

1.2 Description of Products and Services.

A description of all products and senvices covered by the Agreemenit, and information specific (o this DPA, are
listed im Exbibit A" If a Provider needs to update any information on Exhibit “A” {such as updaling with new
provided semrvices), they may do so by completing the Addendum template provided by the AdL Community and
sending a copy to the LEA.

Provider may add or delete products or sarvices subject to this DPA under the following circumstances:
1. Deleted products or sarvices: The products or services have been discontinued and are no longer
available from tha Provider,
2. Added products or services: The added products or senvices are either:
a, a direct replacemant, or substantially equivalent to the anginal products or sarvices listed in
the DPA, or
b, the addad products or services result in enriched new or enhanced capabilities, new modules,
technology advancemants and or service categaries refating 1o the listed products or services
that Provider did not have at the time tha DPA was signed.

If an added product or service requines additional Data Elements, Provider must complete the relevant portion
of thie Addendum template to update Exhibit "B",

Provider may not make any change to Exhibit "A” via an Addendum, except adding or deleting products or
services. LEA is under no obligation to acquire added products or services, and has no ability under the DPA to
prevent deletion of products or senvices. Subject o the imitations in this sechon, an Addendum is awtomatically
incorporated into this DPA when LEA is notified by Provider, in accordance with the notification provisions of this
DPA, of the Addendum's existence and contants,

1.3  Student Data to Be Provided.

In order {o perform the services, the Provider shall process Student Data azs identified by the Provider in the
Schedule of Data, allached hereto as Exhibil “B°. Studen! Data may be provided by the LEA or created by
students, as set forth fully in the definiion of Student Data in Exhibit “C°. i a Provider neads o update any
information on Exhibit *B", they may do so by completing the Addendum lemplate provided by the AdL
Community and sending a copy to the LEA.

Provider may delete data elements from Exhibit “B” if they are no longer used by the Provider.

£ Access 4 Laaming (A4L) Community. AN Righls Resoened Page | 4
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viarzion 2.0

Provider must add data elements to Exhibit "B, when a matenal change has occurred, regardless of whether
the added data elements are aither one of the following:
1. used fo batter deliver the original products or senvices listed in the DPA, or
2. used to deliver added products or services that result in new or enhanced capabilities, new
modules, technology advancements and or sevice categories relating to the lisied products or
services that Provider did not have at the time the DPA was signed. Such new products or services
must be designated in the Addendum template as changes io Exhibit "A",

The Provider must nofify the LEA in accordance with the notification provisions of this DPA, of the existence
and contents of an Addendum modifying Exhibit "B°. The LEA will have thirty (30) days from receipt to object to
the Addendum. If no wntten objection is recanved it will become incorporated into the DPFA between the parties.

1.4  DPA Definitions.

Capitalized tlerms used in this DPA shall have the meanings set forth in Exhibit “C°, With respect to the treatment
of Studeni Data, in the event of a conflict, definitions used in this DPA shall prevail over terms used in any other
writing. including. butl not limited to, the Service Agreement,

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

21 Student Data Property of LEA,

As between LEA and Provider, all Student Data processed by the Provider, or created by students {as set forth
fully in the definition of Student Data in Exhibit *C”), pursuant to the Agreement is and will continue to be the
property of and under the control of the LEA. The Provider further acknowledges and agrees that all copies of
such Student Data processed by the Provider, including any modifications or additions or any portion thereof
from any source, are also subjact to the pravisions of this DPA in the same manner as the original Student Data,
The Parties agres that as between them, all rights, including all inteflectual property rghis in and to Studaent Data
contemplated per the Service Agreament, shall remain the exclusive propery of the LEA

2.2 Parent, Legal Guardian and Student Access.

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student (as defined
in FERPA) may review Student Data and request deletion or modification, and request delivery of a copy of the
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may
access, and correct if necessary, Education Records andfor Student Data, and make a copy of the data available
to the LEA or (at the LEA's direction) 1o the parent, legal guardian or ehgible shedent diwectly. If the LEA is not
able to review or update the Student Data itself, Provider shall respond in a reasonably timaly manner (and no
later than thirty (30) days from the date of the request or pursuant to the time frame required under state law for
an LEA to respond to a parent, legal guardian or student, whichever is sooner) to the LEA’s request for Student
Data held by the Provider o view or comect as necessary.

In the event that a parent or legal guardian of a student or eligible student contacts the Provider to correct, delete,
review or request delivery of a copy of any of the Student Data collected by or generated through the Services,
the Provider shall refer that person to the LEA, who will follow the necessary and proper procedures ragarnding
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the requested infarmation. In tha event that any person other than thosa listed contacts the Provider about any
Student Data, the Provider shall refer that person to the LEA, excepl as provided in Section 4.4,

2,21 This NDPA does not impede the ability of students to download, export, or otherwise save or
maintain their own Stedent Generated Content directly from Provider or for Provider to
provide a mechanism for such download, export, transfer or saving to studants, or the
student’s parent or legal guardian, MNor does it impede the ability of Providers to offer LEAs
features to allow such ability.

222  Inthe event thal Student Generated Content is transferred to the control of the student,
parant or lagal guardian, the copy of such Student Generated Content that is in tha control of
such person is no longer considered Student Data,

23 Subprocessors.

Provider shall enler inte a Subprocessor Agreement with all Subprocessors performing functions for the Provider
in crder for the Provider to provide the Services pursuant to the Senvice Agreement, whereby the Subprocessors
agrea (o protect Student Data in a manner no less stringent than the terms of this DPA, Every Subprocessar
Agreament must provide that the Subprocessor will not Sell the Student Data. The terms of a Subprocessor
Agreement shall not be materially modified by the Subprocessor unless notice is provided to the Provider,

ARTICLE lll: DUTIES OF LEA

3.1 Provide Data in Compliance with Applicable Laws.

LEA shall use the Services and provide Student Data in compliance with all appbcable federal and state privacy
laws, rules, and regulations, all as may be amended from time to time,

3.2 Annual Netification of Rights.

If the LEA has a policy of disclosing Education Records andlor Student Data under FERPA (34 CFR §
89,31(a)(1)), LEA shall include a spacification of critena for determining who constitutes a School Official and
what constitutes a legitimate educational interest in its annual notification of rights.

3.3 Reasonable Precautions.

LEA shall employ administrative, physical, and technical safeguards designad (o protect usernames, passwords,
and any other means of gaining access to the Services andior hosted Student Data from unauihonzed access,
disclosure, or acquisition by an unauthorized person.

34  Unauthorized Access Notification and Assistance.

LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach to the Services, LEA's
account or any Student Data that poses a privacy or security risk. If requested by Provider, LEA will provide
reasonable assistance to Provider in any efforts by Provider to investigate and respond to such Data Breach.
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ARTICLE IV: DUTIES OF PROVIDER

4.1  Privacy and Security Compliance.

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Data privacy
and security, and at the direction of the LEA shall cooperate with any stale or federal government intliated audit
of the LEA's use of the Services.

4.2 Authorized Use.

The Student Data processed pursuant to the Services shall be used by the Pravider for no purpase othar than
performing the Senvices outlined in Exhibit "A°, or as instructed by the LEA.

43 Provider Employee Obligation.

Frovider shall require all of Provider's employees who have access to Student Data to comply with all applicable
provisions of this DPA with respect to the Student Data shared under the Service Agreement. Provider agrees
to require and maintain an appropriate cenfidentiality agreement from each employee with access to Student
Data pursuant to the Service Agreament.

4.4 No Disclosure.

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereof,
including without imitation, user content or ather non-public information and/or personally identifiable information
contained in the Student Data.

4.4.1 Exceplions to Mo Disclosure,

4411 This prohibition against disclosure will not apply to Student Dala where disclosure is
directed or permitted by the LEA or this DPA,

4.4.1.2 The provision lo not sell Student Data shall nof apply to a Change of Confirol,

44.1.3 This prohibition against disclosure shall not apply to Student Data disclosed
pursuant o a judicial order or lawfully issued subpoena or warrant,

44,14 This prohibition against disclosure shall not apply o Student Data disciosed to
Subprocessors performing Services on behalfl of the Provider pursuant to this DPA.

4415 Should law enforcement or other government enfities {"Requesting Party{ies)’) provida
a judicial order or lawfully issued subpoena or warrant to the Provider with a request
faor Student Data hald by the Provider pursuant to the Senvices, the Provider shall notify
the LEA in advance of a compelled disclosure o the Requesting Party.

4.4.16 HMotification under 44.1.5 is not required if the judicial order or lawiully issued
subpoena or warrant states not to inform the LEA of the request,

44.1.7 Should the LEA be presented with a judicial order or lawfully issued subpoena or
warrant to disclose Student Generated Content or other Student Data, the
Provider shall cooperate with the LEA in delivering such data,

B Access 4 Leaming (AdL) Commmurily, AN Rights Rﬂﬁi-nrm_ Papa | 7
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4,418 This prohibition against disclosure shall not apply to LEA-authorized users of the
Semvices, which may include parents and legal guardians.

4419 This prohibition against disclosure shall not apply to protect the safely of users or
othars, if and only if, an LEA emploves who has specifically been authorized to
declare a health or safety emergency has done so and all requirements under 34
CFR §§ 99.31(a)(10) and 99.36 have been fulfiled by the LEA.

4.4.1.10 This prohibition against disclosure shall not apply to protect the infegrity or securty
of the Service, where such disclosure is made fo a Subprocessor engaged by
Provider for the specific purpose of investigating a potential Data Breach as set
forth in 5.4.

4.5 De-ldentified Data

Provider agrees not to attempt to re-identify De-ldentified Student Data without the written direction of the LEA,
De-ldentified Student Data may be used by the Pravider for those purposes allowed under applicable laws, for
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1)
assisting the LEA or aother governmental agencies in conducting research and other studies: (2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate
the effectiveness of the Servicas; and (3) for adaptive leaming purpose and for customized student learning.
Provider's use of De-ldentified Student Data shall survive tfermination of this DPA or any reguest by LEA to return
or dispose of Student Data, Except for Subprocessors, Provider agrees not to transfer De-identified Student Data
to any third party unless the transfer is expressly direcled or pemitled by the LEA or this DPA.  Such
Subprocessors must be subject to equivalent terms of the DPA including this one. Prior to publishing any
document that names the LEA, the Provider shall obtain the LEA's written approval of the manner in which De-
Identified Student Data is presented. If Provider chooses to create De-ldentified Data, its process must comply
with either NIST de-idantification standards or US Departiment of Education guidance on de-identification,

46 Disposition of Data.

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data obtained under the Service Agreement, within sixty (B0) days of the date of said request and
according to a schedule and procedure as the Parties may reasonably agree,

If the Provider has a standard retention and destruction schedule, that schedule shall apply o Student Data as
long as this DPA is active. The Provider's practice relating to retention and disposition of Student Data shall be
provided to the LEA upon request.

At the termination of this DPA, the Provider shall, unless directed otherwise by the LEA, dispose of, or dalele
Student Data obtained by the Provider under the Agreement within sty (60) days of termination (unless
otherwise required by law). If the Agreement has lapsed or is not terminated, the Student Data shall be deleted
when directed or permitted by the LEA, according to Provider's standard destruction schedule, or as otherwise
required by law. The LEA may provide the Provider with special instructions for the disposition of the Student
Data, by transmitting to Pravider Exhibit D", attached hereto. The duty of the Provider to dispose of or delete
Student Data shall not extend to De-ldentified Data or to Swudent-Generated Content that has been transferrad
or kepl pursuant to Seclion 2.2.2.

© Accass 4 Leaming (A4dL) Comnimily. A Rights Reserved Page | 8
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4.7  Advertising Limits.

Provider is prohibited from using, disclosing, or sefling Student Data to (a) inform, influence, or enable Targeted
Advertising: (b) develop a profile of a student, family memberiguardian or group, for any purpose other than
providing the Service to LEA,; or (c) for any commercial purpose other than to provide the Sarvice to the LEA, or
as authorized by the LEA or the parentiguardian, Targeted Advertising is striclly prohibited. However, this section
does not prohibit Provider from using Student Data (1) for adaptive leaming or customized student leaming
(including generating personalized leaming recommendations), or (i) ¥ make product recommendations to
account holders that are not considerad Targeted Adverlising (his exception does not apply where the Provider
is relying on the LEA to provide consent on bahalf of the parant under COPPA); or (i) to nolify account holders
about new education product updates, fealures, or Services that are not considered Targeted Advertising or from
alherwise using Student Data as permilied in this DPA and ils accompanying exhibits,

Before making product recommendations under section (i) above, Provider must disciose the existence of those
recommendations to LEA in writing, in sufficient detail that LEA can fulfll any obligations under applicable law
(e.g. PPRA),

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Student Data is stored cutside the United States, Provider will provide a lisi of Countries where data is stored,
in Exhibit “B",

5.2 Security Audits.

Provider will conduct a security audit or assessment no less than once per year, and upon a Data Breach. Upon
10 days' notice and execution of confidentiality agreament, Provider will provide the LEA with a copy of the audit
report, subject to reasonable and appropriate redaction.

5.3 Data Security.

The Provider agrees to ulilize administrative, physical, and technical safeguards designed lo protect Student
Data from unauthonzed access, disclosure, acquisition, destruction, use, or modification. The Provider shall
adhere lo any applhcable law relating to data securily of Student Data. The Provider shall implement an adequale
Cybersecurity Framework that incorporates one or more of the nationally or intermationally recognized standards
set farth in Exhibit *F°. Additionally, Provider may choose to further detail its security programs and measures in
Exhibit "F", Provider shall provide, in the Preambla to the DPA, contact information of an employee who LEA
may contact if there are any data securily concems or queslions.

5.4 Data Breach.

In the event that Provider confirms a Data Breach, the Provider shall provide notification to LEA within seventy-
two (72 hours of confirmation of the Data Breach, unless nofification within these time limits would disrupt
invesfigation of the Data Breach by law enforcement. In such an event, notification shall be made within a
reasonable time after tha Data Breach. Provider shall follow the following process:

B Accoss 4 Learming (AdL) Community. Al Rights Reserved Page | §
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(1)

{2)

(3)

(4}

(5)

The Data Breach nofification described above shall include, at a minimum, the following
information to the extent known by the Provider and as it becomes available:
{a) The name and contact mformation of the Provider subject to this section,
(b) the date of the nolice,
{c} the date of the Data Breach, the estimated date of the Data Breach, or the date
range within which the Data Breach occunmed,
(d] Whaether the nolification was delayed as a result of a law enforcement invesfigation,
if legally permissible to share that information,
(8] A general description of the Data Breach, if that information is possible to determine
at the time the: notice is provided,
(i A description of the Student Data reasonably believed fo have been the subject of
the Data Breach; and
i) Identification of impacted individuals.

Provider agrees to adhere to all applicable federal and state laws with respect 1o a Data Breach
related to the Student Data, including any required responsibities and procedures for
notification and mitigation of any such Data Breach.

Pravider further acknowledges and agrees to have a writlen Data Breach response plan that is
consistent with applicable industry standards and federal and state law for responding o a Data
Breach, involving Student Data and agrees to provide LEA, upon reasonable wrillen request,
with a summary of said written Data Breach response plan,

LEA shall provide notice and facts surrounding the Data Breach to the affected studenis,
parents, or guardians,

In the event of a Data Breach originating from LEA's use of the Service or otherwise a result of
LEA's actions or inacltions, Provider shall reasonably cooperate with LEA to the extent
necessary to expeditiously secure Student Data and may request costs incumed as a result of
such Data Breach.

& Access 4 Laarmmg (A4L ) Comummty. AN Rights Resensod, Paga | 10
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CONTRACT TERMS

Term and Termination. In the event that either Party seeks to terminale this DFA, they may do so by writtan
notice if the Service Agreement has lapsed or has been terminated. Either parly may lerminate this DPA and
any Service Agreement or contract if the other party breaches any terms of this DPA. This DPA shall stay in
effect for as long as the Provider retains the Student Data, as set forth in section Article IV, Section 4.8, In the
case of a "Change of Contral” the LEA has the authority to terminate the DPA if it reasonably believes that the
successor cannot uphold the terms and conditions herein or having a contract with the successor would violate
the LEA's policies or state or federal law,

Data Disposition on Service Agreement Termination. If the Service Agreement is terminated, the Providar
shall dispose of all of LEA's Student Data pursuant to Aricle 1V, Secticn 4.6 of the Standard Clauses,

Molices. All notices or other communication required or permitted to be given hereunder must bé made in writing
and may be given via e-mail transmission, or first-class mail, or mutually agreed upon method sent to the
designated representativas documented in the Preamble.

Priority of Agreements. This DPA shall govemn the treaiment of Student Data in order o comply with the
privacy protections, including those found in FERPA and all applicable privacy stalutes wentified in this DPA.
With respect to the treatment of Student Data only, in the event there is conflict between the terms of tha DPA
and the Service Agreement, Terms of Service, Privacy Policies, or with any other bid/RFP, license agresmaent,
ar writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibit “H",
the SDPC Standard Clauses, andfor the Supplemental State Terms in Exhibil “G°, Exhibit *H" will control,
followed by Exhibit “G". Except as described in this paragraph herein, all other provisions of the Service
Agreement shall remain in effect.

Entire Agreement. This DPA and the Service Agreament (“the Agreamant’) constitute the entire agreement of
the Parties relating to the subject matter hereof and supersedes all prior communications. representations, or
agreements, oral or wrilten, by the Parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either genarally or in any particular instance and either retroactively
or prospectively) only with the signed writlen consent of both Parties.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as o such
jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating the remaining
pravisions of this DPA, and any such prohibition or unenforceability in any junsdiction shall not invalidate or
render unenforceable such provision in any other jurisdiction, Motwithstanding the foregoing, if such provision
could ba mare narrowly drawn 20 as not 1o be prohibited or unenforceable in such jurisdiction while, at the samea
tme, maintaining the intent of the Paries, it shall, as to such jurisdiction, be so narowly drawn without
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any
other jurisdiction.

Governing Law; Venue and Jurisdiction. This DPA will be governed by and construed in accordance with the
laws of the state of the LEA, without regard to conflicts of law principles, Each party consants and submils 1o the
sole and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising
ouk of or relating to this DPA or the transactions contemplated hereby.

Successors Bound. This DPA is and shall be binding upon the respective succassors in interest to Praovider in
the event of a Change of Control, In the event of a Change of Control, the Provider shall provide wrilten notice
to the LEA no later than sixty (60) days after the closing date of such Change of Control. Such notice shall include
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a written, signed assurance that the successor will assume the obligations of the DPA and any obligations with
respect lo Student Data within the Service Agreement.

Authority. Each signatory confirms they are authorized to bind their institution to this DPA in its entirety.

Walver. Mo delay or omission by either parly 1o exercise any right here under shall be construed as a waiver of
any such right and both parties reserve the right to exercise any such right from time to tme, as often as may be

deemed expedient,
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EXHIBIT A: PRODUCTS AND SERVICES

This DPA covers access to and use of [ Southern Education Foundation, Ir]'s existing Services that collect,
procass, or transmil Student Data, as identified balow,

In service of accurately measuring the District's progress towards improving student outcomas and
indicators and meeling set targets and other goals, we may request sludent data from sofltware used
by the district including: Renalssance Star, Waterford, i-Reading. We will also request student FAST
scores and student data from the intervention selected lor the OBC (like Amira).

OBC cohort participation also includes a partner visit designed to deepen understanding of
implemeantation under an OBC and identify enabling factors and opporiunities for improvement.
During these visits, the OBC team and district stalf will conduct joint classroom observations to see
implementation in aclion. These classroom observations are inlended to suppon continuous
improvement efforts, with the understanding that all data collection will prioritize participant privacy
and confidentiality. Observations will be conducted in a non-evaluative manner, focusing on
understanding instructional practices and leaming environments. Collected gualitative data will be
anonymized, with individual teachers and studenis de-identified through pseudonyms or coding
systems. The observation dala will be used solely for the purpose of generating insights to enhance
OBC teachings and program implementation, with no intent to assess individual teacher performance
or student achievement. All raw cbservation notes will be securely stored, with access limited to
authorized research personnel, and will be destroyed after analysis is complete.

De-identified (student-lavel) data will not be shared at all beyond the OBC facilitation team and is
used only o assist with calculating outcome payments and developing communication materials for
district use (if desired). This primarily occurs within the structure of the workshops and coaching calls
and does not require personally identifiable information; OBC is not seeking district data to use for
additional analysis.

As a condition of funding, OBC is required to report on the impact in supported districts. This typically
includes the district rate card paired with pre- and post-intervenlion aggregate student performance /
achievement as well as the payments made. Aggregale data are also included in materials
developed to communicate about the impact of OBC. At district request, this may be anonymous. No
identifiable student data are used. With district permission, OBC may include a case study andfor
other artifacts on the OBC wabsite.

Please see altached Letter of Commitment for full details of services provided.
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OBC Cohort 2024 Letter of Commitment

Duval County Public Schools commits to participating in the Outcomes Based Contracting Cohert launching In
January 2024,

gugg ?E Cohorts (Selact Ona:
High-lmpact Tutoring Contract Renegotiation

[0 EdTech Instructional Intervention RFPs and Contracts

The purpose of the OBC Cohort is o improve outcomes for students and contracting in a way that connects
resources to results, aligns with our district's goals,

We understand that participating in the pilot will grant us access to:
# Shared Learning:
o Six virtual workshops taking your team through each step of the OBC process
o A& community of practice, including the other districts in the cohort and leading educators who
have led OBC projects
& Individual Coaching:
o Individualized consultative support, provided by national 0BC experts
o Project managemant assistance, ensuring your team is able to move your project deslgn, RFP
and contract forward expeditiously
o Assessment assistance in evaluating or developing measures of atudent growth.
o Exscutive level support for Superintendents and Chiefs,
+ Resources for Implementation:
o OBC Distriet Playbook
o RFP and Contract templates
o Sample OBC RFPs and Contracts
o Sample artifacts from continuous improvement afforts

Iry tuirn, we commil ta;

« Participate in Learning:
o Establish a district team composed of 3-5 district level decision makers and at least one school
leval implementer to ensure the success of the project you are launching.
o Particlpate in all six virtual cohort workshops and follow-up coaching sessions; each workshop

iz 90 minutes.
o Engage in individual coaching at the tearn and executive level,
» Cenler Equity.
o Ensure a minimum of 400 students of color or students expariencing poverly access support
under this project.
¢ Develop an Outcomes Based RFP and/or Contract:
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o Renegotiate an existing contract or issue an RFP and launch a new contract for services 1o be
daliverad during the 2024-2025 school year,
o The contract must have at least 40% of the overall fee contingent an student results.

« Leverage Data to Monitor Impact: [
o Adopt of use a measure of praficiency that allows lor determining student grewth over time (Jike
iReady or NWEA) and making that data accessible 1o the selected provider and 1o tha Southern
Education Foundalion.
e Share pre- and post-aggregate student data, broken down by sub-groups.

We intend to begin this work in January 2024, with the intent of Initlating an outcomes based contract for

ﬁ ﬂimme 2024-25 school year.
Sl ) ) Bnittangy Al

Paula Renfro, Chief Acaliemnic Offices Brittany Miller, Director
[[vistrict) Southern Education Foundation
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BTANDARD STUDENT DATA PRIVACY AGREEMENT Viersion 2.0

EXHIBIT B: SCHEDULE OF STUDENT DATA

All Data Elements ientified in this Exhibit are coract at ime of signature,

Data Elements Collected by Product (required and optional):

— i i 17 ——
of Dty |

|

|

|

nier pros Jl I|| .||H1: ir':i::lu'-:-::'-:_:ﬂlf

Application Technology MetaData

IP Addrasses of Users, use
of cookins, e,

Oiher application
technalogy metadata

IFOiher’ chacked, ploase
specily below checked
[t

Application Use Statistics

Meta data on user
interaction with application

Assessment

Standardized test scores  |FAST Renaissan

Dbsenvalion data

Ve recordings

Other assesement dala Renaissar

I Other” checked, please
specily below checked
b

Attendance

Student school (daily)
atlendance dala
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Student class altendance
data

Commumnication

Onlme communication
captured [smais, biog aniris)

Conduct

Conduct or behavioral
data

Demographics

Data of hirth

Place of birth

Gender

Etfnicity or race Roster/ an|

Language information Roster/
inalhes, of primany [anguage enrolimen
spoken by sbudend) i

Other demographic
information

If 'Other’ checked, please
specily below checked
box:

Enroliment

Student school enrollment | Roster! en

Student grade level Rostar! an

Haomeraom

Guidance counsehor

Specihc curriculurm
programs

Year of gradualson
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

Crther enroliment
infarmation

IF 'Other’ checked, ease
speecily bedow checked
box:

ParentiGuardian Contact Information

Agdress

Email

Phone

ParentiGuardian 1D

Farent |0 number (oeated
1o link parents bo studenis)

ParentiGuardian Nama

First andfor last

Schedule

Student scheduled covrses  (Roster/ an‘

Teacher nameas RosterS anj

Special Indicator

English language learnar | Roster/
infermation enrollmen

Low-income status Roster! en|

Bledical aleristhealth data

Shedant disakadity
mnlarmation

Specialized education
Sarvicas [IEP o S04} Roster/ en

Living situations
(homalesstiosior canz)

Other indicator informatsan
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viersion 2.0

Student Contact Information

Address

Ernail

Phime

Student ldentifiers

Local (school district) 1D
number

State 10 mnumber

Provider/app assigned
student 1D number

Shedant apgy ussrnaims

Sthedent app passwords

Student Nama

First andfor last

Student In App Performance

Programfapphealion
pEMOIMEnce (e.g. typing
program — shudnnt fypaes B0 wpm,
recading paogeam — shadond roads
betlow grade vl

Student Program Membership

Scademic or
exiracurncular activibies a
student may bedang to or

participate in
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vigrsion 2.0

Studemt Survey Responses

Student responses to Raster/
surveys of quastionnaires  |enrollmen

Student Wark

Student generated
content; writing, pictures,
alc.

Other student work data

If ‘Other” checked, please
spacily bedow checked
B

Transcript

Student course grades

Studant coursea data

Studant coursea
grades/parfcemance
SCongs

Oihar (ranscnpl data

If ‘Other’ checked, please
spacily belovw checked
!

Transportation

Studaent bus assignmeant

Student pick up andlor
drop off lecation

Student bus card 1D
numbar

CHher transporiation data
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

If ‘Other’ checked, please
specily balow checked
oK

Other

Other data collected

I ‘Other’ checked, please
fizt each addifonal dala
eferent used, shored, or
colectad by your
application below checked
b

Hone

Mo student data collectad
at this trme. Prowides will
immediataly notify LEA if
this designation s no
kxnger applicable,

If Student Data is stored cutside the United States, Frovider shall list below the Countries where data is stored;
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STANDARD STUDENT DATA PRIVACY AGREEMENT N Vrsion 2.0
EXHIBIT C: DEFINITIONS

Change of Control: Any merger, acquisition, consolidation or other business reorganization or sale of all or
substantially all of the assets of Provider or of the portion of Provider that performs the Services in the Service
Agreament.

Contextual Advertising: Contextual advertising is the delivery of advedisements based upon a cument visit lo
a Web page or a single search query, without the collection and retention of data about the consumer's online
activities over time.

De-ldentified Data; Records and information are considered to be De-ldentified when all personally identifiable
information has been removed or obscured, such that the remaining information does nol reasonably identify a
specific student, including, but nol limited to, any information that, alone orin combination is linkable to a specific
stuedent.

Data Breach: An unauthorized release, access o, disclosune or acquisiton of Student Data thal compromises
the security, confidentiality or integrity of the Student Dala maintained by the Provider in viclation of applicable
state of federal law.

Educational Records: Educational Records shall have the meaning set forth under FERPA 20 U5, G, 12 32
gial5)A). For additional context see also the ‘Student Data’ definition,

LEA: Forthe purpose of this DPA, the LEA is the educational entity thal is a Parly lo this Agreement. An LEA,
can be a state agency, an educational service agency, a charter school or school system or a private school or
school system, in addition to the federal definition of Local Education Agency (LEA).

Metadata: Means information that provides meaning and context to other data being collected including. but
not limited 1o date and time records and purpose of creation. Metadata that have been stripped of all direct and
indirect identifiers are not considered Personally ldentifiable Information or Student Data.

Originating LEA: An educational entity otherwise meeting the definition of LEA that originally executes the DPA
in its entirety (including the marked checkbox enabling Exhibit "E") with the Provider.

School Official: For the purposes of this DPA and pursuant to FERPA 34 CFR § 99.31(b), a School Official is
a contractor that: {1} Performs an institutional service or function for which the agency or institution would
olherwise use employees; (2) Is under the direct control of the agency or insfitufion with respect 16 the use and
maintenance of Student Data including Educational Records; and (3) Is subject to FERPA 34 CFR § 99.33(a)
governing the use and re-disclosure of Personally Identifiable Information from Educational Records.

Sarvice Agreement: Refers to the quote, corresponding contract, purchase order or terms of senvice and/for
terms of use.

Student Data; Student Data includes any data, whether gathered, created or inferred by Provider or provided
by LEA or its users, students, or students’ parents/guardians, for a school purpose, that is descriptive of the
student including, but not limited to, information in the student's Educational Record, persistent unigue identifiers,
or any other information or identification number that would provide information about a specific student. Student
Data includes Metadata that has not been stripped of all direct and indirect identifiers.  Student Data further
includes "Personally Identifiable Infermation (PII)." as defined in 34 CF.R, § 98.3 and as defined under any
applicable state law. Student Data shall constitute Education Records for the purpeses of this DPA, and for the
purposes of federal, state, and local laws and regulations. Student Data as specified in Exhibit "B" is confirmed

© Access 4 Leaming (AdL) Commenily. AN Rights Reserved " Page | 20
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STANDARD STUDENT DATA PRIVACY AGREEMENT __Vorsion 2.0

to be collected or processed by the Provider pursuant to the Services, Student Data shall not include properly
De- Identified Data or anonymous usage data regarding a student’s or LEA's use of Provider's Services.

Student Generated Content: The term “Student Generated Content” means materials or conlent created by a
student in the senvices including, bul not limited to, essays, research reports, portfolios, creative writing, music
of other audio files, photographs, videos, and account information thal enables ongoing ownership of student
content. *Student Generated Content” does not include student responses to a standardized assessment where
studen! possession and control would jeopardize the validity and reliability of that assessment.

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the
*Subcontractor”) means a parly other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service to operate andfor improve its service, and who has access to or slorage of Student
Data, including security, storage, analytics, and olher processing activities necessary 1o perform a Provider
bUSINess pUMpOseE.

Subprocessor Agreement: An agreemeant between Provider and a thind party Subprocessor. A Subprocessor
Agreement includes either a written agreement or an acceptance of terms and condilions (e.g.. click through
agreements).

Subscribing LEA:  An educational entily otherwise meeting the defintion of LEA that was not parly lo the
original Service Agreement and who accepls the Provider's General Offer of Privacy Terms by executing Exhiiit
-.E-|-

Targeted Advertising: Targeted Adverlising means presenting an adverisement 1o a student where the
salection of the advertisement is based on Student Data or inferred over time from the usage of the Provider
Intermet web site, online service or mobile application by such student or the retention of such student's onling
aclivities or requests over fime for the purpose of targeting subsequent advertisements. “Targeted Advertising”
does not include Contextual Advertising.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viarsion 2.0

EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that ane nol
expressed in 4.6 Disposition of Data, the LEA may fill in this form and defiver it to the Frovider,

The Provider and the LEA must not fill in this form at the initiation of the DPA.

The Provider shall act on Exhibit “D" from the designated representative of the LEA or their designee (Preamble
or Exhibit “E" for Subscribing LEA).

Duval County Public School: ("LEA") instructs Provider to dispese of Student Data obtained by Provider pursuand
{0 the terms of the DPA between LEA and Provider, The terms of the Disposition are set forth below

1. Extent of Disposition

L]

Disposition is partial. The scope of Student Data to be disposed of is sel forh below or found in an
attachment 1o this Directive:

All student-level data will be disposed of.

Disposilion is complete. Disposilion extends to all Student Data,

2. ature of Disposition

]

Digposition shall be by destruction or deletion of Student Data

Disposition shall be by a transfer of Student Data. The Student Data shall be transfemed o the following
gibe a5 follows:

Insert of attach special instructions

3. Timing of Disposition
Studenl Dala shall be disposed of by the following dale:

L
L

4, De
d

As s00n as commercially praclicable
O Provider's standard destruction schedule

By Insert Date

ified Data

The Pravider certifies that ihey have De-ldentified the data, as defined elsewhere in this Agreement, and
disposed of all copies of Stedent Data that were not De-ldentfied in accordance with this Schedule and
the DP'A. The Provider will notify LEA in accordance with the nofiication requirements of the DPA using
this form.

As of 8/31/2025
5. Other:

Signatune(s) Motice of Verified Disposition of Data

Lgnes by
Jatmir Mw 1125/ 2024

SRR

Authorized Representatve of Date Authorized Representative of Date

LEA, Provider

© Accass 4 Leaming (A4L) Communily. AN Righls Reserved. Page | 22
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vorsion 2.0

EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA (named below) agree by signing this General Offer of Privacy Terms ("General
Offer) that they are bound by the same terms as the DPA between Provider and
Duval County Public Schools (“Originating LEA") dated 11/25/24

Provider and Subscribing LEA agree that the infarmation below will be replaced throughout the DPA with the
infarmaticn specific to the Subscribing LEA filled in below for the Subscribing LEA. This General Offer shall
axtend only to the terms set forth in this DPA and shall not necessanly bind Provider or Subseribing LEA to any
other terms entered into between Provider and Originating LEA, Any commarcial terms, such as price, term, or
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be determined solely
between Provider and Subscribing LEA,.

If Provider makes changes to Exhibit "A” or Exhibit "B" in accordance with sections 1.2 and 1.3 respectively,
Pravider must complete the Addendum template provided by the A4L Community and notify the Onginating LEA
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum’s existence
and contents. With regard to a Subscribing LEA, an Addendum is automatically incorporated into this DPA when
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibil “B°, the LEA will have thirty (30) days
from receipt to object.  If no written objection is received it will become incorporated into the DFA between the

partes,

The Provider may withdraw the General Offer (for future use or for LEAs that have not already accepted i) in
the event of: (1) a material change in the applicable privacy statutes; or (2) a material change in the Services
and products listed in the Service Agreement. Motification of a withdrawal shall be submitted to

ndpa reguesisimAdl org,

Subscribing LEAs shall send the signed Exhibit “E" to Provider at the following email address:
OBC@&O0BC-Southerneducation.org

The below signatory confirms they are authaorized to bind their institution to this DPA as in fis entirety.

RESOURCE NAME(S):

[ Outcomes based contracting cohort ]
[ ]
[ ]
[ ]

PROVIDER: [Southern Education Foundation, Inc. ]

Bigrsed
Signed By: | Jasming, Walker Date: 11/256/24

Printed Mamea: Jasmine Wﬂ."‘iﬂl' Title/Position: Diractor
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
Exhibit “"E" {continued)

Originating LEA; Duval County Public Schools

Resource Names:
Provider Name: Southerm Education Foundalion, Inc.

Page 2 of 2:

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by ils signature below, accepls
the General Offer of Privacy Terms, The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the Originating LEA and the Provider. **PRIOR TO ITS
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.™
Please note, by signing this Exhibit you are also agreeing to any language that may be included in Exhibits to
the Originating DPA beyond this Exhibit "E”. The below signatory confirms they are authorized 1o bind their
institution to this OPA as in its entirety.

Subsecribing LEA:
Signed By. Drate:
Prented Mame: Tile/Position:

School District Mame:

Designated Representative of LEA:

Name: Dr. Christopher Bernier Trle:  Superintendent
Address: 1701 Prudential Drive, Jacksonville, FL 32207
Telephone 904-390-2000 Emai: drberniersuperintendent@duvalschool

Notices to Subscribing LEA: The Provider and Subscribing LEA are each responsible o promplly notify the
other Parly of changes to the nofice information.

Security Notices to Subscribing LEA
[
[
[
[

With a copy 1o (if provided):

[ ]

| ] Office of General Counsel |
[ 1 1701 Prudential Drive, Jacksonville, FL % |
[ | 1
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS
Provider must mark one or more frameworks with which it complies.

The Provider may change which framewerk it complies with without invalidating or changing the DPA, but must
nofify the LEA of such change in accordance with the notification requirements of the DPA,

FRAMEWORK(S)

Global Education Security Standard - hilps: fsdpc a4l orgigess/
¥ | HIST Cybersecurity Framework ({CSF)

MIST SP 800-53 Security and Privacy Confrols for Information systems and organizations

MIST SP BO00-171 Prolecting Controlled Unclassified Information in MNonfederal Systems and
Chrganizations

IS0 27000 series, Standards for implementing organization security and management practices

¥ | CIS Center for Internet Security Critical Security Controls

Cybersecurity Maturity Model Certification (CMMG, ~FARIDFAR)

This space is provided for optional security programs and measures as noled in section 5.3:
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

EXHIBIT G: Supplemental SDPC State Terms for Florida

Providers/Operators are to comply with the Florida Student Online Personal Information Protection Act, Florida
Statute 1006.1494, This Act (effective 7/1/2023 and initiated from SB 862 in 2023) establishes new and different
terms than those oullined in the National Student Data Privacy Agreement conlained herein. ProvidersiOperators
are subject to all ofthe Act's privacy terms, including, but not limited to the following:

1.
a.

An operator may not knowingly do any of the following:

Engage in targeted advertising on the operator's site, service, or application, or targeted advertising on any
other site, service, or application if the targeting of the advertising is based on any information, including
covered information and persistent unique identifiers, which the operator has acquired because of the use of
that operalor's site, service or application for K-12 school purposes,

Use coverad information, including persistent unique identifiers, created, or gathered by the operator's site
service, or application to amass a profile of a student, except in furtherance of k-12 school purposes.

. Share, sell, or renl a student’s information, including covered information

. An operator shall do all the following:
. Collect no more coverad information thal is reasonably necessary to operate an Internat wehsite, onling

service, onling application, or mobile application.

. Implement and maintain reasonable security procedures and practices appropriate to the nature of the

covered information which are designed to protect it from unauthorized access destruction, use,
medification, or disclosure,

Unless a parent or guardian expressly consents to the operalor retaining a student’s covered information,
delete the covered information at the conclusion of the course, or corresponding program and no later than
a0 days after a student is no longer enrolled in a school within the district, upon notice by the schoal district.

0 Accass d Leaming (AdL ] Communily. Al Righls Reserved Page | X6



