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STANDARD ETUDENT DATA PRIVACY AGREEMENT Worsion 2 O

This Student Data Privacy Agreement ("DPA" is entered into on the date of full execution (the "Effective Date™)
and is entered into by and bebween:

[Duval County Pubbc Schoots 1.

located at [ 1701 Prudontial Drive, Jacksonvile, FL 32207 ] (the "LEA")
and

[ Junior Achievement of North Florkda ).

located al [ 4049 Woodcock Dive, Suile 200, Jacksonville, FL 32207 ] (the “Provider™).
PREAMBLE

WHEREAS, the Provider is providing educational or digital Servicas, as defined in Exhibit “A°, to LEA, which
Services may include: (a) cloud-based Semvices for the digital storage, management, and retrieval of pupil
records; andfor (b) digital educational software that authorizes Provider lo access, store, and use pupil records;
and

WHEREAS, the Provider and LEA have entered into a Service Agreemend (as defined herain), to provide certain
Services to the LEA as set forth in the Service Agreement, and this DPA (collectively the "Agreement™),

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student mfarmation and
other regulated data exchanged between them as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act ("FERFPA") at 20 U.5.C. 1232q (34 CF.R. Parl 99); the Protection of
Pupil Rights Amendment ("PPRA™) at 20 U.5.C. 1232h; and the Children’s Online Privacy Protection Act
("COPPA™ at 15 LLS.C. 6501-6506 (16 C.F.R. Part 312),

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
obligations and duties in order to comply with applicabla laws and regulations.

NOW THEREFORE. for good and valuable consideration, LEA and Provider agree as follows:

General Offer of Privacy Terms.
The Provider has signed Exhibit "E” to the SDPC Standard Clauses, othenvise known as “Genaral Offer of
Privacy Terms™ enabling other LEAS 1o enter into the same terms of this DPA with Provider.

Special Provisions. (Check if Required)
If checked, the Supplemental State Terms attached hereto as Exhibit *G" are hereby incorporated by
reference into this DPA in their entirety.
If the Parties dasire fo change any terms, use the Vendor-Specific’ Agreement or 'Diztncl-Modified” Agreement.

Form Approved :

"

— =
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STANDARD STUDENT DATA PRIVACY AGREEMENT Versior 2.0
The designated representative for the LEA for this DA is;

name:  Dr. Christopher Bernier Title:  Superintendent
address: 1701 Prudential Drive, Jacksonville, FL 32207
Phone:  904-390-2000 Email. bernierc@duvalschools.org

Tha designated representative for the Provider for this DPA is:

name:  Katherine Espinosa Tile:  Senior Director, Operations
adaress: 4049 Woodcock Drive, Suite 200, Jacksonville, FL 32207
Phone: 904-571-8737 Email: kat@janfl.org

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: [ Duval Gourty Pt o )

Signed By: ¥ pte:

Printed Name: [r.-€ ristopher Bernier  Title/Posiion:  Superintendent
PROVIDER: [ Junior Achievamant of Morih Florida 1

Signed By: D ctrsren t\ﬁ’( tadia Date: 11/19/2024
Printed Name: Shannon ltalia Title/Position:  President

Each Party iz responsible to promptly notify the other Party of changes to the notice information,
Motices to Provider Motices to LEA

[ Junior Achimvnmant of Morth Fiorida ] [ Duval Gousty Public Schoals ]
[ ATTH: Kal Espinosa, Oparalions | [ HSupesninngent 1
[ 4049 Woodeods Drive, Suite 200, Jacksanville, FL 32207 | [ 1701 Prosesial Dive, Jadsosiia FL 32207 ]
[ keeggiann org ] [ bormmreavaischoss. org ]
With a copy to (if provided): With a copy 1o (f provided):
[ Junior Achievement of Morth Florida ] [ Dfficn of Ganmral Counsel ]
[ 4049 Woodcook Deive, Sulte 200, Jacksomille, FL 32207 | [ 1701 Procastl Gren. Room 340 |
| kangijant ang ] [ dncksorie, FL 32207 ]

Security Motices to Provider (Required per Section 530 Securlty Notices to LEA (requied per Section 8.3)

| Junicr fchiovement of Maorh Florida | [ Jom Moo 1
{M'lr-l Eal Enpenos, Dperalons I [ﬂ&-r-.-'nr ]
[ A48 Wioodcock Dirive, Suite 200, Jecksomilie, FL 33007 ] [HHF Douimrd Contor Cr.. Jacksonite, FL 32007 ]
[ Eatgmjanilong | | merrettciraichocts oy |
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STANDARD STUDENT DATA PRIVACY AGREEMENT Wersion 2.0

STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

11  Purpose of DPA,

The purpose of this DPA is to describe the duties and responsibilities to protect Student Data including
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended
from time to time. In performing the Services, the Provider shall be considered a School Official with a legitimate
educational interest, and performing Services otherwise provided by the LEA. With respect to its use and
maintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as set forth
in this DPA and the Service Agreement.

1.2 Description of Products and Services.

A description of all products and services covered by the Agreament, and information specific 1o this DPA, are
listed in Exhibit “A". If a Provider needs to update any information on Exhibit *A" (such as updating with new
provided services), they may do so by completing the Addendum template provided by the A4L Community and
sending a copy to the LEA.

Provider may add or delete products or sarvices subject to this DPA under the following circumstances:
1. Deleted products or services: The products or services have been discontinued and are no longer
available from the Provider,
2,  Added products or senvices: The added products or services are ather:
a. a direct replacement, or substantially equivalent to the original products or sarvices listed in
the DPA, or
b. the added products or sanvices result in enriched new or enhanced capabilities, new modules,
technology advancements and or service categories relating to the listed products or services
that Provider did not have at the time the DPA was signed,

If an added product or senvice requires additional Data Elements, Provider must complate the relevant portion
of the Addendum template 1o update Exhibit "B".

Provider may not make any change to Exhibit "A” via an Addendum, except adding or deleting products or
services. LEA is under no obligation to acquire added products or services, and has no ability under the DPA to
prevent deletion of products or services, Subject to the limitations in this section, an Addendum is automatically
incorporated into this DPA when LEA is notified by Provider, in accordance with the notification provisions of this
OPA, of the Addendum's existence and contents.

1.3 Student Data to Be Provided.

In order to perform the services, the Provider shall process Student Data as identified by the Provider in the
Schedule of Data, attached herelo as Exhibit "B". Student Data may be provided by the LEA or created by
students, as set forth fully in the definition of Student Data in Exhibit "C". I a Provider needs fo update any
information on Exhibit "B", they may do so by completing the Addendum ftemplate provided by the AdL
Community and sending a copy 1o the LEA

Provider may delete data elements from Exhibit "B” if they are no longer used by the Provider,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viersion 2.0

Provider must add data elements to Exhibil “B*, when a material change has occurred, regardiass of whether
the added data elements are either one of the following:
1.  used to better deliver the original products or services listed in the DPA, or
2. used fo deliver added products or services that result in new or enhanced capabilities, new
modules, technology advancements and or service categories relating to the listed products or
services that Provider did not have at the time the DPA was signed. Such new products or services
must be designated in the Addendum template as changes lo Exhibit "A”.

The Provider must nofify the LEA, in accordance with the notification provisions of this DPA, of the existence
and contents of an Addendum modifying Exhibit “B°. The LEA will have thirty (30) days from receipt o object to
the Addendum. If no written objection is recaived it will become incorporated into the DPA between the parties.

1.4 DPA Definitions.

Capitalized terms usad in this DPA shall have the meanings set forth in Exhibit "C". With respect to the treatmeant
of Student Data, in the event of a conflict, definitions usad in this DPA shall prevail over terms used in any other
writing, including, but not limited to, the Service Agreement.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

2.1 Student Data Property of LEA.

As between LEA and Provider, all Student Data processed by the Provider, or created by students (as set forth
fully in the definition of Student Data in Exhibit “C"), pursuant to the Agreement is and will continue to be the
property of and under the control of the LEA. The Provider further acknowledges and agrees that all copies of
such Student Data processed by the Provider, including any modifications or additons or any pertion thereof
from any source, are also subject to the provisions of this DPA in the same manner as the onginal Student Data,
The Parties agree that as between them, all nghts, including all intellectual property nghts in and to Student Data
contemplated per the Service Agreement, shall remain the exclusive properly of the LEA.

2.2  Parent, Legal Guardian and Student Access.

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student (as defined
in FERPA) may review Student Data and request deletion or modification, and request delivery of a copy of the
Student Data, In support of this, the Provider shall establish reasonable procedures by which the LEA may
access, and correct if necessary, Education Records andior Student Data, and make a copy of the dala available
to the LEA or (at the LEA's direction) 1o the parent. legal guardian or eligible student directly. If the LEA is not
able to review or update the Student Data itself, Provider shall respand in a reasonably limely manner (and no
tater than thirty {30) days from the date of the request or pursuant to the ime frame required under stale law for
an LEA to respond to a parent. legal guardian or student, whichever is sconer) to the LEA's request for Student
Data held by the Provider to view or comecl as necessary.

In the event that a parent or legal guardian of a student or eligible student contacts the Provider to comect, delete,
review or request delivery of a copy of any of the Student Data collected by or generated through the Services,
the Provider shall refer that person to the LEA, who will follow the necessary and proper procedures regarding
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

the requested information. In the event that any person other than those listed contacts the Provider aboul any
Student Data, the Provider shall refer that person to the LEA, except as provided in Section 4.4,

2,21 This NDPA does not impede the ability of students to download, export, or otherwise save or
maintain thelr own Student Generated Content directly from Provider ar for Provider to
provide a mechanism for such download, export, transfer or saving to students, or the
student's parent or legal guardian. Mor does it impede the ability of Providers to offer LEAs
features to allow such ability,

2.22  Inthe event that Student Generated Content is transferred to the contral of the sludent,
parent or legal guardian, the copy of such Student Generaled Content that is in the control of
such person i no longer considerad Student Data.

2.3 Subprocessors.

Provider shall enter into a Subprocessor Agreement with all Subprocessors performing functions for the Provider
in order for the Provider to provide the Services pursuant to the Service Agreement, whereby the Subprocessors
agree to protect Student Data in a manner no less stringent than the tems of this DPA, Every Subprocessor
Agreament must provide that the Subprocessor will not Sell the Student Data. The terms of a Subprocessor
Agreement shall not be materally modified by the Subprocessor unless notice is provided to the Frovider.

ARTICLE Ill: DUTIES OF LEA

31  Provide Data in Compliance with Applicable Laws.

LEA shall use the Services and provide Student Data in compliance with all applicable federal and state privacy
laws, rules, and regulations, all as may be amended from time to lime.

3.2  Annual Notification of Rights.

If the LEA has a palicy of disclosing Edueation Records andior Student Data under FERPA (34 CFR §
99.31(a}1)), LEA shall include a specification of criteria for determining who constitutes a School Official and
what constitutes a legitimate educational interest in its annual notification of nghts.

3.3 Reasonable Precautions.

LEA shall employ administrative, physical, and technical safeguards designed to prolect usermames, passwords,
and any other means of gaining access 1o the Services andfor hosted Student Data from unauthorized access,
disclosure, or acguisition by an unauthorized person,

3.4 Unauthorized Access Notification and Assistance.

LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach to the Services, LEA's
account or any Student Data thal poses a privacy of security risk. If requested by Provider, LEA will provide
reasonable assistance to Provider in any efforts by Provider to investigate and respond to such Data Breach.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
ARTICLE IV: DUTIES OF PROVIDER

4.1 Privacy and Security Compliance.

The Provider shall camply with all laws and regulations applicable to Provider's protection of Student Data privacy
and security, and at the direction of the LEA shall cooperate with any stale or federal government initiated audit
of the LEA's use of the Services.

4.2 Authorized Use.

The Student Data processed pursuant to the Services shall be used by the Provider for no purpose other than
parforming the Services outlined in Exhibit "A", or as instructed by the LEA.

4.3  Provider Employee Obligation.

Provider shall require all of Provider's employees who have access to Student Data to comply with all applicable
provigions of this DPA with respect to the Student Data shared under the Service Agreemant, Provider agrees
to require and maintain an appropriate confidentiality agreement from each employee with access to Student
Data pursuant to the Service Agraement.

4.4 Mo Disclosure.

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereol,
including without limitation, user content or other non-public information andfor personally identifiable information
contained in the Student Data,

4.41 Exceptions to No Disclosure.

4.4.1.1 This prohibition against disclosure will nol apply to Student Data where disclosure s
directed or parmitted by the LEA or this DPA.

4412 The provigion to not sell Student Data shall not apply to a Change of Control.

4.4.1.3  This prohibition against disclosure shall not apply 1o Student Data disclosed
pursuant to a judicial order or lawfully issued subpeena or wamant.

4414 This prohibition against disclosure shall not apply to Student Data disclosed to
Subprocessors performing Services on behalf of the Provider pursuant to this DPA,

4415 Should law enforcement or other government entities ("Requesting Party(ies)’) provide
a judicial order or lawfully issued subpoena or warant to the Provider with a request
for Student Data held by the Provider pursuant to the Services, the Provider shall notify
the LEA in advance of a compelled disclosure to the Requesting Party.

4416 MNotification under 4.4.15 is not required if the judicial order or lawfully issued
subpoena or warrant states not to inform the LEA of the reguest.

4417 Should the LEA be presented with a judicial order or lawfully issued subpoena or
warrant to disclose Student Generated Content or other Student Data, the
Provider shall cooperate with the LEA in delivering such data,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viorsion 2.0

4418 This prohibition agains! disclosure shall not apply to LEA-authorized users of the
Semnvices, which may include parenis and legal guardians.

4419 This prohibition against disclosure shall not apply to protect the safely of users or
others, if and only if, an LEA employee who has spedifically been authorized fo
declare a health or safety emergency has done so and all requirements under 34
CFR 5% 99.31(a)(10) and 99.35 have been fulfiled by the LEA.

4.4.1.10 This prohibition againsi disclosure shall not apply to protect the integrity or sacurity
of the Service, where such disclosure is made to a Subprocessor engaged by
Provider for the specific purpose of investigaling a potential Data Breach as sel
farth in 5.4.

4.5 De-ldentified Data

Provider agrees not to attempt to re-identify De-ldentified Student Data withoul the written direction of tha LEA,
De-ldentified Student Data may be used by the Provider for those purposes allowed under applicable laws, for
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1)
assisting the LEA or other govarnmantal agencies in conduching research and olher studies; (2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and lo demonstrate
the effectiveness of the Services; and (3) for adaptive leaming purpose and for customized student learning.
Provider's use of De-ldentified Student Data shall survive termination of this DPA or any request by LEA to returmn
ar dispose of Student Data. Except for Subprocessors, Provider agrees not to transfer De-idenfified Student Data
to any third party unless the transfer ks expressly directed or permitted by the LEA or this DPA. Such
Subprocessors must be subject to equivalent terms of the DPA including this one. Prior to publishing any
document that names the LEA, the Provider shall obtain the LEA's wrilten approval of the manner in which De-
ldentified Student Data is presented, If Provider chooses to create De-ldentified Data, its process must comply
with eithar NIST de-identification standards or US Department of Education guidance on de-identification,

4.6 Disposition of Data.

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data obtained under the Service Agreement, within sixty (60) days of the dale of said request and
according to a schedule and procedure as the Parties may reasonably agree.

If the Provider has a standard retention and destruction schedule, that schedule shall apply to Student Data as
long as this DPA Is active. The Provider's practice relating to retention and disposition of Student Data shall be
provided to the LEA upon request,

At the termination of this DPA, the Provider shall, unless directed otherwise by the LEA. dispose of, or delete
Student Data obtained by the Provider under the Agreement within sixty (60) days of termination {unless
otherwise required by law). If the Agreement has lapsed or is not terminated, the Student Data shall be deleted
when directed or permitted by the LEA, according to Provider's standard destruction schedule, or as othanwise
required by law. The LEA may provide the Provider with special instructions for the disposition of the Student
Data, by transmitting to Provider Exhibit "D", attached hereto. The duty of the Provider to dispose of or delete
Student Data shall not extend to De-ldentified Data or to Student-Generated Content that has been transferred
or kept pursuant to Section 2.2.2.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viarakn 2.0

4.7  Advertising Limits.

Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, influence, or enable Targeted
Advertising; (b) develop a profile of a student, family member'guardian or group, for any purpose other than
providing the Service to LEA,; or (¢) for any commercial purpose other than to provide the Senvice to the LEA, or
as authorized by the LEA or the parent’guardian. Targeted Advertising is siriclly prohibited, Howeaver, this saction
does nol prehibit Provider from using Student Data (i) for adaptive leaming or customized student leaming
(including genarating personalzed keaming recommendations); or (i) 1o make product recommendations o
account holders that are not considered Targeted Advertising (ihis exception does not apply whare the Pravider
i% relying on the LEA to provide consent on behalf of the parent under COPPAY; or (i) to nofify account holders
about new education product updates, features, or Services that are not considered Targated Advertising or from
otherwise using Student Data as permitted in this DPA and its accompanying exhibits,

Before making product recommendations under section (i) above, Provider must disclose the existence of those
recommendations fo LEA in wriling, in sufficient detail that LEA can fulfl any obligations under applicable law
(e.g. PPRA).

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Student Data is stored cutside the United States, Provider will provide a list of Countries where data is stored,
in Exhibit "B".

5.2 Security Audits.

Provider will conduct a security audit or assessment no less than once per year, and upon a Data Breach. Upon
10 days’ notice and execution of confidentiality agreement, Provider will provide the LEA with a copy of the audit

report, subjact to reasonable and appropriate redaction,

5.3 Data Security.

The Provider agrees to utilize administrative, physical, and technical safeguards designed o protect Student
Data from unauthorized access, disclosure, acquisition, destruction, use, or modification. The Provider shall
adhere to any applicable law relating to data security of Student Data. The Provider shall implement an adequate
Cybersacurilty Framework thal incorporates one or more of the nationally or imemationally recognized standards
set forth in Exhibit *F". Additionally, Provider may choose to further detail its security programs and measures in
Exhibit “F". Provider shall provide, in the Preamble to the DPA, contact mformation of an employee who LEA
may contact if there are any data security concems or questions.

5.4 Data Breach.

In the event that Provider confirms a Data Breach, the Provider shall provide nofification (o LEA within seventy-
two (T2) hours of confirmation of the Data Breach, unless notification withim thesa time limits would disrupd
investigation of the Data Breach by law enforcement. In such an event, notification shall be made within a
reasanable time after the Data Breach. Provider shall follow the following process:
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

(1)

(2)

{3

4

(5)

The Data Breach nofification described above shall include, at a minimum, the following
informatien to the extent known by the Provider and as it becomes available:
{a) The name and contact information of the Provider subject to this section,
(b} the date of the notice,
{c} the date of the Data Breach, the estimated date of the Data Breach, or the dale
range within which the Data Breach occurred,
{d} Whether the notification was delayed as a result of a law enforcement investigation,
if legally permissible to share that information,
{g] A general description of the Data Breach, if that information is possible to determine
at the time the notice is provided,
(fi A description of the Student Data reasonably believed to have been the subject of
the Data Breach; and
{g) Identification of impacted individuals.

Provider agrees to adhere to all applicable federal and state laws with respect 1o a Dala Breach
related 1o the Student Data, including any required responsibilities and procedures for
notification and mitigation of any such Data Breach.

Provider further acknowledges and agrees to have a written Data Breach response plan that is
consistent with applicable industry standards and federal and state law for responding to a Data
Breach, involving Student Data and agrees to provide LEA, upon reasonable written request,
with a summary of said written Data Breach response plan.

LEA shall provide nofice and facts surrounding the Data Breach to the affected students,
parents, or guardians.

In the event of a Data Breach originating from LEA's use of the Service or otherwise a result of
LEA's actions or inactions, Provider shall reasonably cooperate with LEA to the extent
necessary to expeditiously secure Student Data and may request cosls incurred as a result of
such Data Breach,
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STANDARD STUDENT DATA PRIVAGY AGREEMENT Version 20
CONTRACT TERMS

Term and Termination. In the event that either Party seeks to terminate this DPA, they may do so by writlen
notice if the Service Agreement has lapsed or has been terminated. Either party may terminate this DPA and
any Service Agreement or contract if the olher party breaches any terms of this DPA. This DPA shall stay in
effect for as long as the Provider retains the Student Dala, as set forth in section Article 1V, Section 4.6. In the
case of a "Change of Control” the LEA has the authority fo terminale the DPA if it reasonably believes that the
successor cannot uphold the terms and conditions herein or having a contract with the successor would violate
the LEA's policies or state or federal law.

Data Disposition on Service Agreement Termination. If the Service Agreement iz terminated, the Provider
shall dispose of all of LEA's Student Data pursuant to Article IV, Section 4.6 of the Standard Clauses.

Notices. All notices or other communication required or permitted to be given hereunder must be made in writing
and may be given via e-mail transmission, or first-class mail, or mutually agreed upon method sent to the
designated representatives documented in the Preamble.

Priority of Agreements. This DPA shall govemn the treatment of Student Data in order to comply with the
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this DPA.
With respect to the treatment of Student Data only, in the event there is conflict batween the terms aof the DPA
and the Service Agreement, Terms of Service, Privacy Policies, or with any other bid/RFP, license agreement,
or writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibit "H",
the SDPC Standard Clauses, andfor the Supplemental State Terms in Exhibit "G". Exhibit "H" will control,
followed by Exhibit “G". Except as described in this paragraph herein, all other provisions of the Seice
Agreement shall remain in effect.

Entire Agreement. This DPA and the Service Agreement (“the Agreement”) constitute the entire agreement of
the Parties relating 1o the subject matter hereof and supersedes all prier communications, representations, or
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be walved (either generally or in any particular instance and aither retroactively
ar prospeciively) only with the skgned written consent of bath Parties.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to such
jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating the remaining
provisiens of this DPA, and any such prohibition or unenforceability in any jurisdiction shall not invalidate or
render unenforcaable such provision in any other jurisdiction. Notwithstandng the foregoing, if such provision
could be more narmowly drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same
time, maintaining the intent of the Parfies, it shall, as to such jurisdiction, be so marrowly drawn without
invalidating the remaining provisions of this DPA or affecling the validity or enforceability of such provision in any
other jurisdiction.

Governing Law; Venue and Jurisdiction. This DPA will be governed by and construed in accordance wilh the
laws of the state of the LEA, without regard to conflicts of law principles. Each party consents and submits 1o the
sole and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising
out of or relating to this DPA or the transactions contemplated hereby.

Successors Bound, This DPA is and shall be binding upon the respective successors in interest o Provider in
the event of a Change of Control. In the event of a Change of Control, the Provider shall provide written notice
to the LEA no later than sixty (60) days after the closing date of such Change of Control. Such notice shall include
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vievsion 2.0

a written, signed assurance that the successor will assume the obligations of the DPA and any obligations with
respect to Student Data within the Service Agreement.

Authority. Each signatory confirms they are authorized to bind their institution to this DPA in its entirety.

Walver. No delay or omission by either party to exercise any right here under shall be construed as a waiver of
any such right and both parties reserve the right to exercise any such right from time o time, as often as may be

deemed expedient.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viarsion 2.0
EXHIBIT A: PRODUCTS AND SERVICES

This DPA covers access to and use of [ Junkor Achinvement of Norh Flarida |'s existing Services that collect,
process, or ransmit Student Data, as identified below:

With all JA programs listed in Exhibit B, demographic data can be collected, but is not required. Also,
an email address can be entered, but does not have to be a school email.

With all surveys, student first/last name can be collected but is not required. The teachers are able to
add the student first/last name, but Junior Achievement of North Florida does not add or collect them
if the teacher has nol provided the student first/last name.

Future Financiers (futurefinanciers.com with |P Address 71.19.251.74).
- Uses teacher email addresses for login purposes only

- Does not use cookies of any kind

- Does not collect meta data of any kind

- Does not share and/or sell any mela data (none is collected anyway)
- Does not use Al of any kind

Aside from the details above, we want to make you aware of our corporate privacy policies:

1. JA USA Privacy Policy: hitps:fjausa.ja.org/about/privacy-policy

2 Parental Motification and Consent under the Children's Online Privacy Protection Act (COPPA)
forms
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

EXHIBIT B: SCHEDULE OF STUDENT DATA

All Data Elements identified in this Exhibit are correct at time of signature.

Data Elements Collected by Product (required and optional):

Application Technology MetaData

IF Addresses of usars, use
of cookies, atc,

Other application
technology metadala

if ‘Chher' checked, ploase
specify below chesked
box:

Application Use Statistics

Meta dala on user
intesacion with apphcation

Assessment

Standardized test scores

QObservation dala

Voloe recordings

Othar assessment data

If ‘Other’ checked, please
specily below checked
b

Attendance

Student school (daily)
attendance data
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Vrsion 2.0

Student class allendance
chala

Communication

Online comunication
captured (emails, blag srines)

Conduct

Conduct of behavioral
data

Demagraphics

Data of birdh

Place of birth

Ganded

Ethnicity or race

Language information
(nalhen, or primary languegs
upeken by studend)

Other demographic
infarmation

if ‘Other’ checked, please
specify below checked
!

Enrollmanl

Student schoo enroliment

Siudent grade hevel

Homeroom

Guidance counsalor

Specifie cwrriculum
programas

Year of graduation

© Access 4 Leaming {AdL) Community. AN Rights Resaned.
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Version 2.0

Oiher enrcdimeant
information

I 'Othar’ checked, pléasa
specily below checked
mhu.

Parent/Guardian Contact Information

Addrass

Ermail

Phone

ParentiGuardiam 10

Parenl |D nurmber joreated
I link paranis Lo studenis]

Parent!Guardian Name

First andios (a5t

Schedule

Student schedided courges

Teacher names

Special Indicator

English language learmer
information

Low-income status

Medical alarts/health data

Student disability
information

Specialized education
Services (IEP or 804)

Living siluations
(hrormeskita Bod ar Cang)

Other mdicator information

B Accoss 4 Leaming (A4L) Communiy. AN Righls Reserved
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STANDARD STUDENT DATA PRIVACY AGREEMENT - Wersion 2.0

If ‘Other’ checked, please
specily helow checked
el

Student Contact Information

Address

Email ® ¥ ¥

Phome

Student ldentifiers

Local [schood distnd) 8]
numkbser

State 1D number

Provider/app assigned
studant 10 numiser

Student app usernamea

Student app passwords

Student Name

First andlor kast x X bt
Student In App Performance

Program/appical=an

parfoamances (e, typing
pregram = shadonl bypes B0 wpim,
reading program — shedanl reads
befow grnde lewel)

Student Program Membaership

Acadamic ar
exiracumicular activities a
stedent may belong to or
participata in

T Accass 4 Leaming (A4L) Communily. All Rights Reserved Page | 17



STANDARD STUDENT DATA PRIVACY AGREEMENT
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Student Survey Responses

Siudent responses 1o
surveys of quesbionnaires

Student Work

Studen! generated
comtent; writing, piciures,
ez,

Ciher student work data

i ‘Oither’ checked, please
specify below checked
(i)

Transcript

Student course grades

Student course data

Student course
grades/perormance
SoOres

Dihar rangcript data

i 'Other’ checked, please
specify balow checked
how;

Transporiation

Siudent bus assignment

Student pick up andfor
drop off lecation

Student bus card ID
ALirkbser

Oiter transportation data

& Accass 4 Leléﬁmg r.ui.it.j Communily. AN Rights Resened
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Version 2.0

If ‘Other’ cheched, please
specify betow checked
e

Other

Cher data colected

If ‘Qther' checked, please
hist each modlitiona! oala
olement used, stored, or
collected by your
application balow checked
m'.:ll

Nana

Mo student data collscted
at this time, Provider will
immediately nolify LEA if
ihis designation = no

longer apphicable.

X

If Student Data is stored outside the United States, Provider shall list below the Countries where data is stored:

& Access 4 Leaming (AdL) Communty. AY Rights Reserved
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STANDMRD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
EXHIBIT C: DEFINITIONS

Change of Control: Any merger, acquisition, consolidation or other business rearganization or sale of all or
substantially all of the assets of Provider or of the portion of Provider that performs the Services in the Service
Agreement.

Contextual Advertising: Contextual advertising is the delivery of advertisements based upon a current visit to
a Web page or a single search query, without the collection and retention of data about the consumer's online
activities over time.

Dedentified Data: Records and information are considered to be De-ldentified when all personally identifiable
information has bean removed or abscured, such that the remaining information does not reasonably identify a
specific student, including, but not kmited te, any infermation that. alone or in combination is inkable to a specific
student.

Data Breach: An unauthorized release, acoess to, disclosure or acquisiton of Student Data that COMPromises
the security, confidentiality or integrity of the Student Data maintained by the Provider in violation of applicable
state or federal law.

Educational Records: Educational Records shall have the meaning set forth under FERPA 2008, C. 12 32
gla)(5){A). For additional context see also the "Student Data’ definition.

LEA: For the purpose of this DPA, the LEA is the educational entity thatis a Party to this Agreament. An LEA
can be a state agency, an educational service agency, a charter school ar school system or a private school or
school system, in addition te the federal definition of Local Education Agency (LEA).

Metadata: Means information that provides meaning and context 10 other data being collected induding, but
not limited to date and time records and purpose of crealion. Metadata that have been stripped of all direct and
indirect identifiers are not considered Personally Identifiable Information or Student Data.

Originating LEA: An educaticnal entity otherwise maeting the definition of LEA that eriginally executes the DPA
in its entirety (including the marked checkbox enabling Exhibit “E") with the Provider.

School Official; For the purposes of this DPA and pursuant to FERPA 34 CFR § a0.31(b), a School Official is
a contractor that (1) Performs an institutional service or function for which the agency of institution would
otherwise use employees; (2) Is under the direct conirol of the agency or institution with respect to the use and
maintenance of Stedent Data including Educational Records; and (3) Is subject to FERPA 34 CFR § 99.33(a)
governing the use and re-disclosure of Persenally ldentifiable Information from Educational Records.

Service Agreement: Refers to the quote, corresponding contract, purchase order of lerms of service andfor
terms of use.

Student Data: Student Data includes any data, whether gathered, created or inferred by Provider or provided
by LEA or its users, students, or students’ parents/guardians, for a school purpese, that is descriplive of the
student including, but not limited to, information in the student's Educational Record, persistent unigue identifiers,
or any other information or identification number that would provide information about a specific student. Student
Diata includes Metadata that has not been siripped of all direct and indirect identifiers. Student Data further
includes "Personally Identifiable Information (PI1})," as defined in 34 CFR. § 99.3 and as defined under any
applicable state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the
purposes of federal, state, and local laws and regulations. Student Data as specified in Exhibit “B" is confirmed
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STANDARD STUDENT DATA PRIVACY AGREEMENT Warsion 2 0

to be collected or processed by the Provider pursuant to the Services, Student Data shall not include properly
De- ldentified Data or anonymous usage data regarding a student's or LEA's use of Provider's Services.

Student Generated Content: The term “Student Generated Content” means materials or content created by a
student in the services including, but not limited 1o, essays, research reports, portfolios, creative writing, music
or other audio files, photographs, videos, and account information that enables ongoing ewnarship of student
content. "Student Generated Content” does not include student responses to a standardized assessment where
student possession and control would jeopardize the validity and reliability of that assessment.

Subprocessor: For the purposes of this DPA, the fterm "Subprocessor’ (sometimes referred to as the
“Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service to operate and/or improve its service, and who has access to or storage of Student
Data, including security, storage, analytics, and other processing activities necessary 1o perform a Provider
business purpose.

Subprocessor Agreement: An agreement between Provider and a third party Subprocessor. A Subprocessor
Agreement includes either a wrilten agreement or an acceplance of terms and conditions (e.g., click through
agreements).

Subscribing LEA: An educational entity otherwise meeting the definfion of LEA that was not party to the
original Service Agreement and who accepts the Provider's General Offer of Privacy Terms by executing Exhibit
5 =

Targeted Advertising: Targeted Advertising means presenling an advertisement lo a student where the
selection of the advertisement is based on Student Data or inferred over time from the usage of the Provider
Internel web site. online service or mobile application by such student or the retention of such student's enline
activities or requests over time for the purpose of targeting subsequent advertisemants. “Targeted Advertising”
does nat include Contextual Advertiging.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Wargion 2.0

EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that are not
expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it to the Provider.

The Provider and the LEA must not fill in this form at the initiation of the DPA.

The Provider shall act on Exhibit “D” fram the designated representative of the LEA or their designee (Preamble
or Exhibit “E” for Subscribing LEA).

Duval Consndy Publec Schools ("LEA") instructs Provider to dispose of Student Data oblained by Provider pursuant
16 the tarms of the DPA between LEA and Provider. The terms of the Disposition are se forlh below:

1. Extent of Disposition
Disposition is partial. The scope of Studen! Data to be disposed of is set forth below or found in an
atlachment io this Diracte:

Insert categories of Student Data here
:| Disposition is complete, Disposition extends to all Student Data,

2 of Disposition
Disposition shall be by destruction or daletion al Stuedent Data,
Digposition shall be by a transfer of Student Data. The Student Data shall be transferred (o the fallowing
site as follows:

Insert of attach special instructions

3. Timing of Disposition
Swugent Data shall be disposed of by the following date:
As 5000 &% commercially practicables

|:| On Provider's standard destruction schedule
EI By Insert Dale
4. De-dentified Data
The Provider cerifies that they have De-ldentified the data, as defined elsewhere in this Agreement, and

disposed of all copies of Student Data that were not De-ldentified in accordance with this Schedule and
the DPA. The Provider will notify LEA in accordance with the notification requirements of the DFA using

this form.
As of Enter Date
§. Other
Signatune(s) Maotice of Verified Disposition of Data
Authorized Representative of Drate Auharized Representative of Datle
LEA Provider
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2 0

EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA (named below) agree by signing this General Offer of Privacy Terms ("General
Offer) that they are bound by Ihe same terms as the DPA  belween Provider and
Duval Counly Public Schools {"Originating LEA") dated

Provider and Subscribing LEA agree that the information below will be replaced throughout the DPA with the
information specific to the Subscribing LEA filled in below for the Subscribing LEA. This General Offer shall
extend only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA 1o any
other terms entered into between Provider and Originating LEA, Any commercial terms, such as price, lerm, or
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be determined solely
between Provider and Subscribing LEA.

If Provider makes changes to Exhibit “*A” or Exhibit "B in accordance with sections 1.2 and 1.3 respectively,
Provider must complete the Addendum template provided by the A4L Community and notify the Criginating LEA
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum’s existence
and contents. With regard to a Subscribing LEA, an Addendum is automatically incorporated into this DPA when
Subseribing LEA is notified by Provider. If an Addendum modifies Exhibit “B°, the LEA will have thirty (30) days
fram receipt to object.  If no written objection is received it will become incorporated into the DPA between the
parties.

The Provider may withdraw the General Offer (for future use or for LEAs that have not already accepted it} in
the event of: (1) a material change in the applicable privacy statutes; or (2) a material change in the Services
and products listed in the Service Agreement Notification of a withdrawal shall be submitted o
nd i 4L.org.

Subscribing LEAs shall send the signed Exhibit "E" to Provider at the following email address:
katigjan].ong

The below signatory confirms they are authorized to bind their institution to this DPA as in its enfirety.

RESOURCE NAME(S):
{ Insert resource names covered by originating DPA

[
[

PROVIDER: [ Junior Achievemenl of Morth Florida ]
Signed By: Shannon taba Dete: 11130204 o
Printed Name: g, oo Tille/Pasition: pragigent
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STANDARD STUDENT DATA PRIVACY AGREEMENT _ Varsion 2.0
Exhibit “E" (continued)

Origiraling LEA: _Ousl Gounty Pubiie Sehotls
Resource Names:
Provider Namg; Juns Achlevermen] of Morth Florida

Page 2012 1y, \val County Public Schools

A Subscribing LEA, by signing a separate Senvice Agreement with Provider, and by its signature below, accepts
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terme of this DPA for the term of the DPA between the Originating LEA and the Provider. “*PRIOR TO ITS
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.™
Please note, by signing this Exhibit you are also agreeing to any language that may be included in Exhibits to
the Originating DPA beyond this Exhibit "E". The below signatory confirms they are authorized to bind thair
institution to this DPA as in s entirety.

Subscribing LEA: Duval County Public Schools

Signed By: ~ Date .

Printed Name: DI Chﬂstnpher Bernier  TitlelPosition: Ejperintendent
school District Name: Duval County Public Schools _

Designated Representative of LEA:

Name: Dr. Christ-::-p_hEg_lf_Eemier ~ Twe:  Superintendent
Address: 1701 Prudential Drive, Jacksonville, FL 32207
Telephone:  904-390-2000 emal  bernierc@duvalschools.org

Motices to Subscribing LEA: The Provider and Subscribing LEA are each respansible to promptly notify the
ather Party of changes to the notice informaton.

Security Notices to Subscribing LEA
[ dim Mdaaenn
[ Suparasc, 1T Seouly
[ 4018 Boussvant Cenler Drive, Jcksomlle, FL Xy
| gl minnhoo oy

e

With a copy to (if provided):
Offce of Gergral Counsst ]

1701 Prudentad D, Japksassils, FL 37T 101 Prudantisl Dvve, Aacisorvlio, FL 17200 I

]
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EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS

Provider must mark one or more framewaorks with which it complies.

The Provider may change which framework it comphies with without invalidating er changing the DPA, but must
notify the LEA of such change in accordance with the notification requirements of the DPA.

FRAMEWORK(S)

Slobal Education Security Standard - hitps:/Vsdpe.adl.org/gess/

¥ | MIST Cybersecurity Framework {CSF)

MIST SP 800-53 Security and Privacy Controls for Information systems and organizations

NIST SP 800-171 Protecting Controlled Unclassified Information in Monfederal Syslems and
Organizations

IS0 27000 series, Standards for implementing organization security and management practices

CIS Center for Internet Security Critical Security Controls

Cybersecurity Maturity Model Certification (CMMC, ~FAR/DFAR)

This space is provided for optional security programs and measures as noted in section 5.3
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EXHIBIT G: Supplemental SDPC State Terms for Florida

Providers/Operators are to comply with the Florida Student Online Personal Information Pratection Act, Florida
Statute 1006.1494. This Act (effective 7/1/2023 and initiated from SB 662 in 2023) establishes new and different
tarme than those outlined in the National Student Data Privacy Agreement contained herein. Providers/Operators
are subject to all ofthe Act's privacy terms, including, but not limited to the following:

1. An cperator may not knowingly do any of the following:

a. Engage in targeted advertising on the operator's site, service, or application, or targeted advertising on any
other site, service, or application if the targeting of the advertising is based on any information, including
covered information and persistent unique identifiers, which the operator has acquired because of the use of
thal operator's site, service or application for K-12 school purposeas.

b. Use coverad information, including persistent unique identifiers, created, or gathered by the operator's site
service, or application to amass a profile of a student, except in furtherance of k-12 school purposes.

c. Share. sell, or rent a student's information, including coverad information

2. An operator shall do all the following:
a. Collect no more covered information that is reasonably necessary to operate an Intemet website, online
service, online application, or mobile application,

b. Implement and maintain reasonable security procedures and practices appropriate lo the nature of the
coverad information which are designed to protect it from unauthorized access destruciion, use,
modification, or disclosure.

. Unless a parent or guardian expressly consents to the operator retaining a student's covered information,
delete the covered information at the conclusion of the course, or corresponding program and no later than
90 days after a student is no longer enrolled in @ school within the district, upen notice by the school distnct.
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