Living WELL Aware, LLC ~ §5/20/24

OPERATOR NAME [Box 3] DATE [Box 4}



RECITALS

WHEREAS, the Operator has agreed to provide the Local Education Agency (“LEA”) with certaindigital

educational services (“Services”) according to a contract titled

121323BoerneQuote .

[Box 5]

12/13/23

and dated (tbe “Service Agreement”), and

[Box 6]

WHEREAS, in order to provide the Services described in the Service Agreement, the Operator may

receive or create and the LEA may provide documents or data that are covered by federal statutes,among
them, the Federal Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. 1232g (34 CFR Part 99),
Children’s Online Privacy Protection Act (“COPPA”), 15 U.S.C. 6501-6506, and Protection of Pupil

Rights Amendment (“PPRA”) 20 U.S.C. 1232h;and

WHEREAS, the documents and data transferred from LEAs and created by the Operator’s Services are also

subject to state student privacy laws, including Texas Education Code Chapter 32; and

WHEREAS, the Operator may, by signing the "General Offer of Privacy Terms", agree to allow other

LEAs in Texas the opportunity to accept and enjoy the benefits of this DPA for the Services described
within, without the need to negotiate terms in a separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1.

4

ARTICLE I: PURPOSE AND SCOPE

Nature of Services Provided. The Operator has agreed to provide digital educational services as outlined in
Exhibit A and the Agreement.

Purpose of DPA. For Operator to provide services to the LEA it may become necessary for the LEA
to share certain LEA Data. This DPA describes the Parties’ responsibilities to protect Data.

Data to Be Provided. In order for the Operator to perform the Services described in the Service Agreement,
LEA shall provide the categories of data described in the Schedule of Data, attached as
Exhibit B.

DPA Definitions. The definitions of terms used in this DPA are found in Exhibit C. In the event ofa conflict,



5.

The duty to dispose of Data shall not extend to data that has been de-identified or placed in a separate
Student account, pursuant to the other terms of the DPA. The LEA may employ a “Request for Return or
Deletion of Data” FORM, a sample of this form is attached
on Exhibit “D”). Upon receipt of a request from the LEA, the Operator will immediately provide the LEA
with any specified portion of the Data within five (5) business days of receipt of said request.

Targeted Advertising Prohibition. Operator is prohibited from using or selling Data to (a) market
or advertise to students or families/guardians; (b) inform, influence, or enable marketing,
advertising, or other commercial efforts by a Operator; (c) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to LEA; or
(d) use the Data for the development of commercial products or services, other than as necessary to
provide the Service to LEA. This section does not prohibit Operator from generating legitimate
personalized learning recommendations.

Access to Data. Operator shall make Data in the possession of the Operator available tothe LEA
within five (5) business days of a request by the LEA.

ARTICLE V: DATA PROVISIONS

Data Security. The Operator agrees to abide by and maintain adequate data security measures,
consistent with industry standards and technology best practices, to protect Data from unauthorized
disclosure or acquisition by an unauthorized person. The general security duties of Operator are set
forth below. Operator shall further detail its security programs and measures in Exhibit F. These
measures shall include, but are not limited to:

a. Passwords and Employee Access. Operator shall secure usernames, passwords, and any
other means of gaining access to the Services or to Data, at a level consistent with an
industry standard agreed upon by LEA (e.g. suggested by Article 4.3 of NIST 800-63-3).
Operator shall only provide access to Data to employees or subprocessors that are
performing the Services. Employees with access to Data shall have signed confidentiality
agreements regarding said Data. All employees with access to Data shall pass criminal
background checks.

b. Security Protocols. Both parties agree to maintain security protocols that meet industry best
practices in the transfer or transmission of any data, including ensuring that data may only
be viewed or accessed by parties legally allowed to do so. Operator shall maintain all data
obtained or generated pursuant to the Service Agreement in a secure computerenvironment.

¢. Employee Training. The Operator shall provide periodic security training to those of its
employees who operate or have access to the system.

d. Security Technology. When the Services are accessed using a supported web browser,
Secure Socket Layer (“SSL”) or equivalent technology shall be employed to protect data
from unauthorized access. The service security measures shall include server authentication
and data encryption. Operator shall host data pursuant to the Service Agreement in an
environment using a firewall that is periodically updated according to industry standards.

e. Security Contact. Operator shall provide the name and contact information of Operator's
Security Contact on Exhibit F. The LEA may direct security concerns or questions to the
Security Contact.

f. Periodic Risk Assessment. Operator shall conduct periodic isk assessments and remediate
any identified security and privacy vulnerabilities in a timely manner. Upon request,
Operator will provide the LEA an executive summary of the risk assessment or equivalent
report and confirmation of remediation.



g.

2. Data

Backups. Operator agrees to maintain backup copies, backed up at least daily, of Data
in case of Operator’s system failure or any other unforeseen event resulting in loss of
any portion of Data.

Audits. Within 30 days of receiving a request from the LEA, and not to exceed one request
per year, the LEA may audit the measures outlined in the DPA. The Operator will cooperate
fully with the LEA and any local, state, or federal agency with oversight
authority/jurisdiction in connection with any audit or investigation of the Operator and/or
delivery of Services to students and/or LEA, and shall provide full access to the Operator’s
facilities, staff, agents and LEA’s Data and all records pertaining to the Operator, LEA and
delivery of Services to the Operator. Failure to cooperate shall be deemed a material breach
of the DPA. The LEA may request an additional audit if a material concern is identified.

Incident Response. Operator shall have a written incident response plan that reflects best
practices and is consistent with industry standards and federal and state law for responding
to a data breach, breach of security, privacy incident or unauthorized acquisition or use of
any portion of Data, including PII, and agrees to provide LEA, upon request, an executive
summary of the written incident response plan.

Breach. When Operator reasonably suspects and/or becomes aware of an unauthorized

disclosure or security breach concerning any Data covered by this Agreement, Operator shall notify
the District within 24 hours. The Operator shall take immediate steps to limit and mitigatethe damage
of such security breach to the greatest extent possible. If the incident involves criminal intent, then the
Operator will follow direction from the Law Enforcement Agencies involved inthe case.

a.

c.

The security breach notification to the LEA shall be written in plain language, andaddress the
following

1. A list of the types of personal information that were or are reasonably
believed to have been the subject of a breach.

2. A description of the circumstances surrounding the disclosure or breach,
including the actual or estimated, time and date of the breach, and Whether
the notification was delayed as a result of a law enforcement investigation.

Operator agrees to adhere to all requirements in applicable state and federal law with respect
to a Data breach or disclosure, including any required responsibilities and procedures for
notification or mitigation

In the event of a breach or unauthorized disclosure, the Operator shall cooperate fully with
the LEA, including, but not limited to providing appropriate notification to individuals
i - - : Yot o oot reimburse the LEA in fut - 7Moot



ARTICLE VI- GENERAL OFFER OF PRIVACYTERMS

. General Offer of Privacy Terms. Operator may, by signing the attached Form of General Offer of Privacy

Terms (General Offer, attached as Exhibit E), be bound by the terms of this DPA to any other LEA who signs
the acceptance in said Exhibit.

ARTICLE VII:
MISCELLANEOUS

Term. The Operator shall be bound by this DPA%or the duration of the Service Agreement or so long as the
Operator maintains any Data. Notwithstanding the foregoing, Operator agrees to be bound by the terms and
obligations of this DPA for no less than three (3) years.

Termination. In the event that either party seeks to terminate this DPA, they may do so by mutual written
consent so long as the Service Agreement has lapsed or has been terminated.

Effect of Termination Survival. If the Service Agreement is terminated, the Operator shall dispose of all of
LEA’s Data pursuant to Article 1V, section 5.

. Priority of Agreements. This DPA shall govern the treatment of Data in order to comply with the privacy

protections, including those found in FERPA and all applicable privacy statutes cited in this DPA. In the
event there is conflict between the terms of the DPA and the Service Agreement, or with any other bid/RFP,
license agreement, terms of service, privacy policy, or other writing, the terms of this DPA shall apply and
take precedence. Except as described in this paragraph, all other provisions of the Service Agreement shall
remain in effect.

Notice. All notices or other communication required or permitted to be given hereunder must be in writing
and given by personal delivery, facsimile or e-mail transmission (if contact information is provided for the
specific mode of delivery), or first-class mail, postage prepaid, sent to the designated representatives before:
The designated representative for the Operator for this Agreement is:

Patricia [Box 7]
Last Name: Sulak [Box 8]
-~ - . Livina WELL Aware, LLC [Box 9]

First Name:




6.

10.

11.

Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the subject matter
and supersedes all prior communications, representations, or agreements, oral or written, by the Parties. This
DPA may be amended and the observance of any provision of this DPA may be waived (either generally or
in any particular instance and either retroactively or prospectively) only with the signed written consent of
both parties. Neither failure nor delay on the part of any party in exercising any right, power, or privilege
hereunder shall operate as a waiver of such right, nor shall any single or partial exercise of any such right,
power, or privilege preclude any further exercise thereof or the exercise of any other right, power, or

privilege.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to
such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating the
remaining provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall not
invalidate or render unenforceable such provision in any other jurisdiction. Notwithstanding the foregoing, if
such provision could be more narrowly drawn so as not to be prohibited or unenforceable in such
jurisdiction while, at the same time, maintaining the intent of the parties, it shall, as to such jurisdiction, be
so narrowly drawn without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

Governing Law: Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF TEXAS, WITHOUT REGARD TO CONFLICTS
OF LAW PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE
JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE COUNTY IN WHICH THIS
AGREEMENT IS FORMED FOR ANY DISPUTE ARISING OUT OF OR RELATING TO THIS
SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY.

Authority. Operator represents that it is authorized to bind to the terms of this DPA, including
confidentiality and destruction of Data and any portion thereof contained therein, all related or associated
institutions, individuals, employees or contractors who may have access to the Data and/or any portion
thereof, or may own, lease or control equipment or facilities of any kind where the Data and portion thereof
is stored, maintained or used in any way.

Waiver. Waiver by any party to this DPA of any breach of any provision of this DPA or warranty of
representation set forth herein shall not be construed as a waiver of any subsequent breach of the same
or any other provision. The failure to exercise any right under this DPA shall not operate as a waiver of
such right. All rights and remedies provided for in this DPA are cumulative. Nothing in this DPA shall
be construed as a waiver or relinquishment of any governmental immunities or defenses on behalf of
the LEA, its trustees, officers, employees, and agents as a result of the execution of this DPA or
performance of the functions or obligations described herein.

Assignment. The Parties may not assign their rights, duties, or obligations under this DPA, either in whole
or in part, without the prior written consent of the other Party except that either party may assign any of its
rights and obligations under this DPA without consent in connection with any merger (including without
limitation by operation of law), consolidation, reorganization, or sale of all or substantially all of its related
accete ar cimilar trancaction. This DPA inures to the benefit of and shall be binding on the Parties’ permitted
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Access to Living WELL Aware: My Choices, My Life 6th 7th and 8th grade curricula
online platform during the time interval in which curriculum is being taught in Boerne
ISD schools during the 2024-2025 academic year. Boerne ISD to notify us of dates
curriculum will be implemented to allow access during that interval. Cost per grade
level is $1485. Three access codes per grade level for instructors implementing in the
classroom are included in the fee. Additional access codes can be purchased for $50
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and which is dated [ 12/13/23 ] to any other LEA (“Subscribing LEA”) who accepts this General
Offer through its signature below. This General Offer shall extend only to privacy protections and
Operator’s signature shall not necessarily bind Operator to other terms, such as price, term, or schedule
of services, or to any other provision not addressed in this DPA. The Operator and the other LEA may
also agree to change the data provided by LEA to the Operator to suit the unique needs of the LEA. The
Operator may withdraw the General Offer in the eventof:

(1) a material change in the applicable privacy statutes;
(2) a material change in the services and products listed in the Originating Service Agreement;

(3) the expiration of three years after the date of Operator’s signature to this Form.

Operator shall notify the Texas Student Privacy Alliance (TXSPA) in the event of any withdrawal so
that this information may bey be transmitted to the Alliance’susers.

. Dats, i/Z&F/ 24 Z/¢

Vi / b
Patricia J. Sulak Title/Position: @O-FOUNMEr

Printed Name:

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Operator, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and Operator shall therefore be bound
by the same terms of this DPA. The Subscribing LEA, also by its signature below, agrees to notify
Operator that it has accepted this General Offer, and that such General Offer is not effective until
Operator has received said notification.

BY: Date:

Sean Babcok Title/Position: CTi€f T€ChNology Officer

Printed Name:
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