Version 2.0 Agreement Approved: June 2019

DATA PRIVACY AGREEMENT (DPA)
FOR TEXAS K-12 INSTITUTIONS

Boerne Independent School District
LEA NAME [Box 1] DATE [Box 2]

Northwest Vista College - Alamo Colleges
OPERATOR NAME [Box 3] DATE [Box 4]




Exhibit E

All Applicable
Boxes

(Optional Exhibit): Operator may, by signing the Form of
General Offer of Privacy Terms (General Offer, attached as
Exhibit E), be bound by the terms of this DPA to any other
Subscribing LEA who signs the acceptance in said Exhibit.

Exhibit F

Boxes # 25-29

A list of all Subprocessors used by the Operator toperform
functions pursuant to the Service Agreement, list security

programs and measures, list Operator’s security measures

Instructions for LEA and/or Subscribing LEA: This agreement is intended to be provided to an
Operator from a LEA. Upon receiving an executed agreement from an Operator, the LEA should fully
review the agreement and if agreeable, should have an authorized LEA contact wet sign theagreement.
Once signed by both the Operator and LEA, the LEA should send a copy of the signed agreement to the

Operator.
Article/Exhibit Box # Description
Cover Page Box #1 Official Name of LEA
Cover Page Box #2 Date Signed by LEA
Article 7 Boxes #11-14 | LEA’s designated representative
Signature Page | Boxes #20-24 | Authorized LEA representative’s signature
Exhibit D All Applicable | (Optional Exhibit): Defines deletion or return of data
Boxes expectations by LEA
Exhibit E All Applicable | (Optional Exhibit) Only to be completed by a Subscribing LEA

Boxes




1.

6.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

Ownership of Data. All Data transmitted to the Operator pursuant to the Service Agreement is and will
continue to be the property of and under the control of the LEA. The Operator further acknowledges and
agrees that all copies of such Data transmitted to the Operator, including any modifications or additions or any
portion thereof from any source, are subject to the provisions of this DPA in the same manner as the original
Data. The Parties agree that as between them, all rights, including all intellectual property rights in and to Data
contemplated per the Service Agreement shall remain the exclusive property of the LEA.

- Operator retains all right, title and interest in and to any and all of Operator’s software,
materials, tools, forms, documentation, training and implementation materials and intellectual property
(“Operator Materials™). Operator grants to the LEA a personal, nonexclusive license to use the Operator
Materials for its own non-commercial, incidental use as set forth in the Service Agreement. Operator
represents that it has all intellectual property rights necessary to enter into and perform its obligations in this
DPA and the Service Agreement, warrants to the District that the District will have use of any intellectual
property contemplated by the Service Agreement free and clear of claims of any nature by any third Party
including, without limitation, copyright or patent infringement claims, and agrees to indemnify the District for
any related claims.

Larent Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible
student may review Data on the pupil’s records, correct erroneous information, and procedures for the transfer
of pupil-generated content to a personal account, consistent with the functionality of services. Operator shall
respond in a reasonably timely manner (and no later than 28 days from the date of the request) to the LEA’s
request for Data in a pupil’s records held by the Operator to view or correct as necessary. In the event that a
parent of a pupil or other individual contacts the Operator to review any of the Data accessed pursuant to the
Services, the Operator shall refer the parent or individual to the LEA, who will follow the necessary and
proper procedures regarding the requested information.

ity. Operator shall, at the request of the LEA, make Data available including Pupil Generated
Content in a readily accessible format.

~Lhird Party Request. Should a Third Party, including law enforcement or a government entity, contact
Operator with a request for data held by the Operator pursuant to the Services, the Operator shall immediately
(within 1 business day), and to the extent legally permitted, redirect the Third Party to request the data directly
from the LEA, notify the LEA of the request, and provide a copy of the request to the LEA. Furthermore, if
legally permissible, Operator shall promptly notify the LEA of a subpoena compelling disclosure to a Third
Party and provide a copy of the subpoena with sufficient time for the LEA to raise objections to the subpoena.
The Operator will not use, disclose, compile, transfer, or sell the Data and/or any portion thereof to any third
party or other entity or allow any other third party or other entity to use, disclose, compile, transfer or sell the
Data and/or any portion thereof. Notwithstanding any provision of this DPA or Service Agreement to the
contrary, Operator understands that the LEA is subject to and will comply with the Texas Public Information
Act (Chapter 552, Texas Government Code). Operator understands and agrees that information,

documentation and other material in connection with the DPA and Service Agreement may be subject to public
disclosure.

No _Unauthorized Use. Operator shall use Data only for the purpose of fulfilling its duties and obligations
under the Service Agreement and will not share Data with or disclose it to any Third Party without the prior
written  consent of the LEA, except as required by law or to fulfill
its duties and obligations under the Service Agreement.

7. _Subprocessors. All Subprocessors used by the Operator to perform functions pursuant to the Service

Agreement shall be identified in Exhibit F. Operator shall either (1) enter into written agreements with all
Subprocessors performing functions pursuant to the Service Agreement, such that the Subprocessors agree to
protect Data in a manner the same as or better than as provided pursuant to the terms of this DPA, or (2)
indemnify and hold harmless the LEA, its officers, agents, and employees from any and all claims, losses,
suits, or liability including attorneys’ fees for damages or costs resulting from the acts or omissions of its
Subprocessors. Operator shall periodically conduct or review compliance monitoring and assessments of
Subprocessors to determine their compliance with this DPA. Supbrocessors shall agree to the provisions of the
DPA regarding governing law, venue, and jurisdition.

4



S.

The duty to dispose of Data shall not extend to data that has been de-identified or placed in a separate
Student account, pursuant to the other terms of the DPA. The LEA may employ a “Request for Return or
Deletion of Data” FORM, a sample of this form is attached
on Exhibit “D”). Upon receipt of a request from the LEA, the Operator will immediately provide the LEA
with any specified portion of the Data within five (5) business days of receipt of said request.

ition. Operator is prohibited from using or selling Data to (a) market
or advertise to students or families/guardians; (b) inform, influence, or enable marketing,
advertising, or other commercial efforts by a Operator; (c) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to LEA; or
(d) use the Data for the development of commercial products or services, other than as necessary to
provide the Service to LEA. This section does not prohibit Operator from generating legitimate
personalized learning recommendations.

Access to Data. Operator shall make Data in the possession of the Operator available tothe LEA
within five (5) business days of a request by the LEA.

ARTICLE V: DATA PROVISIONS

1. _Data Security. The Operator agrees to abide by and maintain adequate data security measures,

consistent with industry standards and technology best practices, to protect Data from unauthorized
disclosure or acquisition by an unauthorized person. The general security duties of Operator are set
forth below. Operator shall further detail its security programs and measures in Exhibit F. These
measures shall include, but are not limited to:

a. Passwords and Employee Access. Operator shall secure usernames, passwords, and any
other means of gaining access to the Services or to Data, at a level consistent with an
industry standard agreed upon by LEA (e.g. suggested by Article 4.3 of NIST 800-63-3).
Operator shall only provide access to Data to employees or subprocessors that are
performing the Services. Employees with access to Data shall have signed confidentiality
agreements regarding said Data. All employees with access to Data shall pass criminal
background checks.

b. Security Protocols. Both parties agree to maintain security protocols that meet industry best
practices in the transfer or transmission of any data, including ensuring that data may only
be viewed or accessed by parties legally allowed to do so. Operator shall maintain all data
obtained or generated pursuant to the Service Agreement in a secure computerenvironment.

¢. Employee Training. The Operator shall provide periodic security training to those of its
employees who operate or have access to the system.

d. Security Technology. When the Services are accessed using a supported web browser,
Secure Socket Layer (“SSL™) or equivalent technology shall be employed to protect data
from unauthorized access. The service security measures shall include server authentication
and data encryption. Operator shall host data pursuant to the Service Agreement in an
environment using a firewall that is periodically updated according to industry standards.

e. Security Contact. Operator shall provide the name and contact information of Operator's
Security Contact on Exhibit F. The LEA may direct security concerns or questions to the
Security Contact.

f. Periodic Risk Assessment. Operator shall conduct periodic isk assessments and remediate
any identified security and privacy vulnerabilities in a timely manner. Upon request,
Operator will provide the LEA an executive summary of the risk assessment or equivalent
report and confirmation of remediation.



ARTICLE VI- GENERAL OFFER OF PRIVACYTERMS

. General Offer of Privacy Terms, Operator may, by signing the attached Form of General Offer of Privacy

Terms (General Offer, attached as Exhibit E), be bound by the terms of this DPA to any other LEA who signs
the acceptance in said Exhibit.

ARTICLE VII:
MISCELLANEOUS

. Jerm. The Operator shall be bound by this DPA for the duration of the Service Agreement or so long as the
Operator maintains any Data. Notwithstanding the foregoing, Operator agrees to be bound by the terms and
obligations of this DPA for no less than three (3) years.

Termination. In the event that either party seeks to terminate this DPA, they may do so by mutual written
consent so long as the Service Agreement has lapsed or has been terminated.

. Effect of Termination Survival. If the Service Agreement is terminated, the Operator shall dispose of all of
LEA’s Data pursuant to Article [V, section 5.

- Priority of Agreements. This DPA shall govern the treatment of Data in order to comply with the privacy
protections, including those found in FERPA and all applicable privacy statutes cited in this DPA. In the
event there is conflict between the terms of the DPA and the Service Agreement, or with any other bid/RFP,
license agreement, terms of service, privacy policy, or other writing, the terms of this DPA shall apply and
take precedence. Except as described in this paragraph, all other provisions of the Service Agreement shall
remain in effect.

. Notice. All notices or other communication required or permitted to be given hereunder must be in writing
and given by personal delivery, facsimile or e-mail transmission (if contact information is provided for the
specific mode of delivery), or first-class mail, postage prepaid, sent to the designated representatives before:
The designated representative for the Operator for this Agreement is:

First Name: Felix [Box 7]
Last Name: Salinas Jr [Box 8]
Operator’s Company Name: Northwest Vista College - Alamo Colleg_;es [Box 9]
Title of Representative:  Director of Information Technology [Box 10]

The designated representative for the LEA for this Agreement is:

First Name: Sean [Box 11]
Last Name: Babcock [Box 12]
LEA’s Name: Boerne Independent School District [Box 13}
Title of Representative: Chief Technoloay Officer [Box 14]




IN WITNESS WHEREOF. the parties have executed this DATA PRIVACY AGREEMENT FOR TEXAS
K-12 INSTITUTIONS as of the last day noted below.

(0] D1’ g jvg:
By -~ L < A [Boxl5] pate: 11/15/2024 [Box 16]
Printed Name: Felix Salinas Jr [Box 17]  Title/Position: Director of IT [Box 18]

Address for Notice Purposes: 3999 N. Ellison, MZH 106, San Antonio, TX 78251

[Box 19]
LEA’s Repnresentative
BY: &{M [Box 20}  Date: ”//47//2-07-/ [Box 21]
Printed Name: Sean BabCOCk [Box 22] Title/Position: CTO [Box 23]

Address for Notice Purposes: 235 JOhnS Rd, Boerne, TX 78006 [Box 24]

Note: Electronic signature not permitted.
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Demographics

Enrollment

Parent/Guardian Contact
Information

Parent/Guardian 1D

Parent/Guardian Name

Schedule

Special Indicator

Place of Birth
Gender
Lthnicity or race

Language information (native. preferred or primary
language spoken by student)

Other demographic information-Please specify:
Student school enroliment

Student grade level

Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enrollment information-Please specify:

Address
Email

Phone

Parent 1D number (created to link parents to students)

First and/or Last

Student scheduled courses

Teacher names

English language learner information

Low income status

Medical alerts /health data

Student disability information

Specialized education services (IEP or 304)
Living situations (homeless/foster care)

Other indicator information-Please specify:

HEESNEEEENSESENESSEEEIN NEESNSHINS SN
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Transportation

Other

Student bus card 1D number

Other transportation data -Please specify:

Please list cach additional data clement uscd, stored or
collected through the services defined in Exhibit A

[]
[]

[]
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SAMPLE REQUEST FOR RETURN OR DELETION OF DATA

Instructions: This Exhibit is dptional and provided as a sample ONLY. It is intended to provide a LEA
an example of what could be used to request a return or deletion of data.

directs to
LEA OPERATOR

disposeof data obtained by Operator pursuant to the terms of the Service Agreement between
return LEA and Operator. The terms of the Disposition are set forth below:

1. Extent of Return or Disposition
D Return or Disposition is partial. The categories of data to be disposed of are set forth below or

are found in an attachment to this Directive:

D Return or Disposition is Complete. Disposition extends to all categories of data.

2. Nat { Ref Dispositi
l:] Disposition shall be by destruction or deletion of data.

D Return shall be by a transfer of data. The data shall be transferred to the following
site as follows:
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EXHIBIT “ E2
GENERAL OFFER OF PRIVACY TERMS

Instructions: This is an optional Exhibit in which the Operator may, by signing this Exhibit, be bound
by the terms of this DPA to any other Subscribing LEAs who sign the acceptance in said Exhibit. The
originating LEA SHOULD NOT sign this Exhibit, but should make Exhibit E, if signed by an Operator,
readily available to other Texas K-12 institutions through the TXSPA web portal. Should a Subscribing
LEA, after signing a separate Service Agreement with Operator, want to accept the General Offer of
Terms, the Subscribing LEA should counter-sign the Exhibit E and notify the Operator that the General
Offer of Terms have been accepted by a Subscribing LEA.

1. Offer of Terms
Operator offers the same privacy protections found in this DPA between it and

and which is dated [ ] to any other LEA (“Subscribing LEA”) who accepts this General
Offer through its signature below. This General Offer shall extend only to privacy protections and
Operator’s signature shall not necessarily bind Operator to other terms, such as price, term, or schedule
of services, or to any other provision not addressed in this DPA. The Operator and the other LEA may
also agree to change the data provided by LEA to the Operator to suit the unique needs of the LEA. The
Operator may withdraw the General Offer in the eventof:

(1) a material change in the applicable privacy statutes;
(2) a material change in the services and products listed in the Originating Service Agreement;
(3) the expiration of three years after the date of Operator’s signature to this Form.

Operator shall notify the Texas Student Privacy Alliance (TXSPA) in the event of any withdrawal so
that this information may be may be transmitted to the Alliance’s users.

Qperator’s Representative:

BY: Date:

Printed Name: Title/Position:
2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Operator, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and Operator shall therefore be bound
by the same terms of this DPA. The Subscribing LEA, also by its signature below, agrees to notify
Operator that it has accepted this General Offer, and that such General Offer is not effective until
Operator has received said notification.

BY: Date:

Printed Name: Title/Position:




