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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

This Student Data Privacy Agresment ("DPA") is entered into on the date of full execution (the "Effective Date’)
and s entered into by and bebween:

[Cuval County Public Schools 1

located at | ] {the *LEA")
and

[ n2y LLE ],

located at [ 2401 Sawmill Parkway #10-11, Huron, OH 44839 ] (the “Providar™).
PREAMBLE

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibit A", 1o LEA, which
Services may include: (a) cloud-based Services for the digital storage, management, and retrieval of pupil
records; andior (b) digital educational software Ihat authorizes Provider to access, store, and use pupil records;
and

WHEREAS the Provider and LEA have entered into a Service Agreement (as defined herein), to provide certain
Services to the LEA as set forth in the Service Agreament, and this DPA (collectively the “Agreement”),

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and
other regulated data exchanged between them as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act (FERPA") at 20 U.5.C. 1232g (34 C.F.R. Part 93], the Protection of
Pupil Rights Amendment ("PPRA") at 20 U.S.C. 1232h; and the Children’s Online Privacy Protection Act
("COPPA") at 15 U.5.C. 6501-6506 (16 C.F.R. Part 312},

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

Geanaral Offar of Privacy Terms.
The Provider has signed Exhibit "E” to the SDPC Standard Clauses, olherwise known as “General Offer of
Privacy Terms” enabling other LEAs to enter into the same terms of this DPA with Provider.

Special Provisions. (Check if Required)
If checked, the Supplemental Stale Terms attached hereto as Exhibil “G" are hereby incorperated by
reference into this DPA in their entiraty.

If the Parlles desire to change any lerms, use the 'Vendor-Specific’ Agresment or 'Districl-Modified’ Agreement.

Form App :
acls
—— -
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ETANDARD STUDENT DATA PRIVACY .-I!I.GHEEM;EMT Version 2 0
The designated representative for the LEA for this DPA is:
Nname:  Dr. Christopher Bernier Title:  Superintendent
address: 1701 Prudential Drive, Jacksonville, FL 32207
Phone:  904-390-2000 Email. bernierc@duvalschools.org
The designated representative for the Provider for this DPA, is:
Name:  Richard Marchman Title: P, Data Strategy & Security
Address: 2401 Sawmill Parkway #10-11, Huron, OH 44838
Phene:  (800) 697-6575 Email: pids@n2y com
IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.
LEA: [ Duval County ]
Signed By,
Printed Name: istopher Bernier  Tile/Position:  Superintendent
PROVIDER: [ n2yLLC ]
sined By Richard Marchinan dae 111912024
Printed Name: Richard Marchman Title/Position: P, Data Strategy & Security B
Each Party is responsible lo promptly notify the other Party of changes to the notice information.
Motices to Provider Motices to LEA
| Richard Marchman ] [ Duval Gounty Public Schools 1
[ VP, Data Stralegy & Secusity | [ Suparintanen |
[ 2401 Sawaril Paroway #10-11, Huron, OH 44839 ] [ |
| Provider Email Address ] [ eeniercgisuvatschoos o ]
Wilh a copy to (if provided): With a copy to (¥ provided).
| Provider Legal Counsel ] [ Ofce of Ganerni Counast |
| Prewider Legal Counsal Poslal Addross | [ 1707 Prutenial Deve, Room 365 |
| Provides Legal Coundsl Emad Addiess | [ Jacksonvils, FL 32207 ]
Security Notices to Provider [Required per Section 53)  Security Motices to LEA (Fequeed per Section 5.3)
[ Richard Marchman | [ dm ddooee ]
[ VP, Dals Sirategy & Securny | [ Saourity ]
[ 280 Sarwirall F'J:lrﬁw:j' B10:11, Fungn, OH 448550 E I 400 Bouwvwend Conler Ov., Jecksorsila, FL 32707 ]
[ dsfindy com i [ reersiffichraichots.og ]
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

11  Purpose of DPA.

The purpose of this DPA is to describe the duties and responsibiliies o protect Stedent Dala including
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended
from time to time. In performing the Services, the Provider shall be considered a School Official with a legitimate
educational interest, and performing Services otherwise provided by the LEA. With respecl to its use and
maintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as set farth
in this DPA and the Service Agresment.

1.2 Description of Products and Services,

A description of all products and services covered by the Agreament, ard information specific to this DPA, are
listed in Exhibit "A" If a Provider needs to update any information on Exhibit "A" (such as updating with new
provided services), they may do so by completing the Addendum template provided by the A4L Community and
sending a copy to the LEA.

Provider may add or delete products or services subject to this DPA under the following circumstances:
1. Deleted products or services: The products or services have been discontinued and are no longer
available from the Provider,
2. Added products or services: The added products or services are either;
a. a direct replacement, er substantially equivalent to the original products or services listed in
the DPA, or
b. the added products or services resultin enriched new or enhanced capabilities, new modules,
technology advancements and or service categories refating to the lisled products or services
that Provider did not have at the time the DPA was signed.

If an added product or service requires additional Data Elements, Provider must complate the relevant portion
of the Addendum template to update Exhibit "B°,

Provider may not make any change to Exhibit A" via an Addendum, eéxcept adding or deleting products or
services. LEA is under no obligation to acquire added products or services, and has no ability under the DPA o
prevent deletion of products or services. Subject to the limitations in this section, an Addendum is automatically
incorporated into this DPA when LEA is nolified by Provider, in accordance with the notification provisions of this
DPA, of the Addendum’s existence and contents.

1.3 Student Data to Be Provided.

In order to perform the services, the Provider shall process Student Data as identified by the Provider in the
Schedule of Data, attached hereto as Exhibit *B", Student Data may be provided by the LEA or created by
students, as set forth fully in the definition of Student Data in Exhibit “C°. If a Provider needs to update any
information on Exhibit “B°, they may do so by completing the Addendum template provided by the A4l
Community and sending a copy to the LEA.

Provider may delete data elements from Exhibit "B if they are no longer used by the Provider,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Virsion 2.0

Provider must add data elemenis to Exhibit "B", when a matenial change has occurred, regardless of whether
the added data elements are either one of the following:
1.  used to better deliver the original products or services listed in the DPA, or
2. used to daliver added products or services that resull in new or enhanced capabilties, new
modules, technology advancements and or service categonias relating to the histed products or
sarvices that Provider did not have at the time the DPA was signed. Such new products or Services
must be designated in the Addendum template as changes to Exhibit "4,

The Provider must notify the LEA, in accordance with the nofification provisions of this DPA, of the existence
and contents of an Addendum modifying Exhibit "B". The LEA will have thirty (30} days from receipt to cbject to
the Addendum. If no written objection is received it will become incorporated into the DPA between the parties.

14 DPA Definitions.

Capitalized terms used in this DPA shall have the meanings set forth in Exhibit *C. With respect to the treatment
of Student Data, in the event of a conflict, definitions wsed in this DPA shall prevail over lerms used in any other
writing, including, but not limited to, the Service Agreement.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

2.1 Student Data Property of LEA.

As between LEA and Provider, all Student Data processed by the Provider, or created by students (as set forth
fully in the definiion of Student Data in Exhibit "C”), pursuant to the Agreement is and will continue to be the
property of and under the control of the LEA. The Provider further acknowledges and agrees that all copies of
such Student Data processed by the Provider, including any modifications or additions or any porfion thereaf
fram any source, are also subject to the provisions of this DPA in the same manner as the original Student Dala.
The Parties agree that as between them, all rights, including all intellectual property rights in and to Student Data
contemplated per the Service Agreement, shall remain the exclusive property of the LEA.

22  Parent, Legal Guardian and Student Access.

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student (as defined
in FERPA) may review Student Data and request deletion or modification, and request delivery of a copy of the
Student Data, In support of this, the Provider shall establish reasonable procedures by which the LEA may
access, and correct if necessary, Education Records andior Student Data, and make a copy of the data avallable
to the LEA or {at the LEA’s direction) o the parent, legal guardian or eligible student directly. If the LEA is not
able to review or update the Student Data itself. Provider shall respond in a reasonably timely manner (and no
|later than thirty {30) days from the date of the request or pursuant to the time frame required under state law for
an LEA to respond o a parent, lagal guardian or student, whichever is sooner) to the LEA's request for Student
Diata held by the Provider to view or cormect as necessary.

In the event that a parent or legal guardian of a student or eligible student conlacts the Provider to correct, delete,
review or requast delivery of a copy of any of the Student Data collected by or generated through the Services,
the Provider shall refer that person fo the LEA, who will follow the necessary and proper procedures regarding
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varion 2.0

the requested information. In the event that any person other than those ksled contacts the Provider aboul any
Student Data, the Provider shall refer that person to the LEA, excepl as provided in Section 4.4.

221 This NOPA does not impede the abilily of students to download, export, or othenwise save or
maintain their own Student Generated Content directly from Provider or for Provider to
provide a mechanism for such download, export, transfer or saving to students, or the
student's parent or legal guardian. Mor does it impede the ability of Providers to offer LEAs
featuras to allow such ability,

229  |nthe event that Student Generated Content is transferred to the control of the student,
parent or legal guardian, the copy of such Student Generated Content that is in the control aof
such person is noe longer considered Student Data.

2.3 Subprocessors.

Provider shall enter into a Subprocessor Agreement with all Subprocessors performing funclions for the Provider
in order for the Provider to provide the Services pursuant to the Service Agreement, whereby the Subprocessors
agree to protect Student Data in a manner no less stringent than the teims of this DPA. Every Subprocessor
Agreement must provide that the Subprocessor will not Sell the Student Data. The terms of a Subprocessor
Agreament shall not be materially modified by the Subprocessor unless notice is provided to the Provider.

ARTICLE lli: DUTIES OF LEA

31  Provide Data in Compliance with Applicable Laws.

LEA shall use the Services and provide Student Data in compliance with all applicable federal and state privacy
laws, rules, and regulations, all as may be amended from time to time.

3.2  Annual Notfification of Rights.

If the LEA has a policy of disclosing Education Records andfor Student Data under FERPA (34 CFR §
99.31(a){1)), LEA shall include a specification of criteria for determining who conslitutes a School Official and
what consiitutes a kegitimate educational interest in its annual notification of rights.

33 Reasonable Precautions.

LEA shall employ administrative, physical, and technical safeguards designed to protect usernamaes, passwords,
and any other means of gaining access to the Services andfor hosted Student Data from unauthorized access,
disclosure, or acquisition by an unauthorized person.

34 Unauthorized Access Notification and Assistance.

LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach to the Services, LEA's
account o any Student Data that poses a privacy or security risk. If requested by Provider, LEA will provide
reasonable assistance to Provider in any efforts by Provider to investigate and respond to such Data Breach.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Versian 2 0
ARTICLE IV: DUTIES OF PROVIDER

4.1  Privacy and Security Compliance.

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Data privacy
and security, and at the direction of the LEA shall cooperate with any state or federal government initiated audit
of the LEA's use of the Services.

4.2  Authorized Use.

The Student Data processed pursuant to the Services shall be used by the Provider for no purpose ather than
performing the Services outlined in Exhibit “A”, or as instructed by the LEA.

4.3  Provider Employee Obligation.

Provider shall require all of Provider's employees who have access to Student Data to comply with all applicable
provisions of this DPA with respect to the Student Data shared under the Service Agreament. Provider agrees
to require and mantain an appropriate confidentiality agreement from each employes with access to Student
Data pursuant to the Service Agreement.

4.4 No Disclosure.

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereof,
including without limitation, user content or other non-public information and/or personally identifiable information
contained in the Student Data.

4.4.1 Exceptions to Mo Disclosure.

4.41.1 This prohibition against disclosure will not apply to Student Data where disclosure is
directed or permitted by the LEA or this DPA,

4.4.1.2 The provision o not sell Student Data shall not apply to a Change of Control,

4413 This prohibition against disclosure shall not apply to Student Data disclosed
pursuant fo a judicial order or lawfully issued subpoena or warrant,

4414 This prohibition against disclosure shall not apply o Stedent Data disclosed fo
Subprocessors performing Services on behalf of the Provider pursuant to this DPA.

4.4.1.5 Should law enforcement or other government enlities ("Requesting Parly(ias)’) provide
a judicial arder or lawfully issued subpoena or wamant to the Provider with a reguest
for Student Data held by the Provider pursuant to the Services, the Provider shall notify
tha LEA in advance of a compelied disclosure o the Requesting Farty.

4416 Notification under 4415 is not required if the judicial order or lawfully issued
subpoena or warrant states not to inform the LEA of the requast,

4417 Shoukd the LEA be presentad with a judicial erder or lawfully issued subpoena or
warrant lo disclose Student Generated Content or other Student Data, the
Provider shall cooperate with the LEA in delivering such data.

£ Acosas 4 Leaming (A4L) Cormmumty. AN Righfs Roserved Paga|T



STANDARD STUDENT DATA PRIVACY AGREEMENT Viersian 2.0

4418 This prohibition against disclosure shall not apply to LEA-authorized users of the
Senices, which may include parents and legal guardians.

4418 This prohibition against disclosure shall not apply to protect the safety of users or
others, if and only if, an LEA employee whe has spacifically been authorized to
declare a health or safety emergency has done 50 and all requirements under 34
CFR §% 99.31(a)(10) and 99.36 have been fulfiled by the LEA.

4.4.1.10 This prohibition against disclosure shall not apply to protect the integrity or Sacurity
of the Service, where such disclosure is made to a Subprocessor engaged by
Provider for the specific purpose of investigating a potential Data Breach as set
forth in 5.4,

4.5 De-ldentified Data

Provider agreas not to attempt to re-identify De-ldentified Student Data without the written direction of the LEA.
De-ldentified Student Data may be used by the Provider for those purposes allowed under applicable laws, for
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1)
assisting the LEA or other governmental agencies in conducting research and other studies; (2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and fo demonstrale
the effectiveness of the Services; and (3) for adaptive leaming purpose and for customized student leaming.
Provider's use of De-ldentified Student Data shall survive termination of this DPA or any request by LEA 1o retumn
or dispose of Student Data. Except for Subprocessors, Provider agrees not to fransfer De-identified Student Data
to any third party unless the transfer is expressly directed or pamitted by the LEA or this DPA.  Such
Subprocessors must be subject to equivalent terms of the DPA including this one. Prior to publishing any
dacument that names the LEA, the Provider shall obtain the LEA's written approval of the manner in which De-
|dentified Student Data is presented. If Provider chooses to create De-ldentified Data, its process must comply
with either NIST de-identification standards or US Depariment of Education guidance on de-identification,

46 Disposition of Data.

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data obtained under the Service Agresment, within sixty (60) days of the date of said request and
according to a schedule and pracedure as the Parties may reasonably agres.

If the Provider has a standard retention and destruction schedule, that schedule shall apply o Student Data as
long as this DPA is active. The Provider's practice relating to retention and disposition of Student Data shall be
provided to the LEA upon request.

At the termination of this DPA, the Provider shall, unless directed otherwise by the LEA, dispose of, or delete
Student Dala obtained by the Provider under the Agreement within sixty (80) days of termination (unless
otherwise required by law). If the Agreement has lapsed or is not terminated, the Student Data shall be delated
whan directed or permitted by the LEA, according to Provider's standard destruction schedule, or as otherwise
required by law. The LEA may provide the Provider with special instructions for the disposition of the Student
Data, by transmitting to Provider Exhibit *D", attached hereto. The duty of the Provider to dispose of or delete
Student Data shall not extend to De-ldentified Data or to Student-Generated Content that has been transferred
or kept pursuant to Section 2.2.2.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Virsion 2 0
4.7  Advertising Limits.

Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, influence, or enable Targeted
Advertising; (b) develop a profile of a student, family member/guardian or group, for any purpose olher than
providing the Service to LEA; ar (g) for any commercial purpose other than to provide lhe Service to the LEA, or
as authorized by the LEA or the parentguardian. Targeted Advertising is striclly prohibited. However, this saction
does not prohibit Provider from using Student Data (i) for adaptive leaming or customized student learning
(including generating personalized leaming recommendations); or (i) to make product recommendations lo
account halders that are not considered Targeted Advertising (this exception does not apply where the Provider
iz relying on the LEA to provide consent on behalf of the parent under COPPA); or (iil) to nofify account holders
about new education product updates, features, or Services that are not considered Targeted Advertising or from
otherwise using Student Data as permitied in this DPA and its accompanying exhibits.

Before making product recommendations under section (i) above, Provider must disclose the existence of those
recommendations to LEA in writing, in sufficient detail that LEA can fulfill any obligations under applicable law
{e.g. PPRA).

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Student Data is stored outside the United States, Provider will provide a list of Counfries where dafa is slored,
in Exhibit *B",

5.2 Security Audits.

Provider will conduct a securily audit or assessment no less than once per year, and upon a Data Breach, Upon
10 days' notice and execution of confidentiality agreement, Provider will provide the LEA with a copy of the audi
reporl, subject to reasonable and appropriate redaction.

5.3 Data Security.

The Provider agrees to ulilize administrative, physical, and technical safeguards designed to protect Student
Data from unauthorized access, disclosure, acquisition, destruction, use, or modification. The Provider shall
adhere to any applicable law relating to data security of Student Data. The Provider shall implement an adequale
Cybersecurity Framework that incorporates one or more of the nationally or intemationally recognized standards
@t forth in Exhibit “F*. Additionally, Provider may choose to further detail #s security programs and measures in
Exhibit “F". Provider shall provide, in the Preamble to the DPA, contact information of an employee who LEA
may contact if there are any data security concems or questions.

5.4 Data Breach.

In the event that Provider confirms a Data Breach, the Provider shall provide notification to LEA within seventy-
wo (72) hours of confirmation of the Data Breach, unless nolification within these time limils would disrupt
investigation of the Data Breach by law enforcement. In such an event, notification shall be made within a
reasonable time after the Data Breach. Provider shall follow the following process:
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i

(2)

(3)

(4)

(5)

The Data Breach nofification described above shall include, at a minimum, the following
information to the extent known by the Provider and as it becomes available:
(a) The name and contact information of the Provider subject to this sechon,
{b) the date of the nolice,
{c} the date of the Data Breach, the estimated date of the Data Breach, or the dale
range within which the Data Breach occurred,
{d} Whether the nolification was delayed as a result of a law enforcement investigation,
if legally permissible to share that information,
(e) A general description of the Data Breach. if that information is possible to determine
at the tima the nolice is provided,
{fi A description of the Student Data reasonably believed to have been the subject of
the Data Breach; and
{g) Identification of impacted individuals.

Pravider agrees to adhere to all applicable federal and state laws with respect to a Data Breach
related 1o the Student Data, including any required responsibilities and procedures for
notification and mitigation of any such Data Breach.

Provider further acknowledges and agrees to have a wrillen Data Breach response plan that is
consistent with applicable industry standards and federal and state law for responding to a Data
Breach, involving Student Data and agrees to provide LEA, upon reasonable wrilten request,
with & summary of said written Data Breach response plan.

LEA shall provide nofice and facts surrounding the Data Breach to the affected students,
parants, or guardians.

In the event of a Data Breach originating from LEA's use of the Service or otherwise a resull of
LEA's actions or inactions, Provider shall reasonably cooperale with LEA to the extent
necessary to expeditiously secure Student Data and may reques! costs incurred as a result of
such Crata Breach.
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CONTRACT TERMS

Term and Termination. In the event that either Parly seaks to terminate this DFA. they may do so by written
natice if the Service Agreement has lapsed or has been terminated. Either party may terminate this DPA and
any Service Agreement or contract if the ather parly breaches any terms of this DPA. This DPA shall slay in
effect for as long as the Provider retains the Student Data, as set forth in section Article IV, Section 4.6, In the
case of a “Change of Conlrol” the LEA has the authority to terminate the DPA, if it reasonably believes that the
successor cannal uphald the lerms and conditions herein or having a contract with the successor would viclate
the LEA's policies or state or federal law.

Data Disposition on Service Agreement Termination. If the Service Agreement is terminated, the Provider
shall dispose of all of LEA's Student Data pursuant to Article IV, Section 4.6 of the Standard Clauses,

Motices. All notices ar ather communication required or permitted to be given hereunder must be made in writing
and may be given via e-mail transmission, or first-class mail, or mulually agreed upon method sent to the
designated representatives documented in the Preamble.

Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with the
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this DPA,
With respect to the treatment of Student Data only, in the event there is conflict between the terms of the DPA
and the Service Agreement, Terms of Service, Privacy Policies, or with any other bid/RFF, license agreement,
or writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibit "H’,
the SDPC Standard Clauses, andfor the Supplemental State Terms in Exhibit “G", Exhibit "H" will contral,
followed by Exhibit "G". Excep! as described in this paragraph herein, all other provisions of the Service
Agreement shall remain in effect,

Entire Agreement. This DPA and the Service Agreement (“the Agreement”) constilute the entire agreement of
the Parties relating to the subject matter hereof and supersedes all prior communications, reprasentalions, or
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the cbservance of
any provision of this DPA may be waived (either generally or in any pariicular instance and either retroactively
or prospectively) only with the signed written consent of both Parties,

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to such
jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating the remaining
pravisions of this DPA, and any such prohibition or unanforceability in any jurisdiction shall not invalidate or
render unenforceable such provision in any other jurisdiction, Notwithstanding the foregoing, if such provision
could be more narrowly drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same
time, maintaining the intent of the Parties, it shall, as to such jurisdiction, be so narrowly drawn without
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any
other jurisdiction.

Governing Law; Venue and Jurisdiction. This DPA will be governed by and construed in accordance with the
laws of the state of the LEA, without regard to conflicts of law principles. Each party consents and submits to the
sole and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising
aut of or relating to this DPA or the transactions contemplated hereby.

Successors Bound. This DPA is and shall be binding upon the respective successors in inferest to Provider in
the event of a Change of Control. In the event of a Change of Control, the Provider shall provide written notice
to the LEA no later than sixty (60) days after the closing date of such Change of Control. Such notice shall include
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STANDARD STUDENT DATA PRIVACY AGREEMENT Warsaon E_EI'

a wrilten, signed assurance that the successor will assume the obligations of the DPA and any obligations with
respect to Student Data within the Service Agreament.

Authority, Each signatory confirms they are authorized to bind their institution to this DPA in its entirety.

Waiver. No delay or omission by either party o exercise any right here under shall be construed as a waiver of
any such right and both parties resenve the right 1o exercise any such right from time to tme, as often as may be

deamad expedient.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
EXHIBIT A: PRODUCTS AND SERVICES

This DPA covers access to and use of | n2y LLC I's existing Services that collect,
process, or transmit Student Data, as identified below:

s Unigue Learning System: An online, standards- and research-based solution developed and differentiated specifically
to help unigue learners achieve their state’s extended standards.

« Positivity: An evidence-based online behavior solution that empowers classroom management, self-regulation, and
social-emotional learning; automates data collection and reporting: and supports the intervention process.

* Mews2you: An online newspaper that delivers eurrent events in a differentiated, age-respectful weekly newspaper that
enables students to access informational text, build literacy skills, and meet ELA standards.

» SymbolStix PRIME: An extensive multicultural symbel library allows educators to create and collaborate on interactive
visual communication tools and activities for individuals with communication challenges.

o L3 Skiltle: An online solution that provides fun, accessible, age-appropriate educational games for unique learners to
build confidence in practicing academic and life skills in a safe, immersive environmeant.

« Polaris: A collaborative, time-saving system that helps teams create truly personalized, data-driven IEPS with task
automation, timely prompts, step-by-step suppaort, and current performance data.

e Inspire: An intervention curriculum that guides students from teacher-led instruction to independent learning as they
acquire the skills they need for success in school and life.

s Classics: 12 classic novels and plays, adapted for unigue learners.

= Professional Learning: Every n2y solution is backed by best-in-class support designed to be delivered in any
environment, including self-paced, live online, and in person.
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EXHIBIT B: SCHEDULE OF STUDENT DATA

All Data Elements identified in this Exhibit are carrect al time of signature.

Data Elemenis Collected by Product (required and optional):

Application Technology MetaData

IP &ddresses of users, use
of cookias, alo.

LS

Posltivity

SymibeolSiix

L3 Skills

|F-n|3r]5.

Insplre

Other application
fechnalogy metadata

if ‘Oiher’ checked, please
specify balow checked
o

Application Use Statistics

Meta data on usar
interaction with application

ULs

Positivity

Mews you

Syrmbol5ti

L3 Shills

Palaris

Inspire

Azsesament

Standardized lest scores

Dbservalon data

LS

Positivity

Maws Zyou

Symboliti

L3 Skills

Polaris

Inspire

Vioice recondings

Cither assesament data

Iif ‘Dher’ checked, please
specily below checked
box:

Attendance

Student school (daily)
attendance data

B Acoess 4 Learming (A4L) Community. AN Righfs Resaned
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Version 2 0

Student class altendance
clata

Caommunication

Online comaunication
captured (pmads, blog ediies)

Conduct

Conduct of behavioral
dala

LIS

Pasitivity

Mevwsdyou

Symibodhlix

L3 Shlls

Polaris

inspire

Demographics

Data of birth

s

Positivity

Mews 2you

Symbaolstix

L3 Skilks

Polaris

Ingpire

Place of birth

Gandar

Posithity

Mewsdyou

SymbalStix

L3 Skifls

Polaris

inspire

Ethnicity or race

Language information
(natem, or primary language
spoken by student)

Oiher demographsc
information

If ‘Qrher’ checked, please
specify balow checked
haox:

Enrollmant

Student school enrofment

Student grade lavel

ULs

Positivity

MeEws2you

SymbolStix

L3 Skills

|Palaris

Inspire

Homaeroom

Guidance counsalor

Specific curriculum
programs

Year of graduation

© Access 4 Leaming (A4L) Communiy, ANl Rights Reserves
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Varsion 2.0

Othar enrollment
infarmation

if ‘Other' checked, please
specify below checked
bax:

Parent/Guardian Contact Information

Address

Emasl

Fhone

ParentiGuardian 1D

Fareni |0 numbsar [creaiad
1o lirk: parants 16 dladents)

ParentGuardian Mame

First andfor last uLs

Positivity

Mews2you

SymibolSti

L3 Skills

Falans

Inspire

Schediule

Sthdent achaduled cowrses s

Pasitivity

Mewstyou

Lymbolst

L3 Skills

Pakaris

Inspire

Teacher namas LS

Positivity

HewsIvou

SymbolStix

L3 Skills

Polaris

Inspire

Special Indicator

English language learmer
infarmation

Low-mcome stalus

Medeal alertafhealth data

Student disability

i crmation uLs

Pasitivily

Mews Syou

SymbaolSti

L3 Skills

Podars

Inspire

Specialzed education
Services (IEF or 504) UL

Positivity

Bl Byou

SymbolSte

L3 Skills

Polaris

Inspire

Livimg situations
{homehessifos e care)

Other indicatar infommation

© Access 4 Leaming (A4L) Commundy. Al Rights Resarved
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STANDARD STUDENT DATA PRIVACY AGREEMENT

exiracurricular activitias a
sfudent may babong ta ar
jparticipata in

Student Contact Information

Address LILs Poitivily Mews2you | Symbolstio | L3 Skills Polaris Inipire
Email 115 Poasitivily News2ywou | Symbolse | L3 Skills Palaris Inspire
Phane LiLS Positivity Mewsdyou | Symbalstix | L3 Skills Polaris Inspire
Student ldentifiers

Local (school district) 1D

numblir ) uLs Positivity MewsZyou | Symbolte | L3 Skills Palare Inspire
State 1D number

Provider'app assigned

student |D number LILS Positivity Mews2you | SymbolStic | 13 Skills Polaris Inspire
Student app usarnan LS Pasitivily Mews2you | SymbolStx | L3 Skills Polaris Inspire
Student app passwords LS Pasitivty Mewsdyou | SymbolStix | L3 Skills Palaris Imspire
Student Name

First andfor last ULS Positnvity NewsZyou | SymbobSte | L3 Skills Palaris Inspire
Student In App Performance

Programfapplication

parfarmance (g, lyping

pragram — shadanl bypas G0 wpm, Uis Positivity Mewsdyou | Symbol3ix | L3 Skills Palaris Inggaire
reading program — sludén! repds

bedow grade level)

Student Program Membership

Academic or

£ Accoss 4 Loaming (A4L) Communty. Al Rights Resenved
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 Vrsion 2.0

Student Survey Responses

Student responses o
SUMveYs of gquestionnaires

Student Work

Student genarated
content; wiiling, piclures,
ahe.

ULs

Positivity

Mews2you

Symibolstix

L3 Skills

Polaris

Inspire

Other student wark data

If ‘Cther’ checked, pleasa
spociy bafow checked
e

Transcript

Student course grades

Student course data

Shedent course
grades/perormance
SOO0ES

Other transcript data

if 'Other” checked, pleasa
spacily below checked
o

Transportation

Student bus assignment

Studend pick up andior
drop off location

Sedent bus card 1D
mumber

Cither fransportation data

0 Accass J Leaming (AdL) Commundy. AN Rights Resened
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I 'Ofher’ choched, pleasa
specily below checked
box;

yarwon &0

Other

Other data collected

Iif ‘Other’ checked, please
st each additional dala
element used, stored, or
coleched by your
application below checked
o

Mona

Mo student data collected
at this me. Provider will
immediately nolify LEA, if
thiz designation is no
kanger applicakle,

If Student Data is stored outside the United States, Provider shall list below the Countries where data is stored:

£ Access 4 Lea.mr‘n'h"f:d:d'.'_,l -i.:ve;'.l'i.h::i'hlrrlrl‘y Al Rg'lrsﬁ_uﬂ'ur'u'&f.l'
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STANCARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

EXHIBIT C: DEFINITIONS

Change of Control: Any merger, acquisition, consolidation or other business reorganization or sale of all or
substantially all of the assets of Provider or of the portion of Provider that performs tha Services in the Service
Agreemant,

Contextual Advertising: Contextual advertising is the delivery of adverisements based upon a current visit {o
a Web page or a single search query, without the collection and retention of data about the consumer's online
activities over time.

De-ldentified Data: Records and information are considered (o be De-ldentified whan all personally identifiabls
information has been removed or obscured, such that the ramaining infemation does not reasonably identify a
specific student, including, but not imited to, any information that, alone orin combination is linkable to a specific
studant.

Data Breach: An unauthorized release, access to, disclosure or acquisibion of Student Dala thal compromises
the security, confidentiality or integrity of the Student Data maintained by the Provider in violation of applicable
state ar federal law,

Educational Records: Educational Records shall have the meaning set forth under FERPA 20 LS, C, 12 32
a{a)(5)(A). For additional contexl see also the 'Student Data’ definition.

LEA: For the purpose of this DPA, the LEA is the educational entity thatis a Party lo this Agreement. An LEA
can be a state agency, an educational service agency, a charter school or school systern or a private school or
school system, in addition to the federal definition of Local Education Agency (LEA),

Metadata: Means infarmation thal provides meaning and context to other data being collected including, but
nat limited to date and time records and purpose of creation. Meatadata that have been stripped of all direct and
indiract identifiers are not considerad FPersonally Identifiable Information or Sludent Data.

Originating LEA: An educational enlity otherwise meeting the definition of LEA that originally executes the DFA
in itz entirety (including the marked checkbox enabling Exhibit "E”) with the Provider.

School Official: For the purposes of this DPA and pursuant to FERFPA 34 CFR § 89.31(b), a School Official is
a conlractor that (1) Performs an institutional service or function for which the agency or institution would
otherwise use employees; (2) |s under the direct control of the agency or insbitution with respect to the use and
maintenance of Student Data including Educational Records; and (3) |5 subject to FERPA 34 CFR § 98.33(a)
goveming the use and re-disclosure of Personally ldenfifiable Information from Educational Records.

Service Agreement: Refers to the quote, corresponding contract, purchase order or tlerms of service andior
terms of use.

Student Data: Student Data includes any data, whether gathered, created or inferred by Provider or provided
by LEA or its users, students, or students’ parentsfguardians, for a school purpose, that is descriptive of the
studen! including, bul not limited to, information in the student's Educational Record, persistent unique identifiers,
or any other information or identification numbser that would provide information about a specific student. Student
Data includes Meladata thal has not been stripped of all direct and indirect identifiers. Student Data further
includes "Fersonally Identifiable Information (PII)." as defined in 34 C.F.R. § %9.3 and as defined under any
applicable state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the
purposes of federal, state, and lecal laws and regulations. Student Data as specified in Exhibit “B" is confirmed

£ ACCRsS 4 Laammg {.é-ﬂ.}' ﬂwmn'uﬁﬁj;_.ﬁm Fighls Resanad Page | 20



STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

to be collected or processed by the Provider pursuant to the Services. Student Data shall not incluede properly
De- Identified Data or anonymous usage data ragarding a student's or LEA's use of Provider's Services.

Student Generated Content: The term "Student Generated Content™ means matenals or conlent created by a
student in the services including, bul not limited to, essays, research reports, portfalios, creative wriling, musc
or other audio files, photographs, videos, and account information that enables ongoing ownership of student
content. “Student Generated Content” does not include student responses to a standardized assessment where
student possession and control would jeopardize the validily and reliability of thal assessment,

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the
“Subconfractor”) means a parly other than LEA or Provider, who Provider uses for data collection, analytics,
slorage, or other service to operate and/or improve its senvice, and who has access to or storage of Student
Data, including securily, storage, analylics, and other processing aclivities necessary o perform a FProvider
business purpose.

Subprocessor Agreement: An agreement between Provider and a third parly Subprocessor. A Subprocessor
Agreement includes aither a written agreement or an acceplance of terms and conditions (e.g., click through
agreemenits},

Subscribing LEA:  An educational enfity otherwise meeting the definition of LEA that was not party to the
original Service Agreement and who accepts the Provider's General Offer of Privacy Temms by executing E xhibi
E".

Targeted Advertising: Targeted Advertising means presenting an adverisement to a student where the
selaction of the advertisement is based on Student Data or inferred over time from the usage of the Provider
Internet web site, online service or mobile application by such student or the retention of such student's online
activities or requests over time for the purpose of targeting subsequent advertisements. "Targeted Advertising”
does nol include Contextual Advertising.
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EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

Aftar this DPA, takes effect, if the LEA has special requiremeants for the disposition of Student Data that are not
expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it ta the Provider,

The Provider and the LEA must not fill in this form at the initiation of the DPA.

The Provider shall act on Exhibit "D from the designated representative of the LEA or their designee (Preamble
ar Exhibit "E” for Subscribing LEA).

Dunval County Public Schools ["LEA") instructs Provider to dispose of Student Data obtained by Provider pursuani
fo the terms of the DPA between LEA and Pravider, The lerms of the Disposition ane set fordh below:

1. Extent of Disposition
Disposition is partial. The scope of Studen! Data to be disposed of is set farth below of found in an
aftachrment ko this Directive:

Insart categories of Student Data here
D Disposition is complate. Disposition extends to all Student Data,

2 of Disposition
Nﬁ Disposition shall be by destruction or deletion of Student Data,
Disposition shall be by a frangfer of Student Data. The Student Data shall be transferred to the following
gite as follows:
Insert of attach special instructions

3. Timing of Disposition
Student Data shall be disposed of by the following date:
As soon as commercially practcable

:| On Provider's standard desiruction schedule

By Insert Date

4. De tified Data
ﬁ The Pravider cartifies that they have De-ldentified the data, as defined elsewhers in this Agreement, and
i disposed of all copies of Student Data that ware not De-ldentified in accordance with this Schedule and
ihe DPA, The Provider will motify LEA in accordance wilth the notification requiremanis of the DPA using

this form.

A& of Enter Date

§. Other:
Signature(s) MWaotice of Verified Disposition of Data
Authorized Representalive of Date Auhaorized Representalive of Date
LEA, Provider
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vorsion 20

EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA {named below) agree by signing this General Offer of Privacy Terms ("General
Offer”) that they are bound by the same fterms as the DPA  between Provider and
Drrval County Public Schools {"Originating LEA’} dated .

Provider and Subscribing LEA agree that the information below will be replaced throughout the DPA with the
information specific to the Subscribing LEA filled in below for the Subscribing LEA, This General Oiffar shall
extend only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA to any
ather terms enterad into betwaen Provider and Originating LEA. Any commercial terms, such as price, tem, or
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be determined solely
between Provider and Subscribing LEA.

If Provider makes changes to Exhibit “A” or Exhibit "B” in accordance with sections 1.2 and 1.3 respectively,
Provider must complete the Addendum template provided by the A4L Community and natify the Originating LEA
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum’s existence
and contents. With regard to a Subscribing LEA, an Addendum is automalically incorporated into this DPA when
Subscribing LEA is notified by Provider, If an Addendum modifies Exhibit "B", the LEA will have thirty (30) days
from receipt to object.  If no wrilten objection is received it will become incorporated into the DPA between the
parties.

The Provider may withdraw the General Offer (for future use or for LEAs that have not already accepled it) in
the event of: (1) a material change in the applicable privacy statules; or (2) a material change in the Services
and products listed in the Service Agreement. Motification of a withdrawal shall be submitted to

ndpa _requasts@hAdl, org.

Subscribing LEAs shall send the signed Exhibit "E" to Provider at the following email address:
bids@ndy.com

The below signatory eonfirms they are authorized to bind their institution to this DPA as in its entirety.

RESOURCE NAME(S):
|

[y S

|
[
[

PROVIDER: [n2y LLC ]

Signed BY.  pifiard Marchiman Date: 111912024

Printed Mame: Richard Marchman Title/Position:  yp, pata Strategy and Security
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Exhibit "E" (continued)

Chiginaling LEA: _Dussl Counly Poblie Schools
Resource Names:
Provider Name; ny LLG

Page 2 of 2:

A Subscribing LEA, by signing a separate Service Agreament with Provider, and by its signature below, accepls
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DFA between the Originating LEA and the Provider, **PRIOR TO ITS
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.**
Please note, by signing this Exhibil vou are alzo agreeing lo any language that may be included in Exhibils o
the Criginating DFA beyond this Exhibit "E”. The below signalory confirms they are authorized to bind thair
institution to this DPA as in its enfirety.

Subscribing LEA.
Sigmed By Date:
Printed Nams: Title/Peosition:

School Distrct Nama

Designated Representative of LEA:

Name; Dr. Christopher Bernier tile.  Superintendent
Address: 1701 Prudential Drive, Jacksonville, FL 32207
Telephone:  904-390-2000 Emal  drberniersupenintendent@duvalschools.org

Notices to Subscribing LEA: The Provider and Subscribing LEA are each responzible to prompily notify the
other Parly of changes o the notice information.

Security Motices to Subscribing LEA
[
[
[
[

[ S S S

With a copy o (if prowvided):
s of Gabrinl Councsl ]
101 Prugsnbial Deve, Jocksanyie, FL 32307 ]

. [
el Ml Ml
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vorsion 2.0
EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS

Provider must mark one or more frameworks with which it complies.

The Provider may change which framework it complies with without invalidating or changing the DPA, but must
nofify the LEA of such change in accordance with the nolification requiremants of the DPA.

FRAMEWORHK(S)

Global Education Securily Standard - https:'sdpc.adl orglgess!

MIST Cybersecurity Framework (CSF)

x | NIST SP 800-53 Securily and Privacy Controls for Information systems and organizations

NIST SP B00-171 Protecting Controlled Unclassified Information in Monfederal Systems and
Crrganizations

IS0 27000 series, Standards for implementing organization securty and management praclices

CIS Center for Internet Security Critical Security Controls

Cybersecurity Maturity Model Certification (CMMC, ~FARIDFAR)

This space is provided for optional security programs and measures as noted in section 5.3;
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EXHIBIT G: Supplemental SDPC State Terms for Florida

ProvidersfOperators are to comply with the Florida Student Online Personal Information Protection Act, Florida
Statute 1006.1494, This Act (effective 7r1/2023 and initiated from SB 662 in 2023) establishes new and different
terms than those outlined in the National Student Data Privacy Agreement contained herein. Providers/Operators
are subject to all ofthe Act's privacy terms, including, but not limited to the fallowing:

1. An operator may not knowingly do any of the following:

a. Engage in targeted advertising on the operator's site, service, or application, or targeted adverising on any
other site, service, or application if the targeting of the advertising is based on any information, including
coverad information and persistent unique identifiers, which the operator has acquired because of the use of
that operator's sile, service or application for K-12 school purposes,

b, Use covered information, including persistent unique identifiers, created, or gathered by the operator's sile
service, or application to amass a profile of a student, except in furtherance of k-12 school purposes.

. Share, sell, or rent a student’s informatian, including covered information

2. An operator shall do all the following:

a. Collect no more covered information that is reasonably necessary o operate an Intemeal website, onlna
service, online application, or mabile application.

b. Implement and maintain reasonable security procedures and practices appropriate to the nature of the
covered information which are designed to protect it from unauthorized access destruction, use,
maodification, or disclosure.

€. Unbass a parent or guardian expressly consents to the operator retaining a student’s covered information,
delete the covered information at the conclusion of the course, or corresponding program and no later than
90 days after a student is no longer enrelled in a school within the district, upen notice by the schoal district.
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