




The designated representative for the Provider for this DPA is: 

Name: f M \ I~ (dl ll- -C ..> Title: B_C/!12 He, ,p, c / PtJ ,.,,,_; ') 

Address: %4 8' N Soru-·{Sc f!>JvJ un;f- & f>M~l~Lf Ca1Y14no wA-- q-&-;)-S--~ 

Phone: 3(, o ... 8"~~ ... 8-l'i 1 Email: tm ''cs· lcJ~s @ CL" s.s rreccli .. CO "4 

The designated representative for the LEA for this DPA is: 

Sue Marcano, Sr. Application Support Services Assistant 
sue.marcano@ledutech.org 
131 Drumlin Ct, Newark, NY 14513 

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date. 

Ontario-Seneca-Yates-Cayuga-Wayne BOCES 

By: _______________ _ Date: --------
Printed Name: ___________ Title/Position: _________ _ 

Aetema In estments, LLC, d/b/a ClassReach 

Date: } I /, ?-- /, '-I 

___...);""r,...:..;.....d..;;.iiLt_~~----e _k __ /c_~ __ s _____ Title/Position: &ookkqP< <" J e:M, 4 Ad"' i 
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11/13/24

kelli eckdahl director

















category of Data 

Application Technology 
Meta Data 

Application Use Statistics 

Assessment 

Attendance 

Communications 

Conduct 

Demographics 

Enrollment 

Parent/Guardian Contact 
Information 

Parent/Guardian ID 

Parent/Guardian Name 

EXHIBIT "B" 
SCHEDULE OF DATA 

Elements 

IP Addresses of users, Use of cookies, etc. 
Other application technology meta data-Please specify: 

Meta data on user interaction with application 

Standardized test scores 

Observation data 
Other assessment data-Please specify: 

Student school (daily) attendance data 

Student class attendance data 

Online communications captured (emails, blog entries) 
Conduct or behavioral data 

Date of Birth 

Place of Birth 

Gender 
Ethnicity or race 
Language information (native, or primary language spoken by 
student) 
Other demographic information-Please specify: 

Student school enrollment 

Student grade level 

Homeroom 

Guidance counselor 

Specific curriculum programs 
Year of graduation 
Other enrollment information-Please specify: 

Cc,~, a irA.bl{.. 
Address u 

Email 

Phone 

Parent ID number (created to link parents to students) 
First and/or Last 
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category of Data Elements Check If Used by 
Your System 

Schedule Student scheduled courses y ! 5 
Teacher names 'r'l'.s. 

Special Indicator English language learner information O o+-:orz""I 
Low income status Oo

1

+ion A I 
Medical alerts/ health data O; h one. I 
Student disability information 0 £)4--iOl\.""i I 
Specialized education services {IEP or 504) 0°o+- ;or1rs I 
Living situations (homeless/foster care) OD·t-:Ort'\. I 
Other indicator information-Please specify: I 

t,o-bO"-"J 
Student Contact I 

Address 6 nho 11A,{ Information I Email Dot-,onc.. l 
Phone Oo+ion"-1 

Student Identifiers Local {School district) ID number 0°p¾-,onA I 
State ID number O~-hol\-"'I 
Provider/App assigned student ID number 

I 

c, t>+-io )'\ ec. I 
Student app username Y~s 
Student app passwords '-i s 

Student Name First and/or Last \.f-t";, 
Student In App Program/application performance (typing program-student 
Performance types 60 wpm, reading program-student reads below grade 

level) o ()+;Onet I 
Student Program Academic or extracurricular activities a student may belong to or ' 
Membership participate in f'ln-1-,o t\~ I 

' Student Survey Student responses to surveys or questionnaires 
C) ,,\. \01141 Responses 

Student work Student generated content; writing, pictures, etc. o o{-io l\A I 
Other student work data -Please specify: I 

o o~~or.t;o.l 
Transcript Student course grades '1-t 5 

Student course data y 1'. .s 
Student course grades/ performance scores 't-t s 
Other transcript data - Please specify: 

C1 n c4, Crccl,-¼--s, (-,PA, ~-l> 
Transportation Student bus assignment OD+-1 onA( 

Student pick up and/or drop off location 0 0 1- iontc l 
12 



tatepryofData 

Other 

None 

Elements 

Student bus card ID number 
Other transportation data - Please specify: 

Please list each additional data element used, stored, or 
collected by your application: 

C~,\ 

phol'\.(_, 

Ct.tcouri"'- Sht-h., .> 

No Student Data collected at this time. Provider will immediately 
notify LEA if this designation is no longer applicable. 
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EXHIBIT "F" 
DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

Cybersecurity Frameworks 

MAINTAINING ORGANIZATION/GROUP 

National Institute of Standards and 
Technology 

National Institute of Standards and 
Technology 

International Standards Organization 

Secure Controls Framework Council, LLC 

Center for Internet Security 

Office of the Under Secretary of Defense for 
Acquisition and Sustainment (OUSD(A&S)) 

FRAMEWORK(S) 

NIST Cybersecurity Framework Version 1.1 

NIST SP 800-53, Cybersecurity Framework for 
Improving Critical Infrastructure Cybersecurity 
(CSF), Special Publication 800-171 

Information technology - Security techniques 
- Information security management systems 
(ISO 27000 series} 

Security Controls Framework (SCF) 

CIS Critical Security Controls (CSC, CIS Top 20} 

Cybersecurity Maturity Model Certification 
(CMMC, ~FAR/DFAR) 

Please visit http://www.edspex.org for further details about the noted frameworks. 
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here 
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EXHIBIT "I" -TEACHER DATA 

category of Data Elements Check If used by 
your system 

IP Addresses of users, Use of cookies etc. ~cs Application Technology Meta Data 
Other application technology meta data-Please specify: tYJ-¼;o n,.J 
Meta data on user interaction with application . 

Application Use Statistics '{,s 
Communications Online communications that are captured (emails, blog 

oo-hor\4,l entries) 
Date of Birth "n+-~o" ... I 
Place of Birth f"lD+->anA l 

Demographics Social Security Number O~On4 1 
Ethnicity or race (")ri¾,-,on, l 
Other demographic information-Please specify: 

. 

l'.l 1\4->on.r...l 
Personal Address ri>-1-;-o,,_\ 

Personal Contact Information Personal Email 'i~> 
Personal Phone O P~J\e,.. l 
Performance Evaluation Information ' Performance evaluations 

{')n-N)l'\A. I 
Schedule Teacher scheduled courses 'Y-cs 

Teacher calendar Y-c,:;. 
Medical alerts 0 D't-•Ol'l-A I 

Special Information Teacher disability information l'I~ +-:on. I 
Other indicator information-Please specify: I 

(")l) ~'°"4 I 
Local (School district) ID number O;+-i:l:'11.""I 
State ID number ~D~Ot\A \ 

Teacher Identifiers Vendor/App assigned student ID number oD+:01'\A I 
Teacher app username ' Y-c5 
Teacher app passwords 'it s 
Program/application performance 

Teacher In App Performance 

o Pt-, o"" I 
Teacher Survey Responses Teacher responses to surveys or quest ionnaires 0M-,'o"4 I 
Teacher work Teacher generated content; writing, pictures etc. O P+ 16n 11. I 

Other teacher work data -Please specify: CD\.ion c. l 
Education 

Course grades from schooling aio+,·on. ... l 
Other transcript data -Please specify: 

Oo\-,'on.... I 
Other Please list each addit ional data element used, stored or 

collected by your application aotto~ I 
I 













Exhibit "J" 

LEA Documents 

LEA's Data Security and Privacy Policy, Parents Bill of Rights for Data Security and Privacy for this service 
agreement can be accessed at: 

https://sdpc.a4l.org/ny_dp_bor_url.php?districtID=12409



Exhibit "K" 
Provider Security Policy 

Provider's Data Security and Privacy Plan can be accessed at 
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