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NIST CYBERSECURITY FRAMEWORK:
PIONEER VALLEY BOOKS (PVB) RESPONSE for the

DIGITAL READER APPLICATION

Identify (ID)
Asset Management (ID.AM)

The infrastructure housing the application will reside outside the
company’s digital infrastructure.  All server and database management
services provided to customers by the Digital Reader application will be 
provided by highly reputable companies operating in the United States. 
The benefits include enhanced security, more consistent delivery of 
services and greater reliability of backup and recovery capabilities.

Business Environment (ID.BE)
Our company’s role is focused on the design and development of the
application’s services needed to meet the educational needs of our
customers.  This component is headed up by two company owners:
President and CEO, Michele Dufresne, and CTO, Nicholas Dufresne.
Infrastructure for delivery of services is covered in 1.a. We have partnered
with external legal and technology teams to provide consulting roles on
such matters as federal, state and local laws, security, forensics in case of a
breach, and system assessment to help improve company cybersecurity
processes.

Governance (ID.GV)
Access to the application and application data is restricted to specific roles
used only by the development and support teams.

Risk Assessment (ID.RA):
Per our strategy (1.e), the assessment and management of risk is largely
transferred to external companies.  In this way internal cybersecurity risk is 
limited to a small number of employees and devices that access the
application and data.

Risk Management Strategy (ID.RM):
The company’s primary strategy for minimizing security risk is to take
advantage of top tier external companies to manage cyber assets and cyber
security.  This approach minimizes access to customer data by our



company and company employees. Our internal team is being built to take
advantage of these external resources and the security options they
provide. Internal risk is managed by minimizing access to the application
and database by employees.

6. Supply Chain Risk Management (ID.SC):
1. NA

2. Protect (PR)
1. Identity Management, Authentication and Access Control (PR.AC)

1. Access to application and database is accessible to CTO and principal
developers on CTO designated devices, with access requiring
authentication and encryption keys.

2. Awareness and Training (PR.AT)
1. CTO, and employees who interact with school districts, are trained to

delete/destroy any data (digital or physical) they may come in contact with
as part of supporting, or providing service to, customers.

3. Data Security (PR.DS):
1. Information and records are stored off-site and generally not accessible by

employees.

4. Information Protection Processes and Procedures (PR.IP)
1. NA

5. Maintenance (PR.MA)
1. Provided by server and database management companies.

6. Protective Technology (PR.PT)
1. Provided by server and database management companies.

3. Detect (DE)
1. Anomalies and Events (DE.AE)

1. Provided by server and database management companies.

2. Security Continuous Monitoring (DE.CM)
1. Provided by server and database management companies.

3. Detection processes (DE.DP)



1. Provided by server and database management companies.

4. Respond (RS)
1. Response Planning (RS.RP)

1. Response Plan: (1) CTO will resecure our application and data. (2)
Contact our technical partners to support an analysis of the incident and to
consult on a response plan.

2. Communications
1. (3) Contact our legal team to support our response to schools consistent

with national, state and local laws and with existing contractual
agreements. Our legal team will work with a forensic service to support an
independent analysis of any security incident.

3. Analysis (RS.AN)
1. As described in parts 4.a and 4.b.

4. Mitigation (RS.MI)
1. As described in parts 4.a and 4.b.

5. Improvements (RS.IM)
1. As described in parts 4.a and 4.b.

5. Recovery (RC)
1. Recovery Planning (RC.RP)

1. We have run a replicated DB server (so we have a backup immediately
available), and we also do 6 months of daily snapshots of the database that
can be restored if the whole datacenter goes down.

2. Improvements (RC.IM)
1. Per 4.a and 4.b we will use the analyses of our technical partners and

independent forensic service to identify weakness in our cybersecurity
systems.  Working with our technical partners we will research and design
improvements to overcome identified weaknesses.

3. Communication (RC.CO)
1. As appropriate.
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