
Docusign Envelope ID: E98FA46F-37A1-42CE-9O58-4O94O08CC62F 

VIRGINIA SCHOOL DATA PRIVACY AGREEMENT 

This Virginia School Data Privacy Agreement r·oPA ") is entered into hy and between the 
Fairfax County Public Schools (hereinafter referred to m, .. Division") and 
Mount Vernon Travel, Inc:. (hcrcinaller reforred to as "Provider'') on 
August 16, 2024 • The Parties agree to the terms as stated herein. 

RECITAJ..S 

WHEREAS, the Provider lli.L'i agreed lo provide the Division with certain digital educational 
services ( .. Services") ,L'i described in Article I and Exhibit ••A." 

WHEREAS, in order to provide the Services described in Article 1 and Appendix A, the 
Pro:vider may receive or create and the Division may provide documents or data that are covered 
by several federal statutes, among them, the Federal Educational Rights and Privacy Act 
("fERPA") at 20 U.S.C. 1232g and 34 CFR Part 99, Children' s Online Privacy Protection Act 
("COPPA"), 15 U.S.C. 6501-6502; Protection of Pupil Rights Amendment ("PPRA") 20 U.S.C. 
12B2h; the Individuals with Disabilities Education Act ("IDEA"), 20 U.S.C. §§ 1400 et seq. 

WHEREAS, the documents and data transferred from Virginia Divisions and created by the 
Provider's Services arc also suh_jccl lo several Virginia student privacy laws. including Code of 
Virginia § 22.1-289.01. School service providers; school-0:_ffeliated entities; student personal 
information; and§ 22.1-287.02. Students' personally ide11JNiJ.1ble h!/im11alio11; 

WHEREAS, the Parties wish to enter into d1is DPA tu ensure that the Services provided 
conform to the nx1uiremcnL-. of the privacy laws referred to above and to establish implementing 
procedures and duties; and 

WHEREAS, the Provider may, by signing the "General Offer of Privacy Terms" (Exhibit "E"), 
agt-ee to allow other Local Educational Agencies (LEAs) in Virginia the opportunity to accept 
arid enjoy the benefits of this DPA for the Services described herein. without the need to 
negotiate terms in a separate DP A. 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

AATICLE I: PURPOSE AND SCOPE 

t Pucuose of DPA. The purpose of this DP A is to describe the duties and responsibilities 
to protect Division Data (as defined i11 Exhibit .. C") tmn1tmit.ted tu Provider from the Division ' 
pursuant to Exhibit .. A", including compliance with all applicable state privacy statutt:s, 
including the FERPA. PPRA. COPPA. IDEA, 603 C.M.R. 23.00. 603 CMR 28.00, and Code of 
Virginia § 22.1-289.0 I. School service providers; school-affiliated entities; student personal 
inJonnation; and§ 22.1-287.02. Students' personally identifiable information. In performing 
these services. to the extenl Personally Identifiable lnformalion (as defined in Exhibit .. C") from 
Pupil Records (as dt..iined in Exhibit .. c•; arc transmitted to Provider from Division. the Provider 
sliall he considered a School Oflicial with a legitimate educational interest. and pcrfonning 
services otherwise provided by the Division. ProvidershalJ be under the direct control and 
supervision of the Division. 
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2. Nature ofSeryjces Provided, The Provider has agreed to provide the following digital 
educational services described below and as may be further outlined in Exhibit "A" hereto: 

We use our email to coordinate K-12 field trips, send itineraries and invoices, and 
charter buses. 

3. Diyisigg Data to Be Provided ln order lo pcrfonn the Services dcscrihcd in this A11icle 
and Exhihil .. A•·. Provider shall list the categories of data collected. managed or shared as 
described below or as indicated in the Schedule of Data, attached hereto m; Exhihil .. O": 

4. DPA Defigitiops, The definition of terms used in this DP A is found in Exhibit "C". In 
the event of a conflict, definitions used this DPA shall prevail over terms used in all the other 
writings, including, but not limited to, a service agreement, privacy policies or any terms of 
service. 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Diyisicpp Data Prnped,)'. n( Qiyisiop All Division Data. user generated content or any other 
Pupil Records lnm.-.miUed lo the Provider pursuant to this Agreement is and will continue to 
he the property of and under the control of the Division. or to the party who provided such 
data (such ,L-. the studenl, in the case of user generated content.). The Provider further 
acknowledges and agrees that all copies of such Division Data or any other Pupil Records 
lmnsmitted to the Provider. including any modifications or additions or any portion thereof 
from any source, arc also suhjecl to the provisions of this Agreement in the same manner as 
the original Division 0ala or Pupil Records_ The Parties agree that as between them. all 
rights. including all intellectual property rights in and to Division Dala or any other Pupil 
Records contemplated per this Agreement shall remain the exclusive property of lhc 
Division. For the purposes of FERPA and stale law, the Provider shall be considered a 
School Official. under the control and direction of the Divisions as it pertains to the use of 
Division Data notwithstanding the above. The Provider will cooperate and provide Division 
Data within ten ( 10) days al the Division ·s request Provider may transfer pupil-generated 
content to a sepamte account. according to the procedures sci forth below. 

2. _Parent Acct.ass, Provider shall coopernte and respond within ten ( I 0) days to the Division ·s 
request for personally identifiable information in a pupil's records held hy the Provider to 
view or correct as necessary. In the event that a parent of a pupil or other individual contacts 
the Provider to review any of the Pupil Records of Division Data accessed pursuant to the 
Servic~s. the Provider shall refer the parent or individual to lhe Divii.ion. who will follow the 
nccess,iry and proper procedures regarding the requested infr,nnation. 
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3. Separate Accougt Provider shall. at the nx1uest of the Division, tmnstcr Student Generated 
Content to a separate student account when required by the Code of Virginia§ 22_1-289.01. 
School service providers; school-affiliated entities. 

4. Third Partf Reqpest Provider shall notify the Division in advance of a compelled 
disclosure to a Third Party, unless legally prohibited. 

5. Suhprocessors, Provider shall enter into written agreements with all Subprocessors 
performing functions pursuant to this DPA, whereby the Subprocessors agree to protect 
Division Data in a mannerconsistent with the terms of this DPA. 

ARTICLE III: DUTIES OF DMSION 

1. Priyaey Compliapce, Division shall provide data tbr tile purposes of the OP.A and any 
·related conlmct in compliance with the fERPA. PPRA, IDEA. Code of Virginia§ 22. 1-
289.0 I. School service providers; school-affiliated entities; student personal in fc.lrmation; and 
§ 22. 1-287.02. Students' personally identitiahle infonnation, and all other applicable Virginia 
statutes. 

2. Parent Notification of Ri2bts, Division shall ensure that its annual notice under FERP A 
dct"inc=s vendors. such as the Provider, as .. School Otlicials" and what constitutes a legitimate 
educational interest. The Division will provide parents with a notice of the websites and 
online services under this agreement lc.lr which it has consented to student data collection to 
on behalf oflhc parent. as permitted under COPPA. 

3. Unauthorized Access Notitj{:atiop. Division shall notily Provider promptly of any known or 
suspected unauthorized aCCCNs. Division will assist Provider in any eHorts by Provider to 
investigate and respond to any unauthorized access. 

ARTICLE IV: DUTIES OF PROVIDER 

J. Priyaey Com11liapce The Provider shall comply with all Virginia and Feder-JI laws and 
regulations pertaining t.o data privacy and sc<.,·urity. including FERPA. COPPA, PPRA. Code 
ofVirginia § 22.1-289.01. and§ 22.1-287.02. 

2. Authorized Use Division Data shared pursuant to this DPA, including persistent unique 
identifiers, shall he used for no purpose other than the Services stated in this DP A and as 
authorized under the statutes referred to in subsection ( l ), above. Provider also acknowledges 
and agrees that it shall not make any re-disclosure of any Division Data or any portion · 
thereof, including without limitation, any Division Data, metadata, user content or other non- · 
public information and/or personally identifiable information contained in the Division Data, 
without the express written consent of the Division. unless it !its into the de-idenlifted 
infom1ation exception in Article lV, Section 4, or there is a court order or lawfully issued 
subpoena for the infonnaHon. 

3. Employee Oblizations Provider shall require all employees and agents who have access to 
Division data to comply with all applicable provisions of this DPA with respect to the data shared 
under the Service Agreement. 

4. Use of De-identifjL-d lpformatiop. De-identified information, as defined in Exhibit ·'C", 
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may be used by the Provider ti.lr the purposl.!8 of development, research. and improvement of 
·wucational sitei;, services. or applications. as any other member of the public or party would 

' be :.1hle to use de- identified data pursuant to 34 CFR 99.3 l(h). The Provider and Division 
agree that the Provider cannotsuccess:fully de-identify infi.)mmtion ift-herc are fewer than 
twenty (20) students in the samples of a particular field or category of infonnation collected~ 
i.e., twenty students in a particular grade, twenty students of a particular race, or twenty 
students with a particular disability. Provider agn.."CS not to attempt to re-identify de-i<lentilied 
Division Data and not to transfer de-identified Division Data to any party unless (a) that party 
agrees in writing not to attempt re-identification, and (b) prior written notice has been given 
to the Division who has provided prior written consent for such transfer. 

5. Dispqsitiqp of Data, Upon written request and in accordance with the applicable terms in 
subsections below, Provider shalt dispose or delete all Division data obtained under this 
agreement when it is no longer nee<le<l lc.>r the purposes for which it was obtained. 
Disposition will include (1) the shredding of :.my hard copies ot" .my Division data, (2) 
emsing. or (3) otherwise modifying the personal information in those records lo make it 
unreadable or indecipherable by human or digital means. Nothing in the service agreement 
authorizes provider to maintain Division data obtained under the service agreement beyond 
the time reasonably needed to complete the disposition. Provider shall provide written 
not-ification when the division data has been disposed. The duty to dispose of Division data 
shall not extend lo dat.1 that hm, been de- identified or placed in a separate ~ludenl account, 
pursuant to the tenns of the agreement. The division may employ a request for return or 
deletion of Division data form, a copy of which is attached hereto as exhibit D. Upon receipt 
of a request from the division, the provider will immediately provide the division with any 
specified portion oflhc division data within ten ( I 0) calendar <lays oft he receipt of said 
request. 

a) Partial Disposal During the Term of Service Agreement. Throughout the term of the 
service agreement, Division may request partial disposal of Division data obtained under 
the service agreement that is no longer needed. Partial disposal of data shall be subject to 
Division's request to lranster data to a separate account, pursuant lo Article II Section 3, 
above. 

b) Complete Disposal upon Termination of Senice Agreement. Upon tenninalion ol"the 
service agreement Provider shall dispose or securely destroy all Division data obtained 
under the service agreement. Prior to the disposal of the data. Provider shall notity 
Division in writing of its option to tnmsfer data to a separate account, pursuant to Article 
2, Section 3, above. In new event sheh,ers Provider dispose of data pursuant to this 
provision unless and until provider has received affirmatjve written confirmation from 
Division that data wi II not he transferred to a separate account. 

6. 'Adygrtisiu2 Prohibition Provider is prohibited from using or selling Division Data to (a) 
market or advertise to students or families/guardians; (h) infonn. influence. or en.1hle 
marketing or advertising efforts by a Provider; (c) develop a profile of a student. nunily 
member/guardian or group, for any commercial purpose other than providing the Service to 
Client; or (d) use the Division Data for the development of commercial products or services, 
0U1er than as necessary to provide the Service to the Client. This section does not prohibit 
Provider from generating legitimate pcrsonalizc<l leaming recommendations or other 

Virginia School Data Privacy Agreement v. 1.0 4ofl9 



Docusign Envelope ID: E98FA46F-37 A 1-42CE-9O5B-4O94O08CC62F 

VIRGINIA SCHOOL DATA PRIVACT AGREEMENT 

activities pennitted under Code of Virginja § 22-1-289.0L 

7. Penaltfos. The failure lo comply with the requirements of this agreement could subject 
Provider and any third party to all allowable penalties assessable against Provider under state 
and tedernl law. In the event the J•amily Policy Compliance Oflice of the U.S. Department of 
Educat.ion detem1ines that Provider improperly disclosed personally identifiable infom1ation 
obtained rrom the Division's education records, the Division may not allow Provider access 
to the Division's education records R>mt· least five years. 

ARTICLE V: DATA PROVISIONS 

J. Data Security, The Provider agrees to maintain a comprehensive inft>nnation security 
progmm that is reasonably designed to protect the security, privacy. confidentiality, and 
integrity of student personal information and makes use of appropriak administrntive, 
technological, and physical safeguards. The genera] Sl..'Curity duties of Provider arc set forth 
below. These duties shall include, hut arc not limited to: 

a. Passwords and Employee Accl.-ss. Provider shall secure and manage usemames, 
p.L<iswords. and any other means of gaining access to the Services or to Division Data. al 
levels suggested by NI.ST SP800-l 7 I (J>assword complcxjty, encryption.and re-use). 
NIST SPX00-53 (IA control Family). and NIST 800-63-3 (Digital Identity). and NIST 
SP800-638 (Authenticator and Verifier Requirements) or equivalent industry best 
practices. 

b. Security Protocols. Both parties agree to maintain security protocols that meet industry 
bt.-st prnctices in the collection. storage or transmission of any data, including ensuring 
that ili1ta may only he viewed or accessed hy parties legally allowed to do so.Provider 
shall maintain all ili1ta obtained or genemted pursuant tu the DPA in a secure computer 
environment. 

c. l-rovider Employee Training. The Provider shall provide annual security training to 
those of it-. employees who operate or have access to the system. 

d. Security Technology. When the service is accessed using a supported web browscr,FIPS 
140-2 validated transmission encryption protocols, or equivalent technology shall he 
employed to protect data from unauthorized access. The service security measures shall 
rollow National Institute of Standard-. and Technology (NfST) 800- 171, or equivalent 
industry best practices. 

e. Periodic .Risk Assl.-ssment. Provider further acknowledges and agrees to conduct 
periodic risk assessments and remediate any identified securjty and privacy 
vulnerabilities in a timely manner. Upon Division's written request, Service Provider 
shall make the results of findings available to the Division. The Division shall treat such 
audit reports as Provider' s Confidential Information under this Agreement. 

r. Backups and Audit ·1·rails, Data Authenticity and lntt-grity. Provider will take 
r~1sonahle measures. including all backups and audit trails. to proh:ct Division Data 
against deterioration or degradation of data quality and authenticity. Provider shall be 
responsible for ensuring that Division Data is retrievable in a reasonable format. 

Virginia School Data Privacy Agreemt:nt vi 1.0 5ofl9 



Docusign Envelope ID: E98FA46F-37 A 1-42CE-9O5B-4D94O08CC62F 

VIRGINJA SCHOOL DATA PRIVACY AGREEMENT 

g. Subprot.-esicc,rs .Bound. Provider shall enter into written agreements whereby 
Subprocessors agree to secure and protect Division Data in a manner consistent with the 
terms of this Article V. Provider shall periodically conduct or review compliance 
monitoring and assessments of Subprocessors to determine their compliance with this 
Article. 

2. Upauthorized Access or Data, Breach_ In the event that Division Data are reasonably 
believed by the Provider or school division to have been disclosed (lost, accessed or 
obtained) in violation of the Family Educational Rights and Privacy Act (20 U.S.C- § 1232g) 
or other ti"<lernl or state law applicable lo such infonnation accessed or obtained by an 
unauthorized individual, Provider shall follow the fol1owing pmcess: 

a. provide immediate notification lo Division upon verification of the incident and allow the 
Division or its authorized representatives t.o fully participate in t.he investigation of the 
incident. 

b. notification will be provided to the contact(s) identified in ARTICLE VII, N: Notice,and 
sent via email and postal mail. Such notification shall include: 

1. date, estimated date, or date nmge of the loss or disclmn1re; 

11. Division data that was or is reasonably believed to have been lost or disclosed; 

111. remedial measures taken or planned in response to the loss or disclosure. 

c. immediately take action to prevent :further access; 

d. take all legally required, reasonable, and customary me-c1sures in working with Division to 
remediale the breach, which may include toll free telephone support with informed 
customer services staff to address questions by affected parties and/or provide monitoring 
services if necessary given the nature and scope of the loss or disclosure; 

e. coo~rnle with Division etforts lo communicate to affected parties~ 

f. provider is prohibited from directly contacting parent, legal guardian or eligible pupil 
unless expressly requested by Division. lf Division requests Provider's assistance 
providing notice of unauthorized access, and such assistance is not unduly burdensome to 
Provider, Provider shall notify the affected parent, legal guardian or eligible pupil of the 
unauthorized access, which shall include the information listed in subsections (b) and ( c ), 
above. If requested by Division, Provider shall reimburse Division for costs incurred to 
notify parents/families of a breach not originating from Division's use of the Service; 

g. the Provider shall indemnify and hold hamlless the Division from and against any loss, 
claim, cost (including attorneys' fees) or damage of any nature ar.ising from or in 
connection with the breach by the Provider or any of its otlicers, directors, employees, 
agents or representatives of the obligations of the Provider's or its Authorized 
Representatives under this provision or under a ConfidentiaJity Agrt--ement, as the case 
may be. 

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS 
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The Provider may. by signing the attached Fonn of General Oiler of Privacy 'forms (General 
Oflerattache<l luereto as Exhibit .. E''). he hound by the ti;,-nns or this llP A lo any other Division 
wh? signsthe acceptance in said Exhibit. The ronn is limited by the hmus and conditions 
described therein. 

ARTICLE Vil: MISCELLANEOUS 

A. :[um. The Provider shall he howid by this DPA for so long as the Provider maintains or 
possesses any Division data. 

8. Tenpigatiop. In the event that eilluer party seeks to tenninate this DPA. they may do so by 
mutual written consent and as long as any service agreement or terms of service, to the extent 
one exists, has lapsed or has been terminated. The Division may terminate the DPA anc\ any . 
service agreement or contract in the event of a material breach of the tenns of this DPA. 

I 

C. Data Transfer J!pop Tennipatiop or E:miqtiop Provider will notify the Divislon o f 
imptmding cess~1tion of its business and any conl'ingency plans. Provider shall implement its 
c.exil plan and take all nec1..-ssary actions to ensure a smooth tmnsition of service with minimal 
disruption lo the Division. As mutually agreed upon and as applicable, Provider will work 
closely with its successor to ensure a successful transition to the new equipment, with 
minimal downtime and effect on the Division, all such work to be coordinated and performed 
in advance of the formal, transition date. 

D. Effect ofTermigatiog Suryiyal. lf tJ1c DPA is tenninai-cd, the Provider shall destroy all of 
J 

Division's data pursuant lo Article V. section 5(h). The Provider's obligations under this 
agreement shall :mrvive tcnnination oft his Agreement until all Division Oata has been 
returned or Securely Destroyed. 

E. Priority of Augemeqts This DPA supersedes all end user and .. click-thru" agreements. 1n 
the eventthere is conflict between the terms of the DP A and any other writing, such as 
service agreement or with :my other hid/RH\ tenns of service, privacy policy, license 
agreement, or writing, the terms of this DPA shall apply and take precedence. Except as 
described in this paragrnph herein. all other provisions of any other agn.,-cment shall remain in 
etlect. 

F. Amendments; This DPA may he amended and the observance of any provision oflhis OPA 
may he waived (either generally or in any particular instance and either retroactively or 
prospectively) only with the signed written consent of both parties 

G. Sexcnhility Any provision of this DPA that is prohibited or unenforc~1hJe in any 
jurisdiction shall.as to such jurisdiction. he inetk-ct-ive to the extent of such prohibition or 
uncnforceahility without invalidating the remaining provisions of this DPA, and any such 
prohibition or unt:nforc~1hility in any jurisdiction shall not invalidatt: or render 
unenforceable such provision in any other jurisdiction.Notwithstanding the foregoing. if such 
·provision could he more nam>wly drawn so .is not to he prohibited or unenforceable in ~melt" 
jurisdiction while. at the smne time, maintaining the intent of the parties, it shall, as lo such 
jurisdiction, he so narrowly drawn without invalidating the remaining provisions of this DP A 
or affecting the validity or enfi.>rc~1hility of such provision in any other jurisdiction. 

H. {'.oyerpine l,aw; Yegge and Jyrisdictiop, This agreement will he governed by and 
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construed in accordance with the laws of the state of Virginia, without regard to conflicts of 
law principles. Each party consents and submits to the sole and exclusive jurisdiction to the 
state and federal courts for the county of the initial subscribing division or the division 
specified in Exhibit .. E .. as applicable, for any dispute arising out of or relating to this 
agreement or the transactions contemplated hereby. 

I. Authority_ Provider represents that it is authorized to bind to the tenns of d1.is .Agreement. 
including confidentiality and dcstmction of Division Data and any portion thernof contain~d 
therein, an related or associated institutions, individuals, employees or contmctors who may 
have access to the Division Data and/or any portion thercot: or may own, lease or control 
.equipment or facilities of any kind where the Division Data and portion thereof stored, 
maintained or used in any way. 

J. Waiver. No delay or omission of the Division to exercise any right hereunder shall be 
construed as a waiver of any such right :.md the Division reserves the right to exercise any such 
right from time to time, as often as may be deemed expedient. 

K. Succason Bound; This DPA is and shall be binding upon the rcsp<.,»ctive successors in 
interest to provider in the event of a merger, acquisition, consolidation or otJter business 
reorganization or sale of all or substantially all of the assets of such business. 

L. Electronic Sipatpre; The parties understand and agree that they have the right to ex.ecute 
this Agreement through paper or through electronic signature technoloi:,,y, which is in 
compliance with Virginia and FedernJ law governing electronic signatures. The parties agree 
that to the extent they sign electronically, their electronic signature is the legally binding 
equivalent to their hand written signature. Whenever they cxt.--cute an electronic signature, it 
has the same validity and meaning as tJ1eir handwritten signature. 

M. Notice. All notices or other communication required or pem1itted to be given hereunder must 
be in writing and given by personal delivery, ·facsimile or e-mail transmission (if contact 
infonnation is provided for the specific mode of del.ivery), or tirst class mail, postage 
·prepaid, sent: to the designated representatives before: 

a: Desii,,rnated Representatives 

The designated representative for the Provider for this Agreement is: 

Name: 
Titk 
Address: 
eMail: 
Phone: 

Elizabeth Mathes 

President 

8601 Richmond Highway, Alexandria VA. 22309 

mvtravel@aot.com I info@mountvemontravelva.com 

703-799-9400 

The designated representative for the Division for this Agreement is: 

Name: Michelle Pratt 
Title: Director ----- - ------------- -
Address: 8115 Gatehouse Rd, Ste 4400, Falls Church VA 22042 
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mrpratt@fcps.edu 
571-423-3553 

h. Notification of Acceptance of Gener.al Offer of Terms. Upon execution of Exhibit .. E .. 
Genernl Offer of Tenns, subscribing Division shaJI provide notice of such acceptance in 
writing and given by personal delivery or email transmission (if contact information is 
provided for the specific mode of delivery), or first-class mail, postage prepaid, to the 
designated representative below the designated representative for the notice of acceptance of 
the geaeml ofter of privacy terms is named title contact information. 

Name: 
Title: 
Address: 
eMail: 
Phone: 

Elizabeth Mathes 

President 
6601 Richmond Highwa, Alexandria VA 22309 

mvtcavel@aol com 
703-799-9400 

[Signature Page .Follows] 
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IN WITNESS WHEREOF, the parties have executed t11is Virginia Student DataPrivacy 
Agreement as of the last day not.ed below. 

Provider Signature ~dleZ4o 
Date: 08/16/24 Printed Name: Elizabeth Mathes Title: President 

DocuSigned by: 

·o• · · s· 11~ P...At 1v1s1on 1gnature 
C14D4C987D1F422 ... 

10/17/2024 I 5:07 PM EDT Michelle Pratt Director, Procurement 
Date: ______ Printcd Name: _____ _ _ _ ___ Title: ________ _ 
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EXflBIT "A" 
DESCRIPTION OF SERVICES 

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN 
ONE PRODlX'T OR SERVICE I.. 1NCUIDED. LIST EACH PRODCJCT HERE] 

Mount Vernon Travel, Inc. specializes in organizing charter bus transportation for K-12'ield trips 
to a variety of\educational destinations. Primarily focused on the East Coast, including 
Pennsylvania, New York, Florida, and local historical sites in Virginia and Washington DC, we 
arrange both day and overnight trips. These excursions cover diverse educational themes such a 
history, business, and academics, as well as extracurricular activities like athletics, music, ba11d, 

and arts. 
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EXHJ6)I,.6,. 
SCHEDULE OF DA TA 
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EXWDJI "C" 
DEFINITIONS 

VIRGINIA SCHOOL DATA PRIVACY AGREEMENT 

Data Breach means an event in which Division Data is exposed to unauthori;r.ed disclosure. 
access. alferntion or use. 
Division Data includes all business, employment, opcrntional and Personally lcfontilfable 
Information that Division provides to Provider and that is not intentionally made generally 
available by lhe Division on public websites or publications, including hut not limited to 
business, administrative and financial data, intellectual property, and student, employees, and 
personnel data, user generated content and metadata but specifically excludes Provider Data ( as 
defined in the Contract). 
Dl~ldcntifiablc Information (OIi): De-ldentilication refors to the Jln.,cess by which the 
Provider removes or ohscun.,-s any Personally Identifiable Information ("PU") from student 
records in a way that removes or minimizes the risk of disclosure ofthe identity of the individual 
and infonuation about them. Anonymi:.rotion or de-identilication should fi.lllow guidance 
equivalent to that provided by U.S Department of Education publication "Data De-identification: 
An Overview of Basic Terms" or NISTrR Special Publication (SP) 8053 De-Identification of 
Personally Identifiable Information. The Provider's specific steps to de-identify the data will 
dt-i,end on the circumstances, but should be appropriate to protect students. Some potential 
disclosure limitation methods are blurring, masking, and perturbation. De-identification should 
ensure that any information when put together cannot indirectly identify the student, not only 
fron.1 the viewpoint oft he puhlic. hut also from the vantage of those who arc familiar with the 
individual. Information cannot be de- identified if there are fewer than twenty (20) students in 
the samples of a particular licld orcatcgory. i.e., twenty students in a particular grade or less than 
twenty students with a particular disability. 
ln~ircct Identifiers: Any inf.c.mnation that. either alone or in aggregate, would allow areasonahle 
person to he able to identify a student to a re.isonahle certainty. 
Personally Identifiable Information (PII): The tcnns .. J>ersom1lly ldentiliablc lnfonm1tion,,or 
·•1~U" shall include, hut arc not limited to, student data, staff data, parent data, metadata, and user 
or pupil-generated content ohtained by reason of the use of Provic.ler·s software, website, service, 
or app, including mobile apps. whether gathered hy Provider or provided by Division or its user:-. 
students, or students· parents/1:.,'lmrdians, including "directory infonnation .. as defined hy §22. l-
2~7. I oflhe Code of Virginia ... 
PIT includes, without limitation, at least the following: 

• Staff, Student or Parent first. Middle and Last Name 
• St.an: Student or Parent Telephone Number(s) 
• l)j~cipline Records 
• Sp~cial Education Data 
• Grades 
• Criminal Records 

t: 
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• Health Records 
• Utomctric lnfrmnation 
• Socioeconomic lntc.mnation 
• P<'.l_litical Atliliations 
• Text Mt.-ssages 
• Student Iden ti liers Photos 
• Videos 
• Uradc 
• Home Address Suhjt.-ct 
• Email Address 
• Test Results 
• Juvenile Dependency Records Evaluations 
• Medical Records 
• Social Security Number 
• Djsahilitics 
• Food Purchases 
• Religious lnfi.mnation Documents 
• Search Activity 
• Voice Recordings 
• Date of Birth 
• Classes 
• Information in the Student's Educational Record 
• lnfonnation in the Student's Email 

, . 

J>~ovider: For purposes of the OPA. the tcnu .. Provider" means provider of digital educational 
so,lwarc or services. including cloud-based services. tc.,r t.hc digital storage. nmm1b>c1nent, and 
retrieval of pupil records. 
Pupil Generated Content: The term "pupil-generated content'' means materials or content 
created hy a pupil during and for the purpose of education including, ,but not limited to, essays. 
n.,-scarch rcporl"I. portfolios, <..-reative writing, music or other audio files, photographs. videos. and 
account infonnation that cnablt.-s ongoing ownership of pupil content. 
Pupil Records: Means both of the following: (I) Any infonnation that directly relates to a pupil 
that is maintained hy Division and (2) any infonnation acquired directly from the pupil thmugh 
the use of instructional sollwarc or applications assigned to the pupil hy a teacher or other local 
c4ucational Division employee. 
S~urely Destroy: Securely Destroy: Securely Destroy means taking actions that render data 
wc;ittcn on physical (e.g., lmrdcopy. microfiche. etc.) or electronic media unrt.-coverahlehy both 
or,tfinary and extraordinary means. These actions must meet or exceed those st.-ctions of the 
National Institute of Standards ofTechoology (NIST) SP X00-X8 Appendix A guidelint.-s relevant 
to.sanitization of data categorized as high se<..-urity. All attempts to overwrite magnetic data for 
this purpose must utilize DOD approved methodologies. 
School Official: For the purposes of this Agreement and pursuant to 34 CFR 99.3 I (0). a School 
011icial is a contractor that (I) Performs an institutional service or fonction for which the 
agency or institution would otherwise use employees; (2) Is under the direct control of the 
agency or institution with rt.-spect kl lhe use and maintenance of education 
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n.-cords; and (3) ls suhject lo 34 CFR 99.33(a) governing the use and re-disclosure of personally 
idcntifiahle infrmnation from student records. 
Student Data: Student Data includes any data. whether gathered hy Provider or provided hy 
Division or its rnrers. students. or students• parents/guardians. t1mt is descriptive of the student 
including. hut not limited to, information in the student's educational record or email, first and ' 
last name. home address. telephone numher, email address. or other infonnation allowing on line 
contact, discipline records, videos, test results, special education data, juvenile dependency 
records, grades, evaluations. criminal records. medical records. health records. social security 
mimhers. biometric information. disabilities. socioeconomic infom1ation. fr,od purchases, 
political affiliations, religious information text messages, documents, student identifies, search 
ac~ivity. photos, voice recordings or goolocation infonnation. 
St.~1dent Data shall constitute Pupil Records lor the purposes of this Agn,-cmcnt. and for the 
pti'rposes of Virginia and Federal laws and rC!,'lllations. Student Data as SJX,-cHied in Exhibit B is 
confirmed to he collected or processed by the Provider pursuant to the Services. Stu,lcnt Data 
shall not constitute that information that has been ~monymizcd or de-identiticd, or anonymous 
usage: data regarding a student's use of Provider's services. Anonymizatioo or 
de-identification should guidance equivalent to that provided by U.S Th..-parwnent of Education 
publication "Data De-idcntilication: An Overview of Basic Tenns" or NISTIR Special 
Puhlication (SP) X053 Oe-ldentification of Personally Identifiable Information. 
Student Generated Content: Alternatively known as user-created content (UCC). is any fi.,rm 
of content. such ~L'l imagt.-s, videos, text and audio. that have been created and posted by student 
users on online platfonns. 
S.-bscribing Divi~ion: A Division that was not party to the original Services Agreement and 
who accepts the Provider' s General Ofter of Privacy Tenns. 
Subprocessor: For the purposes of this Agreement. the term ··suhpnx:cssor" (sometimes 
rcforrcd to as the "Subcontractor") means a party other than Division or Provider. who Provider 
uses for data collection, analytics. slurnge, or other service to opcmtc and/or improve its 
sollware. and who has access lo PIJ. 
Third Party: The term '1'hird Party" means an entity that is not the Provider or Division. 
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EKWBJT"D .. 
DIREC I IvE FOR DISPOSITION OF DATA 

fName or Division or Division] din .. -cts [Name of Company I to dispose of data obtained hy 
Provider pursuant to the terms of the DP A hetween Division and Provider. The terms of the 
Disposition arc settc1rlh helow: 

I . Extent of Disposition 

□Disposition is Complehe. Disposition extend-; to all categories of<lata. 
r O Disposition is partial. The catcgori(;.,'S of data to he disposed of arc set fc.1rth helow or are found 

inan attachment to this Directive: 
[ r nsert categories of data] 

2. Nature of Disposition 
O Disposition shall be hy destruction or secure deletion of data. 
OUisposition shall be hy a transfer of data. The data shall he transferred to the following site as 
follows: 

[Insert or attach special instructions.] 

3. Timing of Disposition 

Data shall be disposed of hy the forlowing date: As scxm as commercially practicahlc 

By Insert Date 
, . 

4. Slgnature of Authorized Representative of Division 

BY: _______________ _ Date: -----------
Printed Name: Title/Position: ------------- - - ---- ---

5. Verification of Disposition of Data 

BY: ---- ------------- Date: __________ _ 

Printed Name: Title/Position: ------------- - ---- - ---
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QPDQNAJ,; EXHIBIT "E" GENERAL OFFER OF PRIVACY TERMS 

1. Offer ef Terms 
Pr~wider otfors the same privacy pml.ections found in this DPA between it and the Division to 
ariy other school division ( .. Subscribing Division") who accepts this General Ofter through its 
signature below. The Provider agrees that the information on the next page will he replaced 
throughout the Agreement with the infom1alion specific to the Subscribing Division filled on the 
next page for the Subscribing Division. This General Ofter shall extend only to privacy 
protections and Provider's signature shall not necessarily bind Provider to other terms, such as 
price, term, or schedule of services, or to any other provision not addressed in this DPA. The 
Provider and the Subscribing Division may also agree to change the data provided by Division to 
lh~ Provider to suit the unique needs of the Subscribing Division. The Provider nmy withdraw 
th~ General Otfor in the event of: (I) a material change in the applicable privacy statues; (2) a 
material change in the scrvicc;..-s and producl-; subject listed in the Originating Service Agn:cmcnl; 
or.(3 ) after three years from the <late of Provider~s signature to this form_ Provider shall notify 
thJ Division in the event of any withdmwal so that this infonnation may be transmitted tu the 
S~bscribing Divisions. 

nv: Mount Vernon Travel, Inc. Date: August 16, 2024 

Printed Name: Elizabeth Mathes T·tte/P ·tt· President ) > OSI on:. _ ____ __ _ 

2. S~bscribing Dil'ision 
A.Subscribing Division, by signing a separate Service Agreement with Provider, and by its 
·signature below, accepts the General Offer of Privacy Terms. The Snhscribing Division's 
individual infonnalion is contained on the next page. The Subscribing Division and the Pmvider 
shall therefore be bound by the same tenns of this OPA. 

Date: BY: _ _____________ _ ------------
Printed Name: ----------- - -- Title/Position_ 

TO ACCEPT IIJE GENERAi, OFFER THE SUBSCRIBING DIVISION MUST 
D~LJYERTRTS SIGNED EXHIBIT JO THE PERSON AND EMAIJ, ADDRESS.J,ISJED 
BEl4ll£ 

nY:Mount Vernon Travel, Inc Date: August 16, 2024 

PrintedName: Elizabeth Mathes Title/Position:President 

-@a<ll.OOffl I inlo@~..com 

Email Address. ___ _ ____ _ 
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