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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

ST

This Student Data Privacy Agreement ("DPA") s entered into on the date of full execution (the "Effective Date”)
and is entered into by and between:

[Dnsval County Public Schools ]l

located at [ 9701 Prudential Drive, Jacksonvile, FL 32207 ] (the “LEAT)
and

[ Jncksanills Ans & Music School Inc. (JAMS) ).

located at [3315 N Liberty S, Jacksonville, FL 32208 ] {the “Providar”),
PREAMBLE

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibit "A", to LEA, which
Services may include: (a) cloud-based Services for the digital storage, management, and retrieval of pupil
recards: andlor (b} digital educational software thal authorizes Provider lo access, store, and use pupil records;
and

WHEREAS, the Provider and LEA have entered into a Service Agreement (as defined herein), to provide certain
Services to the LEA as set forth in the Service Agreement, and this DPA (colectively the “Agreemant”),

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable stedent information and
other requlated data exchanged batween them as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act ("FERPA") at 20 U.5.C. 1232g (34 C.F.R. Part 93}, the Protection of
Pupil Rights Amendment ("PPRA") at 20 U.S.C. 1232h; and the Children's Online Privacy Protection Act
("COPPA™) at 15 U.5.C. 6501-6506 (16 C.F.R. Part 312),

WHEREAS, the Provider and LEA desire 1o enter into this DPA for the purpose of establishing their respactive
obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

General Offer of Privacy Terms.
The Provider has signed Exhibit "E” to the SDPC Standard Clauses, otherwise known as "General Qffer of
Privacy Terms™ enabling olher LEAs to enter into the same lerms of this DPA with Provider.

Special Provisions. {Check if Required)
If checked, the Supplemental State Terms attached herelo as Exhibit "G" are hereby incorporated by
reference into this DPA in their entirety.
If tha Parfies desire to change any terms, use the Vendor-Specific’ Agreement or ‘Dislnct-Modified” Agreement.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viaraign 2.0

The designated represantative for the LEA for this DFA is:

Name:  Dr. Christopher Bernier Tile:  Superintendent
address: 1701 Prudential Drive, Jacksonville, FL 32207
Phone:  904-390-2000 Email bernlerc@dwalschunis org

The designated representative for the Provider for this DPA, js:

name: Jason Peoples tile:  Executive Director
nadress: 3315 N Liberty St., Jacksonville, FL 32206 B
Phone: (904)329-4279 emai: jason@jamsilife.org

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: [ Duval County Pun J’
Shgned By: ‘f;f:__, ’

= Tt
‘ P_ e HE[I.‘.IFI'I'IE!' Bernier  Title/Posiion:  Superintendent

Prirsted Mz

PROVIDER: [ Jacksonville Arts & Music School Inc, (JAMS) |
sgedty: (Ao /T—  owe  11/01/2024
Printed Name: Jason Peo ples Tile/Position:  Executive Director

Each Party is responsible to promptly notify the other Party of changes to the notice information,

Motices to Provider Motices to LEA
[ Jacksonwiie Arts & Music School Inc. (JAMS) 1 [ Dl Gounty Public Schools ]
[Execulive Direclor ] | Supsrintensena |
[3315 N Libery S0 Macksorville Fl 32206 | [ 7701 Prodavial Geen, Jachacnsiia, i SEnr ]
[iasorsiarmsbile. ooy ] [ bamiercianvaischocds.am ]
With a copy to (if provided): With a copy to (il provided):
[ Provider Lenal Counsel ] [ ©ffice of Gesaenl Coursel 1
[ Provider Legal Counsel Postal Address ] [ 1701 Prustensial Dove, Room 340 ]
[ Premvider Logal Counsal Emall Addraess | [ Jacksorde, FL 32207 ]

Security Notices to Provider (Required per Section 5.3)  Security Notices to LEA jRequred per Secton 5.3)

[ Keosha Griffin ] [ o Bhcmora 1
[ O o | [ 17 Sacusty |
[ I35 M Liberty 51, Jackeonyile_ FL 373308 I [ 4019 Bsidevird Cantal Dr., Jelksomdla, FL 32207 I
[iasmﬁi.ﬁnﬂa,nrg. ! [MHMW |
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STANDARD STUDENT DATA PRIVACY AGREEMENT B Version 2 0

STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

1.1  Purpose of DPA,

The purpose of this DPA is to describe the duties and responsibilities to protect Student Data including
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended
from time to time. In performing the Services, the Provider shall be considered a School Official with a legitimale
educational interest, and performing Services otherwise provided by the LEA. With respect to its use and
maintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as sel forth
in this DPA and the Service Agreaement,

1.2 Description of Products and Services.

A description of all products and services covered by the Agreement, and information specific lo this DPA, are
listed in Exhibit "A", If a Provider needs to update any information on Exhibit "A” (such as updating with now
pravided sarvices), they may do so by completing the Addendum template provided by the A4L Communily and
sending a copy to the LEA.

Provider may add or delete products or services subject to this DPA under the following circumstances:
1. Deleted products or services: The products or services have been discontinued and are no longer
available from the Provider,
2.  Added products or services: The added products or services are either.
a. a direct replacement, or substantially equivalent to the original products or services listed in
the DPA, ar
b. the added producis or services result in anriched new or enhanced capabilities, new modules,
technology advancements and or service categories relating to the listed products or services
that Provider did not have at the time the DPA was signed.

If an added product or service requires additional Data Elements, Provider must complete the relevant portion
of the Addendum template to update Exhibit "B°.

Provider may not make any change to Exhibit "A” via an Addendum, except adding or deleling products or
sarvices., LEA is under no obligation to acquire added products or senvices, and has no ability under the DPA 1o
pravent deletion of producls or services. Subject to the limitations in this section, an Addendum is automatically
incorporated into this DPA whan LEA is notified by Provider, in accordance with the nofification provisions of this
DPA, of the Addendurn's existence and contents.

1.3 Student Data to Be Provided.

In order 1o perform the services, the Provider shall process Student Data as identifiad by the Provider in the
Schedule of Data, altached hereto as Exhibil "B". Student Dala may be provided by the LEA or created by
studants, as sel forth fully in the definition of Student Data in Exhibit “C". If a Provider needs to update any
information on Exhibit “B", they may do so by completing the Addendum template provided by the AdL
Community and sending a copy to the LEA.

Provider may delale dala elements from Exhibit "B” if they are no longer used by the Pravider.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

R

Provider must add data elements to Exhibit "B”, when a material change has occurred, regardless of whether
the added data elements are either one of the following:
1,  used to better delivar the original products or services listed in the DPA, or
2, used to deliver added products or services that result in new or enhanced capabilities, new
modules, lechnology advancements and or service categories relating to the listed products or
services that Provider did not have at the time the DPA was signed. Such new products or services
rmust be designated in the Addendum templale as changes lo Exhibit “A"

The Provider must notify the LEA, in accordance with the nofification provisions of this DPA, of the existence
and contents of an Addendum modifying Exhibit “B". The LEA will have thirty (30) days from receipt to object to
ihe Addendum. If no written objection is received it will become incorporated inlo the DPA belween (he parlies,

1.4  DPA Definitions.

Capilalized terms used in this DPA shall have the meanings set forth in Exhibit “C". With respect to the trealment
of Student Data, in the event of a conflict, definilions used in this DPA shall prevall over terms used in any olher
wriling, including, but not limited to, the Service Agreement.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

21 Student Data Property of LEA.

As between LEA and Provider, all Student Data precessed by the Provider, or created by students (as sel forth
fully in the definition of Student Data in Exhibit “C7), pursuant to the Agreement is and will continue to be the
property of and under the control of the LEA. The Provider further acknowledges and agrees that all copies of
such Student Data processed by the Provider, including any modifications or additions or any porion theraof
fraom any source, are also subject to the provisions of this DPA in the same manner as the original Student Data,
The Parties agree that as between them, all rights, including all intellectual property rights in and to Student Data
contemplated per the Service Agreement, shall remain the exclusive property of the LEA.

2.2  Parent, Legal Guardian and Student Access.

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student (as defined
in FERPA) may review Student Data and reques! deletion or modification, and request delivery of a copy of the
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may
access, and correct if necessary, Education Records andfor Student Data, and make a copy of the data available
to the LEA or (al the LEA's direction) lo the parent, legal guardian or eligible siudent directly, If the LEA is not
able to review or updaie the Student Dala itsell, Provider shall respond in a reascnably timely manner {and no
kater than thirly (30) days from the date of the request or pursuant 1o the time frame required under state law for
an LEA, to respond to a parent, legal guardian or student, whichever is sooner) 1o the LEA's request for Student
Data held by the Provider o view or correct as necessary.

In the event that a parent or legal guardian of a student or eligible student contacts the Provider to comrect, delale,
revbew or request delivery of a copy of any of the Studen! Data collected by or generated through the Services,
the Provider shall refer that person to the LEA, who will fellow the necessary and proper proceduras regarding
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

the requested information. In the event that any person other than those listed contacts the Provider about any
Student Data, the Provider shall refer that person to the LEA, except as provided in Section 4.4,

2,21 This NDPA does not impede the ability of students to download, export, or otherwise save or
maintain their own Student Generated Content directly from Provider or for Provider to
provide a mechanism for such download, export, transfer or saving to students, or the
student's parent or legal guardian, Nor does it impede the ability of Providers 1o offer LEAs
Teaturas o allow such ability.

2.2.2  In the event that Studenl Generated Content is transferred o the control of the student,
parent or legal guardian, the copy of such Student Generaled Conlent that is in the control of
such person is no longer considered Siudent Data,

2.3  Subprocessors.

Provider shall enter inlo a Subprocessor Agreement with all Subprocessors performing functions for the Provider
in order for the Provider to provide the Services pursuant to the Service Agreement, whereby the Subprocessors
agree o protect Student Data in a manner no less stringent than the terms of this DPA. Every Subprocessor
Agreement must provide thal the Subprocessor will not Sell the Student Data. The terms of a Subprocessor
Agreement shall not be materially modified by the Subprocassor unless notice is provided to the Provider,

ARTICLE Ill: DUTIES OF LEA

3.1  Provide Data in Compliance with Applicable Laws.

LEA shall use the Services and provide Student Data in compliance with all applicable federal and state privacy
laws, rules, and regulations, all as may be amendad from time to time.

3.2  Annual Notification of Rights.

If the LEA has a policy of disclosing Education Records andlor Student Dala under FERPA (34 CFR §
99.31{a){1)), LEA shall include a specification of criteria for determining who conslitutes a Schoeol Official and
what conslitutes a legitimate educational interast in its annual nolification of rights.

3.3 Reasonable Precautions.

LEA shall employ administrative, physical, and technical safeguards designed Lo protect usernames, passwords,
and any olher means of gaining access o the Services andlor hosted Student Data from unauthorized access,
disclosure, or acquisition by an unauthorized person.

3.4 Unauthorized Access Notification and Assistance.

LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach to the Services, LEA's
account or any Student Dala that poses a privacy or securily risk. Il requested by Provider, LEA will provide
reasonable assistance 1o Provider in any efforls by Provider to investigale and respond to such Data Breach.

£ Accoss 4 Loaming (A4L) Commundy. AT Righlz Resarved Page | &



STANDARD STUDENT DATA PRIVACY AGREEMENT Viarsion 2.0
ARTICLE IV: DUTIES OF PROVIDER

41  Privacy and Security Compliance.

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Data privacy
and security, and at the direction of the LEA shall cooperate with any stale or federal government initiated audit
of the LEA's use of the Services.

4.2  Authorized Use.

The Student Data processed pursuant 1o the Services shall be used by the Provider for no purpose other than
performing the Services outlined in Exhibit “A”, or as instructed by the LEA.

4.3  Provider Employee Obligation.

Pravider shall require all of Provider's employees who have access to Student Data to comply with all applicable
pravisions of this DPA wilh respect to the Student Data shared under the Service Agreement. Provider agrees
to require and maintain an appropriate confidentiality agreement from each employas with access lo Student
Data pursuant to the Service Agreement.

4.4 HNo Disclosure.

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereof,
including without limitation, user content or olher non-public information andfor personally identifiable information
contained in the Student Data.

4.4.1 Exceptions to No Disclosure.

4.4.1.1 This prohibition against disclosure will nol apply to Student Data wherne disclosure is
directed or permitted by the LEA or this DPA,

4,412 The provision to not sell Student Data shall not apply to a Change of Control,

4.4.1.3 This prohibition against disclosure shall not apply to Student Data disclosed
pursuant 1o a judicial order or lawfully issued subpoena or warrant,

4.4.14 This prohibilion against disclosure shall not apply to Student Data disclosed to
Subprocessors performing Services on behalf of the Provider pursuant to this DPA,

4,415 Should law anforcement or olher government entities ("Requesting Party(ies)”) provide
a judicial order or lawfully issued subpoana or warant 1o the Provider with a request
for Student Data held by the Provider pursuant (o the Services, the Provider shall notify
the LEA in advance of a compelled disclosure to the Requesting Parly.

44,16 Molification under 4.4.1.5 is nol required if the judicial order or lawlully issued
subpoena or warrant slates not to inform the LEA of the request.

4,417 Should lhe LEA ba presented with a judicial order or lawfully issued subpoena or
warrant to disclose Student Generated Content or other Student Data, the
Provider shall cooperale with the LEA in delivering such data.

© Access 4 Learming (A4L) Communily. All Rights Reserved. Page |7
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44,18 This prohibition against disclosure shall not apply to LEA-authorized users of the
Services, which may include parents and legal guardians.

4.4.1.9 This prohibition against disclosure shall not apply to protect the safely of users or
others, il and only if, an LEA employee who has specifically been authorized to
declare a health or safety emergency has done so and all requirements under 34
CFR §§ 99.31{a){10) and 99.36 have baen fulfiled by the LEA.

4.4,1.10 This prohibition against disclosure shall not apply o protect the integrily or security
of the Service, where such disclosure s made to a Subprocessor engaged by
Provider for the specific purpose of invesligating a potential Data Breach as sel
forth in 5.4,

4.5 De-ldentified Data

Provider agrees not to attempt to re-identify De-ldentified Student Data without the writlen direction of the LEA.
De-ldentified Student Data may be used by the Provider for those purposes allowed under applicable laws, for
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1)
assisting the LEA or other governmental agencies in conducling research and other studies; (2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and to demonsirate
the effectiveness of the Services; and (3) for adaptive learning purpose and for customized student leaming.
Provider's use of De-ldentified Student Data shall survive tlermination of this DPA or any request by LEA to retum
or dispose of Student Data. Except for Subprocessars, Provider agrees not to ransfer De-identified Student Data
to any third party unless the transfer is expressly directed or permilled by the LEA or this DPA. Such
Subprocessars must be subject to equivalent terms of the DPA includgng this one. Prior to publishing any
document thal names the LEA, the Provider shall cbtain the LEA's wrilten approval of the manner in which De-
Identified Student Data is presented. If Provider chooses to create De-ldentified Data, s process must comply
with either NIST de-identification standards or US Depariment of Education guidance on de-ldentification,

4.6 Disposition of Data.

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data oblained under the Service Agreemenl, within sixty (60) days of the date of said request and
according to a schedule and procedure as the Partias may reasonably agree.

If the Provider has a standard retention and destruction schedule, that schedule shall apply to Student Dala as
long as this DPA is active, The Provider's praclice relating to retenticn and disposition of Sludent Data shall be
provided to the LEA upon reguest.

Al the termination of this DPA, the Provider shall, unless directed otherwise by the LEA, dispose of, or delete
Student Dala oblained by the Provider under the Agreement wilhin sixty (60) days of terminalion (unless
otherwise required by law). If the Agreement has lapsed or is not terminated, the Student Data shall be deleted
when directed or permilted by the LEA, according to Provider's standard destruction schedule, or as otherwise
required by law. The LEA may provide the Provider with special instructions for the disposition of the Student
Diata, by transmilting to Pravider Exhibil "D", altached hereto. The duly of the Provider lo dispose of or delste
Student Data shall not extend to De-ldentified Data or to Student-Generaled Content that has been transferred
or kepl pursuant to Seclion 2.2.2.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
4.7  Advertising Limits.

Provider is prohibited from using, disclosing, or selling Student Data to {a) inform, influence, or enable Targeted
Advertising; (b) develop a profile of a student, family member/guardian or group, for any purpose other than
providing the Service to LEA; or (c) for any commercial purpose other than to provide the Service lo the LEA, or
as authorized by the LEA or the parentfguardian, Targeted Adverlising is slriclly prohibited. Howaver, this seclion
does not prohibit Provider from using Student Data (i) for adaptive learning or customized student learning
{including generating personalized leaming recommeandations); or (i) 1o make product recommendations to
account holders that are not considered Targeted Adverising (this exception does not apply where the Provider
is relying on the LEA to provide consent on behalf of the parent under COPPAY); or (§i) to notify account holders
about new education product updates, features, or Services thal are not considered Targeted Advertising or from
otherwise using Student Data as permitted in this DPA and its accompanying exhibits.

Before making product recommendations under section (i) above, Provider mus! disclose the existence of those
recommendations o LEA in writing, in sufficient detail that LEA can fulfill any obligations under applicable law
{e.q. PPRA).

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Stident Data is stored outside the United States, Provider will provide a list of Countries where data is stored,
in Exhibit "B".

5.2 Security Audits.,

Provider will conduct a security audil or assessment no less than once per year, and upon a Data Breach, Upon
10 days' notice and execution of confidentiality agreemant, Provider will provide the LEA with a copy of the audit

report, subject to reasonable and appropriate redaction.

5.3 Data Security.

The Provider agrees 1o utilize administrative, physical, and technical safeguards designed to prolect Student
Data from unauthorized access, disclosure, acquisition, destruction, use, or modification. The Provider shall
adhere to any applicablea law relating to data security of Student Data. The Provider shall implement an adequate
Cybersecurity Framework thal incorporates one or more of the nationally or intemnationally recognized standards
set forth in Exhibit “F°, Additionally, Provider may choose to further detail is security programs and measures in
Exhibit “F". Provider shall provide, in the Preamble (o the DPA, contacl information of an employee who LEA
may confact if there are any dala security concemns or guestions.

5.4 Data Breach.

In the event thal Provider confirms a Data Breach, the Provider shall provide notification (o LEA within sewventy -
two (72) hours of confirmation of the Data Breach, unless nolification within these time limits would disrupl
imvestigation of the Data Breach by law enforcement. In such an event, notification shall be made within a
reasonable time after the Data Breach, Provider shall follow the following process:

£ Accoss 4 Leaming (A4L) Commurly, AY J'-'-'-ighr:.d Rusorved, Page |9
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(1

(2)

(3)

(4)

(5)

The Data Breach nofificaion described above shall include, at a minimum, the following
information to the extent known by the Provider and as it becomes available:
(a) The name and contact information of the Provider subject to this section,
{b) the date of the notice,
{c) the date of the Data Breach, the eslimated date of the Dala Breach, or the date
range within which the Data Breach occurred,
{d) Whether the notification was delayed as a resull of a law enforcement investigation,
if legally parmissible to share that information,
{e) A general description of the Data Breach, if thal information is possible o determing
al tha time tha nolica is provided,
i A description of the Student Data reasonably believed to have bean the subject of
the Data Breach; and
(g) Ildentification of impacted individuals.

Provider agrees to adhere to all applicable federal and stale laws with respect 1o a Data Breach
related to Ihe Studenl Data, inchuding any required responsibililies and procedures for
notification and mitigation of any such Data Breach,

Provider further acknowledges and agrees (o have a writlen Data Breach response plan that s
consistent with applicable industry standards and lederal and state law for responding to a Data
Breach, involving Student Data and agrees lo provide LEA, upon reasonable writlen request,
with a summary of said wrillen Data Breach response plan.

LEA shall provide nolice and facts surrounding the Data Breach to the affected students,
parents, or guandians.

In the event of a Data Breach originating from LEA's use of the Service or otherwise a result of
LEA's actions or inactions, Provider shall reasonably cooperate with LEA to the extent
necessary to expeditiously secure Student Data and may request costs incurred as a resull of
such Data Breach.

2 Accoss 4 Leaming (AdL) Community. AN Foghts Resarved, Page | 10
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CONTRACT TERMS

Term and Termination. In the event that either Panty seeks to terminate this DPA, thay may do so by written
notice if the Service Agreement has lapsed or has been terminated. Either party may terminate this DPA and
any Service Agreemenl or contract if the other party breaches any terms of this DPA. This DPA shall stay in
effect for as long as the Provider retains the Sludent Data, as set forth in section Aricle IV, Seclion 4.6. In Lhe
case of a "Change of Conltrol® the LEA has the authority to terminate the DPA if it reasonably believes that the
successor cannol uphold the tarms and conditions herein or having a contract with the successor would violate
the LEA's policies or state or federal law.

Data Disposition on Service Agreement Termination. If the Service Agreement is terminated, the Provider
shall dispose of all of LEA's Student Data pursuant lo Article IV, Section 4.6 of the Standard Clauses,

Motices. All notices or other communication required or permitted to be given hareunder must be made in writing
and may be given via e-mall transmission, or first-class mail, or mutually agreed upen method sent to the
designated representalives documented in the Preamble.

Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with the
privacy protections, including those found in FERPA and all applicable privacy statutes idenlified in this DPA.
With respect to the treatment of Student Dala enly, in lha event there is conflict between the terms of the DPA
and the Service Agreement, Terms of Service, Privacy Policies, or with any other bid/RFFP, license agreement,
or writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibil "H",
the SDPC Standard Clauses, andfor the Supplemental State Terms in Exhibit “G", Exhibit "H™ will controd,
followed by Exhibit "G". Except as described in this paragraph herein, all other provisions of the Service
Agreameni shall remain in effect.

Entire Agreement. This DPA and the Service Agreement ("the Agreement’} constilute the entire agreement of
the Parties relating to the subject matler hereofl and supersedes all prior communications, reprasentations, or
agreemenis, oral or written, by the Parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any pariicular instance and either retroactively
or prospectively) only with the signed written consent of both Parties.

Severability. Any provision of this DPA that is prohibiled or unenforceable in any jurisdiction shall, as to such
jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating the remaining
provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall nol invalidate or
render unenforceable such provision in any other jurisdiction. Motwithstanding the foregoing, if such provision
could be more narrowly drawn 5o as not to be prohibited or unenforceable in such jurisdiction while, at the same
lima, maintaining the intent of the Parlies, it shall, as to such jurisdiction, be so narrowly drawn withoul
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any
othar jurisdiclion.

Governing Law; Venue and Jurisdiction. This DPA will be governed by and constreed in accordance with the
laws of the state of the LEA, withaut regard o conflicts of law principles, Each parly consents and submits to the
sole and exclusive jurisdiction to the state and federal cours for the county of the LEA for any dispute arnsing
oul of or relating to this DPA or the ransactions contemplated hereby.

Successors Bound. This DPA is and shall be binding upon the respective sucoessors in interest 1o Provider in
the event of a Change of Control. In the event of a Change of Control, the Provider shall provide written nolice
to the LEA no later than sixty (60) days afler the closing date of such Change of Contrel. Such notice shall include

B Aceess 4 Leaming (A4L) Commundy. A Fighls Riesened, Page | 11



STANDARD STUDENT DATA PRIVACY AGREEMENT Viavrzion 2.0

a written, signed assurance that the successor will assume the obligations of the DPA and any obligations with
respect o Student Data within the Service Agreemenl,

Authority. Each signatory confirms thay are authorized to bind their institution to this DPA inits entirety.

Waiver, No dalay or omission by either party lo exercise any right here under shall be construed as a waiver of
any such right and both parlies reserve the right to exercise any such righl from lime Lo time, as oflen as may be
deamad expedient,

© Access 4 Leaming (A4L) Communily. Al Rights Reserved Page | 12



STANDARE STUCKENT DATA PRIVACY AGREEMENT

Version 2.0

EXHIBIT A: PRODUCTS AND SERVICES

This DPA covers access to and use of [Jacksonville Ars & Music Schoal Inc. (JAMS) |'s exisling Services that collect,
procass, or transmit Student Data, as identified below:

Mo sludent data collacted
at this time.

© Accoss 4 Loarming (ASL) Communty, Al Righls Resened,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

EXHIBIT B: SCHEDULE OF STUDENT DATA

All Data Elements identified in this Exhibit are correct al time of signature,
Dala Elements Collected by Product (required and oplional):

Application Technolagy MetaData

IP &ddresses of users, use
of cookins, abe,

Criher application
technalogy matadata

If ‘Other’ checked, plaase
specily below checked
m.!'.'

Application Use Statistics

heta data on user
interaction with application

Assessment

Standardized lasl scons

Obsarvation data

Voice recordings

Oither assessmant dala

If ‘Cithar” checked, please
specify below checked
box:

Attendance

Student school (daily)
altandance dala
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STANCWREY STUDENT DATA PRIVACY AGREEMENT Vv 2.0

I|
L e e g ey i P ~ R
Emar =1 [ = 1] | Enber Enter

Tl

Studen! class attendance
data

product(s) | praduct(s) | preducts) | preduet(s) | product(s) |"|

Communication

Online communication
caplurad (emale, bisg antries)

Conduct

Conduct or behavional
elata

Demographics

Data of birth

Place of birth

Gandar

Ethinicity or race

Language information

{naiive, of primany Langeasgs
apken by shudenl)

Oither demographic
information

If ‘Other' checked, please
specify below checked
box:

Enrollment

Stpdent schood enrcliment

Student grade level

Homeroom

Guidance counselor

Spacific curricubum
programs

Year of graduation

© Access 4 Leaming (A4L) Commenily. AN Rights Reserved Page | 15



STANDARD STURENT DATA PRIVACY AGREEMENT Virsioet 2.0

Eys |' '|i. '|"|' r| rI |'|'_':';'|!|I | produclis) ||_|.||.||||
|I el TNAME | rars | 148 |||
. I

1 T ]
E il | nier I||:-.||-_ - | .i |
I||||I| |1|

Other enrcdimeant
informaton

if ‘Over’ checked, please
spocify balow choeckad
o

Parent/Guardian Contact Information

Address

Email

Phona

Parent/Guardian 1D

Paranl 10 purmbier (erestod
i lirik; ety 0 siudonis)

ParentiGuardian Name

First andior last

Schedule

Sfudent schaduled courses

Teacher narmes

Special Indicator

English language learner
information

Low-income slatus

Medical alerts/healih data

Student disability
Informsation

Specialized educalion
Services (IEP or S04}

Living situations
namiessiloahe carg)

Crihver indscatcr information

O Accass 4 Leaming (A4L) Commanty, AN Rights Resaned, Page | 16



STANCARD STUDENT DATA PRIVACY AGREEMENT Varsian 2.0

Entar |

ETE

'_:I:-i':' | Entir | Enlar 1 Ertler b

I ‘Oitwer” checked, planse
specify below checked
box:

] |
. . | E r =yl
PRt 5) |1a:4'l'2i_:'2-!!_r.'=_.lf| produchs) [ ipreducdis) | ipredust(s)’ :.;1'.:i|_|-_i|.h r,
; i

;:.-::-'lui--‘ :F|!:I=|::' A N nekne
1E il I |

Student Contact Information

Sddress

Email

Fhone

Student ldentifiers

Local {school district) 10
number

State 1D number

Providarfapp assigned
gtudent 1D number

Studant app username

Student app passwords

Student Name

First and'or last

Student In App Performance

Programfapplication
parformance ey, bpirg
program — abudent fypes 60 wpm,

reading program — shudenl reads.
below grade levely

Student Program Membership

Academic or
extracurricular activities a
studen| may belong to or
participate in
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STANCARE STUDENT DATA PRIVACY AGREEMENT

Varsiarn 2.0

Student Survey Responses

Student responses o
SUMEYS of questicnnaires

Student Work

Student generated
conbant; wriling, picluras,
etc.

Other studant work data

I ‘Other” checked, please
specify below checked
b

Transcript

Student course grades

Stedent course data

Shedent course
grades/performance
Scoras

Crther transcript dala

If ‘Other’ checked, Mease
specify below checked
bax:

Transportation

EStedent bus assignment

Stedent pick up andlor
drop off kecation

Studen! bus card 1D
number

Other transportation data

© Access 4 Loaming (A4L) Communily, AR Rights Resarved.
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STANDARD STULHENT DATA PRIVACY AGREEMENT

W 'Ofher' checked, pleass
specifly below chocked
B

Varsion 2.0

Other

Other data collected

I 'Other” checked, pleaso
st each addiional dala
elerment used, stored, or
collected by your
appicalion bafow checked
box;

Mo student data collected
at this time. Provider will

immediately nolify LEA i
this designation is no

langer applicable,

X

X

X

X

X

X

X

If Student Data is stored outside the United States, Provider shall list below the Countries where data is stored:
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

EXHIBIT C: DEFINITIONS

Change of Control: Any merger, acquisition, consalidation or other business reorganization or sale of all ar
substantially all of the assets of Provider or of the portion of Provider that performs the Senvices in the Service
Agreament.

Contextual Advertising: Conlextual advertising is the delivery of adverisements based upon a currant visil to
a Web page or a single search query, without the collection and retention of data aboul the consumer’s online

aclivilies over lima,

Dw-ldentified Data: Records and information are considered to be De-ldentfied when all personally identifiable
information has been removed or obscured, such that the remaining information does not reasonably identify a
specific student, including, but not limited to, any information that, alone or in combination is linkable to a specific
siudent.

Data Breach: An unaulhorized release, access to, disclosure or acguisition of Student Dala that compromises
the sacurity, confidentiality or integrity of the Student Data maintainad by the Provider in violalion of applicabla
slale or federal law.

Educational Records: Educational Records shall have the meaning sel fordh under FERPA 20 LLS, C, 12 32
gla)syA). For additional context see also the "Student Data’ definition.

LEA: For the purpose of this DPA, the LEA is the educational entity thal is a Parly to this Agreement. An LEA
can be a state agency, an educational service agency, a charter school or school system or a private schoaol or
school system, in addition to the federal definition of Local Education Agency (LEA).

Metadata: Means infarmation that provides meaning and context o other data being collected including, but
not limited to date and lima records and purpose of creation, Metadata that have been stripped of all direct and
indirect identifiers ara nol considerad Parsonally Identifiable Information or Student Data.

Originating LEA: An educational entity otherwise meeting the definition of LEA, that originally executes the DFA
im i1z entirety (including the marked checkbox enabling Exhibit "E™) with the Provider,

School Official: For the purposes of this DPA and pursuant to FERPA 34 CFR § 98.31(b), a School Official is
a contractor that: (1) Performs an institutional service or function for which the agency or institution would
otherwise use emplovees; (2] I3 under the direct control of the agency or insttuticn with respect (o the use and
maintenance of Student Data including Educational Records; and (3) Is subject to FERPA 34 CFR § 99.33(a)
governing the use and re-disclosure of Personally Idenfifiable Informaltion from Educational Records.

Service Agreement: Refers to the quote, corresponding confract, purchase order or larms of service andfor
terms of use.

Student Data: Studant Data includes any data, whether gathered, crealed or infermed by Provider or provided
by LEA or its users, students, or students’ parents/guardians, for a school purposa, that is descriptive of the
student including, but not limited 1o, information in the student’s Educational Record, persistent unique identifiars,
or any other infermation or identification number that would provide information about a specific student, Student
Data includes Metadata that has not been slripped of all direct and indirect identiiers. Student Data further
includes “Personally Identifiable Information (PI1),” as defined in 34 C.F.R. § 99.3 and as defined under any
applicable stale law. Student Data shall constitute Education Records for the purposes of this DPA, and for the
purposes of federal, state, and local laws and regulations. Student Data as spedfied in Exhibit *8” is confirmed

© Access 4 Leaming (AdL) Community. Al Rights Reserved. Page | 20




ET.H___P:'\_D.-‘IRDSTL_!DENT DATA PRIVACY AGREEMENT Varsion 20

1o be collected or processed by the Provider pursuant to the Services. Student Data shall nof inclede propery
Da- Identified Dala or ancnymous usage data regarding a student’s or LEA’s use of Provider's Services.

Student Generated Content: The term “Student Generated Content” means materials or content created by a
student in the services including, but not limited to, essays, research reporls, portfolios, creative writing, music
or other audio files, photographs, videos, and account information that enables ongoing ownership of student
content, "Student Generated Content” does not include student responses to a standardized assessmen! whera
sludenl possession and conirel would jeopardize the validity and reliabilily of that assessmenl.

Subprocessor: For the purposes of this DPA, the lerm "Subprocessor” (somelmes referred to as the
“Subcontractor™) means a pary other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service (o operate andlor improve its service, and who has access o or storage of Student
Daia, including securily, storage, analylics, and olher processing activilies necessary to perform a Provider
business purpose.

Subprocessor Agreement: An agreement between Provider and a third parly Subprocessor. A Subprocessor
Agreement includes either a wrillen agreemeant or an acceptance of lerms and conditions (8.9., click through

agreaments),

Subscribing LEA: An educational entity othersise meeting the definilion of LEA that was nol parly lo the
ariginal Service Agreement and who accepts the Provider's General Offer of Privacy Terms by executing Exhibil
"B

Targeted Advertising: Targeted Advertising means presenting an advertisernent o a sludent where the
selection of the advertisement is based on Student Data or inferred over time from the usage of the Provider
Internet web site, online service or mobile application by such student or the retention of such student's online
acliviies or requests over time for the purpose of targeting subsequent advertisernents. "Targeted Adverising”
does not include Contextual Advertising.,
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that are not
axpressed in 4.6 Disposition of Data, the LEA may fill in this form and dedver it 1o the Provider,

The Provider and the LEA must not fill in this form at the initiation of the DPA.

The Provider shall act on Exhibit D" from the designaled representative of the LEA or their designes (Preamble
or Exhibit "E” for Subscribing LEA).

Durval County Public Schools (*LEA") instructs Provider to dispose of Student Dala obtained by Frovider pursuant
to the terms of the DPA between LEA and Provider. The lerms of the Disposition are sel forth below:

1. Extent of Disposition
Disposition is parfial. The scope of Studeni Dalta fo be disposed of is sel forth below or found in an
attachiment Lo this Direclive:

Insert categories of Student Data here
j Dispasition is complete, Disposition extends to all Stedent Data,

2 M of Disposition
Bﬁ Disposiiion shall be by desirection or debetion of Student Data,

D Disposilion shall be by a transfer of Student Data. The Stedent Data shall be fransfemred 1o the Tollowing
sile as follows:

Insert of attach special instructions

3. Timing of Disposition
Stedent Data shall be disposed of by the following date:
As spon as commercially praclicable

|:| On Provider's standard destruction schedule

j By Insert Date

4. Duufj'ltiﬁad Data
The Frovider cerlifies that they have De-ldentified the data, as defined elsewhare in this Agreament, and
disposed of all copies of Student Data that wera not De-ldantfed in accordance with this Schedule and
the DPA. Tha Provider will notify LEA in accordance with the rotication requiremenis of the DPA using

this farm.
As of Enter Date
5 Other:
Signature(s) MWotice of Verified Disposition of Data
; /}- 11001/2024
Aulhonzed Represenlalive of Diate Cﬁ(mmrizad .{epr-EEErﬂal'wa o Diale
LEA Provider
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varshon 2.0

EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA (named below) agrea by signing this General Offer of Privacy Terms ("General
Offer”) that they are bound by the same lerms as the DPA  belween Provider and
Duval Caunty Pubie Schooks ("Originating LEA™) dated

Provider and Subscribing LEA agrea that the information below will be replaced throughout the DPA with the
information specific to the Subscribing LEA filled in below for the Subscribing LEA, This Genaral Offar shall
axtand only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA 1o any
other terms entered inlo between Provider and Criginating LEA. Any commercial lerms, such as price, termm, or
schedule of Services, relating o Subscribing LEA's use of the Provider's Services shall be detarmined solaly
between Provider and Subscribing LEA.

If Provider makas changes to Exhibit “A” or Exhibil "B” in accordance with sections 1.2 and 1.3 respectively,
Provider must complete the Addendum template provided by the A4L Community and notify the Originating LEA
and all Subscribing LEAS in accordance with the nolification provisions of this DPA, of the Addendum’s existence
and conlents. With regard lo a Subscribing LEA, an Addendum is automalically incorporated into this DPA when
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibit *B°, the LEA will have thirty (30) days
from receipt to object.  If no wriltan objection is received it will become incomporated into the DPA between the
pariies.

The Provider may withdraw the General Offer (for fulure use or for LEAs that have nol already accepted it) in
the event of: (1) a materal change in the applicable privacy statutes; or (2) a material change in the Services
and products listed in the Service Agreement. Notification of a withdrawal shall be submitted to

ndpa requastsi@adl o,
Subscribing LEAs shall send fthe signed Exhibit "E" o Provider al the following emall address:

The below signatory confirms they are authorized to bind their institution 1o this DPA as in ils entirety.
RESOURCE NAME(S):
{ Insert resource names coverad by originating DPA

|
|

L

PROVIDER: [Jacksonville Arts & Music School Inc. (JAMS) 1

Signed By, M Date: ey
¥

Printed Name: ;... pagpies Title/Position: ¢ ..o Diectar
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STANDARD STUDENT DATA PRIVACY AGREEMENT Vievsion 2.0
Exhibit “"E"” (continued)

Onginating LEA: Dl County Publo Schools
Resource Names:
Provicler Name: Jocksonville Ars & Music Schoal Ine, [JAMS)

Page 2 of 2: Duval County Public Schools

A Subscribing LEA, by signing a saparale Service Agreameant with Providar, and by its signature below, accepls
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for tha lerm of tha DPA between the Originating LEA and the Provider, **PRIOR TO ITS
EFFECTIVEMESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER."™"
Please nole, by signing this Exhibit you are also agreeing to any language that may be included in Exhibils 1o
tha Originating DPA beyond this Exhibit *E°. The below signatory confirms they are authorized to bind their
institution 1o this DPA as in its entirety.

Subscribing LEA: Duval County Public Schools

Signed By _ Date:

printed Name: D, Christopher Bernier Tile/Pesition:  Superintendent
Schoel District Name: Duval County Public Schools

Designated Representative of LEA:

Name: Dr. Christopher Bernier ~Tite:  Superintendent
Address: 1701 Prudential Drive, Jacksonville, FL 32207
Teleptone:  904-390-2000 Emal: bernierc@duvalschools.org

Motices to Subscribing LEA: The Provider and Subscribing LEA are sach responsible to promptly notify the
olher Parly of changes lo the notice information.

Security Notices to Subscribing LEA

[ 2m Mocre ]

[ Surswvinas, IT Sacerey ]

[ 4019 Boulevard Canter Detve, Jacksonille, FL 32207 1

[ ] With a copy to (if provided):

[ ] ice of Gerral Counssl ]
[ 1703 Posdential Drive, Jucksomsiie, FL 32307 ] 170 Prudesiial Drie. Jackseerie. FL 32207 1
[ ] I
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STANDARD STUDENT DATA PRI"I-'.-"!.EYIAEEEEH'I'EF!'T_ Version 2.0

EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS

Provider must mark one or more frameworks with which it complies.

The Provider may change which framework it complies with without invalidating or changing the DPA, but must
notify thie LEA of such change in accordancea with the notification requirements of the DPA.

FRAMEWORK(S)

Global Education Securily Standard - hilps.'sdpc.adl.orgigess!

MIST Cybarsecurity Framework (CSF)

MIST SP 800-53 Securily and Privacy Contrals for Informalion systems and organizations

HIST SP 800-171 Protecting Controlled Unclassified Informationm in Nonfederal Systems and
Organizations

IS0 27000 senes, Slandards for implementing organization securly and management practices

C1S Center for Internet Security Critical Security Controls
Cybersecurity Maturity Model Certification (CMMC, ~FAR/DFAR)

This space is provided for optional security programs and measures as noted in seclion 5.3
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viersion 2.0

EXHIBIT G: Supplemental SDPC State Terms for Florida

Providers/Operalors are to comply with the Florida Student Online Personal Information Prolection Act, Florida
Statute 10061494, This Act (effective TM1/2023 and initiated from SB 662 in 2023) establishes new and differant
terms than those oullined in the National Student Data Privacy Agresment contained hergin, Providers/Operators
are subject to all afthe Act's privacy terms, including, but not limited 1o the following:

1. An operator may not knowingly do any of the following:

a. Engage in targeted advertising on the operator’s site, service, or application, or largeted adverising on any
other site, sarvice, or application if the targeting of the advertising is based on any information, including
covered information and persistent unique identifiers, which the operator has acquired because of the use of
that operalor's site, service ar application for K-12 schaaol purposes,

b. Use covered information, including persistent unigue identifiers, created, or gatherad by the operator's site
senvice, or application 1o amass a profile of a student, except in furherance of k-12 school purposes.

¢, Share, sall, or rent a sludant’s information, including coverad information

2. An operator shall do all the following:
a. Collect no more covered information that is reasonably necessary to operate an Internel website, online
sanvica, online application, or mobile applicaton.

b. Implement and maintain reasonable securily procedures and pracioes appropriale (o the nature of the
covered information which are designed lo protect it from unauthorized access destruction, use,
modificalion, or disclosura,

c. Unless a parent or guardian expressly consents to the operafor retaining a student’s covered information,
delete the covered information at the conclusion of the course, or corresponding program and no later than
80 days after a studen! is no longer enrolled in a school within the district, upon notice by the school district.
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