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STANDARD STUDENT DATA PRIVACY AGREEMENT 

MASSACHUSETTS, MAINE, ILLINOIS, MISSOURI, NEW HAMPSHIRE, 
NEW YORK, OHIO, RHODE ISLAND, TENNESSEE, VERMONT, AND VIRGINIA

MA-ME-IL-MO-NH-NY-OH-RI-TN-VT-VA-NDPA, Standard Version 1.0

 Johnson City Schools

and  

National Coalition of Certification Centers(NC3)
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This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective 
Date”) and is entered into by and between:   :oŚnƐon CitǇ ^cŚoolƐ͕ located at ϭϬϬ E͘ DaƉle͕ :oŚnƐon CitǇ͕ TE 
ϯϳϲϬϱ h^A (the “Local Education Agency” or “LEA”) and National Coalition of Certification Centers(NC3)͕ located 
at P.O. Box 580802, Pleasant Prairie, WI 53158 USA ;tŚe ͞Provider͟Ϳ͘

WHEREAS, the Provider is providing educational or digital services to LEA.
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the Family 
Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online Privacy
Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations 
and 
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
obligations and duties in order to comply with applicable laws and regulations. 
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions.  Check if Required

If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby
incorporated by reference into this DPA in their entirety. 
If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as
General Offer of Privacy Terms  

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
In the event there is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” (the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.
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TŚe deƐiŐnated reƉreƐentative Ĩor tŚe Provider Ĩor tŚiƐ �PA iƐ͗  

Eaŵe͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺTitle͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

AddreƐƐ͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

PŚone͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Eŵail͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

TŚe deƐiŐnated reƉreƐentative Ĩor tŚe >EA Ĩor tŚiƐ �PA iƐ͗ 
DelonǇ ^urrett͕ CTK
ϭϬϬ E͘ DaƉle͕ :oŚnƐon CitǇ͕ TE ϯϳϲϬϱ
;ϰϮϯͿ ϰϯϰͲϱϮϬϬ
ƐurrettŵΛũcƐcŚoolƐ͘orŐ

IN WITNESS WHEREOF͕ >EA and Provider eǆecute tŚiƐ �PA aƐ oĨ tŚe EĨĨective �ate͘ 

Johnson City Schools

�Ǉ͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
�ate͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Printed Eaŵe͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ  
TitleͬPoƐition͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

National Coalition of Certification Centers(NC3)

�Ǉ͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
�ate͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Printed Eaŵe͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
TitleͬPoƐition͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Customer Success IT Coordinator

8168592301

P.O. Box 580802 Pleasant Prairie, WI 53158

Joseph.Smith@nc3.net

10/23/2024

Erika Staackmann
Customer Success Manager

Joseph Smith

11/04/24

Melony Surrett

Technology Director
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STANDARD CLAUSES 
serƐion ϭ͘Ϭ 

ARTICLE I: PURPOSE AND SCOPE 

1. Purpose of DPA͘ TŚe ƉurƉoƐe oĨ tŚiƐ �PA iƐ to deƐcribe tŚe dutieƐ and reƐƉonƐibilitieƐ to Ɖrotect ^tudent
�ata includinŐ coŵƉliance ǁitŚ all aƉƉlicable Ĩederal͕ Ɛtate͕ and local ƉrivacǇ laǁƐ͕ ruleƐ͕ and reŐulationƐ͕
all aƐ ŵaǇ be aŵended Ĩroŵ tiŵe to tiŵe͘ /n ƉerĨorŵinŐ tŚeƐe ƐerviceƐ͕ tŚe Provider ƐŚall be conƐidered
a ^cŚool KĨĨicial ǁitŚ a leŐitiŵate educational intereƐt͕ and ƉerĨorŵinŐ ƐerviceƐ otŚerǁiƐe Ɖrovided bǇ
tŚe >EA͘ Provider ƐŚall be under tŚe direct control and ƐuƉerviƐion oĨ tŚe >EA͕ ǁitŚ reƐƉect to itƐ uƐe oĨ
^tudent �ata

2. Student Data to Be Provided͘ /n order to ƉerĨorŵ tŚe ^erviceƐ deƐcribed above͕ >EA ƐŚall Ɖrovide
^tudent �ata aƐ identiĨied in tŚe ^cŚedule oĨ �ata͕ attacŚed Śereto aƐ Exhibit “B”͘

3. DPA Definitions͘ TŚe deĨinition oĨ terŵƐ uƐed in tŚiƐ �PA iƐ Ĩound in Exhibit “C”. /n tŚe event oĨ a conĨlict͕
deĨinitionƐ uƐed in tŚiƐ �PA ƐŚall Ɖrevail over terŵƐ uƐed in anǇ otŚer ǁritinŐ͕ includinŐ͕ but not liŵited
to tŚe ^ervice AŐreeŵent͕ TerŵƐ oĨ ^ervice͕ PrivacǇ PolicieƐ etc͘

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA͘ All ^tudent �ata tranƐŵitted to tŚe Provider ƉurƐuant to tŚe ^ervice
AŐreeŵent iƐ and ǁill continue to be tŚe ƉroƉertǇ oĨ and under tŚe control oĨ tŚe >EA͘ TŚe Provider
ĨurtŚer acŬnoǁledŐeƐ and aŐreeƐ tŚat all coƉieƐ oĨ ƐucŚ ^tudent �ata tranƐŵitted to tŚe Provider͕
includinŐ anǇ ŵodiĨicationƐ or additionƐ or anǇ Ɖortion tŚereoĨ Ĩroŵ anǇ Ɛource͕ are Ɛubũect to tŚe
ƉroviƐionƐ oĨ tŚiƐ �PA in tŚe Ɛaŵe ŵanner aƐ tŚe oriŐinal ^tudent �ata͘ TŚe PartieƐ aŐree tŚat aƐ betǁeen
tŚeŵ͕ all riŐŚtƐ͕ includinŐ all intellectual ƉroƉertǇ riŐŚtƐ in and to ^tudent �ata conteŵƉlated Ɖer tŚe
^ervice AŐreeŵent͕ ƐŚall reŵain tŚe eǆcluƐive ƉroƉertǇ oĨ tŚe >EA͘ &or tŚe ƉurƉoƐeƐ oĨ &EZPA͕ tŚe
Provider ƐŚall be conƐidered a ^cŚool KĨĨicial͕ under tŚe control and direction oĨ tŚe >EA aƐ it ƉertainƐ to
tŚe uƐe oĨ ^tudent �ata͕ notǁitŚƐtandinŐ tŚe above͘

2. Parent Access͘ To tŚe eǆtent reƋuired bǇ laǁ tŚe >EA ƐŚall eƐtabliƐŚ reaƐonable ƉrocedureƐ bǇ ǁŚicŚ a
Ɖarent͕ leŐal Őuardian͕ or eliŐible Ɛtudent ŵaǇ revieǁ Education ZecordƐ andͬor ^tudent �ata correct
erroneouƐ inĨorŵation͕ and ƉrocedureƐ Ĩor tŚe tranƐĨer oĨ ƐtudentͲŐenerated content to a ƉerƐonal
account͕ conƐiƐtent ǁitŚ tŚe ĨunctionalitǇ oĨ ƐerviceƐ͘ Provider ƐŚall reƐƉond in a reaƐonablǇ tiŵelǇ
ŵanner ;and no later tŚan ĨortǇ Ĩive ;ϰϱͿ daǇƐ Ĩroŵ tŚe date oĨ tŚe reƋueƐt or ƉurƐuant to tŚe tiŵe Ĩraŵe
reƋuired under Ɛtate laǁ Ĩor an >EA to reƐƉond to a Ɖarent or Ɛtudent͕ ǁŚicŚever iƐ ƐoonerͿ to tŚe >EA͛Ɛ
reƋueƐt Ĩor ^tudent �ata in a Ɛtudent͛Ɛ recordƐ Śeld bǇ tŚe Provider to vieǁ or correct aƐ neceƐƐarǇ͘ /n
tŚe event tŚat a Ɖarent oĨ a Ɛtudent or otŚer individual contactƐ tŚe Provider to revieǁ anǇ oĨ tŚe ^tudent
�ata acceƐƐed ƉurƐuant to tŚe ^erviceƐ͕ tŚe Provider ƐŚall reĨer tŚe Ɖarent or individual to tŚe >EA͕ ǁŚo
ǁill Ĩolloǁ tŚe neceƐƐarǇ and ƉroƉer ƉrocedureƐ reŐardinŐ tŚe reƋueƐted inĨorŵation͘

3. Separate Account͘ /Ĩ ^tudentͲ'enerated Content iƐ Ɛtored or ŵaintained bǇ tŚe Provider͕ Provider ƐŚall͕
at tŚe reƋueƐt oĨ tŚe >EA͕ tranƐĨer͕ or Ɖrovide a ŵecŚaniƐŵ Ĩor tŚe >EA to tranƐĨer͕ Ɛaid ^tudentͲ
'enerated Content to a ƐeƉarate account created bǇ tŚe Ɛtudent͘
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4. Law Enforcement Requests͘ ^Śould laǁ enĨorceŵent or otŚer Őovernŵent entitieƐ ;͞ZeƋueƐtinŐ
PartǇ;ieƐͿ͟Ϳ contact Provider ǁitŚ a reƋueƐt Ĩor ̂ tudent �ata Śeld bǇ tŚe Provider ƉurƐuant to tŚe ̂ erviceƐ͕
tŚe Provider ƐŚall notiĨǇ tŚe >EA in advance oĨ a coŵƉelled diƐcloƐure to tŚe ZeƋueƐtinŐ PartǇ͕ unleƐƐ
laǁĨullǇ directed bǇ tŚe ZeƋueƐtinŐ PartǇ not to inĨorŵ tŚe >EA oĨ tŚe reƋueƐt͘

5. Subprocessors͘ Provider ƐŚall enter into ǁritten aŐreeŵentƐ ǁitŚ all ^ubƉroceƐƐorƐ ƉerĨorŵinŐ ĨunctionƐ
Ĩor tŚe Provider in order Ĩor tŚe Provider to Ɖrovide tŚe ^erviceƐ ƉurƐuant to tŚe ^ervice AŐreeŵent͕
ǁŚerebǇ tŚe ^ubƉroceƐƐorƐ aŐree to Ɖrotect ^tudent �ata in a ŵanner no leƐƐ ƐtrinŐent tŚan tŚe terŵƐ
oĨ tŚiƐ �PA͘

ARTICLE III: DUTIES OF LEA 

1. Provide Data in Compliance with Applicable Laws͘ >EA ƐŚall Ɖrovide ^tudent �ata Ĩor tŚe ƉurƉoƐeƐ oĨ
obtaininŐ tŚe ^erviceƐ in coŵƉliance ǁitŚ all aƉƉlicable Ĩederal͕ Ɛtate͕ and local ƉrivacǇ laǁƐ͕ ruleƐ͕ and
reŐulationƐ͕ all aƐ ŵaǇ be aŵended Ĩroŵ tiŵe to tiŵe͘

2. Annual Notification of Rights͘ /Ĩ tŚe >EA ŚaƐ a ƉolicǇ oĨ diƐcloƐinŐ Education ZecordƐ andͬor ^tudent
�ata under &EZPA ;ϯϰ C&Z Α ϵϵ͘ϯϭ;aͿ;ϭͿͿ͕ >EA ƐŚall include a ƐƉeciĨication oĨ criteria Ĩor deterŵininŐ ǁŚo
conƐtituteƐ a ƐcŚool oĨĨicial and ǁŚat conƐtituteƐ a leŐitiŵate educational intereƐt in itƐ annual
notiĨication oĨ riŐŚtƐ͘

3. Reasonable Precautions͘ >EA ƐŚall taŬe reaƐonable ƉrecautionƐ to Ɛecure uƐernaŵeƐ͕ ƉaƐƐǁordƐ͕ and
anǇ otŚer ŵeanƐ oĨ ŐaininŐ acceƐƐ to tŚe ƐerviceƐ and ŚoƐted ^tudent �ata͘

4. Unauthorized Access Notification͘ >EA ƐŚall notiĨǇ Provider ƉroŵƉtlǇ oĨ anǇ Ŭnoǁn unautŚoriǌed acceƐƐ͘
>EA ǁill aƐƐiƐt Provider in anǇ eĨĨortƐ bǇ Provider to inveƐtiŐate and reƐƉond to anǇ unautŚoriǌed acceƐƐ͘

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance͘ TŚe Provider ƐŚall coŵƉlǇ ǁitŚ all aƉƉlicable Ĩederal͕ Ɛtate͕ and local laǁƐ͕ ruleƐ͕ and
reŐulationƐ ƉertaininŐ to ^tudent �ata ƉrivacǇ and ƐecuritǇ͕ all aƐ ŵaǇ be aŵended Ĩroŵ tiŵe to tiŵe͘

2. Authorized Use͘ TŚe ^tudent �ata ƐŚared ƉurƐuant to tŚe ^ervice AŐreeŵent͕ includinŐ ƉerƐiƐtent uniƋue
identiĨierƐ͕ ƐŚall be uƐed Ĩor no ƉurƉoƐe otŚer tŚan tŚe ^erviceƐ outlined in EǆŚibit A or Ɛtated in tŚe
^ervice AŐreeŵent andͬor otŚerǁiƐe autŚoriǌed under tŚe ƐtatuteƐ reĨerred to Śerein tŚiƐ �PA͘

3. Provider Employee Obligation͘ Provider ƐŚall reƋuire all oĨ Provider͛Ɛ eŵƉloǇeeƐ and aŐentƐ ǁŚo Śave
acceƐƐ to ^tudent �ata to coŵƉlǇ ǁitŚ all aƉƉlicable ƉroviƐionƐ oĨ tŚiƐ �PA ǁitŚ reƐƉect to tŚe ^tudent
�ata ƐŚared under tŚe ^ervice AŐreeŵent͘ Provider aŐreeƐ to reƋuire and ŵaintain an aƉƉroƉriate
conĨidentialitǇ aŐreeŵent Ĩroŵ eacŚ eŵƉloǇee or aŐent ǁitŚ acceƐƐ to ^tudent �ata ƉurƐuant to tŚe
^ervice AŐreeŵent͘

4. No Disclosure͘  Provider acŬnoǁledŐeƐ and aŐreeƐ tŚat it ƐŚall not ŵaŬe anǇ reͲdiƐcloƐure oĨ anǇ ^tudent
�ata or anǇ Ɖortion tŚereoĨ͕ includinŐ ǁitŚout liŵitation͕ uƐer content or otŚer nonͲƉublic inĨorŵation
andͬor ƉerƐonallǇ identiĨiable inĨorŵation contained in tŚe ^tudent �ata otŚer tŚan aƐ directed or
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Ɖerŵitted bǇ tŚe >EA or tŚiƐ �PA͘ TŚiƐ ƉroŚibition aŐainƐt diƐcloƐure ƐŚall not aƉƉlǇ to aŐŐreŐate 
ƐuŵŵarieƐ oĨ �eͲ/dentiĨied inĨorŵation͕ ^tudent �ata diƐcloƐed ƉurƐuant to a laǁĨullǇ iƐƐued ƐubƉoena 
or otŚer leŐal ƉroceƐƐ͕ or to ƐubƉroceƐƐorƐ ƉerĨorŵinŐ ƐerviceƐ on beŚalĨ oĨ tŚe Provider ƉurƐuant to tŚiƐ 
�PA͘ Provider ǁill not ^ell ^tudent �ata to anǇ tŚird ƉartǇ͘ 

5. De-Identified Data͗ Provider aŐreeƐ not to atteŵƉt to reͲidentiĨǇ deͲidentiĨied ̂ tudent �ata͘ �eͲ/dentiĨied
�ata ŵaǇ be uƐed bǇ tŚe Provider Ĩor tŚoƐe ƉurƉoƐeƐ alloǁed under &EZPA and tŚe ĨolloǁinŐ ƉurƉoƐeƐ͗
;ϭͿ aƐƐiƐtinŐ tŚe >EA or otŚer Őovernŵental aŐencieƐ in conductinŐ reƐearcŚ and otŚer ƐtudieƐ͖ and ;ϮͿ
reƐearcŚ and develoƉŵent oĨ tŚe ProviderΖƐ educational ƐiteƐ͕ ƐerviceƐ͕ or aƉƉlicationƐ͕ and to
deŵonƐtrate tŚe eĨĨectiveneƐƐ oĨ tŚe ^erviceƐ͖ and ;ϯͿ  Ĩor adaƉtive learninŐ ƉurƉoƐe and Ĩor cuƐtoŵiǌed
Ɛtudent learninŐ͘ ProviderΖƐ uƐe oĨ �eͲ/dentiĨied �ata ƐŚall Ɛurvive terŵination oĨ tŚiƐ �PA or anǇ reƋueƐt
bǇ >EA to return or deƐtroǇ ^tudent �ata͘ EǆceƉt Ĩor ^ubƉroceƐƐorƐ͕ Provider aŐreeƐ not to tranƐĨer deͲ
identiĨied ̂ tudent �ata to anǇ ƉartǇ unleƐƐ ;aͿ tŚat ƉartǇ aŐreeƐ in ǁritinŐ not to atteŵƉt reͲidentiĨication͕
and ;bͿ Ɖrior ǁritten notice ŚaƐ been Őiven to tŚe >EA ǁŚo ŚaƐ Ɖrovided Ɖrior ǁritten conƐent Ĩor ƐucŚ
tranƐĨer͘  Prior to ƉubliƐŚinŐ anǇ docuŵent tŚat naŵeƐ tŚe >EA eǆƉlicitlǇ or indirectlǇ͕ tŚe Provider ƐŚall
obtain tŚe >EA͛Ɛ ǁritten aƉƉroval oĨ tŚe ŵanner in ǁŚicŚ deͲidentiĨied data iƐ ƉreƐented͘

6. Disposition of Data͘ hƉon ǁritten reƋueƐt Ĩroŵ tŚe >EA͕ Provider ƐŚall diƐƉoƐe oĨ or Ɖrovide a ŵecŚaniƐŵ
Ĩor tŚe >EA to tranƐĨer ^tudent �ata obtained under tŚe ^ervice AŐreeŵent͕ ǁitŚin ƐiǆtǇ ;ϲϬͿ daǇƐ oĨ tŚe
date oĨ Ɛaid reƋueƐt and accordinŐ to a ƐcŚedule and Ɖrocedure aƐ tŚe PartieƐ ŵaǇ reaƐonablǇ aŐree͘
hƉon terŵination oĨ tŚiƐ �PA͕ iĨ no ǁritten reƋueƐt Ĩroŵ tŚe >EA iƐ received͕ Provider ƐŚall diƐƉoƐe oĨ all
^tudent �ata aĨter ƉrovidinŐ tŚe >EA ǁitŚ reaƐonable Ɖrior notice͘ TŚe dutǇ to diƐƉoƐe oĨ ^tudent �ata
ƐŚall not eǆtend to ^tudent �ata tŚat Śad been �eͲ/dentiĨied or Ɖlaced in a ƐeƉarate Ɛtudent account
ƉurƐuant to Ɛection // ϯ͘ TŚe >EA ŵaǇ eŵƉloǇ a ͞�irective Ĩor �iƐƉoƐition oĨ �ata͟ Ĩorŵ͕ a coƉǇ oĨ ǁŚicŚ
iƐ attacŚed Śereto aƐ Exhibit “D”͘ /Ĩ tŚe >EA and Provider eŵƉloǇ EǆŚibit ͞�͕͟ no ĨurtŚer ǁritten reƋueƐt
or notice iƐ reƋuired on tŚe Ɖart oĨ eitŚer ƉartǇ Ɖrior to tŚe diƐƉoƐition oĨ ̂ tudent �ata deƐcribed in EǆŚibit
͞�͘

7. Advertising Limitations. Provider iƐ ƉroŚibited Ĩroŵ uƐinŐ͕ diƐcloƐinŐ͕ or ƐellinŐ ̂ tudent �ata to ;aͿ inĨorŵ͕
inĨluence͕ or enable TarŐeted AdvertiƐinŐ͖ or ;bͿ develoƉ a ƉroĨile oĨ a Ɛtudent͕ ĨaŵilǇ ŵeŵberͬŐuardian
or ŐrouƉ͕ Ĩor anǇ ƉurƉoƐe otŚer tŚan ƉrovidinŐ tŚe ^ervice to >EA͘ TŚiƐ Ɛection doeƐ not ƉroŚibit Provider
Ĩroŵ uƐinŐ ^tudent �ata ;iͿ Ĩor adaƉtive learninŐ or cuƐtoŵiǌed Ɛtudent learninŐ ;includinŐ ŐeneratinŐ
ƉerƐonaliǌed learninŐ recoŵŵendationƐͿ͖ or ;iiͿ to ŵaŬe Ɖroduct recoŵŵendationƐ to teacŚerƐ or >EA
eŵƉloǇeeƐ͖ or ;iiiͿ to notiĨǇ account ŚolderƐ about neǁ education Ɖroduct uƉdateƐ͕ ĨeatureƐ͕ or ƐerviceƐ
or Ĩroŵ otŚerǁiƐe uƐinŐ ^tudent �ata aƐ Ɖerŵitted in tŚiƐ �PA and itƐ accoŵƉanǇinŐ eǆŚibitƐ

ARTICLE V: DATA PROVISIONS 

1. Data Storage͘ tŚere reƋuired bǇ aƉƉlicable laǁ͕ ^tudent �ata ƐŚall be Ɛtored ǁitŚin tŚe hnited ^tateƐ͘
hƉon reƋueƐt oĨ tŚe >EA͕ Provider ǁill Ɖrovide a liƐt oĨ tŚe locationƐ ǁŚere ^tudent �ata iƐ Ɛtored͘

2. Audits. Eo ŵore tŚan once a Ǉear͕ or ĨolloǁinŐ unautŚoriǌed acceƐƐ͕ uƉon receiƉt oĨ a ǁritten reƋueƐt
Ĩroŵ tŚe >EA ǁitŚ at leaƐt ten ;ϭϬͿ buƐineƐƐ daǇƐ͛ notice and uƉon tŚe eǆecution oĨ an aƉƉroƉriate
conĨidentialitǇ aŐreeŵent͕ tŚe Provider ǁill alloǁ tŚe >EA to audit tŚe ƐecuritǇ and ƉrivacǇ ŵeaƐureƐ tŚat
are in Ɖlace to enƐure Ɖrotection oĨ ^tudent �ata or anǇ Ɖortion tŚereoĨ aƐ it ƉertainƐ to tŚe deliverǇ oĨ
ƐerviceƐ to tŚe >EA ͘ TŚe Provider ǁill cooƉerate reaƐonablǇ ǁitŚ tŚe >EA and anǇ local͕ Ɛtate͕ or Ĩederal
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aŐencǇ ǁitŚ overƐiŐŚt autŚoritǇ or ũuriƐdiction in connection ǁitŚ anǇ audit or inveƐtiŐation oĨ tŚe Provider 
andͬor deliverǇ oĨ ^erviceƐ to ƐtudentƐ andͬor >EA͕ and ƐŚall Ɖrovide reaƐonable acceƐƐ to tŚe Provider͛Ɛ 
ĨacilitieƐ͕ ƐtaĨĨ͕ aŐentƐ and >EA͛Ɛ ^tudent �ata and all recordƐ ƉertaininŐ to tŚe Provider͕ >EA and deliverǇ 
oĨ ^erviceƐ to tŚe >EA͘ &ailure to reaƐonablǇ cooƉerate ƐŚall be deeŵed a ŵaterial breacŚ oĨ tŚe �PA͘ 

3. Data Security͘ TŚe Provider aŐreeƐ to utiliǌe adŵiniƐtrative͕ ƉŚǇƐical͕ and tecŚnical ƐaĨeŐuardƐ deƐiŐned
to Ɖrotect ^tudent �ata Ĩroŵ unautŚoriǌed acceƐƐ͕ diƐcloƐure͕ acƋuiƐition͕ deƐtruction͕ uƐe͕ or
ŵodiĨication͘ TŚe Provider ƐŚall adŚere to anǇ aƉƉlicable laǁ relatinŐ to data ƐecuritǇ͘ TŚe Ɖrovider ƐŚall
iŵƉleŵent an adeƋuate CǇberƐecuritǇ &raŵeǁorŬ baƐed on one oĨ tŚe nationallǇ recoŐniǌed ƐtandardƐ
Ɛet ĨortŚ in Exhibit “F”͘ EǆcluƐionƐ͕ variationƐ͕ or eǆeŵƉtionƐ to tŚe identiĨied CǇberƐecuritǇ &raŵeǁorŬ
ŵuƐt be detailed in an attacŚŵent͘  AdditionallǇ͕ Provider ŵaǇ cŚooƐe to ĨurtŚer detail itƐ ƐecuritǇ
ƉroŐraŵƐ and ŵeaƐureƐ tŚat auŐŵent or are in addition to tŚe CǇberƐecuritǇ &raŵeǁorŬ in Exhibit “F”͘
Provider ƐŚall Ɖrovide͕ in tŚe ^tandard ^cŚedule to tŚe �PA͕ contact inĨorŵation oĨ an eŵƉloǇee ǁŚo >EA
ŵaǇ contact iĨ tŚere are anǇ data ƐecuritǇ concernƐ or ƋueƐtionƐ͘

4. Data Breach͘ /n tŚe event oĨ an unautŚoriǌed releaƐe͕ diƐcloƐure or acƋuiƐition oĨ ^tudent �ata tŚat
coŵƉroŵiƐeƐ tŚe ƐecuritǇ͕ conĨidentialitǇ or inteŐritǇ oĨ tŚe ^tudent �ata ŵaintained bǇ tŚe Provider tŚe
Provider ƐŚall Ɖrovide notiĨication to >EA ǁitŚin ƐeventǇͲtǁo ;ϳϮͿ ŚourƐ oĨ conĨirŵation oĨ tŚe incident͕
unleƐƐ notiĨication ǁitŚin tŚiƐ tiŵe liŵit ǁould diƐruƉt inveƐtiŐation oĨ tŚe incident bǇ laǁ enĨorceŵent͘
/n ƐucŚ an event͕ notiĨication ƐŚall be ŵade ǁitŚin a reaƐonable tiŵe aĨter tŚe incident͘ Provider ƐŚall
Ĩolloǁ tŚe ĨolloǁinŐ ƉroceƐƐ͗

(1) TŚe ƐecuritǇ breacŚ notiĨication deƐcribed above ƐŚall include͕ at a ŵiniŵuŵ͕ tŚe ĨolloǁinŐ
inĨorŵation to tŚe eǆtent Ŭnoǁn bǇ tŚe Provider and aƐ it becoŵeƐ available͗

i. TŚe naŵe and contact inĨorŵation oĨ tŚe reƉortinŐ >EA Ɛubũect to tŚiƐ Ɛection͘
ii. A liƐt oĨ tŚe tǇƉeƐ oĨ ƉerƐonal inĨorŵation tŚat ǁere or are reaƐonablǇ believed to Śave

been tŚe Ɛubũect oĨ a breacŚ͘
iii. /Ĩ tŚe inĨorŵation iƐ ƉoƐƐible to deterŵine at tŚe tiŵe tŚe notice iƐ Ɖrovided͕ tŚen eitŚer

;ϭͿ tŚe date oĨ tŚe breacŚ͕ ;ϮͿ tŚe eƐtiŵated date oĨ tŚe breacŚ͕ or ;ϯͿ tŚe date ranŐe
ǁitŚin ǁŚicŚ tŚe breacŚ occurred͘ TŚe notiĨication ƐŚall alƐo include tŚe date oĨ tŚe
notice͘

iv. tŚetŚer tŚe notiĨication ǁaƐ delaǇed aƐ a reƐult oĨ a laǁ enĨorceŵent inveƐtiŐation͕ iĨ
tŚat inĨorŵation iƐ ƉoƐƐible to deterŵine at tŚe tiŵe tŚe notice iƐ Ɖrovided͖ and

v. A Őeneral deƐcriƉtion oĨ tŚe breacŚ incident͕ iĨ tŚat inĨorŵation iƐ ƉoƐƐible to deterŵine
at tŚe tiŵe tŚe notice iƐ Ɖrovided͘

;ϮͿ Provider aŐreeƐ to adŚere to all Ĩederal and Ɛtate reƋuireŵentƐ ǁitŚ reƐƉect to a data breacŚ
related to tŚe ̂ tudent �ata͕ includinŐ͕ ǁŚen aƉƉroƉriate or reƋuired͕ tŚe reƋuired reƐƉonƐibilitieƐ
and ƉrocedureƐ Ĩor notiĨication and ŵitiŐation oĨ anǇ ƐucŚ data breacŚ͘

;ϯͿ Provider ĨurtŚer acŬnoǁledŐeƐ and aŐreeƐ to Śave a ǁritten incident reƐƉonƐe Ɖlan tŚat reĨlectƐ
beƐt ƉracticeƐ and iƐ conƐiƐtent ǁitŚ induƐtrǇ ƐtandardƐ and Ĩederal and Ɛtate laǁ Ĩor reƐƉondinŐ
to a data breacŚ͕ breacŚ oĨ ƐecuritǇ͕ ƉrivacǇ incident or unautŚoriǌed acƋuiƐition or uƐe oĨ ̂ tudent
�ata or anǇ Ɖortion tŚereoĨ͕ includinŐ ƉerƐonallǇ identiĨiable inĨorŵation and aŐreeƐ to Ɖrovide
>EA͕ uƉon reƋueƐt͕ ǁitŚ a ƐuŵŵarǇ oĨ Ɛaid ǁritten incident reƐƉonƐe Ɖlan͘
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;ϰͿ >EA ƐŚall Ɖrovide notice and ĨactƐ ƐurroundinŐ tŚe breacŚ to tŚe aĨĨected ƐtudentƐ͕ ƉarentƐ or
ŐuardianƐ͘

(5) /n tŚe event oĨ a breacŚ oriŐinatinŐ Ĩroŵ >EA͛Ɛ uƐe oĨ tŚe ^ervice͕ Provider ƐŚall cooƉerate ǁitŚ
>EA to tŚe eǆtent neceƐƐarǇ to eǆƉeditiouƐlǇ Ɛecure ^tudent �ata͘

ARTICLE VI: GENERAL OFFER OF TERMS 

Provider ŵaǇ͕ bǇ ƐiŐninŐ tŚe attacŚed Ĩorŵ oĨ ͞'eneral KĨĨer oĨ PrivacǇ TerŵƐ͟ ;'eneral KĨĨer͕ attacŚed Śereto 
aƐ Exhibit “E”Ϳ͕ be bound bǇ tŚe terŵƐ oĨ Exhibit “E” to anǇ otŚer >EA ǁŚo ƐiŐnƐ tŚe acceƉtance on Ɛaid EǆŚibit͘ 
TŚe Ĩorŵ iƐ liŵited bǇ tŚe terŵƐ and conditionƐ deƐcribed tŚerein͘  

ARTICLE VII: MISCELLANEOUS 

1. Termination͘ /n tŚe event tŚat eitŚer PartǇ ƐeeŬƐ to terŵinate tŚiƐ �PA͕ tŚeǇ ŵaǇ do Ɛo bǇ ŵutual ǁritten
conƐent Ɛo lonŐ aƐ tŚe ^ervice AŐreeŵent ŚaƐ laƉƐed or ŚaƐ been terŵinated͘ EitŚer ƉartǇ ŵaǇ terŵinate
tŚiƐ �PA and anǇ Ɛervice aŐreeŵent or contract iĨ tŚe otŚer ƉartǇ breacŚeƐ anǇ terŵƐ oĨ tŚiƐ �PA͘

2. Effect of Termination Survival͘ /Ĩ tŚe ^ervice AŐreeŵent iƐ terŵinated͕ tŚe Provider ƐŚall deƐtroǇ all oĨ
>EA͛Ɛ ^tudent �ata ƉurƐuant to Article /s͕ Ɛection ϲ͘

3. Priority of Agreements͘ TŚiƐ �PA ƐŚall Őovern tŚe treatŵent oĨ ^tudent �ata in order to coŵƉlǇ ǁitŚ tŚe
ƉrivacǇ ƉrotectionƐ͕ includinŐ tŚoƐe Ĩound in &EZPA and all aƉƉlicable ƉrivacǇ ƐtatuteƐ identiĨied in tŚiƐ
�PA͘ /n tŚe event tŚere iƐ conĨlict betǁeen tŚe terŵƐ oĨ tŚe �PA and tŚe ^ervice AŐreeŵent͕ TerŵƐ oĨ
^ervice͕ PrivacǇ PolicieƐ͕ or ǁitŚ anǇ otŚer bidͬZ&P͕ licenƐe aŐreeŵent͕ or ǁritinŐ͕ tŚe terŵƐ oĨ tŚiƐ �PA
ƐŚall aƉƉlǇ and taŬe Ɖrecedence͘  /n tŚe event oĨ a conĨlict betǁeen tŚe ^�PC ^tandard ClauƐeƐ and tŚe
^uƉƉleŵental ^tate TerŵƐ͕ tŚe ^uƉƉleŵental ^tate TerŵƐ ǁill control͘  EǆceƉt aƐ deƐcribed in tŚiƐ
ƉaraŐraƉŚ Śerein͕ all otŚer ƉroviƐionƐ oĨ tŚe ^ervice AŐreeŵent ƐŚall reŵain in eĨĨect͘

4. Entire Agreement͘ TŚiƐ �PA and tŚe ^ervice AŐreeŵent conƐtitute tŚe entire aŐreeŵent oĨ tŚe PartieƐ
relatinŐ to tŚe Ɛubũect ŵatter ŚereoĨ and ƐuƉerƐedeƐ all Ɖrior coŵŵunicationƐ͕ reƉreƐentationƐ͕ or
aŐreeŵentƐ͕ oral or ǁritten͕ bǇ tŚe PartieƐ relatinŐ tŚereto͘ TŚiƐ �PA ŵaǇ be aŵended and tŚe
obƐervance oĨ anǇ ƉroviƐion oĨ tŚiƐ �PA ŵaǇ be ǁaived ;eitŚer ŐenerallǇ or in anǇ Ɖarticular inƐtance and
eitŚer retroactivelǇ or ƉroƐƉectivelǇͿ onlǇ ǁitŚ tŚe ƐiŐned ǁritten conƐent oĨ botŚ PartieƐ͘ EeitŚer Ĩailure
nor delaǇ on tŚe Ɖart oĨ anǇ PartǇ in eǆerciƐinŐ anǇ riŐŚt͕ Ɖoǁer͕ or ƉrivileŐe Śereunder ƐŚall oƉerate aƐ a
ǁaiver oĨ ƐucŚ riŐŚt͕ nor ƐŚall anǇ ƐinŐle or Ɖartial eǆerciƐe oĨ anǇ ƐucŚ riŐŚt͕ Ɖoǁer͕ or ƉrivileŐe Ɖreclude
anǇ ĨurtŚer eǆerciƐe tŚereoĨ or tŚe eǆerciƐe oĨ anǇ otŚer riŐŚt͕ Ɖoǁer͕ or ƉrivileŐe͘
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5. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to
such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating
the remaining provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall
not invalidate or render unenforceable such provision in any other jurisdiction. Notwithstanding the
foregoing, if such provision could be more narrowly drawn so as not to be prohibited or unenforceable in
such jurisdiction while, at the same time, maintaining the intent of the Parties, it shall, as to such
jurisdiction, be so narrowly drawn without invalidating the remaining provisions of this DPA or affecting
the validity or enforceability of such provision in any other jurisdiction.

6. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

7. Successors Bound: This DPA is and shall be binding upon the respective successors in interest to Provider
in the event of a merger, acquisition, consolidation or other business reorganization or sale of all or
substantially all of the assets of such business In the event that the Provider  sells, merges, or otherwise
disposes of its business to a successor during the term of this DPA, the Provider shall provide written
notice  to the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Such
notice shall include a written, signed assurance that the successor will assume the obligations of the DPA
and any obligations with respect to Student Data within the Service Agreement. The LEA has the authority
to terminate the DPA if it disapproves of the successor to whom the Provider is selling, merging, or
otherwise disposing of its business.

8. Authority.  Each party represents that it is authorized to bind to the terms of this DPA, including
confidentiality and destruction of Student Data and any portion thereof contained therein, all related or
associated institutions, individuals, employees or contractors who may have access to the Student Data
and/or any portion thereof.

9. Waiver. No delay or omission by either party to exercise any right hereunder shall be construed as a
waiver of any such right and both parties reserve the right to exercise any such right from time to time,
as often as may be deemed expedient.
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EXHIBIT “A” 

DESCRIPTION OF SERVICES 

ECϯ certiĨicationƐ enŚance tŚe ƐcŚool͛Ɛ ƉroŐraŵ ǁitŚ tŚeorǇ and ŚandƐͲon Ɖractice ǁitŚ 
ƐƉeciĨic coŵƉanǇͲƐƉonƐored eƋuiƉŵent and toolƐ͘ ^tudentƐ Őraduate ǁitŚ tranƐĨerable 
ŬnoǁledŐe and coŵƉetencǇ valued bǇ tŚe ƐƉonƐorinŐ coŵƉanǇ and anǇ eŵƉloǇer͘ ECϯ buildƐ 
deeƉ induƐtrǇͲeducational ƉartnerƐŚiƉƐ and develoƉƐ͕ iŵƉleŵentƐ and ƐuƐtainƐ induƐtrǇͲ
recoŐniǌed Ɖortable certiĨicationƐ built on national ƐŬillƐ ƐtandardƐ͘ te enviƐion an induƐtrial 
labor ŵarŬet ǁŚere all ǁorŬerƐ Śave ũobƐ tŚeǇ need to tŚrive and all coŵƉanieƐ Śave ǁellͲ
trained eŵƉloǇeeƐ tŚeǇ need to oƉerate and Őroǁ͘ 

Product ^ƉeciĨicationƐ 
ECϯCertƐ͘coŵ ŚouƐeƐ ECϯ͛Ɛ online certiĨication ƐerviceƐ tŚrouŐŚ ǁŚicŚ inƐtructorƐ and 
ƐtudentƐ can iƐƐue and earn ECϯ͛Ɛ induƐtrǇ validated ƉroĨeƐƐional certiĨicationƐ͘ /n iƐƐuinŐ and 
earninŐ ECϯ certiĨicationƐ͕ inƐtructorƐ and ƐtudentƐ Śave acceƐƐ to variouƐ curriculuŵ iteŵƐ 
includinŐ inƐtructional PoǁerPointƐ͕ Ɛtudent ŐuideƐ͕ lab eǆerciƐeƐ͕ and eǆaŵƐ͘ &or a liƐt oĨ our 
ƉroŐraŵƐ and certiĨicationƐ͕ viƐit ŚttƉƐ͗ͬͬǁǁǁ͘ncϯ͘netͬcertiĨicationƐͲbǇͲƉroŐraŵͬ 

TecŚnical ^ƉeciĨicationƐ 
ECϯCertƐ͘coŵ 
ncϯcertƐ͘Ɛϯ͘aŵaǌonaǁƐ͘coŵ 
Cloud baƐed ǁeb aƉƉlication͘ 
teb broǁƐer acceƐƐed͘ 
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EXHIBIT “B”   
SCHEDULE OF DATA 

Category of Data Elements Check if Used by 
Your System 

AƉƉlication TecŚnoloŐǇ 
Deta �ata 

/P AddreƐƐeƐ oĨ uƐerƐ͕ hƐe oĨ cooŬieƐ͕ etc͘ 
KtŚer aƉƉlication tecŚnoloŐǇ ŵeta dataͲPleaƐe ƐƉeciĨǇ͗ 

AƉƉlication hƐe ^tatiƐticƐ Deta data on uƐer interaction ǁitŚ aƉƉlication 

AƐƐeƐƐŵent ^tandardiǌed teƐt ƐcoreƐ 

KbƐervation data 
KtŚer aƐƐeƐƐŵent dataͲPleaƐe ƐƉeciĨǇ͗ 

Attendance ^tudent ƐcŚool ;dailǇͿ attendance data 

^tudent claƐƐ attendance data 

CoŵŵunicationƐ Knline coŵŵunicationƐ caƉtured ;eŵailƐ͕ bloŐ entrieƐͿ 

Conduct Conduct or beŚavioral data 

�eŵoŐraƉŚicƐ �ate oĨ �irtŚ 

Place oĨ �irtŚ 

'ender 

EtŚnicitǇ or race 

>anŐuaŐe inĨorŵation ;native͕ or ƉriŵarǇ lanŐuaŐe ƐƉoŬen bǇ ƐtudentͿ 
KtŚer deŵoŐraƉŚic inĨorŵationͲPleaƐe ƐƉeciĨǇ͗ 

Enrollŵent ^tudent ƐcŚool enrollŵent 

^tudent Őrade level 

,oŵerooŵ 

'uidance counƐelor 

^ƉeciĨic curriculuŵ ƉroŐraŵƐ 

zear oĨ Őraduation 
KtŚer enrollŵent inĨorŵationͲPleaƐe ƐƉeciĨǇ͗ 

Parentͬ'uardian Contact 
/nĨorŵation 

AddreƐƐ 

Eŵail 

PŚone 

Parentͬ'uardian /� Parent /� nuŵber ;created to linŬ ƉarentƐ to ƐtudentƐͿ 

✓

✓

✓

✓



ϭϮ 

Category of Data Elements Check if Used by 
Your System 

Parentͬ'uardian Eaŵe &irƐt andͬor >aƐt 

^cŚedule ^tudent ƐcŚeduled courƐeƐ 

TeacŚer naŵeƐ 

^Ɖecial /ndicator EnŐliƐŚ lanŐuaŐe learner inĨorŵation 

>oǁ incoŵe ƐtatuƐ 

Dedical alertƐͬ ŚealtŚ data 

^tudent diƐabilitǇ inĨorŵation 

^Ɖecialiǌed education ƐerviceƐ ;/EP or ϱϬϰͿ 

>ivinŐ ƐituationƐ ;ŚoŵeleƐƐͬĨoƐter careͿ 
KtŚer indicator inĨorŵationͲPleaƐe ƐƉeciĨǇ͗ 

^tudent Contact 
/nĨorŵation 

AddreƐƐ 

Eŵail 

PŚone 

^tudent /dentiĨierƐ >ocal ;^cŚool diƐtrictͿ /� nuŵber 

^tate /� nuŵber 

ProviderͬAƉƉ aƐƐiŐned Ɛtudent /� nuŵber 

^tudent aƉƉ uƐernaŵe 

^tudent aƉƉ ƉaƐƐǁordƐ 

^tudent Eaŵe &irƐt andͬor >aƐt 

^tudent /n AƉƉ 
PerĨorŵance 

ProŐraŵͬaƉƉlication ƉerĨorŵance ;tǇƉinŐ ƉroŐraŵͲƐtudent tǇƉeƐ ϲϬ 
ǁƉŵ͕ readinŐ ƉroŐraŵͲƐtudent readƐ beloǁ Őrade levelͿ 

^tudent ProŐraŵ 
DeŵberƐŚiƉ 

Acadeŵic or eǆtracurricular activitieƐ a Ɛtudent ŵaǇ belonŐ to or 
ƉarticiƉate in 

^tudent ^urveǇ ZeƐƉonƐeƐ ^tudent reƐƉonƐeƐ to ƐurveǇƐ or ƋueƐtionnaireƐ 

^tudent ǁorŬ ^tudent Őenerated content͖ ǁritinŐ͕ ƉictureƐ͕ etc͘ 
KtŚer Ɛtudent ǁorŬ data ͲPleaƐe ƐƉeciĨǇ͗ 

TranƐcriƉt ^tudent courƐe ŐradeƐ 

^tudent courƐe data 

^tudent courƐe ŐradeƐͬ ƉerĨorŵance ƐcoreƐ 
KtŚer tranƐcriƉt data Ͳ PleaƐe ƐƉeciĨǇ͗ 

TranƐƉortation ^tudent buƐ aƐƐiŐnŵent 

✓

✓

✓

✓

✓

✓

✓

✓

✓

Hands-on Lab 
performance 
evaluations. 
Only required 
for select 
Lincoln Electric 
Certifications.

✓

✓

✓
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Category of Data Elements Check if Used by 
Your System 

^tudent ƉicŬ uƉ andͬor droƉ oĨĨ location 

^tudent buƐ card /� nuŵber 
KtŚer tranƐƉortation data ʹ PleaƐe ƐƉeciĨǇ͗ 

KtŚer PleaƐe liƐt eacŚ additional data eleŵent uƐed͕ Ɛtored͕ or collected bǇ 
Ǉour aƉƉlication͗ 

Eone Eo ^tudent �ata collected at tŚiƐ tiŵe͘ Provider ǁill iŵŵediatelǇ 
notiĨǇ >EA iĨ tŚiƐ deƐiŐnation iƐ no lonŐer aƉƉlicable͘ 
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EXHIBIT “C” 
DEFINITIONS 

De-Identified Data and De-Identification͗ ZecordƐ and inĨorŵation are conƐidered to be deͲidentiĨied ǁŚen all 
ƉerƐonallǇ identiĨiable inĨorŵation ŚaƐ been reŵoved or obƐcured͕ ƐucŚ tŚat tŚe reŵaininŐ inĨorŵation doeƐ not 
reaƐonablǇ identiĨǇ a ƐƉeciĨic individual͕ includinŐ͕ but not liŵited to͕ anǇ inĨorŵation tŚat͕ alone or in 
coŵbination iƐ linŬable to a ƐƉeciĨic Ɛtudent and Ɖrovided tŚat tŚe educational aŐencǇ͕ or otŚer ƉartǇ͕ ŚaƐ ŵade 
a reaƐonable deterŵination tŚat a Ɛtudent͛Ɛ identitǇ iƐ not ƉerƐonallǇ identiĨiable͕ taŬinŐ into account reaƐonable 
available inĨorŵation͘

Educational Records͗ Educational ZecordƐ are recordƐ͕ ĨileƐ͕ docuŵentƐ͕ and otŚer ŵaterialƐ directlǇ related to a 
Ɛtudent and ŵaintained bǇ tŚe ƐcŚool or local education aŐencǇ͕ or bǇ a ƉerƐon actinŐ Ĩor ƐucŚ ƐcŚool or local 
education aŐencǇ͕ includinŐ but not liŵited to͕ recordƐ encoŵƉaƐƐinŐ all tŚe ŵaterial ŬeƉt in tŚe Ɛtudent͛Ɛ 
cuŵulative Ĩolder͕ ƐucŚ aƐ Őeneral identiĨǇinŐ data͕ recordƐ oĨ attendance and oĨ acadeŵic ǁorŬ coŵƉleted͕ 
recordƐ oĨ acŚieveŵent͕ and reƐultƐ oĨ evaluative teƐtƐ͕ ŚealtŚ data͕ diƐciƉlinarǇ ƐtatuƐ͕ teƐt ƉrotocolƐ and 
individualiǌed education ƉroŐraŵƐ͘  

Metadata͗ ŵeanƐ inĨorŵation tŚat ƉrovideƐ ŵeaninŐ and conteǆt to otŚer data beinŐ collected͖ includinŐ͕ but not 
liŵited to͗ date and tiŵe recordƐ and ƉurƉoƐe oĨ creation Detadata tŚat Śave been ƐtriƉƉed oĨ all direct and 
indirect identiĨierƐ are not conƐidered PerƐonallǇ /dentiĨiable /nĨorŵation͘ 

Operator͗ ŵeanƐ tŚe oƉerator oĨ an internet ǁebƐite͕ online Ɛervice͕ online aƉƉlication͕ or ŵobile aƉƉlication ǁitŚ 
actual ŬnoǁledŐe tŚat tŚe Ɛite͕ Ɛervice͕ or aƉƉlication iƐ uƐed Ĩor <ʹϭϮ ƐcŚool ƉurƉoƐeƐ͘ AnǇ entitǇ tŚat oƉerateƐ 
an internet ǁebƐite͕ online Ɛervice͕ online aƉƉlication͕ or ŵobile aƉƉlication tŚat ŚaƐ entered into a ƐiŐned͕ ǁritten 
aŐreeŵent ǁitŚ an >EA to Ɖrovide a Ɛervice to tŚat >EA ƐŚall be conƐidered an ͞oƉerator͟ Ĩor tŚe ƉurƉoƐeƐ oĨ tŚiƐ 
Ɛection͘  

Originating >EA͗ An >EA ǁŚo oriŐinallǇ eǆecuteƐ tŚe �PA in itƐ entiretǇ ǁitŚ tŚe Provider͘ 

Provider͗ &or ƉurƉoƐeƐ oĨ tŚe �PA͕ tŚe terŵ ͞ Provider͟ ŵeanƐ Ɖrovider oĨ diŐital educational ƐoĨtǁare or ƐerviceƐ͕ 
includinŐ cloudͲbaƐed ƐerviceƐ͕ Ĩor tŚe diŐital ƐtoraŐe͕ ŵanaŐeŵent͕ and retrieval oĨ ^tudent �ata͘ titŚin tŚe �PA 
tŚe terŵ ͞Provider͟ includeƐ tŚe terŵ ͞TŚird PartǇ͟ and tŚe terŵ ͞KƉerator͟ aƐ uƐed in aƉƉlicable Ɛtate ƐtatuteƐ͘ 

Student Generated Content͗ TŚe terŵ ͞ƐtudentͲŐenerated content͟ ŵeanƐ ŵaterialƐ or content created bǇ a 
Ɛtudent in tŚe ƐerviceƐ includinŐ͕ but not liŵited to͕ eƐƐaǇƐ͕ reƐearcŚ reƉortƐ͕ ƉortĨolioƐ͕ creative ǁritinŐ͕ ŵuƐic or 
otŚer audio ĨileƐ͕ ƉŚotoŐraƉŚƐ͕ videoƐ͕ and account inĨorŵation tŚat enableƐ onŐoinŐ oǁnerƐŚiƉ oĨ Ɛtudent 
content͘  

School Official͗ &or tŚe ƉurƉoƐeƐ oĨ tŚiƐ �PA and ƉurƐuant to ϯϰ C&Z Α ϵϵ͘ϯϭ;bͿ͕ a ^cŚool KĨĨicial iƐ a contractor 
tŚat͗ ;ϭͿ PerĨorŵƐ an inƐtitutional Ɛervice or Ĩunction Ĩor ǁŚicŚ tŚe aŐencǇ or inƐtitution ǁould otŚerǁiƐe uƐe 
eŵƉloǇeeƐ͖ ;ϮͿ /Ɛ under tŚe direct control oĨ tŚe aŐencǇ or inƐtitution ǁitŚ reƐƉect to tŚe uƐe and ŵaintenance oĨ 
^tudent �ata includinŐ Education ZecordƐ͖ and ;ϯͿ /Ɛ Ɛubũect to ϯϰ C&Z Α ϵϵ͘ϯϯ;aͿ ŐoverninŐ tŚe uƐe and reͲ
diƐcloƐure oĨ ƉerƐonallǇ identiĨiable inĨorŵation Ĩroŵ Education ZecordƐ͘  

Service Agreement͗ ZeĨerƐ to tŚe Contract͕ PurcŚaƐe Krder or TerŵƐ oĨ ^ervice or TerŵƐ oĨ hƐe͘ 

Student Data͗ ^tudent �ata includeƐ anǇ data͕ ǁŚetŚer ŐatŚered bǇ Provider or Ɖrovided bǇ >EA or itƐ uƐerƐ͕ 
ƐtudentƐ͕ or ƐtudentƐ͛ ƉarentƐͬŐuardianƐ͕ tŚat iƐ deƐcriƉtive oĨ tŚe Ɛtudent includinŐ͕ but not liŵited to͕ 
inĨorŵation in tŚe Ɛtudent͛Ɛ educational record or eŵail͕ ĨirƐt and laƐt naŵe͕ birtŚdate͕ Śoŵe or otŚer ƉŚǇƐical 
addreƐƐ͕ teleƉŚone nuŵber͕ eŵail addreƐƐ͕ or otŚer inĨorŵation alloǁinŐ ƉŚǇƐical or online contact͕ diƐciƉline 
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recordƐ͕ videoƐ͕ teƐt reƐultƐ͕ ƐƉecial education data͕ ũuvenile deƉendencǇ recordƐ͕ ŐradeƐ͕ evaluationƐ͕ criŵinal 
recordƐ͕ ŵedical recordƐ͕ ŚealtŚ recordƐ͕ Ɛocial ƐecuritǇ nuŵberƐ͕ bioŵetric inĨorŵation͕ diƐabilitieƐ͕ 
Ɛocioeconoŵic inĨorŵation͕ individual ƉurcŚaƐinŐ beŚavior or ƉreĨerenceƐ͕ Ĩood ƉurcŚaƐeƐ͕ Ɖolitical aĨĨiliationƐ͕ 
reliŐiouƐ inĨorŵation͕ teǆt ŵeƐƐaŐeƐ͕ docuŵentƐ͕ Ɛtudent identiĨierƐ͕ ƐearcŚ activitǇ͕ ƉŚotoƐ͕ voice recordinŐƐ͕ 
Őeolocation inĨorŵation͕ ƉarentƐ͛ naŵeƐ͕ or anǇ otŚer inĨorŵation or identiĨication nuŵber tŚat ǁould Ɖrovide 
inĨorŵation about a ƐƉeciĨic Ɛtudent͘ ^tudent �ata includeƐ Deta �ata͘ ^tudent �ata ĨurtŚer includeƐ ͞ƉerƐonallǇ 
identiĨiable inĨorŵation ;P//Ϳ͕͟ aƐ deĨined in ϯϰ C͘&͘Z͘ Α ϵϵ͘ϯ and aƐ deĨined under anǇ aƉƉlicable Ɛtate laǁ͘ ̂ tudent 
�ata ƐŚall conƐtitute Education ZecordƐ Ĩor tŚe ƉurƉoƐeƐ oĨ tŚiƐ �PA͕ and Ĩor tŚe ƉurƉoƐeƐ oĨ Ĩederal͕ Ɛtate͕ and 
local laǁƐ and reŐulationƐ͘ ^tudent �ata aƐ ƐƉeciĨied in Exhibit “B” iƐ conĨirŵed to be collected or ƉroceƐƐed bǇ 
tŚe Provider ƉurƐuant to tŚe ^erviceƐ͘ ^tudent �ata ƐŚall not conƐtitute tŚat inĨorŵation tŚat ŚaƐ been 
anonǇŵiǌed or deͲidentiĨied͕ or anonǇŵouƐ uƐaŐe data reŐardinŐ a Ɛtudent͛Ɛ uƐe oĨ Provider͛Ɛ ƐerviceƐ͘  

Subprocessor: &or tŚe ƉurƉoƐeƐ oĨ tŚiƐ �PA͕ tŚe terŵ ͞^ubƉroceƐƐor͟ ;ƐoŵetiŵeƐ reĨerred to aƐ tŚe 
͞^ubcontractor͟Ϳ ŵeanƐ a ƉartǇ otŚer tŚan >EA or Provider͕ ǁŚo Provider uƐeƐ Ĩor data collection͕ analǇticƐ͕ 
ƐtoraŐe͕ or otŚer Ɛervice to oƉerate andͬor iŵƉrove itƐ Ɛervice͕ and ǁŚo ŚaƐ acceƐƐ to ^tudent �ata͘  

Subscribing LEA͗ An >EA tŚat ǁaƐ not ƉartǇ to tŚe oriŐinal ^ervice AŐreeŵent and ǁŚo acceƉtƐ tŚe Provider͛Ɛ 
'eneral KĨĨer oĨ PrivacǇ TerŵƐ͘

Targeted Advertising: ŵeanƐ ƉreƐentinŐ an advertiƐeŵent to a Ɛtudent ǁŚere tŚe Ɛelection oĨ tŚe advertiƐeŵent 
iƐ baƐed on ^tudent �ata or inĨerred over tiŵe Ĩroŵ tŚe uƐaŐe oĨ tŚe oƉeratorΖƐ /nternet ǁeb Ɛite͕ online Ɛervice 
or ŵobile aƉƉlication bǇ ƐucŚ Ɛtudent or tŚe retention oĨ ƐucŚ ƐtudentΖƐ online activitieƐ or reƋueƐtƐ over tiŵe Ĩor 
tŚe ƉurƉoƐe oĨ tarŐetinŐ ƐubƐeƋuent advertiƐeŵentƐ͘ ΗTarŐeted advertiƐinŐΗ doeƐ not include anǇ advertiƐinŐ to 
a Ɛtudent on an /nternet ǁeb Ɛite baƐed on tŚe content oĨ tŚe ǁeb ƉaŐe or in reƐƉonƐe to a ƐtudentΖƐ reƐƉonƐe or 
reƋueƐt Ĩor inĨorŵation or ĨeedbacŬ͘

Third Party͗ TŚe terŵ ͞TŚird PartǇ͟ ŵeanƐ a Ɖrovider oĨ diŐital educational ƐoĨtǁare or ƐerviceƐ͕ includinŐ cloudͲ
baƐed ƐerviceƐ͕ Ĩor tŚe diŐital ƐtoraŐe͕ ŵanaŐeŵent͕ and retrieval oĨ Education ZecordƐ andͬor ^tudent �ata͕ aƐ 
tŚat terŵ iƐ uƐed in Ɛoŵe Ɛtate ƐtatuteƐ͘ ,oǁever͕ Ĩor tŚe ƉurƉoƐe oĨ tŚiƐ �PA͕ tŚe terŵ ͞TŚird PartǇ͟ ǁŚen uƐed 
to indicate tŚe Ɖrovider oĨ diŐital educational ƐoĨtǁare or ƐerviceƐ iƐ reƉlaced bǇ tŚe terŵ ͞Provider͘͟
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EXHIBIT “D” 
DIRECTIVE FOR DISPOSITION OF DATA 

Insert Name of District or LEA Provider to diƐƉoƐe oĨ data obtained bǇ Provider ƉurƐuant to tŚe terŵƐ oĨ tŚe 
^ervice AŐreeŵent betǁeen >EA and Provider͘ TŚe terŵƐ oĨ tŚe �iƐƉoƐition are Ɛet ĨortŚ beloǁ͗ 

ϭ͘ Eǆtent oĨ �iƐƉoƐition
ͺͺͺͺͺ �iƐƉoƐition iƐ Ɖartial͘ TŚe cateŐorieƐ oĨ data to be diƐƉoƐed oĨ are Ɛet ĨortŚ beloǁ or are Ĩound in 
an attacŚŵent to tŚiƐ �irective͗ 

Insert categories of data here 
ͺͺͺͺͺ �iƐƉoƐition iƐ CoŵƉlete͘ �iƐƉoƐition eǆtendƐ to all cateŐorieƐ oĨ data͘ 

Ϯ͘ Eature oĨ �iƐƉoƐition
ͺͺͺͺͺ �iƐƉoƐition ƐŚall be bǇ deƐtruction or deletion oĨ data͘ 
ͺͺͺͺͺ �iƐƉoƐition ƐŚall be bǇ a tranƐĨer oĨ data͘ TŚe data ƐŚall be tranƐĨerred to tŚe ĨolloǁinŐ Ɛite aƐ 
ĨolloǁƐ͗ 

Insert or attach special instructions 

ϯ͘ ^cŚedule oĨ �iƐƉoƐition
�ata ƐŚall be diƐƉoƐed oĨ bǇ tŚe ĨolloǁinŐ date͗

ͺͺͺͺͺ AƐ Ɛoon aƐ coŵŵerciallǇ Ɖracticable͘ 
ͺͺͺͺͺ �Ǉ Insert Date 

ϰ͘ ^iŐnature

ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
AutŚoriǌed ZeƉreƐentative oĨ >EA �ate 

ϱ͘ seriĨication oĨ �iƐƉoƐition oĨ �ata

ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
AutŚoriǌed ZeƉreƐentative oĨ CoŵƉanǇ  �ate 
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EXHIBIT “F” 
DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

TŚe Education ^ecuritǇ and PrivacǇ EǆcŚanŐe ;͞EdƐƉeǆ͟Ϳ ǁorŬƐ in ƉartnerƐŚiƉ ǁitŚ tŚe ^tudent �ata PrivacǇ 
ConƐortiuŵ and induƐtrǇ leaderƐ to ŵaintain a liƐt oĨ Ŭnoǁn and credible cǇberƐecuritǇ ĨraŵeǁorŬƐ ǁŚicŚ can 
Ɖrotect diŐital learninŐ ecoƐǇƐteŵƐ cŚoƐen baƐed on a Ɛet oĨ ŐuidinŐ cǇberƐecuritǇ ƉrinciƉleƐΎ ;͞CǇberƐecuritǇ 
&raŵeǁorŬƐ͟Ϳ tŚat ŵaǇ be utiliǌed bǇ Provider ͘  

CǇberƐecuritǇ &raŵeǁorŬƐ 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

Eational /nƐtitute oĨ ^tandardƐ and 
TecŚnoloŐǇ 

E/^T CǇberƐecuritǇ &raŵeǁorŬ serƐion ϭ͘ϭ 

Eational /nƐtitute oĨ ^tandardƐ and 
TecŚnoloŐǇ 

E/^T ^P ϴϬϬͲϱϯ͕ CǇberƐecuritǇ &raŵeǁorŬ Ĩor 
/ŵƉrovinŐ Critical /nĨraƐtructure CǇberƐecuritǇ 
;C^&Ϳ͕ ^Ɖecial Publication ϴϬϬͲϭϳϭ 

/nternational ^tandardƐ KrŐaniǌation /nĨorŵation tecŚnoloŐǇ Ͷ ^ecuritǇ tecŚniƋueƐ 
Ͷ /nĨorŵation ƐecuritǇ ŵanaŐeŵent ƐǇƐteŵƐ 
;/^K ϮϳϬϬϬ ƐerieƐͿ 

^ecure ControlƐ &raŵeǁorŬ Council͕ >>C ^ecuritǇ ControlƐ &raŵeǁorŬ ;^C&Ϳ 

Center Ĩor /nternet ^ecuritǇ C/^ Critical ^ecuritǇ ControlƐ ;C^C͕ C/^ ToƉ ϮϬͿ 

KĨĨice oĨ tŚe hnder ^ecretarǇ oĨ �eĨenƐe Ĩor 
AcƋuiƐition and ^uƐtainŵent ;Kh^�;AΘ^ͿͿ 

CǇberƐecuritǇ DaturitǇ Dodel CertiĨication 
;CDDC͕ Ε&AZͬ�&AZͿ 

Please visit http://www.edspex.org for further details about the noted frameworks. 
ΎCǇberƐecuritǇ PrinciƉleƐ uƐed to cŚooƐe tŚe CǇberƐecuritǇ &raŵeǁorŬƐ are located Śere

✔



EXHIBIT “G” 
Massachusetts

WHEREAS, tŚe docuŵentƐ and data tranƐĨerred Ĩroŵ >EAƐ and created bǇ tŚe Provider͛Ɛ ^erviceƐ are alƐo Ɛubũect 
to Ɛeveral Ɛtate laǁƐ in DaƐƐacŚuƐettƐ͘  ^ƉeciĨicallǇ͕ tŚoƐe laǁƐ are ϲϬϯ C͘D͘Z͘ Ϯϯ͘ϬϬ͕ DaƐƐacŚuƐettƐ 'eneral >aǁ͕ 
CŚaƉter ϳϭ͕ ^ectionƐ ϯϰ� to ϯϰ, and ϲϬϯ CDZ Ϯϴ͘ϬϬ͖ and  

WHEREAS, tŚe PartieƐ ǁiƐŚ to enter into tŚeƐe ƐuƉƉleŵental terŵƐ to tŚe �PA to enƐure tŚat tŚe ^erviceƐ 
Ɖrovided conĨorŵ to tŚe reƋuireŵentƐ oĨ tŚe ƉrivacǇ laǁƐ reĨerred to above and to eƐtabliƐŚ iŵƉleŵentinŐ 
ƉrocedureƐ and dutieƐ͖ 

WHEREAS, tŚe PartieƐ ǁiƐŚ tŚeƐe terŵƐ to be ŚerebǇ incorƉorated bǇ reĨerence into tŚe �PA in tŚeir entiretǇ Ĩor 
DaƐƐacŚuƐettƐ͖

NOW THEREFORE, Ĩor Őood and valuable conƐideration͕ tŚe ƉartieƐ aŐree aƐ ĨolloǁƐ͗

1. /n Article /s͕ ^ection Ϯ͕ reƉlace ͞otŚerǁiƐe autŚoriǌed͕͟ ǁitŚ ͞otŚerǁiƐe reƋuired͟ and delete ͞or Ɛtated in
tŚe ^ervice AŐreeŵent͘͟

Ϯ͘ All eŵƉloǇeeƐ oĨ tŚe Provider ǁŚo ǁill Śave direct contact ǁitŚ ƐtudentƐ ƐŚall ƉaƐƐ criŵinal bacŬŐround
cŚecŬƐ͘

ϯ͘ /n Article s͕ ^ection ϭ �ata ^toraŐe͗ DaƐƐacŚuƐettƐ doeƐ not reƋuire data to be Ɛtored ǁitŚin tŚe hnited
^tateƐ͘



EXHIBIT “G” 
Maine

WHEREAS͕ tŚe docuŵentƐ and data tranƐĨerred Ĩroŵ >EAƐ and created bǇ tŚe Provider͛Ɛ ^erviceƐ are alƐo Ɛubũect to Ɛeveral 
Ɛtate laǁƐ in Daine͘  ^ƉeciĨicallǇ͕ tŚoƐe laǁƐ are ϮϬͲA D͘Z͘^͘ ΑϲϬϬϭͲϲϬϬϱ͖͘ ϮϬͲA D͘Z͘^͘ Αϵϱϭ et͘ ƐeƋ͕͘ Daine hniĨied ^Ɖecial 
Education ZeŐulationƐ͕ Daine �eƉ͛t oĨ Edu͘ Zule CŚ͘ ϭϬϭ͖ and  

WHEREAS͕ tŚe PartieƐ ǁiƐŚ to enter into tŚeƐe ƐuƉƉleŵental terŵƐ to tŚe �PA to enƐure tŚat tŚe ^erviceƐ Ɖrovided 
conĨorŵ to tŚe reƋuireŵentƐ oĨ tŚe ƉrivacǇ laǁƐ reĨerred to above and to eƐtabliƐŚ iŵƉleŵentinŐ ƉrocedureƐ and dutieƐ͖ 

WHEREAS͕ tŚe PartieƐ ǁiƐŚ tŚeƐe terŵƐ to be ŚerebǇ incorƉorated bǇ reĨerence into tŚe �PA in tŚeir entiretǇ Ĩor Daine͖ 

NOW THEREFORE͕ Ĩor Őood and valuable conƐideration͕ tŚe ƉartieƐ aŐree aƐ ĨolloǁƐ͗ 

ϭ͘ /n Article /s͕ ^ection Ϯ͕ reƉlace ͞otŚerǁiƐe autŚoriǌed͕͟ ǁitŚ ͞otŚerǁiƐe reƋuired͟ and delete ͞or Ɛtated in tŚe ^ervice
AŐreeŵent͘͟

Ϯ͘ All eŵƉloǇeeƐ oĨ tŚe Provider ǁŚo ǁill Śave direct contact ǁitŚ ƐtudentƐ ƐŚall ƉaƐƐ criŵinal bacŬŐround cŚecŬƐ͘

ϯ͘ /n Article s͕ ^ection ϭ �ata ^toraŐe͗ Daine doeƐ not reƋuire data to be Ɛtored ǁitŚin tŚe hnited ^tateƐ͘

ϰ͘ TŚe Provider ŵaǇ not ƉubliƐŚ on tŚe /nternet or Ɖrovide Ĩor Ɖublication on tŚe /nternet anǇ ^tudent �ata͘

ϱ͘ /Ĩ tŚe Provider collectƐ Ɛtudent Ɛocial ƐecuritǇ nuŵberƐ͕ tŚe Provider ƐŚall notiĨǇ tŚe >EA oĨ tŚe ƉurƉoƐe tŚe Ɛocial
ƐecuritǇ nuŵber ǁill be uƐed and Ɖrovide an oƉƉortunitǇ not to Ɖrovide a Ɛocial ƐecuritǇ nuŵber iĨ tŚe Ɖarent andͬor
Ɛtudent electƐ͘

ϲ͘ TŚe ƉartieƐ aŐree tŚat tŚe deĨinition oĨ ^tudent �ata in EǆŚibit ͞C͟ includeƐ tŚe naŵe oĨ tŚe Ɛtudent͛Ɛ ĨaŵilǇ ŵeŵberƐ͕
tŚe Ɛtudent͛Ɛ Ɖlace oĨ birtŚ͕ tŚe Ɛtudent͛Ɛ ŵotŚer͛Ɛ ŵaiden naŵe͕ reƐultƐ oĨ aƐƐeƐƐŵentƐ adŵiniƐtered bǇ tŚe ^tate͕ >EA or
teacŚer͕ includinŐ ƉarticiƉatinŐ inĨorŵation͕ courƐe tranƐcriƉt inĨorŵation͕ includinŐ͕ but not liŵited to͕ courƐeƐ taŬen and
coŵƉleted͕ courƐe ŐradeƐ and Őrade Ɖoint averaŐe͕ creditƐ earned and deŐree͕ diƉloŵa͕ credential attainŵent or otŚer
ƐcŚool eǆit inĨorŵation͕ attendance and ŵobilitǇ inĨorŵation betǁeen and ǁitŚin >EAƐ ǁitŚin Daine͕ ƐtudentΖƐ Őender͕
race and etŚnicitǇ͕ educational ƉroŐraŵ ƉarticiƉation inĨorŵation reƋuired bǇ Ɛtate or Ĩederal laǁ and eŵail͘

ϳ͘ TŚe ƉartieƐ aŐree tŚat tŚe deĨinition oĨ ^tudent �ata in EǆŚibit ͞C͟ includeƐ inĨorŵation tŚat͗

a͘ /Ɛ created bǇ a Ɛtudent or tŚe ƐtudentΖƐ Ɖarent or Ɖrovided to an eŵƉloǇee or aŐent oĨ tŚe >EA or a Provider in
tŚe courƐe oĨ tŚe ƐtudentΖƐ or ƉarentΖƐ uƐe oĨ tŚe Provider͛Ɛ ǁebƐite͕ Ɛervice or aƉƉlication Ĩor ŬinderŐarten to
Őrade ϭϮ ƐcŚool ƉurƉoƐeƐ͖

b͘ /Ɛ created or Ɖrovided bǇ an eŵƉloǇee or aŐent oĨ tŚe >EA͕ includinŐ inĨorŵation Ɖrovided to tŚe Provider in
tŚe courƐe oĨ tŚe eŵƉloǇeeΖƐ or aŐentΖƐ uƐe oĨ tŚe Provider͛Ɛ ǁebƐite͕ Ɛervice or aƉƉlication Ĩor ŬinderŐarten to
Őrade ϭϮ ƐcŚool ƉurƉoƐeƐ͖ or

c͘ /Ɛ ŐatŚered bǇ tŚe Provider tŚrouŐŚ tŚe oƉeration oĨ tŚe Provider͛Ɛ ǁebƐite͕ Ɛervice or aƉƉlication Ĩor
ŬinderŐarten to Őrade ϭϮ ƐcŚool ƉurƉoƐeƐ͘



EXHIBIT “G” 
Illinois 

 
WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Illinois. Specifically, those laws are to the 
Illinois School Student Records Act ("ISSRA"), 105 ILCS 10/, Mental Health and Developmental 
Disabilities Confidentiality Act ("MHDDCA"), 740 ILCS 110/, Student Online Personal 
Protection Act ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IPA"), 5 ILCS 179/, and 
Personal Information Protection Act ("PIPA"), 815 ILCS 530/, and Local Records Act (“LRA”), 
50 ILCS 205; and 
 
WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  
 
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Illinois; 
 
NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 
 

 

1. Paragraph 4 on page 2 of the DPA setting a three-year term for the DPA shall be replaced 
with: “This DPA shall be effective upon the date of signature by Provider and LEA, and 
shall remain in effect as between Provider and LEA 1) for so long as the Services 
are being provided to the LEA or 2) until the DPA is terminated pursuant to Section 15 
of this Exhibit G, whichever comes first. The Exhibit E General Offer will expire three 
(3) years from the date the original DPA was signed.” 

2. Replace Notices with:  “Any notice delivered pursuant to the DPA shall be deemed effective, 
as applicable, upon receipt as evidenced by the date of transmission indicated on the 
transmission material, if by e-mail; or four (4) days after mailing, if by first-class mail, 
postage prepaid.” 

3. In Article II, Section 1, add:  “Further clarifying, in accordance with FERPA, ISSRA and 
SOPPA, in performing its obligations under the DPA, the Provider is acting as a school 
official with legitimate educational interest; is performing an institutional service or function 
for which the LEA would otherwise use its own employees; is under the direct control of the 
LEA with respect to the use and maintenance of Student Data; and is using Student Data 
only for an authorized purpose and in furtherance of such legitimate educational interest.” 

4. In Article II, Section 2, replace “forty-five (45)” with “five (5)”.  Add the following sentence: 
“In the event that the LEA determines that the Provider is maintaining Student Data that 
contains a factual inaccuracy, and Provider cooperation is required in order to make a 
correction, the LEA shall notify the Provider of the factual inaccuracy and the correction to 
be made. No later than 90 calendar days after receiving the notice of the factual inaccuracy, 
the Provider shall correct the factual inaccuracy and shall provide written confirmation of 
the correction to the LEA.” 



 
5. In Article II, Section 4, replace it with the following:  “In the event the Provider is compelled 

to produce Student Data to another party in compliance with a court order, Provider shall 
notify the LEA at least five (5) school days in advance of the court ordered disclosure and, 
upon request, provide the LEA with a copy of the court order requiring such disclosure.” 
 

6. In Article II, Section 5, add: “By no later than (5) business days after the date of execution 
of the DPA, the Provider shall provide the LEA with a list of any subcontractors to whom 
Student Data may be disclosed or a link to a page on the Provider's website that clearly lists 
any and all subcontractors to whom Student Data may be disclosed. This list shall, at a 
minimum, be updated and provided to the LEA by the beginning of each fiscal year (July 1) 
and at the beginning of each calendar year (January 1).” 
 

7. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and 
delete “or stated in the Service Agreement.”   
 

8. In Article IV, Section 6, replace the whole section with: 
 

The Provider shall review, on an annual basis, whether the Student Data it has received 
pursuant to the DPA continues to be needed for the purpose(s) of the Service 
Agreement and this DPA. If any of the Student Data is no longer needed for purposes of 
the Service Agreement and this DPA, the Provider will provide written notice to the 
LEA as to what Student Data is no longer needed. The Provider will delete or transfer 
Student Data in readable form to the LEA, as directed by the LEA (which may be 
effectuated through Exhibit D of the DPA), within 30 calendar days if the LEA requests 
deletion or transfer of the Student Data and shall provide written confirmation to the 
LEA of such deletion or transfer. Upon termination of the Service Agreement between 
the Provider and LEA, Provider shall conduct a final review of Student Data within 60 
calendar days. 
 
If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), 
that Student Data being held by the Provider be deleted, the LEA shall determine whether 
the requested deletion would violate State and/or federal records laws. In the event such 
deletion would not violate State or federal records laws, the LEA shall forward the request 
for deletion to the Provider. The Provider shall comply with the request and delete the 
Student Data within a reasonable time period after receiving the request. 
 
Any provision of Student Data to the LEA from the Provider shall be transmitted 
in a format readable by the LEA. 

 
 

9. All employees of the Provider who will have direct contact with students shall pass criminal 
background checks.  
 

10. In Article IV, Section 7, add “renting,” after “using.” 
 



11. In Article V, Section 1 Data Storage: Illinois requires all Student Data to be stored within the 
United States. 
 

12. In Article V, Section 4, add the following:  “’Security Breach’ does not include the good 
faith acquisition of Student Data by an employee or agent of the Provider or LEA for a 
legitimate educational or administrative purpose of the Provider or LEA, so long as the 
Student Data is used solely for purposes permitted by SOPPA and other applicable law, and 
so long as the Student Data is restricted from further unauthorized disclosure.” 
 

13. In Article V, Section 4(1) add the following: 
 

vi. A list of the students whose Student Data was involved in or is reasonably 
believed to have been involved in the breach, if known; and 
 
vii. The name and contact information for an employee of the Provider whom 
parents may contact to inquire about the breach. 

 
 
 

14. In Article V, Section 4, add a section (6) which states:  
 

In the event of a Security Breach that is attributable to the Provider, the Provider shall 
reimburse and indemnify the LEA for any and all costs and expenses that the LEA incurs 
in investigating and remediating the Security Breach, without regard to any limitation of 
liability provision otherwise agreed to between Provider and LEA, including but not 
limited to costs and expenses associated with: 
 
a. Providing notification to the parents of those students whose Student Data was 
compromised and regulatory agencies or other entities as required by law or contract; 
 
b. Providing credit monitoring to those students whose Student Data was exposed in 
a manner during the Security Breach that a reasonable person would believe may impact 
the student's credit or financial security; 
 
c. Legal fees, audit costs, fines, and any other fees or damages imposed against the 
LEA 
  
as a result of the security breach; and 
 
d. Providing any other notifications or fulfilling any other requirements adopted by 
the Illinois State Board of Education or under other State or federal laws. 

 
15. Replace Article VII, Section 1 with: “In the event either Party seeks to terminate this DPA, 

they may do so by mutual written consent so long as the Service Agreement has lapsed or been 
terminated. One party may terminate this DPA upon a material breach of this DPA by the 
other party. Upon termination of the DPA, the Service Agreement shall terminate.” 
 

16. In Exhibit C, add to the definition of Student Data, the following:  “Student Data includes 
any and all information concerning a student by which a student may be individually 
identified under applicable Illinois law and regulations, including but not limited to (a) 
"covered information," as defined in Section 5 of SOPPA (105 ILCS 85/5), (b) "school 



student records", “student temporary record” or “student permanent record” as that term is 
defined in Section 2 of ISSRA (105 ILCS 10/2(d)) (c) “records” as that term is defined under 
Section 110/2 of the MHDDCA (740 ILCS 110/2), and (d) “personal information” as defined 
in Section 530/5 of PIPA.” 
 

17. The following shall be inserted as a new second sentence in Paragraph 1 of Exhibit E: 
“The provisions of the original DPA offered by Provider and accepted by Subscribing 
LEA pursuant to this Exhibit E shall remain in effect as between Provider and Subscribing 
LEA 1) for so long as the Services are being provided to Subscribing LEA, or 2) until 
the DPA is terminated pursuant to Section 15 of this Exhibit G, whichever comes first.” 
 

18. The Provider must publicly disclose material information about its collection, use, and 
disclosure of Student Data, including, but not limited to, publishing a terms of service 
agreement, privacy policy, or similar document. 

 
19. Minimum Data Necessary Shared. The Provider attests that the Student Data request by 

the Provider from the LEA in order for the LEA to access the Provider’s products and/or 
services is limited to the Student Data that is adequate, relevant, and limited to what is 
necessary in relation to the K-12 school purposes for which it is processed. 

 
20. Student and Parent Access. Access by students or parents/guardians to the Provider’s 

programs or services governed by the DPA or to any Student Data stored by Provider shall not 
be conditioned upon agreement by the parents/guardians to waive any of the student data 
confidentiality restrictions or a lessening of any of the confidentiality or privacy 
requirements contained in this DPA. 
 

21. Exhibits A and B. The Services described in Exhibit A and the Schedule of Data in Exhibit 
B to the DPA satisfy the requirements in SOPPA to include a statement of the product or 
service being provided to the school by the Provider and a listing of the categories or types of 
covered information to be provided to the Provider, respectively. 
 

22. The Provider will not collect social security numbers.   
 
 
 

 
 
 
 



EXHIBIT “G” 
Missouri 

WHEREAS͕ tŚe docuŵentƐ and data tranƐĨerred Ĩroŵ >EAƐ and created bǇ tŚe Provider͛Ɛ 
^erviceƐ are alƐo Ɛubũect to Ɛeveral Ɛtate laǁƐ in DiƐƐouri͘ ^ƉeciĨicallǇ͕ tŚoƐe laǁƐ are ^ectionƐ 
ϭϲϮ͘ϭϰϳϱ and ϰϬϳ͘ϭϱϬϬ Z^Do͖ and 

WHEREAS͕ tŚe PartieƐ ǁiƐŚ to enter into tŚeƐe ƐuƉƉleŵental terŵƐ to tŚe �PA to enƐure tŚat 
tŚe ^erviceƐ Ɖrovided conĨorŵ to tŚe reƋuireŵentƐ oĨ tŚe ƉrivacǇ laǁƐ reĨerred to above and to 
eƐtabliƐŚ iŵƉleŵentinŐ ƉrocedureƐ and dutieƐ͖  

WHEREAS͕ tŚe PartieƐ ǁiƐŚ tŚeƐe terŵƐ to be ŚerebǇ incorƉorated bǇ reĨerence into tŚe �PA in 
tŚeir entiretǇ Ĩor DiƐƐouri͖ 

NOW THEREFORE͕ Ĩor Őood and valuable conƐideration͕ tŚe ƉartieƐ aŐree aƐ ĨolloǁƐ͗ 

ϭ͘ /n Article /s͕ ^ection Ϯ͕ reƉlace ͞otŚerǁiƐe autŚoriǌed͕͟ ǁitŚ ͞otŚerǁiƐe reƋuired͟ and
delete ͞or Ɛtated in tŚe ^ervice AŐreeŵent͘͟

Ϯ͘ All eŵƉloǇeeƐ oĨ tŚe Provider ǁŚo ǁill Śave direct contact ǁitŚ ƐtudentƐ ƐŚall ƉaƐƐ criŵinal
bacŬŐround cŚecŬƐ͘

ϯ͘ /n Article s͕ ^ection ϭ �ata ^toraŐe͗ DiƐƐouri doeƐ not reƋuire data to be Ɛtored ǁitŚin tŚe
hnited ^tateƐ͘

ϰ͘ ZeƉlace Article s͕ ^ection ϰ;ϭͿ ǁitŚ tŚe ĨolloǁinŐ͗
a͘ /n tŚe event oĨ a breacŚ oĨ data ŵaintained in an electronic Ĩorŵ tŚat includeƐ

ƉerƐonal inĨorŵation oĨ a Ɛtudent or a Ɛtudent͛Ɛ ĨaŵilǇ ŵeŵber͕ Provider ƐŚall
notiĨǇ >EA ǁitŚin ƐeventǇͲtǁo ;ϳϮͿ ŚourƐ͘  TŚe notice ƐŚall include͗

i͘ �etailƐ oĨ tŚe incident͕ includinŐ ǁŚen it occurred and ǁŚen it ǁaƐ
diƐcovered͖

ii͘ TŚe tǇƉe oĨ ƉerƐonal inĨorŵation tŚat ǁaƐ obtained aƐ a reƐult oĨ tŚe breacŚ͖
and

iii͘ TŚe contact ƉerƐon Ĩor Provider ǁŚo ŚaƐ ŵore inĨorŵation about tŚe
incident͘

b͘ ͞Breach͟ ƐŚall ŵean tŚe unautŚoriǌed acceƐƐ to or unautŚoriǌed acƋuiƐition oĨ
ƉerƐonal inĨorŵation tŚat coŵƉroŵiƐeƐ tŚe ƐecuritǇ͕ conĨidentialitǇ͕ or inteŐritǇ oĨ
tŚe ƉerƐonal inĨorŵation͘  'ood ĨaitŚ acƋuiƐition oĨ ƉerƐonal inĨorŵation bǇ a
ƉerƐon eŵƉloǇed bǇ or contracted ǁitŚ͕ or an aŐent oĨ͕ Provider iƐ not a breacŚ
Ɖrovided tŚat tŚe ƉerƐonal inĨorŵation iƐ not uƐed in violation oĨ aƉƉlicable &ederal
or DiƐƐouri laǁ͕ or in a ŵanner tŚat ŚarŵƐ or ƉoƐeƐ an actual tŚreat to tŚe ƐecuritǇ͕
conĨidentialitǇ͕ or inteŐritǇ oĨ tŚe ƉerƐonal inĨorŵation͘

c͘ ͞Personal information͟ iƐ tŚe ĨirƐt naŵe or initial and laƐt naŵe oĨ a Ɛtudent or a
ĨaŵilǇ ŵeŵber oĨ a Ɛtudent in coŵbination ǁitŚ anǇ one or ŵore oĨ tŚe ĨolloǁinŐ
data iteŵƐ tŚat relate to tŚe Ɛtudent or a ĨaŵilǇ ŵeŵber oĨ tŚe Ɛtudent iĨ anǇ oĨ tŚe
data eleŵentƐ are not encrǇƉted͕ redacted͕ or otŚerǁiƐe altered bǇ anǇ ŵetŚod or
tecŚnoloŐǇ ƐucŚ tŚat tŚe naŵe or data eleŵentƐ are unreadable or unuƐable͗

i͘ ^ocial ^ecuritǇ Euŵber͖
ii͘ �river͛Ɛ licenƐe nuŵber or otŚer uniƋue identiĨication nuŵber created or

collected bǇ a Őovernŵent bodǇ͖



iii͘ &inancial account inĨorŵation͕ credit card nuŵber͕ or debit card nuŵber in
coŵbination ǁitŚ anǇ reƋuired ƐecuritǇ code͕ acceƐƐ code͕ or ƉaƐƐǁord tŚat
ǁould Ɖerŵit acceƐƐ to an individual͛Ɛ Ĩinancial account͖

iv͘ hniƋue electronic identiĨier or routinŐ code in coŵbination ǁitŚ anǇ reƋuired
ƐecuritǇ code͕ acceƐƐ code͕ or ƉaƐƐǁord tŚat ǁould Ɖerŵit acceƐƐ to an
individual͛Ɛ Ĩinancial account͖

v͘ Dedical inĨorŵation͖ or
vi͘ ,ealtŚ inƐurance inĨorŵation͘



EXHIBIT “G” 
Ohio 

 
WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Ohio. Specifically, those laws are R.C. §§ 
3319.32-3319.327, R.C. §§ 1349.17-19, Rule 3301-51-04; and 
 
WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  
 
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Ohio; 
 
NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 
 
1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and 

delete “or stated in the Service Agreement.”   
2. In Article IV, Section 3, add:  “The Provider will restrict unauthorized access by Provider’s 

employees or contractors not providing services under the Service Agreement or DPA and 
its employees or contractors will only access Student Data as necessary to fulfill their official 
duties.” 

3. In Article IV, Section 6, replace “Upon termination of this DPA, if no written request from 
the LEA is received, Provider shall dispose of all Student Data after providing the LEA with 
reasonable prior notice,”  with “Upon termination of this DPA, unless the LEA provides 
notice that renewal of the contract is reasonably anticipated, within ninety (90) days of the 
expiration of the contract, Provider shall destroy or return Student Data to the LEA.” 

4. All employees of the Provider who will have direct contact with students shall pass criminal 
background checks.  

5. In Article V, Section 1 Data Storage: Ohio does not require data to be stored within the 
United States. 

6. Provider will not access or monitor any of the following: 
 

a. Location-tracking features of a school-issued device;  
b. Audio or visual receiving, transmitting or recording features of a school-issued 

device;  
c. Student interactions with a school-issued device, including, but not limited to, 

keystrokes and web-browsing activity 
 
Notwithstanding the above, if the Provider has provided written notice to the LEA that it 
engages in this collection of the above information, which must be provided in the Service 
Agreement, and the LEA has provided written confirmation that the Provider can collect this 
information pursuant to its general monitoring, then the Provider may access or monitor the 
listed information.   
 
 
  



EXHIBIT “G”
Rhode Island

WHEREAS, tŚe docuŵentƐ and data tranƐĨerred Ĩroŵ >EAƐ and created bǇ tŚe Provider͛Ɛ ^erviceƐ are alƐo Ɛubũect 
to Ɛeveral Ɛtate laǁƐ in ZŚode /Ɛland͘  ^ƉeciĨicallǇ͕ tŚoƐe laǁƐ are Z͘/͘'͘>͘ ϭϲͲϳϭͲϭ͕ et͘ ƐeƋ͕͘ Z͘/͘'͘>͘ ϭϲͲϭϬϰͲϭ͕ and 
Z͘/͘'͘>͕͘ ϭϭͲϰϵ͘ϯ et͘ ƐeƋ͖͘ and

WHEREAS, tŚe PartieƐ ǁiƐŚ to enter into tŚeƐe ƐuƉƉleŵental terŵƐ to tŚe �PA to enƐure tŚat tŚe ^erviceƐ 
Ɖrovided conĨorŵ to tŚe reƋuireŵentƐ oĨ tŚe ƉrivacǇ laǁƐ reĨerred to above and to eƐtabliƐŚ iŵƉleŵentinŐ 
ƉrocedureƐ and dutieƐ͖ 

WHEREAS, tŚe PartieƐ ǁiƐŚ tŚeƐe terŵƐ to be ŚerebǇ incorƉorated bǇ reĨerence into tŚe �PA in tŚeir entiretǇ Ĩor 
ZŚode /Ɛland͖

NOW THEREFORE, Ĩor Őood and valuable conƐideration͕ tŚe ƉartieƐ aŐree aƐ ĨolloǁƐ͗

1. /n Article /s͕ ^ection Ϯ͕ reƉlace ͞otŚerǁiƐe autŚoriǌed͕͟ ǁitŚ ͞otŚerǁiƐe reƋuired͟ and delete ͞or Ɛtated
in tŚe ^ervice AŐreeŵent͘͟

Ϯ͘ All eŵƉloǇeeƐ oĨ tŚe Provider ǁŚo ǁill Śave direct contact ǁitŚ ƐtudentƐ ƐŚall ƉaƐƐ criŵinal bacŬŐround
cŚecŬƐ͘

ϯ͘ /n Article s͕ ^ection ϭ �ata ^toraŐe͗ ZŚode /Ɛland doeƐ not reƋuire data to be Ɛtored ǁitŚin tŚe hnited
^tateƐ͘

4. TŚe Provider aŐreeƐ tŚat tŚiƐ �PA ƐerveƐ aƐ itƐ ǁritten certiĨication oĨ itƐ coŵƉliance ǁitŚ Z͘/͘'͘>͘ ϭϲͲ
ϭϬϰͲϭ͘

ϱ͘ TŚe Provider aŐreeƐ to iŵƉleŵent and ŵaintain a riƐŬͲbaƐed inĨorŵation ƐecuritǇ ƉroŐraŵ tŚat containƐ
reaƐonable ƐecuritǇ ƉrocedureƐ͘

ϲ͘ /n tŚe caƐe oĨ a data breacŚ͕ aƐ a Ɖart oĨ tŚe ƐecuritǇ breacŚ notiĨication outlined in Article s͕ ^ection
ϰ;ϭͿ͕ tŚe Provider aŐreeƐ to Ɖrovide tŚe ĨolloǁinŐ additional inĨorŵation͗

i. /nĨorŵation about ǁŚat tŚe Provider ŚaƐ done to Ɖrotect individualƐ ǁŚoƐe inĨorŵation
ŚaƐ been breacŚed͕ includinŐ toll Ĩree nuŵberƐ and ǁebƐiteƐ to contact͗

ϭ͘ TŚe credit reƉortinŐ aŐencieƐ
Ϯ͘ Zeŵediation Ɛervice ƉroviderƐ
ϯ͘ TŚe attorneǇ Őeneral

ii. Advice on ƐteƉƐ tŚat tŚe ƉerƐon ǁŚoƐe inĨorŵation ŚaƐ been breacŚed ŵaǇ taŬe to
Ɖrotect ŚiŵƐelĨ or ŚerƐelĨ͘

iii. A clear and conciƐe deƐcriƉtion oĨ tŚe aĨĨected Ɖarent͕ leŐal Őuardian͕ ƐtaĨĨ ŵeŵber͕ or
eliŐible Ɛtudent͛Ɛ abilitǇ to Ĩile or obtain a Ɖolice reƉort͖ Śoǁ an aĨĨected Ɖarent͕ leŐal
Őuardian͕ ƐtaĨĨ ŵeŵber͕ or eliŐible Ɛtudent͛Ɛ reƋueƐtƐ a ƐecuritǇ Ĩreeǌe and tŚe
neceƐƐarǇ inĨorŵation to be Ɖrovided ǁŚen reƋueƐtinŐ tŚe ƐecuritǇ Ĩreeǌe͖ and tŚat ĨeeƐ
ŵaǇ be reƋuired to be Ɖaid to tŚe conƐuŵer reƉortinŐ aŐencieƐ͘
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EXHIBIT “G” 
Tennessee 

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s
Services are also subject to several state laws in Tennessee. Specifically, those laws are T.C.A. 
§§ 10-7-503 et. seq., T.C.A. § 47-18-2107,  T.C.A. § 49-1-701 et. seq., T.C.A. § 49-2-211, T.C.A. §
49-6-902, § 49-6-3001, T.C.A. §§ 49-50-1501 et. seq.; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in
their entirety for Tennessee; 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

3. In Article V, Section 1 Data Storage: Tennessee does not require data to be stored within
the United States.

4. The Provider agrees that it will not collect any individual student biometric data, student
data relative to analysis of facial expressions, EEG brain wave patterns, skin conductance,
galvanic skin response, heart-rate variability, pulse, blood volume, posture, and eye-
tracking.

5. The Provider agrees that it will not collect individual student data on:
a. Political affiliation;
b. Religion;
c. Voting history; and
d. Firearms ownership



EXHIBIT “G” 
Vermont 

WHEREAS, tŚe docuŵentƐ and data tranƐĨerred Ĩroŵ >EAƐ and created bǇ tŚe Provider͛Ɛ ^erviceƐ are alƐo Ɛubũect 
to Ɛeveral Ɛtate laǁƐ in serŵont͘  ^ƉeciĨicallǇ͕ tŚoƐe laǁƐ are ϵ s^A Ϯϰϰϯ to ϮϰϰϯĨ͖ ϭϲ s^A ϭϯϮϭ to ϭϯϮϰ͖ and

WHEREAS, tŚe PartieƐ ǁiƐŚ to enter into tŚeƐe ƐuƉƉleŵental terŵƐ to tŚe �PA to enƐure tŚat tŚe ^erviceƐ 
Ɖrovided conĨorŵ to tŚe reƋuireŵentƐ oĨ tŚe ƉrivacǇ laǁƐ reĨerred to above and to eƐtabliƐŚ iŵƉleŵentinŐ 
ƉrocedureƐ and dutieƐ͖  

WHEREAS, tŚe PartieƐ ǁiƐŚ tŚeƐe terŵƐ to be ŚerebǇ incorƉorated bǇ reĨerence into tŚe �PA in tŚeir entiretǇ Ĩor 
serŵont͖ 

NOW THEREFORE, Ĩor Őood and valuable conƐideration͕ tŚe ƉartieƐ aŐree aƐ ĨolloǁƐ͗ 

ϭ͘ /n Article /s͕ ^ection Ϯ͕ reƉlace ͞otŚerǁiƐe autŚoriǌed͕͟ ǁitŚ ͞otŚerǁiƐe reƋuired͟ and delete ͞or Ɛtated in
tŚe ^ervice AŐreeŵent͘͟

Ϯ͘ All eŵƉloǇeeƐ oĨ tŚe Provider ǁŚo ǁill Śave direct contact ǁitŚ ƐtudentƐ ƐŚall ƉaƐƐ criŵinal bacŬŐround
cŚecŬƐ͘

ϯ͘ /n Article s͕ ^ection ϭ �ata ^toraŐe͗ serŵont doeƐ not reƋuire data to be Ɛtored ǁitŚin tŚe hnited ^tateƐ͘
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EXHIBIT “G” 
Virginia 

WHEREAS͕ tŚe docuŵentƐ and data tranƐĨerred Ĩroŵ >EAƐ and created bǇ tŚe Provider͛Ɛ 
^erviceƐ are alƐo Ɛubũect to Ɛeveral Ɛtate laǁƐ in sirŐinia͘ ^ƉeciĨicallǇ͕ tŚoƐe laǁƐ are Code oĨ 
sirŐinia Α ϮϮ͘ϭͲϮϴϵ͘Ϭϭ and sirŐinia Code Α Ϯ͘ϮͲϱϱϭϰ;cͿ͖ and 

WHEREAS͕ tŚe PartieƐ ǁiƐŚ to enter into tŚeƐe ƐuƉƉleŵental terŵƐ to tŚe �PA to enƐure tŚat 
tŚe ^erviceƐ Ɖrovided conĨorŵ to tŚe reƋuireŵentƐ oĨ tŚe ƉrivacǇ laǁƐ reĨerred to above and to 
eƐtabliƐŚ iŵƉleŵentinŐ ƉrocedureƐ and dutieƐ͖  

WHEREAS͕ tŚe PartieƐ ǁiƐŚ tŚeƐe terŵƐ to be ŚerebǇ incorƉorated bǇ reĨerence into tŚe �PA in 
tŚeir entiretǇ Ĩor sirŐinia͖ 

NOW THEREFORE͕ Ĩor Őood and valuable conƐideration͕ tŚe ƉartieƐ aŐree aƐ ĨolloǁƐ͗ 

ϭ͘ /n Article /s͕ ^ection Ϯ͕ reƉlace ͞otŚerǁiƐe autŚoriǌed͕͟ ǁitŚ ͞otŚerǁiƐe reƋuired͟ and
delete ͞or Ɛtated in tŚe ^ervice AŐreeŵent͘͟

Ϯ͘ All eŵƉloǇeeƐ oĨ tŚe Provider ǁŚo ǁill Śave direct contact ǁitŚ ƐtudentƐ ƐŚall ƉaƐƐ criŵinal
bacŬŐround cŚecŬƐ͘

ϯ͘ /n Article s͕ ^ection ϭ �ata ^toraŐe͗ sirŐinia doeƐ not reƋuire data to be Ɛtored ǁitŚin tŚe
hnited ^tateƐ͘

ϰ͘ /n Article s͕ ^ection ϰ͕ add͗  /n order to enƐure tŚe >EA͛Ɛ abilitǇ to coŵƉlǇ ǁitŚ itƐ reƉortinŐ
reƋuireŵentƐ under sirŐinia Code Α Ϯ͘ϮͲϱϱϭϰ;cͿ͕ Provider ƐŚall Ɖrovide initial notiĨication to
tŚe >EA aƐ Ɛoon aƐ reaƐonablǇ Ɖractical͕ and at a ŵiniŵuŵ ǁitŚin tǁentǇͲĨour ;ϮϰͿ ŚourƐ͕
ǁŚere tŚe Provider reaƐonablǇ eǆƉectƐ or conĨirŵƐ ^tudent �ata ŵaǇ Śave been diƐcloƐed
in a data breacŚ͘



EXHIBIT “G” 
New Hampshire 

WHEREAS, tŚe docuŵentƐ and data tranƐĨerred Ĩroŵ >EAƐ and created bǇ tŚe Provider͛Ɛ ^erviceƐ are alƐo Ɛubũect 
to Ɛeveral Ɛtate laǁƐ in Eeǁ ,aŵƉƐŚire͘  ^ƉeciĨicallǇ͕ tŚoƐe laǁƐ are Z^A ϭϴϵ͗ϭͲe and ϭϴϵ͗ϲϱͲϲϴͲa͖ Z^A ϭϴϲ͖ E, 
Adŵin͘ Code Ed͘ ϯϬϬ and E, Adŵin͘ Code Ed͘ ϭϭϬϬ͖ and  

WHEREAS, tŚe PartieƐ ǁiƐŚ to enter into tŚeƐe ƐuƉƉleŵental terŵƐ to tŚe �PA to enƐure tŚat tŚe ^erviceƐ 
Ɖrovided conĨorŵ to tŚe reƋuireŵentƐ oĨ tŚe ƉrivacǇ laǁƐ reĨerred to above and to eƐtabliƐŚ iŵƉleŵentinŐ 
ƉrocedureƐ and dutieƐ͖ 

WHEREAS, tŚe PartieƐ ǁiƐŚ tŚeƐe terŵƐ to be ŚerebǇ incorƉorated bǇ reĨerence into tŚe �PA in tŚeir entiretǇ Ĩor 
Eeǁ ,aŵƉƐŚire͖

NOW THEREFORE, Ĩor Őood and valuable conƐideration͕ tŚe ƉartieƐ aŐree aƐ ĨolloǁƐ͗

ϭ͘ All reĨerenceƐ in tŚe �PA to ͞^tudent �ata͟ ƐŚall be aŵended to Ɛtate ͞^tudent �ata and TeacŚer �ata͘͟
“TeacŚer �ata͟ iƐ deĨined aƐ at leaƐt tŚe ĨolloǁinŐ͗

^ocial ƐecuritǇ nuŵber͘  
�ate oĨ birtŚ͘  
PerƐonal Ɛtreet addreƐƐ͘  
PerƐonal eŵail addreƐƐ͘  
PerƐonal teleƉŚone nuŵber 
PerĨorŵance evaluationƐ͘  

KtŚer inĨorŵation tŚat͕ alone or in coŵbination͕ iƐ linŬed or linŬable to a ƐƉeciĨic teacŚer͕ ƉaraƉroĨeƐƐional͕ 
ƉrinciƉal͕ or adŵiniƐtrator tŚat ǁould alloǁ a reaƐonable ƉerƐon in tŚe ƐcŚool coŵŵunitǇ͕ ǁŚo doeƐ not Śave 
ƉerƐonal ŬnoǁledŐe oĨ tŚe relevant circuŵƐtanceƐ͕ to identiĨǇ anǇ ǁitŚ reaƐonable certaintǇ͘  

/nĨorŵation reƋueƐted bǇ a ƉerƐon ǁŚo tŚe deƉartŵent reaƐonablǇ believeƐ or ŬnoǁƐ tŚe identitǇ oĨ tŚe 
teacŚer͕ ƉaraƉroĨeƐƐional͕ ƉrinciƉal͕ or adŵiniƐtrator to ǁŚoŵ tŚe education record relateƐ͘  

͞TeacŚer͟ ŵeanƐ teacŚerƐ͕ ƉaraƉroĨeƐƐionalƐ͕ ƉrinciƉalƐ͕ ƐcŚool eŵƉloǇeeƐ͕ contractorƐ͕ and otŚer 
adŵiniƐtratorƐ͘ 

2. /n order to ƉerĨorŵ tŚe ^erviceƐ deƐcribed in tŚe �PA͕ tŚe >EA ƐŚall Ɖrovide tŚe cateŐorieƐ oĨ TeacŚer �ata
deƐcribed in tŚe ^cŚedule oĨ �ata͕ attacŚed Śereto aƐ Exhibit “I”.

ϯ͘ /n Article /s͕ ^ection Ϯ͕ reƉlace ͞otŚerǁiƐe autŚoriǌed͕͟ ǁitŚ ͞otŚerǁiƐe reƋuired͟ and delete ͞or Ɛtated in
tŚe ^ervice AŐreeŵent͘͟

4. /n Article /s͕ ^ection ϳ aŵend eacŚ reĨerence to ͞ƐtudentƐ͕͟ to Ɛtate͗ ͞ƐtudentƐ͕ teacŚerƐ͕͙͟

5. All eŵƉloǇeeƐ oĨ tŚe Provider ǁŚo ǁill Śave direct contact ǁitŚ ƐtudentƐ ƐŚall ƉaƐƐ criŵinal bacŬŐround
cŚecŬƐ͘

6. Provider iƐ ƉroŚibited Ĩroŵ leaƐinŐ͕ rentinŐ͕ or tradinŐ ^tudent �ata or TeacŚer �ata to ;aͿ ŵarŬet or
advertiƐe to ƐtudentƐ͕ teacŚerƐ͕ or ĨaŵilieƐͬŐuardianƐ͖ ;bͿ inĨorŵ͕ inĨluence͕ or enable ŵarŬetinŐ͕
advertiƐinŐ or otŚer coŵŵercial eĨĨortƐ bǇ a Provider͖ ;cͿ develoƉ a ƉroĨile oĨ a Ɛtudent͕ teacŚer͕ ĨaŵilǇ
ŵeŵberͬŐuardian or ŐrouƉ͕ Ĩor anǇ coŵŵercial ƉurƉoƐe otŚer tŚan ƉrovidinŐ tŚe ^ervice to >EA͖ or ;dͿ uƐe
tŚe ^tudent �ata and TeacŚer �ata Ĩor tŚe develoƉŵent oĨ coŵŵercial ƉroductƐ or ƐerviceƐ͕ otŚer tŚan aƐ
neceƐƐarǇ to Ɖrovide tŚe ^ervice to tŚe >EA͘  TŚiƐ Ɛection doeƐ not ƉroŚibit Provider Ĩroŵ uƐinŐ ^tudent
�ata and TeacŚer �ata Ĩor adaƉtive learninŐ or cuƐtoŵiǌed Ɛtudent learninŐ ƉurƉoƐeƐ͘



ϳ͘ TŚe Provider aŐreeƐ to tŚe ĨolloǁinŐ ƉrivacǇ and ƐecuritǇ ƐtandardƐ͘  ^ƉeciĨicallǇ͕ tŚe Provider aŐreeƐ to͗

;ϭͿ >iŵit ƐǇƐteŵ acceƐƐ to tŚe tǇƉeƐ oĨ tranƐactionƐ and ĨunctionƐ tŚat autŚoriǌed uƐerƐ͕ ƐucŚ aƐ
ƐtudentƐ͕ ƉarentƐ͕ and >EA are Ɖerŵitted to eǆecute͖

;ϮͿ >iŵit unƐucceƐƐĨul loŐon atteŵƉtƐ͖

;ϯͿ EŵƉloǇ crǇƉtoŐraƉŚic ŵecŚaniƐŵƐ to Ɖrotect tŚe conĨidentialitǇ oĨ reŵote acceƐƐ ƐeƐƐionƐ͖

;ϰͿ AutŚoriǌe ǁireleƐƐ acceƐƐ Ɖrior to alloǁinŐ ƐucŚ connectionƐ͖

;ϱͿ Create and retain ƐǇƐteŵ audit loŐƐ and recordƐ to tŚe eǆtent needed to enable tŚe
ŵonitorinŐ͕ analǇƐiƐ͕ inveƐtiŐation͕ and reƉortinŐ oĨ unlaǁĨul or unautŚoriǌed ƐǇƐteŵ
activitǇ͖

;ϲͿ EnƐure tŚat tŚe actionƐ oĨ individual ƐǇƐteŵ uƐerƐ can be uniƋuelǇ traced to tŚoƐe uƐerƐ Ɛo
tŚeǇ can be Śeld accountable Ĩor tŚeir actionƐ͖

;ϳͿ EƐtabliƐŚ and ŵaintain baƐeline conĨiŐurationƐ and inventorieƐ oĨ orŐaniǌational ƐǇƐteŵƐ
;includinŐ Śardǁare͕ ƐoĨtǁare͕ Ĩirŵǁare͕ and docuŵentationͿ tŚrouŐŚout tŚe reƐƉective
ƐǇƐteŵ develoƉŵent liĨe cǇcleƐ͖

;ϴͿ ZeƐtrict͕ diƐable͕ or Ɖrevent tŚe uƐe oĨ noneƐƐential ƉroŐraŵƐ͕ ĨunctionƐ͕ ƉortƐ͕ ƉrotocolƐ͕
and ƐerviceƐ͖

;ϵͿ EnĨorce a ŵiniŵuŵ ƉaƐƐǁord coŵƉleǆitǇ and cŚanŐe oĨ cŚaracterƐ ǁŚen neǁ ƉaƐƐǁordƐ
are created͖

;ϭϬͿ PerĨorŵ ŵaintenance on orŐaniǌational ƐǇƐteŵƐ͖

;ϭϭͿ Provide controlƐ on tŚe toolƐ͕ tecŚniƋueƐ͕ ŵecŚaniƐŵƐ͕ and ƉerƐonnel uƐed to conduct
ƐǇƐteŵ ŵaintenance͖

;ϭϮͿ EnƐure eƋuiƉŵent reŵoved Ĩor oĨĨͲƐite ŵaintenance iƐ Ɛanitiǌed oĨ anǇ ^tudent �ata or
TeacŚer �ata in accordance ǁitŚ E/^T ^P ϴϬϬͲϴϴ ZeviƐion ϭ͖

;ϭϯͿ Protect ;i͘e͕͘ ƉŚǇƐicallǇ control and ƐecurelǇ ƐtoreͿ ƐǇƐteŵ ŵedia containinŐ ^tudent �ata or
TeacŚer �ata͕ botŚ ƉaƉer and diŐital͖

;ϭϰͿ ̂ anitiǌe or deƐtroǇ ƐǇƐteŵ ŵedia containinŐ ^tudent �ata or TeacŚer �ata in accordance
ǁitŚ E/^T ^P ϴϬϬͲϴϴ ZeviƐion ϭ beĨore diƐƉoƐal or releaƐe Ĩor reuƐe͖

;ϭϱͿ Control acceƐƐ to ŵedia containinŐ ^tudent �ata or TeacŚer �ata and ŵaintain
accountabilitǇ Ĩor ŵedia durinŐ tranƐƉort outƐide oĨ controlled areaƐ͖

;ϭϲͿ PeriodicallǇ aƐƐeƐƐ tŚe ƐecuritǇ controlƐ in orŐaniǌational ƐǇƐteŵƐ to deterŵine iĨ tŚe
controlƐ are eĨĨective in tŚeir aƉƉlication and develoƉ and iŵƉleŵent ƉlanƐ oĨ action
deƐiŐned to correct deĨiciencieƐ and reduce or eliŵinate vulnerabilitieƐ in orŐaniǌational
ƐǇƐteŵƐ͖



;ϭϳͿ Donitor͕ control͕ and Ɖrotect coŵŵunicationƐ ;i͘e͕͘ inĨorŵation tranƐŵitted or received bǇ
orŐaniǌational ƐǇƐteŵƐͿ at tŚe eǆternal boundarieƐ and ŬeǇ internal boundarieƐ oĨ
orŐaniǌational ƐǇƐteŵƐ͖

;ϭϴͿ �enǇ netǁorŬ coŵŵunicationƐ traĨĨic bǇ deĨault and alloǁ netǁorŬ coŵŵunicationƐ traĨĨic
bǇ eǆceƉtion ;i͘e͕͘ denǇ all͕ Ɖerŵit bǇ eǆceƉtionͿ͖

;ϭϵͿ Protect tŚe conĨidentialitǇ oĨ ^tudent �ata and TeacŚer �ata at reƐt͖

;ϮϬͿ /dentiĨǇ͕ reƉort͕ and correct ƐǇƐteŵ ĨlaǁƐ in a tiŵelǇ ŵanner͖

;ϮϭͿ Provide Ɖrotection Ĩroŵ ŵaliciouƐ code ;i͘e͘ AntiviruƐ and AntiŵalǁareͿ at deƐiŐnated
locationƐ ǁitŚin orŐaniǌational ƐǇƐteŵƐ͖

;ϮϮͿ Donitor ƐǇƐteŵ ƐecuritǇ alertƐ and adviƐorieƐ and taŬe action in reƐƉonƐe͖ and

;ϮϯͿ hƉdate ŵaliciouƐ code Ɖrotection ŵecŚaniƐŵƐ ǁŚen neǁ releaƐeƐ are available͘

AlternativelǇ͕ tŚe Provider aŐreeƐ to coŵƉlǇ ǁitŚ one oĨ tŚe ĨolloǁinŐ ƐtandardƐ͗  ;ϭͿ E/^T ^P ϴϬϬͲϭϳϭ rev Ϯ͕ 
�aƐic and �erived ZeƋuireŵentƐ͖ ;ϮͿ E/^T ^P ϴϬϬͲϱϯ rev ϰ or neǁer͕ >oǁ /ŵƉact �aƐeline or ŚiŐŚer͖ ;ϯͿ &edZADP 
;&ederal ZiƐŬ and AutŚoriǌation DanaŐeŵent ProŐraŵͿ͖ ;ϰͿ /^Kͬ/EC ϮϳϬϬϭ͗ϮϬϭϯ͖ ;ϱͿ Center Ĩor /nternet ^ecuritǇ 
;C/^Ϳ ControlƐ͕ v͘ ϳ͘ϭ͕ /ŵƉleŵentation 'rouƉ ϭ or ŚiŐŚer͖ ;ϲͿ A/CPA ^ǇƐteŵ and KrŐaniǌation ControlƐ ;^KCͿ Ϯ͕ 
TǇƉe Ϯ͖ and ;ϳͿ PaǇŵent Card /nduƐtrǇ �ata ^ecuritǇ ^tandard ;PC/ �^^Ϳ͕ vϯ͘Ϯ͘ϭ͘  TŚe Provider ǁill Ɖrovide to tŚe 
>EA on an annual baƐiƐ and uƉon ǁritten reƋueƐt deŵonƐtration oĨ ƐucceƐƐĨul certiĨication oĨ tŚeƐe alternative 
ƐtandardƐ in tŚe Ĩorŵ oĨ a national or international CertiĨication docuŵent͖ an AutŚoriǌation to KƉerate ;ATKͿ 
iƐƐued bǇ a Ɛtate or Ĩederal aŐencǇ͕ or bǇ a recoŐniǌed ƐecuritǇ ƐtandardƐ bodǇ͖ or a PreliŵinarǇ AutŚoriǌation to 
KƉerate ;PATKͿ iƐƐued bǇ tŚe &edZADP :oint AutŚoriǌation �oard ;:A�Ϳ͘   

ϴ͘ /n tŚe caƐe oĨ a data breacŚ͕ aƐ a Ɖart oĨ tŚe ƐecuritǇ breacŚ notiĨication outlined in Article s͕ ^ection ϰ;ϭͿ͕
tŚe Provider aŐreeƐ to Ɖrovide tŚe ĨolloǁinŐ additional inĨorŵation͗

i. TŚe eƐtiŵated nuŵber oĨ ƐtudentƐ and teacŚerƐ aĨĨected bǇ tŚe breacŚ͕ iĨ anǇ͘

ϵ͘ TŚe ƉartieƐ aŐree to add tŚe ĨolloǁinŐ cateŐorieƐ into tŚe deĨinition oĨ ^tudent �ata͗ tŚe naŵe oĨ tŚe
ƐtudentΖƐ ƉarentƐ or otŚer ĨaŵilǇ ŵeŵberƐ͕ Ɖlace oĨ birtŚ͕ Ɛocial ŵedia addreƐƐ͕ uniƋue ƉuƉil identiĨier͕ and
credit card account nuŵber͕ inƐurance account nuŵber͕ and Ĩinancial ƐerviceƐ account nuŵber͘

ϭϬ͘ /n Article s͕ ^ection ϭ �ata ^toraŐe͗ Eeǁ ,aŵƉƐŚire doeƐ not reƋuire data to be Ɛtored ǁitŚin tŚe hnited
^tateƐ͘



EXHIBIT “I” – TEACHER DATA 

Category of Data Elements 
Check if used 

by your 
system 

AƉƉlication 
TecŚnoloŐǇ Deta 

�ata 

/P AddreƐƐeƐ oĨ uƐerƐ͕ hƐe oĨ cooŬieƐ etc͘ 

KtŚer aƉƉlication tecŚnoloŐǇ ŵeta dataͲPleaƐe ƐƉeciĨǇ͗ 

AƉƉlication hƐe 
^tatiƐticƐ 

Deta data on uƐer interaction ǁitŚ aƉƉlication 

CoŵŵunicationƐ Knline coŵŵunicationƐ tŚat are caƉtured ;eŵailƐ͕ bloŐ entrieƐͿ 

�eŵoŐraƉŚicƐ 

�ate oĨ �irtŚ 
Place oĨ �irtŚ 
^ocial ^ecuritǇ Euŵber 
EtŚnicitǇ or race 
KtŚer deŵoŐraƉŚic inĨorŵationͲPleaƐe ƐƉeciĨǇ͗ 

PerƐonal Contact 
/nĨorŵation 

PerƐonal AddreƐƐ 
PerƐonal Eŵail 
PerƐonal PŚone 

PerĨorŵance 
evaluationƐ 

PerĨorŵance Evaluation /nĨorŵation 

^cŚedule 
TeacŚer ƐcŚeduled courƐeƐ 
TeacŚer calendar 

^Ɖecial 
/nĨorŵation 

Dedical alertƐ 
TeacŚer diƐabilitǇ inĨorŵation 
KtŚer indicator inĨorŵationͲPleaƐe ƐƉeciĨǇ͗ 

TeacŚer 
/dentiĨierƐ 

>ocal ;^cŚool diƐtrictͿ /� nuŵber 
^tate /� nuŵber 
sendorͬAƉƉ aƐƐiŐned Ɛtudent /� nuŵber 
TeacŚer aƉƉ uƐernaŵe 
TeacŚer aƉƉ ƉaƐƐǁordƐ 

TeacŚer /n AƉƉ 
PerĨorŵance 

ProŐraŵͬaƉƉlication ƉerĨorŵance 

TeacŚer ^urveǇ 
ZeƐƉonƐeƐ TeacŚer reƐƉonƐeƐ to ƐurveǇƐ or ƋueƐtionnaireƐ 

TeacŚer ǁorŬ 
TeacŚer Őenerated content͖ ǁritinŐ͕ ƉictureƐ etc͘ 
KtŚer teacŚer ǁorŬ data ͲPleaƐe ƐƉeciĨǇ͗ 

Education 
CourƐe ŐradeƐ Ĩroŵ ƐcŚoolinŐ 
KtŚer tranƐcriƉt data ͲPleaƐe ƐƉeciĨǇ͗ 

KtŚer PleaƐe liƐt eacŚ additional data eleŵent uƐed͕ Ɛtored  or collected bǇ Ǉour aƉƉlication 

✓
✓
✓

✓

✓
Hands-on Lab performance evaluations. Only required for select Lincoln Electric Certifications.



Exhibit “G” 
New York 

WHEREAS, tŚe docuŵentƐ and data tranƐĨerred Ĩroŵ >EAƐ and created bǇ tŚe Provider͛Ɛ ^erviceƐ are alƐo Ɛubũect 
to Ɛeveral Ɛtate laǁƐ in Eeǁ zorŬ͘  ^ƉeciĨicallǇ͕ tŚoƐe laǁƐ are Eeǁ zorŬ Education >aǁ Α ϮͲd͖ and tŚe ZeŐulationƐ 
oĨ tŚe CoŵŵiƐƐioner oĨ Education at ϴ EzCZZ Part ϭϮϭ͖ and
WHEREAS, tŚe PartieƐ ǁiƐŚ to enter into tŚeƐe additional terŵƐ to tŚe �PA to enƐure tŚat tŚe ^erviceƐ Ɖrovided 
conĨorŵ to tŚe reƋuireŵentƐ oĨ tŚe ƉrivacǇ laǁƐ reĨerred to above and to eƐtabliƐŚ iŵƉleŵentinŐ ƉrocedureƐ and 
dutieƐ͖  
WHEREAS, tŚe PartieƐ ǁiƐŚ tŚeƐe terŵƐ to be ŚerebǇ incorƉorated bǇ reĨerence into tŚe �PA in tŚeir entiretǇ Ĩor 
Eeǁ zorŬ͖ 
NOW THEREFORE, Ĩor Őood and valuable conƐideration͕ tŚe ƉartieƐ aŐree aƐ ĨolloǁƐ͗ 

1. All eŵƉloǇeeƐ oĨ tŚe Provider ǁŚo ǁill Śave direct contact ǁitŚ ƐtudentƐ ƐŚall ƉaƐƐ criŵinal bacŬŐround
cŚecŬƐ͘

Ϯ͘ ^tudent �ata ǁill be uƐed bǇ Provider eǆcluƐivelǇ to Ɖrovide tŚe ^erviceƐ identiĨied in EǆŚibit A to tŚe
�PA͘

ϯ͘ Provider aŐreeƐ to ŵaintain tŚe conĨidentialitǇ and ƐecuritǇ oĨ ^tudent �ata in accordance ǁitŚ >EA͛Ɛ
�ata ^ecuritǇ and PrivacǇ PolicǇ͘  TŚe >EA͛Ɛ �ata ^ecuritǇ PolicǇ iƐ attacŚed Śereto aƐ EǆŚibit :͘  EacŚ
^ubƐcribinŐ >EA ǁill Ɖrovide itƐ �ata ^ecuritǇ PolicǇ to tŚe Provider uƉon eǆecution oĨ EǆŚibit ͞E͘͟
Provider ƐŚall uƐe induƐtrǇ Ɛtandard ƐecuritǇ ŵeaƐureƐ includinŐ encrǇƉtion ƉrotocolƐ tŚat coŵƉlǇ ǁitŚ
Eeǁ zorŬ laǁ and reŐulationƐ to ƉreƐerve and Ɖrotect ^tudent �ata and APPZ �ata͘ Provider ŵuƐt
EncrǇƉt ^tudent �ata and APPZ �ata at reƐt and in tranƐit in accordance ǁitŚ aƉƉlicable Eeǁ zorŬ laǁƐ
and reŐulationƐ͘

ϰ͘ Provider reƉreƐentƐ tŚat tŚeir �ata PrivacǇ and ^ecuritǇ Plan can be Ĩound at tŚe hZ> linŬ liƐted in
EǆŚibit < and iƐ incorƉorated into tŚiƐ �PA͘  Provider ǁarrantƐ tŚat itƐ �ata ^ecuritǇ and PrivacǇ Plan͕ at
a ŵiniŵuŵ͗ ;aͿiŵƉleŵentƐ all aƉƉlicable Ɛtate͕ Ĩederal and local data ƉrivacǇ and ƐecuritǇ reƋuireŵentƐ͖
;bͿ ŚaƐ oƉerational tecŚnical ƐaĨeŐuardƐ and controlƐ in Ɖlace to Ɖrotect P// tŚat it ǁill receive under tŚe
Ɛervice aŐreeŵent͖ ;cͿ coŵƉlieƐ ǁitŚ tŚe >EA͛Ɛ ƉarentƐ bill oĨ riŐŚtƐ Ĩor data ƉrivacǇ and ƐecuritǇ͖  ;dͿ
reƋuireƐ traininŐ oĨ all ƉroviderƐ͛ eŵƉloǇeeƐ͕ aƐƐiŐneeƐ and ƐubƉroceƐƐorƐ ǁŚo Śave AcceƐƐ to Ɛtudent
data or APPZ data͖ ;eͿ enƐureƐ ƐubƉroceƐƐorƐ are reƋuired to Ɖrotect P// received under tŚiƐ Ɛervice
aŐreeŵent͖ ;ĨͿ ƐƉeciĨieƐ Śoǁ data ƐecuritǇ and ƉrivacǇ incidentƐ tŚat iŵƉlicate P// ǁill be ŵanaŐed and
enƐurinŐ ƉroŵƉt notiĨication to tŚe >EA͕ and ;ŐͿ addreƐƐeƐ ^tudent �ata return͕ deletion and
deƐtruction͘

ϱ͘ /n addition to tŚe reƋuireŵentƐ deƐcribed in ParaŐraƉŚ ϯ above͕ tŚe ProviderΖƐ �ata ^ecuritǇ and PrivacǇ
Plan ƐŚall be deeŵed to incorƉorate tŚe >EAΖƐ ParentƐ �ill oĨ ZiŐŚtƐ Ĩor �ata ^ecuritǇ and PrivacǇ͕ aƐ
Ĩound at tŚe hZ> linŬ identiĨied in EǆŚibit :͘  TŚe ^ubƐcribinŐ >EA ǁill Ɖrovide itƐ ParentƐ �ill oĨ ZiŐŚtƐ Ĩor
�ata ^ecuritǇ and PrivacǇ to tŚe Provider uƉon eǆecution oĨ EǆŚibit ͞E͘͟



ϲ͘ All reĨerenceƐ in tŚe �PA to ͞^tudent �ata͟ ƐŚall be aŵended to include and Ɛtate͕ ͞^tudent �ata and
APPZ �ata͘͟

ϳ͘ To aŵend Article //͕ ^ection ϱ to add͗  Provider ƐŚall enƐure tŚat itƐ ƐubƉroceƐƐorƐ aŐree tŚat tŚeǇ do not
Śave anǇ ƉroƉertǇ͕ licenƐinŐ or oǁnerƐŚiƉ riŐŚtƐ or claiŵƐ to ^tudent �ata or APPZ data and tŚat tŚeǇ
ǁill coŵƉlǇ ǁitŚ tŚe >EA͛Ɛ   �ata PrivacǇ and ^ecuritǇ PolicǇ͘ Provider ƐŚall eǆaŵine tŚe data ƉrivacǇ and
ƐecuritǇ ŵeaƐureƐ oĨ itƐ ^ubƉroceƐƐorƐ͘ /Ĩ at anǇ Ɖoint a ^ubƉroceƐƐor ĨailƐ to ŵateriallǇ coŵƉlǇ ǁitŚ tŚe
reƋuireŵentƐ oĨ tŚiƐ �PA͕ Provider ƐŚall͗ ;iͿ notiĨǇ >EA͕ ;iiͿ aƐ aƉƉlicable͕ reŵove ƐucŚ ^ubƉroceƐƐor͛Ɛ
AcceƐƐ to ^tudent �ata and APPZ �ata͖ and ;iiiͿ aƐ aƉƉlicable͕ retrieve all ^tudent �ata and APPZ �ata
received or Ɛtored bǇ ƐucŚ ^ubƉroceƐƐor andͬor enƐure tŚat ^tudent �ata and APPZ �ata ŚaƐ been
ƐecurelǇ deleted or ƐecurelǇ deƐtroǇed in accordance ǁitŚ tŚiƐ �PA͘ /n tŚe event tŚere iƐ an incident in
ǁŚicŚ ^tudent �ata and APPZ �ata Śeld͕ ƉoƐƐeƐƐed͕ or Ɛtored bǇ tŚe ^ubƉroceƐƐor iƐ coŵƉroŵiƐed͕ or
unlaǁĨullǇ AcceƐƐed or diƐcloƐed͕ Provider ƐŚall Ĩolloǁ tŚe �ata �reacŚ reƉortinŐ reƋuireŵentƐ Ɛet ĨortŚ
in tŚe �PA͘

ϴ͘ /n Article /s͕ ^ection Ϯ͕ reƉlace ͞otŚerǁiƐe autŚoriǌed͕͟ ǁitŚ ͞otŚerǁiƐe reƋuired͟ and delete ͞or Ɛtated
in tŚe ^ervice AŐreeŵent͘͟

ϵ͘ To aŵend Article /s͕ ^ection ϯ to add͗ Provider ƐŚall enƐure tŚat all itƐ eŵƉloǇeeƐ and ƐubƉroceƐƐorƐ
ǁŚo Śave AcceƐƐ to or ǁill receive ^tudent �ata and APPZ �ata ǁill be trained on tŚe Ĩederal and Ɛtate
laǁƐ ŐoverninŐ conĨidentialitǇ oĨ ƐucŚ ^tudent �ata and APPZ �ata Ɖrior to receiƉt͘ AcceƐƐ to or
�iƐcloƐure oĨ ^tudent �ata and APPZ �ata ƐŚall onlǇ be Ɖrovided to Provider͛Ɛ eŵƉloǇeeƐ and
ƐubƉroceƐƐorƐ ǁŚo need to Ŭnoǁ tŚe ^tudent �ata and APPZ �ata to Ɖrovide tŚe ƐerviceƐ and ƐucŚ
AcceƐƐ andͬor �iƐcloƐure oĨ ^tudent �ata and APPZ �ata ƐŚall be liŵited to tŚe eǆtent neceƐƐarǇ to
Ɖrovide ƐucŚ ƐerviceƐ͘

ϭϬ͘ To reƉlace Article /s͕ ^ection ϲ ;�iƐƉoƐition oĨ �ataͿ ǁitŚ tŚe ĨolloǁinŐ͗ hƉon ǁritten reƋueƐt
Ĩroŵ tŚe >EA͕ Provider ƐŚall diƐƉoƐe oĨ or Ɖrovide a ŵecŚaniƐŵ Ĩor tŚe >EA to tranƐĨer ^tudent
�ata obtained under tŚe ^ervice AŐreeŵent͕ ǁitŚin ninetǇ ;ϵϬͿ daǇƐ oĨ tŚe date oĨ Ɛaid reƋueƐt
and accordinŐ to a ƐcŚedule and Ɖrocedure aƐ tŚe PartieƐ ŵaǇ reaƐonablǇ aŐree͘ Provider iƐ
ƉroŚibited Ĩroŵ retaininŐ diƐcloƐed ^tudent �ata or continuinŐ to AcceƐƐ ^tudent �ata beǇond
tŚe terŵ oĨ tŚe ^ervice AŐreeŵent unleƐƐ ƐucŚ retention iƐ eǆƉreƐƐlǇ autŚoriǌed Ĩor a ƉreƐcribed Ɖeriod
bǇ tŚe ^ervice AŐreeŵent͕ neceƐƐarǇ Ĩor ƉurƉoƐeƐ oĨ ĨacilitatinŐ tŚe tranƐĨer oĨ diƐcloƐed ^tudent �ata
to tŚe >EA͕ or eǆƉreƐƐlǇ reƋuired bǇ laǁ͘ TŚe conĨidentialitǇ and data ƐecuritǇ
obliŐationƐ oĨ Provider under tŚiƐ �PA ƐŚall Ɛurvive anǇ terŵination oĨ tŚiƐ contract to ǁŚicŚ tŚiƐ
�PA iƐ attacŚed but ƐŚall terŵinate uƉon Provider͛Ɛ certiĨǇinŐ tŚat it and it͛Ɛ ƐubƉroceƐƐorƐ͕ aƐ
aƉƉlicable͗ ;aͿ no lonŐer Śave tŚe abilitǇ to AcceƐƐ anǇ ^tudent �ata Ɖrovided to Provider
ƉurƐuant to tŚe ^ervice AŐreeŵent andͬor ;bͿ Śave deƐtroǇed all ^tudent �ata and APPZ �ata Ɖrovided
to Provider ƉurƐuant to tŚiƐ �PA͘  TŚe Provider aŐreeƐ tŚat tŚe tiŵelineƐ Ĩor diƐƉoƐition
oĨ data ǁill be ŵodiĨied bǇ anǇ AƐƐurance oĨ �iƐcontinuation͕ ǁŚicŚ ǁill control in tŚe caƐe oĨ a conĨlict͘
hƉon terŵination oĨ tŚiƐ �PA͕ iĨ no ǁritten reƋueƐt Ĩroŵ tŚe >EA iƐ received͕ Provider ƐŚall
diƐƉoƐe oĨ all Ɛtudent data aĨter ƉrovidinŐ tŚe >EA ǁitŚ ninetǇ ;ϵϬͿ daǇƐ Ɖrior notice͘



TŚe dutǇ to diƐƉoƐe oĨ Ɛtudent data ƐŚall not eǆtend to ^tudent �ata tŚat Śad been deͲidentiĨied 
or Ɖlaced in a ƐeƉarate Ɛtudent account ƉurƐuant to Ɛection // ϯ͘  TŚe >EA ŵaǇ eŵƉloǇ a 
͞Directive for Disposition of Data” Ĩorŵ͕ a coƉǇ oĨ ǁŚicŚ iƐ attacŚed Śereto aƐ Exhibit “D”, or͕ 
ǁitŚ reaƐonable notice to tŚe Provider͕ otŚer Ĩorŵ oĨ itƐ cŚooƐinŐ͘  Eo ĨurtŚer ǁritten reƋueƐt or 
notice iƐ reƋuired on tŚe Ɖart oĨ eitŚer ƉartǇ Ɖrior to tŚe diƐƉoƐition oĨ ^tudent �ata deƐcribed in
“Exhibit D". 

ϭϭ͘ To aŵend Article /s͕ ^ection ϳ to add͗ ͚EotǁitŚƐtandinŐ tŚe ĨoreŐoinŐ͕ Provider iƐ ƉroŚibited Ĩroŵ uƐinŐ
^tudent �ata or APPZ data Ĩor anǇ Coŵŵercial or DarŬetinŐ PurƉoƐe aƐ deĨined Śerein͘  And add aĨter
;iiiͿ account Śolder͕ ͞ǁŚicŚ terŵ ƐŚall not include ƐtudentƐ͘͟

ϭϮ͘ To reƉlace Article s͕ ^ection ϭ ;�ata ^toraŐeͿ to Ɛtate͗ ^tudent �ata and APPZ �ata ƐŚall be Ɛtored
ǁitŚin tŚe hnited ^tateƐ and Canada onlǇ͘ hƉon reƋueƐt oĨ tŚe >EA͕ Provider ǁill Ɖrovide a liƐt oĨ tŚe
locationƐ ǁŚere ^tudent �ata iƐ Ɛtored͘

ϭϯ͘ To reƉlace Article s͕ ^ection Ϯ ;AuditƐͿ to Ɛtate͗ Eo ŵore tŚan once a Ǉear or ĨolloǁinŐ an unautŚoriǌed
AcceƐƐ͕ uƉon receiƉt oĨ a ǁritten reƋueƐt Ĩroŵ tŚe >EA ǁitŚ at leaƐt ten ;ϭϬͿ buƐineƐƐ daǇƐ͛ notice and
uƉon tŚe eǆecution oĨ an aƉƉroƉriate conĨidentialitǇ aŐreeŵent͕ tŚe Provider ǁill alloǁ tŚe >EA or itƐ
deƐiŐnee;ƐͿ to audit tŚe ƐecuritǇ and ƉrivacǇ ŵeaƐureƐ tŚat are in Ɖlace to enƐure Ɖrotection oĨ ^tudent
�ata or anǇ Ɖortion tŚereoĨ aƐ it ƉertainƐ to tŚe deliverǇ oĨ ƐerviceƐ to tŚe >EA͘ TŚe Provider ǁill
cooƉerate reaƐonablǇ ǁitŚ tŚe >EA or itƐ deƐiŐnee;ƐͿ and anǇ local͕ Ɛtate͕ or Ĩederal aŐencǇ ǁitŚ
overƐiŐŚt autŚoritǇ or ũuriƐdiction in connection ǁitŚ anǇ audit or inveƐtiŐation oĨ tŚe Provider andͬor
deliverǇ oĨ ^erviceƐ to ƐtudentƐ andͬor >EA͕ and ƐŚall Ɖrovide reaƐonable AcceƐƐ to tŚe Provider͛Ɛ
ĨacilitieƐ͕ ƐtaĨĨ͕ aŐentƐ and >EA͛Ɛ ^tudent �ata and all recordƐ ƉertaininŐ to tŚe Provider͕ >EA and
deliverǇ oĨ ^erviceƐ to tŚe >EA͘

hƉon reƋueƐt bǇ tŚe Eeǁ zorŬ ^tate Education �eƉartŵent͛Ɛ CŚieĨ PrivacǇ KĨĨicer ;Ez^E� CPKͿ͕
Provider ƐŚall Ɖrovide tŚe Ez^E� CPK ǁitŚ coƉieƐ oĨ itƐ ƉolicieƐ and related ƉrocedureƐ tŚat Ɖertain to
tŚe Ɖrotection oĨ inĨorŵation͘ /n addition͕ tŚe Ez^E� CPK ŵaǇ reƋuire Contractor to underŐo an audit
oĨ itƐ ƉrivacǇ and ƐecuritǇ ƐaĨeŐuardƐ͕ ŵeaƐureƐ͕ and controlƐ aƐ tŚeǇ Ɖertain to aliŐnŵent ǁitŚ tŚe
reƋuireŵentƐ oĨ Eeǁ zorŬ ^tate laǁƐ and reŐulationƐ͕ and aliŐnŵent ǁitŚ tŚe E/^T CǇberƐecuritǇ
&raŵeǁorŬ͘ AnǇ audit reƋuired bǇ tŚe Ez^E� CPK ŵuƐt be ƉerĨorŵed bǇ an indeƉendent tŚird ƉartǇ at
Provider͛Ɛ eǆƉenƐe and tŚe audit reƉort ŵuƐt be Ɖrovided to tŚe Ez^E� CPK͘ /n lieu oĨ beinŐ Ɛubũect to a
reƋuired audit͕ Provider ŵaǇ Ɖrovide tŚe Ez^E� CPK ǁitŚ an induƐtrǇ Ɛtandard indeƉendent audit
reƉort oĨ Provider͛Ɛ ƉrivacǇ and ƐecuritǇ ƉracticeƐ tŚat ǁaƐ iƐƐued no ŵore tŚan tǁelve ŵontŚƐ beĨore
tŚe date tŚat tŚe Ez^E� CPK inĨorŵed Provider tŚat it reƋuired Provider to underŐo an audit͘  &ailure to
reaƐonablǇ cooƉerate ǁitŚ anǇ oĨ tŚe reƋuireŵentƐ in tŚiƐ ƉroviƐion ƐŚall be deeŵed a ŵaterial breacŚ
oĨ tŚe �PA͘

To aŵend tŚe tŚird Ɛentence oĨ Article s͘ ^ection ϯ ;�ata ^ecuritǇͿ to read͗ TŚe Provider ƐŚall iŵƉleŵent
ƐecuritǇ ƉracticeƐ tŚat are in aliŐnŵent ǁitŚ tŚe E/^T CǇberƐecuritǇ &raŵeǁorŬ vϭ͘ϭ or anǇ uƉdate to
tŚiƐ &raŵeǁorŬ tŚat iƐ adoƉted bǇ tŚe Eeǁ zorŬ ^tate �eƉartŵent oĨ Education͘

ϭϰ͘ To reƉlace Article s͘ ^ection ϰ ;�ata �reacŚͿ to Ɛtate͗ /n tŚe event oĨ a �reacŚ aƐ deĨined in ϴ EzCZZ Part
ϭϮϭ͘ϭ Provider ƐŚall Ɖrovide notiĨication to >EA ǁitŚin ƐeventǇͲtǁo ;ϳϮͿ ŚourƐ oĨ conĨirŵation oĨ tŚe



incident͕ unleƐƐ notiĨication ǁitŚin tŚiƐ tiŵe liŵit ǁould diƐruƉt inveƐtiŐation oĨ tŚe incident bǇ laǁ 
enĨorceŵent͘  /n ƐucŚ an event͕ notiĨication ƐŚall be ŵade ǁitŚin a reaƐonable tiŵe aĨter tŚe incident͘ 
Provider ƐŚall Ĩolloǁ tŚe ĨolloǁinŐ ƉroceƐƐ͗  

;ϭͿ TŚe ƐecuritǇ breacŚ notiĨication deƐcribed above ƐŚall include͕ at a ŵiniŵuŵ͕ tŚe ĨolloǁinŐ
inĨorŵation to tŚe eǆtent Ŭnoǁn bǇ tŚe Provider and aƐ it becoŵeƐ available͗
i͘ TŚe naŵe and contact inĨorŵation oĨ tŚe reƉortinŐ >EA Ɛubũect to tŚiƐ Ɛection͘
ii͘ A liƐt oĨ tŚe tǇƉeƐ oĨ ƉerƐonal inĨorŵation tŚat ǁere or are reaƐonablǇ believed to Śave been tŚe
Ɛubũect oĨ a breacŚ͘
iii͘ /Ĩ tŚe inĨorŵation iƐ ƉoƐƐible to deterŵine at tŚe tiŵe tŚe notice iƐ Ɖrovided͕ tŚen eitŚer ;ϭͿ tŚe
date oĨ tŚe breacŚ͕ ;ϮͿ tŚe eƐtiŵated date oĨ tŚe breacŚ͕ or ;ϯͿ tŚe date ranŐe ǁitŚin ǁŚicŚ tŚe
breacŚ occurred͘ TŚe notiĨication ƐŚall alƐo include tŚe date oĨ tŚe notice͘
iv͘ tŚetŚer tŚe notiĨication ǁaƐ delaǇed aƐ a reƐult oĨ a laǁ enĨorceŵent inveƐtiŐation͕ iĨ tŚat
inĨorŵation iƐ ƉoƐƐible to deterŵine at tŚe tiŵe tŚe notice iƐ Ɖrovided͖ and
v͘ A Őeneral deƐcriƉtion oĨ tŚe breacŚ incident͕ iĨ tŚat inĨorŵation iƐ ƉoƐƐible to deterŵine at tŚe
tiŵe tŚe notice iƐ Ɖrovided͖ and
vi͘ TŚe nuŵber oĨ recordƐ aĨĨected͕ iĨ Ŭnoǁn͖ and
vii͘ A deƐcriƉtion oĨ tŚe inveƐtiŐation undertaŬen Ɛo Ĩar͖ and
viii͘ TŚe naŵe oĨ a Ɖoint oĨ contact Ĩor Provider͘
;ϮͿ Provider aŐreeƐ to adŚere to all Ĩederal and Ɛtate reƋuireŵentƐ ǁitŚ reƐƉect to a data breacŚ
related to tŚe ^tudent �ata͕ includinŐ͕ ǁŚen aƉƉroƉriate or reƋuired͕ tŚe reƋuired reƐƉonƐibilitieƐ
and ƉrocedureƐ Ĩor notiĨication and ŵitiŐation oĨ anǇ ƐucŚ data breacŚ͘
;ϯͿ Provider ĨurtŚer acŬnoǁledŐeƐ and aŐreeƐ to Śave a ǁritten incident reƐƉonƐe Ɖlan tŚat reĨlectƐ
beƐt ƉracticeƐ and iƐ conƐiƐtent ǁitŚ induƐtrǇ ƐtandardƐ and Ĩederal and Ɛtate laǁ Ĩor reƐƉondinŐ to
a data breacŚ͕ breacŚ oĨ ƐecuritǇ͕ ƉrivacǇ incident or unautŚoriǌed acƋuiƐition or uƐe oĨ ^tudent
�ata or anǇ Ɖortion tŚereoĨ͕ includinŐ ƉerƐonallǇ identiĨiable inĨorŵation and aŐreeƐ to Ɖrovide >EA͕
uƉon reƋueƐt͕ ǁitŚ a ƐuŵŵarǇ oĨ Ɛaid ǁritten incident reƐƉonƐe Ɖlan͘
;ϰͿ >EA ƐŚall Ɖrovide notice and ĨactƐ ƐurroundinŐ tŚe breacŚ to tŚe aĨĨected ƐtudentƐ͕ ƉarentƐ or
ŐuardianƐ͘ tŚere a �reacŚ oĨ ^tudent �ata andͬor APPZ �ata occurƐ tŚat iƐ attributable to Provider
andͬor itƐ ^ubƉroceƐƐorƐ͕ Provider ƐŚall ƉaǇ Ĩor or ƉroŵƉtlǇ reiŵburƐe >EA Ĩor tŚe Ĩull coƐt oĨ
notiĨication to ParentƐ͕ EliŐible ^tudentƐ͕ teacŚerƐ͕ andͬor ƉrinciƉalƐ͘
;ϱͿ /n tŚe event oĨ a breacŚ oriŐinatinŐ Ĩroŵ >EA͛Ɛ uƐe oĨ tŚe ^ervice͕ Provider ƐŚall cooƉerate ǁitŚ
>EA to tŚe eǆtent neceƐƐarǇ to eǆƉeditiouƐlǇ Ɛecure ^tudent �ata͘
;ϲͿ Provider and itƐ ƐubƉroceƐƐorƐ ǁill cooƉerate ǁitŚ tŚe >EA͕ tŚe Ez^E� CŚieĨ PrivacǇ KĨĨicer and
laǁ enĨorceŵent ǁŚere neceƐƐarǇ͕ in anǇ inveƐtiŐationƐ into a �reacŚ͘ AnǇ coƐtƐ incidental to tŚe
reƋuired cooƉeration or ƉarticiƉation oĨ tŚe Provider ǁill be tŚe Ɛole reƐƉonƐibilitǇ oĨ tŚe Provider iĨ
ƐucŚ �reacŚ iƐ attributable to Provider or itƐ ƐubƉroceƐƐorƐ͘

ϭϱ͘ To aŵend tŚe deĨinitionƐ in EǆŚibit ͞C͟ aƐ ĨolloǁƐ͗

- ͞^ubƉroceƐƐor͟ iƐ eƋuivalent to Ɛubcontractor͘  /t iƐ a tŚird ƉartǇ ǁŚo tŚe Ɖrovider uƐeƐ Ĩor data
collection͕ analǇticƐ͕ ƐtoraŐe͕ or otŚer Ɛervice to alloǁ Provider to oƉerate andͬor iŵƉrove itƐ
Ɛervice͕ and ǁŚo ŚaƐ acceƐƐ to ^tudent �ata͘



- ͞Provider͟ iƐ alƐo Ŭnoǁn aƐ tŚird ƉartǇ contractor͘  /t anǇ ƉerƐon or entitǇ͕ otŚer tŚan an
educational aŐencǇ͕ tŚat receiveƐ Ɛtudent data or teacŚer or ƉrinciƉal data Ĩroŵ an educational
aŐencǇ ƉurƐuant to a contract or otŚer ǁritten aŐreeŵent Ĩor ƉurƉoƐeƐ oĨ ƉrovidinŐ ƐerviceƐ to
ƐucŚ educational aŐencǇ͕ includinŐ but not liŵited to data ŵanaŐeŵent or ƐtoraŐe ƐerviceƐ͕
conductinŐ ƐtudieƐ Ĩor or on beŚalĨ oĨ ƐucŚ educational aŐencǇ͕ or audit or evaluation oĨ ƉubliclǇ
Ĩunded ƉroŐraŵƐ͘ ^ucŚ terŵ ƐŚall include an educational ƉartnerƐŚiƉ orŐaniǌation tŚat receiveƐ
Ɛtudent andͬor teacŚer or ƉrinciƉal data Ĩroŵ a ƐcŚool diƐtrict to carrǇ out itƐ reƐƉonƐibilitieƐ and
iƐ not an educational aŐencǇ and a notͲĨorͲƉroĨit corƉoration or otŚer nonͲƉroĨit orŐaniǌation͕
otŚer tŚan an educational aŐencǇ͘

ϭϲ͘ To add to EǆŚibit ͞C͟ tŚe ĨolloǁinŐ deĨinitionƐ͗
Ͳ Access:  TŚe abilitǇ to vieǁ or otŚerǁiƐe obtain͕ but not coƉǇ or Ɛave͕ ^tudent �ata andͬor

APPZ �ata ariƐinŐ Ĩroŵ tŚe onͲƐite uƐe oĨ an inĨorŵation ƐǇƐteŵ or Ĩroŵ a ƉerƐonal ŵeetinŐ͘
Ͳ APPR Data͗ PerƐonallǇ /dentiĨiable /nĨorŵation Ĩroŵ tŚe recordƐ oĨ an Educational AŐencǇ

relatinŐ to tŚe annual ƉroĨeƐƐional ƉerĨorŵance revieǁƐ oĨ claƐƐrooŵ teacŚerƐ or ƉrinciƉalƐ
tŚat iƐ conĨidential and not Ɛubũect to releaƐe under tŚe ƉroviƐionƐ oĨ Education >aǁ ΑΑ 
ϯϬϭϮͲc and ϯϬϭϮͲd

Ͳ Commercial or Marketing Purpose:  /n accordance ǁitŚ Α ϭϮϭ͘ϭ;cͿ oĨ tŚe reŐulationƐ oĨ tŚe
Eeǁ zorŬ CoŵŵiƐƐioner oĨ Education͕ tŚe �iƐcloƐure͕ Ɛale͕ or uƐe oĨ ^tudent or APPZ �ata
Ĩor tŚe ƉurƉoƐe oĨ directlǇ or indirectlǇ receivinŐ reŵuneration͕ includinŐ tŚe �iƐcloƐure͕
Ɛale͕ or uƐe oĨ ^tudent �ata or APPZ �ata Ĩor advertiƐinŐ ƉurƉoƐeƐ͕ or tŚe �iƐcloƐure͕ Ɛale͕ or
uƐe oĨ ^tudent �ata to develoƉ͕ iŵƉrove͕ or ŵarŬet ƉroductƐ or ƐerviceƐ to ^tudentƐ͘

Ͳ Disclose or Disclosure͗ TŚe intentional or unintentional coŵŵunication͕ releaƐe͕ or tranƐĨer
oĨ ^tudent �ata andͬor APPZ �ata bǇ anǇ ŵeanƐ͕ includinŐ oral͕ ǁritten͕ or electronic͘

Ͳ Encrypt or Encryption͗ AƐ deĨined in tŚe ,ealtŚ /nƐurance PortabilitǇ and AccountabilitǇ Act
oĨ ϭϵϵϲ ^ecuritǇ Zule at ϰϱ C&Z Α ϭϲϰ͘ϯϬϰ͕ encrǇƉt ŵeanƐ tŚe uƐe oĨ an alŐoritŚŵic ƉroceƐƐ
to tranƐĨorŵ PerƐonallǇ /dentiĨiable /nĨorŵation into an unuƐable͕ unreadable͕ or
indeciƉŚerable Ĩorŵ in ǁŚicŚ tŚere iƐ a loǁ ƉrobabilitǇ oĨ aƐƐiŐninŐ ŵeaninŐ ǁitŚout uƐe oĨ a
conĨidential ƉroceƐƐ or ŬeǇ͘

Ͳ Release: ^Śall Śave tŚe Ɛaŵe ŵeaninŐ aƐ �iƐcloƐe
Ͳ LEA:   AƐ uƐed in tŚiƐ �PA and all EǆŚibitƐ͕ tŚe terŵ >EA ƐŚall ŵean tŚe educational aŐencǇ͕ aƐ

deĨined in Education >aǁ ^ection ϮͲd͕ tŚat ŚaƐ eǆecuted tŚe �PA͖ iĨ tŚe >EA iƐ a board oĨ cooƉerative
educational ƐerviceƐ͕ tŚen tŚe terŵ >EA ƐŚall alƐo include ParticiƉatinŐ ^cŚool �iƐtrictƐ Ĩor ƉurƉoƐeƐ
oĨ tŚe ĨolloǁinŐ ƉroviƐionƐ oĨ tŚe �PA͗ Article /͕ ^ection Ϯ͖ Article //͕ ^ectionƐ ϭ and ϯ͖ and ^ectionƐ ϭ͕
Ϯ͕ and ϯ oĨ Article ///͘

Ͳ Participating School District͗ AƐ uƐed in EǆŚibit ' and otŚer EǆŚibitƐ to tŚe �PA͕ tŚe terŵ
ParticiƉatinŐ ^cŚool �iƐtrict ƐŚall ŵean a Eeǁ zorŬ ^tate educational aŐencǇ͕ aƐ tŚat terŵ iƐ deĨined
in Education >aǁ ^ection ϮͲd͕ tŚat obtainƐ acceƐƐ to tŚe ^erviceƐ tŚrouŐŚ a Co^er aŐreeŵent ǁitŚ
>EA͕ and ƐŚall include >EA iĨ it uƐeƐ tŚe ^erviceƐ in itƐ oǁn educational or oƉerational ƉroŐraŵƐ͘

Ͳ



Exhibit “J” 
LEA Documents 

Eeǁ zorŬ >EAƐ ǁill Ɖrovide linŬƐ to tŚeir �ata ^ecuritǇ and PrivacǇ PolicǇ͕ ParentƐ �ill oĨ
ZiŐŚtƐ Ĩor �ata ^ecuritǇ and PrivacǇ͕ and ƐuƉƉleŵental inĨorŵation Ĩor tŚiƐ Ɛervice
aŐreeŵent in tŚeir EǆŚibit EƐ͘



Exhibit “K” 
Provider Security Policy 

Provider͛Ɛ �ata ^ecuritǇ and PrivacǇ Plan can be acceƐƐed at͗ 

ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
https://nc3certs.s3.us-west-2.amazonaws.com/uploads/help_file/file/28/NC3certs.com_EULA_07.2.2024.pdf?X-Amz-Expires=432000&X-Amz-Date=20241023T140912Z&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=AKIAJUBHIRZZ3PK2X23Q%2F20241023%2Fus-west-2%2Fs3%2Faws4_request&X-Amz-SignedHeaders=host&X-Amz-Signature=5b8a0f8007700b7500b07171e56a8b26d6fce9e50fba2916f4c06cb183b491b8
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