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ADDENDUM TO AGREEMENT
Regarding
Data Privacy and Security
In Accordance with Section 2-d of the New York Education Law

Including
Parents’ Bill of Rights for Data Security and Privacy
AND
Supplemental Information

This Data Privacy and Security agreement is by and between Impero Solutions Inc (with its principal
place of business located 10300 SW Greenburg Rd, Sui("Contractor"), and Orange Ulster Board
of Cooperative Educational Services, with its principal place of business located at 53 Gibson Road,
Goshen, NY 10924 ("OU BOCES"). Upon being executed by Contractor's and OU BOCES's authorized
representatives, this Addendum shall be deemed to have been in full force and effect for the following

school years 2024-2027

WHEREAS, OU BOCES is an educational agency within the meaning of New York State Education
Law, Section 2-d (“Section 2-d”), and Contractor is a third party contractor within the meaning of Section
2-d; and

WHEREAS, Contractor and its authorized officers, employees, students and agents shall have access to
“student personally identifiable information (PII)," “student data" and/or "teacher or principal data"
regulated by Section 2-d; and

WHEREAS, the provisions of this Addendum are intended to comply with Section 2-d in all respects. To
the extent that any term of the Agreement conflicts with the terms of this Addendum, the terms of this
Addendum shall apply and be given effect.

NOW, THEREFORE, it is mutually agreed that the Agreement is hereby amended in accordance with

this Addendum, as follows:

1. Confidential Information

1.1 Contractor agrees that in performing the Original Agreement with the OU BOCES,

Contractor may have access to confidential information in the possession of OU BOCES,
including student, teacher or principal personally identifiable information (“PII””). For
the purposes of this Addendum and the Original Agreement, it is agreed that the
definition of Confidential Information includes all documentary, electronic or oral
information made known to Contractor or developed or maintained by Contractor
through any activity related to the Original Agreement. This Confidential information
includes student, teacher and/or principal data (as the terms are defined under Section 2-
d.
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1.3

1.4

Contractor agrees to comply with Section 2-d, and the corresponding regulations
promulgated by the Commissioner of Education of New York (“Commissioner”)
thereunder. In addition, Contractor agrees to comply with any changes in Section 2-d, the
Commissioner’s regulations and relevant OU BOCES policy that may be amended or
modified during the term of the Original Agreement. Upon request by OU BOCES,
Contractor shall provide OU BOCES with copies of its policies and related procedures
that pertain to the protection of PII. It may be made available in a form that does not
violate Contractor’s own information security policies, confidentiality obligations, and
applicable laws.

Upon the expiration of the Agreement to which this Addendum applies, if no successor
agreement is in place, Contractor shall assist OU BOCES in exporting all student,
teacher, and/or principal data previously received from, or developed on behalf of, OU
BOCES. Contractor's assistance shall be limited to a period of 30 days following the
expiration of the Agreement. During this period, Contractor shall provide the data in a
commonly used, machine-readable format agreed upon by both parties. Upon OU
BOCES' request, Contractor shall either securely delete any remaining student, teacher,
and/or principal data in its possession or return such data to OU BOCES within the same
30-day period. If Contractor is to maintain any student, teacher, and/or principal data for
any lawful purpose, such data shall remain encrypted and stored on systems maintained
by Contractor in a secure data facility located within the United States.

The parties further agree that the terms and conditions set forth in this Confidential
Information section and all of its subparts shall survive the expiration and/or termination
of the Original Agreement.

2. Data Inspection and Challenges to Data

Education Law Section 2-d and FERPA provide parents and eligible students the right to
inspect and review their child's or the eligible student’s PII stored or maintained by OU
BOCES. To the extent PII is held by Contractor pursuant to the Original Agreement,
Contractor shall respond within thirty (30) calendar days to OU BOCES’ requests for
access to PII so OU BOCES can facilitate such review by a parent or eligible student. If a
parent or eligible student contacts Contractor directly to review any of the PII held by
Contractor pursuant to the Original Agreement, Contractor shall promptly notify OU
BOCES and refer the parent or eligible student to OU BOCES.

In the event that a student's parent or an eligible student wishes to challenge the accuracy
of student data (pertaining to the particular student) that may include records maintained,
stored, transmitted, and/or generated by Contractor pursuant to the Agreement, the
challenge will be processed in accordance with the procedures of OU BOCES.

A teacher or principal who wishes to challenge the accuracy of data pertaining to the
teacher or principal personally, which is disclosed to Contractor pursuant to the
Agreement, shall do so in accordance with the procedures for challenging APPR data, as
established by OU BOCES.
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3. Training
Contractor represents and warrants that any of its officers, employees, and/or assignees who
will have access to student, teacher and/or principal data pursuant to the Original Agreement
will receive training on the federal and state laws governing confidentiality of such student,
teacher and/or principal data, prior to obtaining initial or any further access to such data.

4. Use/Disclosure of Data

4.1

4.2

4.3

Contractor shall not sell or use for any commercial purpose student, teacher and/or
principal data that is received by Contractor pursuant to the Agreement or developed by
Contractor to fulfill its responsibilities pursuant to the Agreement.

Contractor shall use the student, teacher and/or principal data, records, or information
solely for the exclusive purpose of and limited to that necessary for the Contractor to
perform the duties and services required under the Original Agreement. Contractor shall
not collect or use educational records of OU BOCES or any student, teacher and/or
principal data of OU BOCES for any purpose other than as explicitly authorized in this
Addendum or the Original Agreement.

Contractor shall ensure, to the extent that it receives student, teacher and/or principal data
pursuant to the Agreement, that it will not share Confidential Information with any
additional parties, including an authorized subcontractor or non-employee agent, without
prior written consent of OU BOCES. Contractor shall indemnify and hold OU BOCES
harmless from the acts and omissions of the Contractor’s employees and subcontractors.

5. Contractor’s Additional Obligations under Section 2-d and this Addendum
Contractor acknowledges that, with respect to any student, teacher and/or principal data
received through its relationship with OU BOCES pursuant to the Agreement it is obliged to
maintain a Data Security & Privacy Plan, and fulfill the following obligations:

e execute, comply with and incorporate as Exhibit “A” to this Addendum, as required

Section 2-d, the Parents’ Bill of Rights for Data Privacy and Security developed by OU
BOCES;

store all data transferred to Contractor pursuant to the Agreement by OU BOCES, in an
electronic format on systems maintained by Contractor in a secure data facility located
within the United States or hard copies under lock and key;

limit internal access to student, teacher and/or principal data to Contractor's officers,
employees and agents who are determined to need such access to such records or data
to perform the services set forth in the Original Agreement;

not disclose student, teacher and/or principal data to any other party who is not an
authorized representative of Contractor using the information to carry out Contractor's
obligations under the Agreement, unless: (I) the other party has the prior written
consent of the applicable student's parent or of the eligible student; or (II) the other
party has the prior written consent of the applicable teacher or principal; or (III) the
disclosure is required by statute or court order, and notice of the disclosure is provided
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to OU BOCES no later than five business days before such information is required or
disclosed (unless such notice is expressly prohibited by the statute or court order);

e use reasonable administrative, technical and physical safeguards that align with the
NIST Cybersecurity Framework and are otherwise consistent with industry standards
and best practices, including but not limited to encryption, firewalls and password
protection as specified by the Secretary of the United States Department of HHS in
any guidance issued under P.L. 111-5, Section 13402(H)(2), to protect the security,
confidentiality and integrity of student and/or staff data of OU BOCES while in motion
or in custody of Contractor from unauthorized disclosure;

e not mine Confidential Information for any purposes other than those agreed to in
writing by the Parties. Data mining or scanning of user content for the purpose of
advertising or marketing to students or their parents is prohibited; notify OU BOCES,
in the most expedient way possible and without unreasonable delay, of any breach of
security resulting in an unauthorized release of any PII. In addition, Contractor shall
take immediate steps to limit and mitigate the damage of such security breach or
unauthorized release to the greatest extent practicable, and promptly reimburse OU
BOCES for the full cost of any notifications OU BOCES makes as a result of the
security breach or unauthorized release. Contractor further acknowledges and
understands that Contractor may be subject to civil and criminal penalties in accordance with
Section 2-d for violations of Section 2-d and/or this Agreement.

e understand that any breach of the privacy or confidentiality obligations set forth in this
Addendum may, at the sole discretion of OU BOCES, result in OU BOCES immediately

terminating this Agreement; and

e Familiarize its applicable officers, employees and agents with this Addendum and with the
"Parents' Bill of Rights for Data Privacy and Security."

The Contractor acknowledges that failure to fulfill these obligations shall be a breach of the Agreement.
Except as specifically amended herein, all of the terms contained in the Original Agreement are
hereby ratified and confirmed in all respects, and shall continue to apply with full force and

effect.

IN WITNESS WHEREOF, Contractor and OU BOCES execute this Addendum to the Agreement as

follows:

Contractor Name:.

By: Steve Stolfi

Title: €O

DocuSigned by:

Signature: | Stu Stolf

——DGED699IDIDA4CE...

Date:lg August 2024 | 5:21 PM BST

OU BOCES A\

By: Mark Colemian

Title: Assistant Shiperi n/dent
C

7’

Signature:

Date: / (/‘L'\}L& 7/(
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Exhibit A
PARENTS’ BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY
In accordance with the requirements of Section 2-d of the New York Education Law, Orange-
Ulster BOCES (the “OU BOCES”) provides the following Parents” Bill of Rights with respect to
maintaining the privacy and security of student data:

l. A student's personally identifiable information cannot be sold or released for any commercial
purposes;

2. Parents have the right to inspect and review the complete contents of their child's education record,

3. State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.
Towards this end, OU BOCES has implemented the following safeguards to protect personally
identifiable information about students, which is stored or transferred by OU BOCES, against
unauthorized disclosure.

e All databases that have student information are protected by a secure password and login.
Logins are monitored, and passwords are kept up-to-date.

e All databases that have student information are protected by a secure firewall, and intrusion
detection. All data bases that contain student information are encrypted with 256 bit secure
socket layer protection.

4. Parents may access a complete list of all student data elements collected by NYSED at
http://www.p12.nysed.gov/irs/sirs/documentation/NYSEDstudentData.xIsx, or may obtain a copy of
this list by writing to the Office of Information & Reporting Services, New York State Education
Department, Room 863 EBA, 89 Washington Avenue, Albany, NY 12234.

5. Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed to: Director of Technology, 4 Harriman Drive, Goshen, NY 10924
(845)781-4358; support@ouboces.org.

PLEASE NOTE: Accordingly, this Parents’ Bill of Rights is subject to revision and/or supplementation as
needed to comply with OU BOCES’ obligations under the law.

Additional information is available on the New York State Education Department’s website at:

https://www.nysed.gov/sites/default/files/programs/data-privacy-security/parents-bill-of-
rights 2.pdf

Phone: 845-291-0100 53 Gibson Road, Goshen, NY 10924 www.ouboces.org



Docusign Envelope ID: 60EED978-520C-4977-80E8-706BD60D483B

Exhibit B

Supplemental Information

Pursuant to Education Law § 2-d and Section 121.3 of the Commissionet’s Regulations, OU BOCES is
required to post information to its website about its contracts with third-party contractors that will receive
Personally Identifiable Information (PIL).

Name of
Contractor

Impero Solutions, Inc

Description of
the purpose(s)
for which
Contractor will

To provide the ContentKeeper solution

receive/access
PII
Type of PII that _
Contractor will Check all that apply:
receive/access B Student PII

[0 APPR Data

Contract Term

Contract Start Date //1/2024
Contract End Date 6/30/2028

Subcontractor
Written
Agreement
Requirement

Contractor will not utilize subcontractors without a written contract
that requires the subcontractors to adhere to, at a minimum, materially
similar data protection obligations imposed on the contractor by state
and federal laws and regulations, and the Contract. (check applicable
option)

B Contractor will not utilize subcontractors.

[0 Contractor will utilize subcontractors.

Data Transition
and Secure
Destruction

Upon expiration or termination of the Contract, Contractor shall:

e Seccurely transfer data to OU BOCES, or a successor
contractor at OU BOCES’ option and written discretion, in a
format agreed to by the parties.

e Securely delete and destroy data.

Challenges to
Data Accuracy

Parents, teachers or principals who seek to challenge the accuracy of
PII will do so by contacting OU BOCES. If a correction to data is
deemed necessary, OU BOCES will notify Contractor. Contractor

Phone: 845-291-0100
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agrees to facilitate such corrections within 21 days of receiving OU
BOCES’ written request.
Secire Starage Please describe where PII will be stored and the protections taken to ensure
and D.ata PIT will be protected: (check all that apply)
Security
[ Using a cloud or infrastructure owned and hosted by a third party.
[ Using Contractor owned and hosted solution
.. Data will be stored locally on Ou Boces system and subject to
B Other: i
Ou Boces risk mitigation procedures
Please describe how data security and privacy risks will be mitigated in a
manner that does not compromise the security of the data:
Encryption Data will be encrypted while in motion and at rest.
CONTRACTOR
Si nature DocusSigned by:
[Sig | [ stoue Sl
[Printed Name] Steve Stolfi
[Title] cco
Date: 19 August 2024 | 5:21 PM BST

Phone: 845-291-0100 53 Gibson Road, Goshen, NY 10924 www.ouboces.org



