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This Agreement, made this October 1, 2021 (“Effecuve Date™), by and between the
Phoenix Central School District (*School District™), having an office at 116 Volney Street,
Phoenix, NY 13135 and , Keeper Security, Inc. (“Vendor™) having an office at 820 W, Jackson
Blvd., Suite 400, Chicago, IL 60607 (collectively the “Parties™).

In consideration of the mutual promises and covenants contained herein, the Partics agree
as follows:

1.

Services. Vendor shall perform the services set forth in this Agreement, as described in
Addendum C (the “Services'). Vendor shall provide the Services at the School District location
or on a remote basis, as agreed to by the Parties. Vendor warrants that the Services provided
hereunder will be performed in a good and workmanlike manner.

License. Vendor hereby grants to School District, including to all School District’s
authorized users, 2 non-exclusive, non-sublicensable, non-assignable and royalty-free license to
access and use the service (the “Services™) solely for School District’s operations in accordance
with the terms of this Agreement.

Services. Vendor hereby grants to School District, including to all School District’s
authorized users, a non-exclusive, non-sublicensable, non-assignable and royalty-free license to
access and use the service(s) and/or programis). The Vendor shall further perform related
services and any additional services as set forth in Addendum C (collectively,

“Services™). Vendor shall provide the Services at the School District location or on a remote
basis, as agreed 1o by the Parties. Vendor warrants that the Services provided hereunder will be
performed 1n a good and workmanlike manner.

2. Term of Services. This Agreement begins on the Effective Date and will
continue unless terminated earlier as set forth herein (the “Term™).

3 Termination. This Agreement may be terminated as follows:

{a) By the School District immediately in the event of breach by the Vendor;

(b) By either Party in the event of a Default not cured within the time period
set forth in Section 7 herein; and

4. Payment. Payment shall be made in accordance with Addendum D attached
hereto.



a. Protection of Confidential Data. Vendor shall provide its Services in a manner
which protects Student Data (as defined by 8 NYCRR 121.1{(q)) and Teacher or Principal Data
{as defined by 8 NYCRR 121.1{r)) (hereinafter “Confidential Data™) in accordance with the
requirements articulated under Federal, State and local laws and regulations, including but not
limited to the foregoing:

(a)

(b)

(e)

(d)

(e)

(n

(g)

(h)

(i)

Vendor will adopt technologies, safeguards and practices that align with
the NIST Cybersecunity Framework.

Vendor will comply with the School District Data Security and Privacy
Policy, Education Law § 2-d, and 8 NYCRR §121.

Vendor will limit intermal access 1o personally identifiable information o
only those employees or sub-contractors that need access to provide the
contracted services.

Vendor will not use the personally identifiable information for any
purpose not explicitly authonzed in this Agreement.

Vendor will not disclose any personally identifiable information to any
other party without the prior written consent of the parent or eligible
student, unless otherwise authorized pursuant to applicable law.

Vendor will maintain reasonable admimistrative, technical and physical
safeguards to protect the security, confidentiality and integrity of
personally identifiable information in its custody.

Vendor will use encryption to protect personally identifiable information
in its custody while in motion or at rest.

Vendor will not sell personally identifiable information nor use or disclose
it for any marketing or commercial purpose or facilitate its use or
disclosure by any other party for any marketing or commaercial purpose or
permit another party to do so.

In the event Vendor engages a subcontractor to perform its contractual
obligations, the data protection obligations imposed on the Vendor shall
apply to the subcontractor.

b. Data Breach. In the event that Confidential Data 15 accessed or obtained by an
unauthorized individual, Vendor shall provide notification to the School District without
unreasonable delay and not more than seven calendar days afier the discovery of such breach.
Vendor shall follow the following process:

(a)

The security breach notification shall be titled “Motice of Data Breach,”
shall be clear, concise, use language that is plain and easy to understand,
and to the extent available, shall include: a brief description of the breach
or unauthorized release; the dates of the incident and the date of discovery;



a description of the types of Confidential affected; an estimate of the
number of records affected; a brief description of the vendors investigation
or plan to investigate; and contact information for representatives who can
assist the School District with additional questions.

(b)  The Vendor shall also prepare a statement for parents and eligible students
which provides information under the following categonies: “What
Happened,” *What Information Was Involved,” “What We Are Doing,”
“What You Can Do,” and “For More Information.”

(€} Where a breach or unauthorized release of Confidential Data is attributed
to Vendor, and’or a subcontractor or affiliate of Vendor, Vendor shall pay
for or promptly reimburse the School District for the cost of notification to
parents and eligible students of the breach.

{d) Vendor shall cooperate with the School District and law enforcement to
protect the integrity of investigations into the breach or unauthonzed
release of Confidential Data.

() Vendor further acknowledges and agrees to have a written in¢ident
response plan that is consistent with indusiry standards and federal and
state law for responding e a data breach, breach of security, privacy
incident or unauthonzed acquisition or use of Protected Data or any
portion thereof. Upon request, Vendor shall provide a copy of said written
incident response plan to the School Distnet.

7. Indemnification. Vendor shall at all times (both during and after the Term of
this Agreement), indemnify, defend and hold harmless the School District, its agents, employees
and students (collectively for purposes of this Section “the School District™), from and against
any and all settlements, losses, damages, costs, counsel fees and all other expenses relating 1o or
arising from (a) Vendors failure to comply with the terms of this Agreement; and/or (b) the
negligent operations, acts or omissions of the Vendor.

8. Assignment. This Agreement is binding upon the Parties and their respective
successors and assigns, but Vendor's obligations under this Agreement are not assignable
without the prior written consent of the School District. Any assignment without the School
District’s consent shall be null and void.

9, Default, The School Distriet shall be in Default under this Agreement if the
School District fails to pay any fees or charges or any other payments required under this
Agreement when due and payable, and such failure continues for a period of fifteen (15) days
after receipt written notification of such failure. The Vendor shall be in default of this
Agreement if it becomes insolvent, dissolves, or assigns its assets for the benefit of its creditors,
or files or has filed against it any bankrupicy or reorganization proceeding.



10.  Intellectual Property. Intellectual property nghts ansing from the Services (but
not the data, materials or content provided by Client) shall remain the property of Vendor, and
nothing contained in any work product shall be construed to transfer, convey, restrict, impair or
deprive Vendor of any of its ownership or proprietary interest or rights in technelogy,
information or products that existed prior to the provision of deliverables under this Agreement
or that may be independently developed by Vendor outside the scope of the services provided
under this Agreement and without use of any confidential or otherwise restricted matenal or
information thereunder.

11.  Governing Law. This Agreement and any Services procured hercunder shall be
governed by the laws of the State of New York both as to interpretation and performance,
without regard to its choice of law requirements. Each party consents and submits, for any
dispute arising out of or relating to this Agreement or the transactions contemplated hereby, 1o
the sole and exclusive jurisdiction of the state and federal courts located in the county in which
the School District is located.

12.  Compliance with Laws. Vendor, its emplovees and representatives shall at all
times comply with all applicable Federal, State and local laws, rules and regulations.

13.  Independent Relationship. It is expressly intended by the Parties hereto, and
Vendor hereby specifically warrants, represents and agrees, that Vendor and the School District
ar¢ independent entities. The Parties intend that this Agreement is stnctly between twio
independent entities and does not create an employer/emplovee relationship for any purpose.
Vendor shall perform the duties contemplated by this Agreement as an independent entity, to
whom no benefits shall accrue except for those benefits expressly set forth in this Agreement.

14.  Public Inspection of Agreement, Vendor acknowledges and agrees that this
Agreement and all documents Vendor provides to School District as required herein, are public
records and may at all times be subject to public inspection.

15.  Waiver. No delay or omission of the School District 1o exercise any right
hereunder shall be construed as a waiver of any such right and the School District reserves the
right to exercise any such right from time to time, as often as may be deemed expedient.

16.  Addendums. The following Addendums are attached hereto and incorporated
herein:

o Addendum A: Parents” Bill of Rights for Data Privacy and Security

+ Addendum B: Parents’ Bill of Rights - Supplemental Information Addendum
*  Addendum C: Product Specifications and Pricing Table

e Addendum D; Technical Specifications (Omitted)

o  Addendum E: Vendor’s Data Secunty and Privacy Plan

¢ Addendum F: Schedule of Data

o Addendum G: Joinder Agreement



17.  Severability. Should any part of this Agreement for any reason be declared by
any court of competent jurisdiction to be invalid, such decision shall not affect the validity of any
remaining portion, which remaining portion shall continue in full force and effect as if this
Agreement had been executed with the invalid portion hereof eliminated, it being the intention of
the Parties that they would have executed the remaining portion of this Agreement without
including any such part, parts or portions which may for any reason be hereafier declared invalid.

18.  Entire Agreement. This Agreement and its attachment constitute the entire
Agreement between the Partics with respect to the subject matter hercof and shall supersede all
previous negotiations, commitments and writings. It shall not be released, discharged, changed or
modified except by an instrument in writing signed by a duly authorized represemative of each
of the Parties.

IN WITNESS WHEREOF, the partied have executed this Agreement intending to be
legally bound.

Phoenix Central School District Keeper Security, Inc.

égiéu%ﬁy d // Signature

Cﬁfrf'fq'?)'ﬂf j_ J%l!r’;._ﬂ__ Mikki Jamison

Printed Name Printed Name

-
\5::??’5 -f’miﬂmﬂ E'A-:.‘L Associate Corporate Counsel

Title ¥ Title




Addendum A

FHOENIX CSD PARENTS’ BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

Parents (includes legal guardians or persons in parental relationships) and Eligible Students
(student 18 years and older) can expect the following:

1. A student’s personally identifiable information (PII) cannot be sold or released for any
commercial purpose. PIL, as defined by Education Law § 2-d and FERPA, includes direct
identifiers such as a studemt’s name or identification number, parent’s name, or address; and
indirect identifiers such as a student’s date of birth, which when linked to or combined with other
information can be used to distinguish or trace a student’s identity, Please see FERPA's
regulations at 34 CFR 99.3 for a more complete definition.

2. The nght to inspect and review the complete contents of the student’s education record stored
or maintained by an educational agency. This right may not apply to parents of an Eligible
Student.

3. State and federal laws such as Education Law § 2-d; the Commissioner of Education’s
Regulations at 8 NYCRR Part 121, the Family Educational Rights and Privacy Act ("FERPA™)
at 12 U.5.C. 1232g (34 CFR Part 99); Children's Online Privacy Protection Act ("COPPA") at 15
U.S.C. 6501-6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("FPRA") at 20
U.S.C. 1232h (34 CFR Part 98); the Individuals with Disabilities Education Act (“TDEA™) at 20
LLS.C. 1400 ¢t seq. (34 CFR Part 300); protect the confidentiality of a student’s identifiable
information.

4, Safeguards associated with industry standards and best practices imcluding but not limited to
encryption, firewalls and password protection must be in place when student P11 is stored or
transferred.

5. A complete list of all student data elements collected by NYSED is available at

hitp:/fwww. nysed. gov/data-privacy-security/student-data-inventory and by writing to: Chief
Privacy Officer, New York State Education Department, 89 Washington Avenue, Albany, NY
12234,

6. The right to have complaints about possible breaches and unauthorized disclosures of PI1
addressed. Complaints may be submitted to NYSED at hitp:/www.nysed. gov/data-privacy-
security/report-improper-disclosure , by mail to: Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, NY 12234; by email to
privacyi@nysed.gov: or by telephone at 518-474- 0937, Complaints regarding student data
breaches can also be directed to: Michael Foley, Director Data and Instructional Technology,
Phoenix Central School District, 116 Volney Street, Phoenix WY, 13135, Phone: 3135-695-154%9
email: mfolevi@phoenixesd.org.

7. To be notified in accordance with applicable laws and regulations if a breach or unauthorized
release of PII



QCCUrs,

8. Educational agency workers that handle P11 will receive training on applicable state and
fiederal laws, policies, and safeguards associated with indusiry standards and best practices that
protect P11

9, Educational agency contracts with vendors that receive PII will address statutory and
regulatory data pnivacy and secunty requirements.



Addendum B
PARENTS® BILL OF RIGHTS - SUPPLEMENTAL INFORMATION ADDENDUM

1. As used in this Addendum B, the following terms will have the following
meanings:

a, “Student™ shall have the meaning defined in Subsection 1(f) of Section 2-d.

b. “Eligible Student™ shall have the meaning defined in Subsection 1{g) of Section
2-d.

. “Personally Identifiable Information™ as applied to Student Data shall have the
meaning defined in Subsection 1{d) of Section 2-d.

d. “Stdemt Data™ means Personally Identifiable Information from student records
that Vendor receives from the Phoemix Central School District.

Other capitalized terms used in this Addendum B will have the applicable meaning set forth
elsewhere in this Agreement or in Section 2-d.

2. Vendor agrees that the confidentiality of Student Data shall be maintained in
accordance with state and federal laws that protect the confidentiality of Studemt Data.

3. Vendor agrees that any of its officers or employvees, and any officers or employees
of any assignee of Vendor, who have access to Student Data will be provided training on the

federal and state law governing confidentiality of such Student Data prior to receiving access 1o
that data.

4, The exclusive purpose for which Vendor is being provided access o Student Data
15 to permit Vendor to provide Services as set forth in the Agreement. Student Data received by
Vendor, or by any assignee of Vendor or third party contracting with Vendor, shall not be sold or
used for marketing purposes.

5. If Vendor comes into possession of Student Data, Vendor wall only share such
Student Data with additional third parties if those third parties are contractually bound o adhere
to data protection and secunty requirements, including but not limited to those outlined in
applicable state and federal laws and regulations (e.g., Family Educational Rights and Privacy
Act ("FERPA™); Education Law §2-d; 8 NYCRR Part 121).

6. The Contract commences and expires on the dates set forth in the Contract, unless
carlier terminated or renewed pursuant to the terms of the Contract. On or before the date the
Contract expires, protected data will be exported to the Phoenix Central School District in excel,
or other format agreed upon by both Parties. format and/or destroyed by the Contractor as
directed by the Phoenix Central School District.



7. If a parent, Student, or Eligible Student wishes to challenge the accuracy of any
“education record”, as that term is defined in the FERPA, by following the School District’s
procedure for requesting the amendment of education records under the FERPA. Teachers and
principals may be able to challenge the accuracy of APPR data stored by the Phoenix Central
School District in Contractor’s product and/or service by following the appeal procedure in the
School District’s APPR Plan. Unless otherwise required above or by other applicable law,
challenges to the accuracy of the Confidential Data shall not be permitied.

B. Student Data transferred to Vendor by the Phoenix Central School District will be
stored in electronic memory (on servers or other computers) operated and maintained by or on
behalf of Vendor in the United States. The measures that Vendor will take to protect the privacy
and security of Student Data while it is stored in that manner include, but are not necessanly
limited to: encryplion to the extent required by Section 2-d; restricted physical access 1o the
servers'computers; sofiware-based solutions intended to prohibit unauthorized entry such as
regularly updated virus scans, firewalls, and use of passwords; and administrative controls such
as selective user access rights. The measures that Vendor takes to protect Confidential Data will
align with the NIST Cybersecurity Framework.

9. The Contractor will apply encryption to the Confidential Data while in motion
and at rest at least to the extent required by Education Law Section 2-d and other applicable law.

10



Addendum C
PRODUCT SPECIFICATIONS AND PRICING TABLE
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Addendum I}

TECHNICAL SPECIFICATIONS
Omitted



Addendum E

VENDOR’S DATA SECURITY AND PRIVACY PLAN

Keeper Security, Inc.’s Privacy Policy s located at hups://keepersecurity.com’en_GRB/privacypolicy.html,
By using our Software. you accept and agree to all terms. provisions and conditions of the Privacy Policy.
Keeper Security reserves the right to change the Privacy Policy and will notify you of such changes via
email or our website. If we make any material changes we will notify you by email or notitication on the
keepersecurity.com website prior to the change hecoming effective. If you have questions or concerns
regarding the Privacy Policy. you may contact us at sccurity{gzkeepersecurity.com

Keeper Security, Inc.
Information Security Policy

I POLICY

A. General Policy

Ttis the policy of Keeper Security Tne. that information. as defined hereinafter, in all its forms--written, spoken,
recorded electronically or printed--will be protected from accidental or intentional unauthorized modification,
destruction or disclosure throughout its life cyele. This protection includes an appropriate leve! of security over
the cquipment and software used to process, store, and transmit that information.

B. Documentation, Change, and Approval

All policics and procedures must be documiented and made available 10 individuals responsible for their
implenientation and compliance. All activities identified by the policies and procedures must also be
documented. All the documentation, which may be in ¢lectronic form, must be retained after initial creation, or,
pettaining to policies and procedures, after changes are made. All documentation must be periedically reviewed
for appropriateness and currency, a period of time to be determined by each entity within Keeper Security Inc.
Changes to policies and procedures must be approved by senior executive management. Policies and procedures
must be reviewed for compliance with legal and contractual obligations, and approved on an annual basis by
senior exceutive management (CEQ and CTO).

C. Department Policy

At cach enuty andfor deparument level, additional policies, standards and procedures will be developed detailing
the implementaton of this policy and set of standards, and addressing any additional information system
functionality in such entity and/or department. All departmental policics must be consistent with this policy. All
systems implemented after the effective date of these pohicies are expected to comply with the provisions of this
policy where possible. Existing systems are expected o be brought into compliance where possible and as soon
as practical.

11, SCOPE

A. Scope of Information Security Policy

The scope of information security includes the acceptable use of clectronic resources, risk rmanagentent,
protection of the confidentiality, integrity and availability of information.

B. Applicability of Information Security Policy

The framework for managing information security in this policy applies to all Keeper Security Inc. entities and
workers, and other [nvolved Persons and all Involved Systems throughout Keeper Sceurity Inc. as defined

below in INFORMATION SECURITY DEFINITIONS.

C. Delinitions

13



This policy and all standards apply to all classes of protected mformation in amy form as defined in the DATA
CLASSIFICATION POLICY.

v, Additional Related Policies

In addition to this INFORMATION SECURITY POLICY, the additional secunity policics and plans must be
rmaintained:

Acceptable Use Policy

[rata Classification Policy

Acces Control Policy

Password Palicy

Personal Device Policy

Disaster Recovery Plan

Incident Response Plan

Business Continuity Plan

Supplier Security Policy

Secure Systems Engincering Policy

Legal, Regulatory, and Contractual Requirgments Policy
Operating Procedures for IT Management

Executive Management or the Information Secunty Officer may develop additional security policies as is
necessary to ensure legal or regulatory compliance of to ensure the security of Keeper Security Ing systems,
people, and resources.

1B RISK MANAGEMENT

A, Threat Detection and System Analysis

Threa detection and system monitoring is a daily. ongoing activity at the company. An amalysis of all Keeper
Security Inc. information networks and systems will be conducted every six months to document any threats
and vulmerabilities 1o stored and transmiried information, The analysis will examime the tvpes of threats -
internal or external, natural or manmade, electronic and non-clectronic == that affect the ability to manage the
information resource, The analysis will also document the existing vulnerabilities within each entity which
potentially expose the information resource 1o the threats, Finally, the analysis will also include an evaluation of
the information assets and the echnology asseciated with 185 collection, storage, dissemination and protection,

B. Frequency of Risk Assessment and Business Impact Analysis

From the combination of threats, vulnerabilities, and asset values, an estimate of the risks to the confidentiality,
itegrity and availability of the information will be determined. The frequency of the risk analysis will occur as
determined necessary by the 150 or Senior Management, or not le4s than once per calendar year. This Risk
Assessment and Business Impact Analysis shall be updated annually and tracked in JIRA or Confluence.

€. Threat Mitigation
Based on the periodic assessment, measures will be implemented that reduce the impact of the threats by
reducing the amount and scope of the villnerabalities.

0. Technology Status Mecting

A Technology Status Meeting shall be held at least once per month to discuss technology 1ssues, environmental,
regulatory, sccurity concerns, potential problems, nisks, patches and/or security updates, current project status,
and potential improvements that could affect the company's ability to meet service level agreements. Meetings
shall normally take place no less than once per calendar month, or more frequently as-needed. Issues that
require action shall be tracked with a JIRA request in the appropriate project quete.

E. Vulaerability/Penetration Testing

Production systems shall be tested daily by a third-party testing service. Alerts and Findings shall be delivered
directly to the CTO, Information Security Officer, and Security Administrators. All discovered vulnerabalities
must be fixed or mitigated. The timeline to fix a discovered a vulnerability is determined by the severity of the
villnerability and will be determined by the 150, On a monthly basis. a8 meeting shall be held to track review of

14



the penctration/vulnerability reports by Systems Management and 150, Any resulting actions from the formal
review shall be opened as ksues and tracked in JIRA.

F. Firewall Auditing

Production system Firewall rulesSecurnity Groups shall be audited for changes by an auiomated system on an
hourly basis. Changes 1o firewalls, or unrecognized firewall entries shall immediately alert the CTO, 150, and
Security Administrutors, [ssues that require action shall be tracked with o JIRA request in the SysAdmin project
quene.

(. Internal System Performance’ Availability Monitoring

A syatem o monitor the iernal availability of production systems shall be implemented. The system shall
mamitor isdividaal production server/service instances and shall alert the CTO, [50, and sysiems adminisirators
if degraded performance or availabality is detected. Tssues that require action shall be tracked with a JIRA
requeest in the SysAdmin project queve.

H, Esternal Svstem Monitoring

An external monitoring system shall be implemented o monitor the externally facing production systems. The
external system shall alery the CTO, 150, and svstems administrators in the event of an externally deteciable
performance degradation or service failure. Issues that require action shall be rracked with a JTRA request in the

SysAdmin project queus.

1.  Third Party Compliance Monitoring

On an annual basis, the 150 shall request from vendors that host production data, third-pany security audits,
S0 reports, or odher perimnent medils or reports for review. This action of compliance monitoring shall be
tracked in a JIRA issue opened in the SysAdmin gueue.

J. Motification of Security Breaches

Keeper shall notify affected parties (both internal and third=party) of a secunity breach within 24 hours of
detection of the breach. Moufication will take place over c-mail unless alternate contact methods have been
specified otherwise.

Iv. INFORMATION SECURITY DEFINITIONS

Availability: Data or information is sccessible and usable upon demand by an awthenzed person.
Confidentiality: Data or information is ot made available or disclosed 1o unauthorized persons of proceiscs.
Integrity: Dhata or information has not been altered or destroyed in an unauthorized manner.

Invalved Persons: Every worker at Keeper Security Inc. - no matter what their status, This meludes
employeds, contractons, conssiltants, tempoaranes, volunbeers, indems, €

Invilved Systems: All computer equipment and network systems that are operated wathin the Keeper Secunity
Ine, environment, This inchisdes all platforms {operating systems), all computer sizes (personal digital assistants,
deskiops, mainframes, oic. ), and all applications and data {whether developed in-house or licensed from third
parties) contained on those syslems.

Protected Customer Data (PCD): PCD is data that is gencrated and stored by customer users. This can inglude
personal data, passwords, name, ¢-mail, account information, or any other type of data & customer user may
store using services or products offered by Keeper Security [nc. PCD also includes keys, passwonds,
certificates, or other mformation that permits decryption or access to PCE, For further information see the
DATA CLASSIFICATION POLICY.

Risk; The probability of a loss of confidentiality, integrity, or availability of information resources,

¥, INFORMATION SECURITY RESPONSIBILITIES

A Information Security Cificer

The Information Secunty Officer (1500) is regponsible for working with user management, owners, custodians,
and ysers to develop and implement prudent secunty policies, procedures, and controls, subject 1o the approval
of Keeper Secunty Inc. senior management. The Information Secunity Officer must report directly to senior
management. Placing the 150 and InfoSec team oulside of the typical hierarchical structure of the organization

15



is essential to removing conflicts of interest and enables objectivity in the execution of secunty policies,
security planning, and security practices throughout the company. The 150 or any member of the Information
Security (InfoSec) team may not be @ member of any other role or entity listed outsade of Section V., subsection
A of this policy. Elements of security management planning include defining security roles; prescribing how
security will be managed, who will be responsible for security, and how security will be tested for effectivencss;
developing security policies; performing risk analysis; and requining security education for employees. These
efforts are guided through the development of management plans.

Specific responsibilities of the Information Security Office and InfoSec team include:

1. Ensuring sccurity policies, plans, procedures, and standards are in place
and adhered 1o by entity.

2. Providing basic security support for all systems and users, including management of firewalls, security
monitoring/STEM systems, acoess-lists, and 2ccess fo sysiem management portals and systems

3. Advising owners in the identificatton and classification of computer resources. Sec Section ¥l
Information Classification,

4. Advising systems development and application owners in the implementation of security controls for
information on systems, from the point of system design, through testing and production
implementation.

5. Educating information owner and user management with comprehensive information about security
controls affecting svstem users and application systems,

6.  Providing ongoing emplovee security education.

7. Performing scourity audits,

8 Determine if an exception io the security policy when an exception request is made in writing.
Exceptions may include temporary changes to firewalls to permit external employee access duning an
emergency, or shared user accounts for services or software where it is not possible or practical o
provide individual accounts to imernal users. An exception may be granted if the request is deemed
necessary and nature of the exception does not significantly expose the company to security risk.

9. Muintaining the Developer Role Chart which identifies individual Product Owners of the company’s
products and semvices.

10. Provides leadership and guidance for the Information Secunty {InfoSec) team/department.

11. Act as or delegate responsibilities as a designated Chief Information Security Officer (CI50)), Chief
Security Officer (TS50, Data Protection Officer
(DPO) for the purposes of compliance with SOX, GDPR. or other compliance/certification purposcs.

Keeper Security Inc. management who supervise users as defined below. User management 15 responsible
for overseeing their employees’ use of information, including:

12, Reviewing and approving all requests for their employees access authomzations,

I3, Initiating security change requests to keep employvess’ security record current with their positions and
job functions.

4. Prompily informing appropriste parties of employes terminations and transfers, in accordance with
local entity tertmnation procedures.

16



15, Revoking physical access 1w werminated employees, Le., confiscating keys, changing combanation

locks., elc.

16. Providing employees with the opporunity for iraining needed o properly use the computer sysiems.

Syvatems Management (Data Custodians)

Systems Management is responsible for management of customer facing Production servers, networks, ansd
associated services, The responsibalities of Systems Managemient inclde:

R

Deployment of approved hardware, software changes to customer-facing production servers and
services, 10 accordance with the Change Control Procedure,

Maintaining and executing procedures for the management of business-critical production systems.

Responding io and resodving incidents that affect the availabality of business-—critical production
BYELCITIE,

Deploying softwarehardware updaies to maintain production system stability and secunty.
Imtiating eorrective actions o production systems when problems are identified,
REesponsible for ongoing maintenance, performance/availability monitoring, capacity planmng, and

availability of informations svstems o ensure that all intermal and extermal service level commitments
are met.

C. Product/Data Owners
The owner of 2 collection of information is usually the manager responsible for the creation of that information
of the primary user of that informeation, This role often corresponds with the management of an organizational

L,

The owner of information has the resporsibilicy fior:

Z

Knowing the information for which owner is responsible,
Determining a data retention period for the information,

Ensuring appropriale procedunes aré in effect to profect the imtegnity, confidentiality, and avalabality of
the information used.

Specifying contrals and communicating the control requirements to the intemal vsers of the
information.

Reporting promptly to the 150 the loss or misuse of Keeper Security Inc. information and initiating
procedures acconding 1o the incident response plan.

[mitising comective achions when problems are identified.

Promoting employvee education and security awareness by utilizing progrms approved by the [50,
where appropriate,

Approving changes to code that affect the avarlabihity of information i Keeper Secunty products and
services, and implementing procedures for change control.

0. laternal User
The emploveeinternal user is any person who has been authorized 10 read. enter, or update information - this
also applies o all users defined in sections A, B, C of this section, A user of information is expected o
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1. Access information only in support of their authonized job responsibilities.

2. Comply with Information Security Policies and Standards and with all controls established by the
owner.

3.  Kecp personal authentication devices (.4 passwords, SecurclCards, PIMs, eic. ) confidential,
4, Report prompthy to the 150 the lods or misuse of Keeper Security Inc. imformation.
5. Initiate commective actions when problems are identified.

V1. COMPUTER AND INFORMATION CONTROL

A, Drwnership of Software

All compater software developed by Keeper Security Inc. employees or contract personnel on behall of Keeper
Security Inc. or licensed for Keeper Security Inc. use is the property of Keeper Security Inc. and must not be
copied for use at home or any other location, unless otherwise specified by the license agreement.

B. Installed Software

All software packages that reside on computers and networks within Keeper Security Inc. mast comply with
applicable licensing agreements and restrictions and must comply with Kecper Secunity Inc. acquisition of
software policies.

C. Virus Protection and Endpoint Security Management

Endpoint Security Management and Virus Protection systems approved by the Information Secunity Officer and
Information Services must be deployed using a multi-layered approach (deskiops, servers, gateways, ctc.) that
ensures all elecronie files are appropriately scanned for viruses and endpoimts are protected from malicious
software or processes. Users are nod authonized to murm off or disable vires checlang systems.

0. Audit Controls

Hardware, software, and/or procedural mechanisms that record and examine activity in information systems that
contain or use PCD must be implemented. Further, procedures must be implemented 1o regularly review records
of information system activity, such as audit logs, access reports. and security incident tracking reports.

E. Contingency Planning

Controls must ensure that Keeper Security Inc. can recover from any damage to computer equipment or files
within a reasonable period of time. System Management must develop and maintain a plan for responding to a
gyslem emergency of other occurrence {for example, fire, vandalism, system failure and natural disasier) that
damages systems that contain PCDY, Confidential, or Internal Information, This will include developing policies
and procedures to address the following:

. Data Backup Plan:
a.  Dama backup plan must be documented and routinely updated to createand muntain, for a specific
period of time, retrievable exact copies of information,

b, Backup datm must be stored i an off-site location and protected from physical damage

¢.  Backup dots must be afforded the 2amse level of protection as the original data.
2. Dhsaster Becovery Plam
A disaster recovery plan must be developed and documented which contains a process enabling the entity
to restore any boss of data in the event of fire, vandaliam, natural disaster, or system failure.

3. Incident Response Plan
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A ptan must be developed 1o plan how the organization responses 1 breaches of security, unauthorized
disclosure of PCD, Confidential Information, or Internal Information.

4, Busingss Continuity Plan
A plan shall be developed and maintained 10 ensure the continaation of business processes in the event of
an ingident that disrupts normal business operations at one or more office or data-center locations,

5. Pakch Management

AT Resources must be part of a patch managerment cycle, Available patches must be evaluated and
applied 1o IT Resources every 90 days or fess. Resources owners and managers are responsible for the
assessment of IT Resources under their management or supervision. Patches that mitigate serious or critical
vulnerabilities must be deployed as soon as possible using the Change Control Process.

VIL  Physical Security

A, Physleal Access Control

Physical access 1o Keeper Security business spaces shall be protecied by doors that remain locked by default on
a 24x7 basis. External access to business spaces shall be granted to authorized individuals via physical key, PIN
code, RFID card, or by other secure electronic means.

B. Need of Access
Access shall be granted 1o arcas based on business function. Employees shall be granted sccess 1o areas required
for their work function.
The follewing arcas shall be funther restncted to those with a need for access:
#  Server, Communications, Telephone Serviee Rooms
«  Storage or supply rooms or closels
»  Labs and Separated tcam workspaces
¢ Difices containing sensitive information

C. Visitors

Non-cmployee Visilors must sign-in a2 the reception area of cach office and issued a badge identifying the
person as a visitor. This badge must be displayed at or above the belt line, Visitors shall be sdvised of the arcas
that they are 1o be accompanicd by an escon

. Surveillance and Logging

24x7 camecra surveillance shall be installed 1o monitor all cgress and ingress points of the business space. The
surviillance footage shall be recorded to 0 DVR or similar storage device and remain reviewable for up to 7
davs,

VI Compliance
A Mon-Compliance
Breaches and non-compliance of this policy may be treated as a disciplinary matter dealt with under disciplinary

procedures as defined in the Employee Hondbook. Where third parties are involved breach of this policy may
also constitute breach of contract
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Addendum F

a1

SCHEDULE OF DATA
Check if Check i
Category of used hy Category of wsed by
Dats Elemenis your Dats Elements your
sysiem svsiem
J h
e | g B L Do
Technology o _English language learner information
iy P specify: Low income status
Medical alerts
Application Moeta data en wsier Interaction with ) Student disability information
 UseStatistics | application Special Specialized education services (IEP ar
Iniblgaror S
Standardioed test scores Livimg situntions (homelesuioster
Observatlon dats care)
Assesamcal
Onher assessment data (spocify): Orther indicatar information{specify):
Audd
A how: Stadent schoal {daily) aitendance duia ?::I:: Eru::.
Stwdent class antendamce data Information Phone
Camnumicati (nline communications that ore Laocal (Schaol district) 11} number
aEs captured (emails, blag entries) Emdeni Siate [ number
I I::-r: Vendor!App assigaed student 1T Mo,
Conduct Conduct or behavioral data Student app username
Student app passwords
Date of Birth
Place of Birth ey First and/or Last
Cremdir Name
Ethmleiny or race
Dmu’an: Language information (native, Student In- mwmﬂhm- ptrl'irh.t::;
preferred or primary langaage spoken A vping program-student fypes
by stadent) !'-rrl!inrp::nu wipm, reading pregram-studenl reads
Other demographic information below grade level)
EPHH':
| Siudent Academie or extracurricular sctivities
Sm;ul l.“hl u-uttm‘:::?nt Frogram & student may belang to or participate
jreds Membsersh i
Homerosm - Membership "
Guidance coanselor
Smudent
Earsliment Specific carriculam programs SM; Siudent responses Lo SUrveys or
Year of graduation __Responses Uit
(her enrellment information
(spesily]): Stugdent gemerated content; writing,
Metares eie.
Parenirusrd Address S work Mber student work dsta
kan Camtac Email Mease specify:
Infermation Phane
= | Student course grades
Parent/Guard | Parent ID number (created to link Student course data
iam 1L} parents to students) Tramseript Student courie grades’performance
BLOFCE
P viGuard ubier tramscript dala
i N Fiest st Lot | . Please specify:
| Student bus sssignmseni
Schedule Siudent scheduled conrses




Category of
Dhata

Elemsenis

TraRspOrtativ 7 Student bus card 1D number

Student pick up and/or drop off
Incation

(Hher transporistlon data

Please specify:

{hher

Flease list each additlonsl dais
clement wsed, Mored or collected by
vour spplication
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Addendum G
JOINDER AGREEMENT

This Joinder Agreement (“Joinder™) is effective as of the date of signature below and is entered
into by the undersigned Participating School pursuant to that certain Agreement, dated October
1, 2021 by and between Keeper Security, Ing, and Phoenix Central School District (the
“Agreement”™). Capitalized terms used but not defined in this Joinder shall have the respective
meanings ascribed to such terms in the Agreement. By the execution of this Joinder, the
Participating School (i) agrees to be bound by, and subject to, the terms and conditions of the
Agreement as a “Participating School” and a “Party” thereunder, (ii) adopts the Agreement with
the same force and effect as if the Participating School was originally a party thereto, and (iii)
agrees that any Confidential Data provided by the Participating School to Vendor shall be
governed by the Agreement.

The Agreement shall extend only to the data privacy and security matters that are the subject
matter thereof and the Terms shall continue to govern with respect to all other matters. In the
event of a conflict or an inconsistency between the terms and conditions of the Terms and the
terms and conditions of the Agreement, the Agreement shall govern and control.

In order for this Joinder to be effective, the Participating School must send a signed copy of this
Joinder to Phoenix Central School District via email to mfoleyi@phoenixesd.org or by mail to
Michael Foley, Director of Data and Instructional Technology, Phoenix Central School District,
116 Volney Street, Phoenix, NY 13135 and 1o Vendor via email at
njamison{@keepersecurity.com or by mail to Attn: Legal, 820 W, Jackson Blvd., Suie 400
Chicago, IL 60607,

Name of Participating School:

By:

Name:
Title:
Date:
Address:




