STANDARD STUDENT DATA PRIVACYAGREEMENT
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and

Provider:

PRO-ED, Inc.

DATE:

6/14/24




This Studant Dala Privacy Agreament ("DPA") is entered into on the dale of full exesullon {the
“Effective Date”) and Is entered into by and belween;

Schaool District: Northshore School District , located at: 9330 Monle Vil Patlavay, Bothell, WA {"LEA" and

Provider! prO-ED, Inc. » located 8l a0t w, zam st sute 300, Austio, X 7e7gy (ihe "Provider”),

WHEREAS, ihe Providar is providing educatlonal or diglial services lo LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally ldentifiable student
Infarmation and other regulated data exchanged beiweesn them as requlred by applicable laws and
regulations, such as the Family Educalional Rights and Privacy Act {"FERPA") at 20 1).58,C. § 1232g
(34 CFR Part 99), the Children’s Online Privacy Protection Acl ("COPPA") at 15 U.5.C. § 65016506
(16 CFR Part 312), applicable stale prlvacy laws and regulations and

WHEREAS, the Provider and LEA deslre lo enter Into this BPA for the purpose of establishing thelr
respeactlve obligallens and dutles In order to comply with appilcable laws and regulations,

NOW THEREFORE, for good and valuable cohslderation, LEA and Provider agree as follows:

1. A desocription of the Services to be provided, the categoties of Student Data that may be
provided by LEA {o Provider, and other Information spaciiic lo this DPA are contalned In the
Standard Clausss heteto.

2. Speclal Provistons. Check If Recquired.

If checked, the Supplemental State Terms and atlached herelo as Exhibit “G" are hereby
Incorporated by reference into this DPA I thelr enlirety.

if checked, LEA and Provlder agree to the additlonal terms of moditications set forth In
Exhibit "H"”
If Checkad, the Provider; has signed: Exhibit-"E" to thd ‘Standard Clauses; otherwise
known as General Offer of Privacy Terms

3. in the evenl of a confilcl betwesn the SDPC Standard Clauses, e Stale or Specla! Provisions
will control. [n the even! there Is conflict belween {he terms of thd DPA and any other wiiling,
Insluding, but not limlted to {the Service Agreement and Provider Terms of Servica or Privacy
Pollcy the terms of this DPA shall conlrof.

4. [Reserved]

5, The services to be provided by Provider to LEA pursuant to this DPA are detalled In Exhiblt
“A {the "Services"),

6. Notices, All notlces or other communication required or permitted to be glven hereunder may be
glven via e-mall transmisslon, or first-class mall, seni {o the deslgnated representallves below.




The designated representative for the Provider for this DPA is:
Name: FRODEI LUM Tie: PrESIdENt

Address; 130T W. 26th St. Suite 300, Austin, TX 78705
Phone: 512"‘451 “324‘6 GXt. 664‘ Email: blu‘ﬂ@proedino,com

The desighated representative for the LEA for this DPA [s:
name: Allen Miedema Tille:

addross: 3330 Monte Villa Parkway, Bothell, WA
phone: 425-408-7750 emat: @Miedema@nsd.org

Executlve Direclor for Technology

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Dale,

LEA: Northshore School District
Digitally signed by Allen Miedema

A”en Miedema Date: 2024.10.02 16:58:53
. -07'00°

10/02/2024

By: Da
printed Name: Allen Miedema Titlo/Posltion; T e rTeaneboo
Name of Provider: PRO-ED, Inc.
F Y )DL
By: ﬂ Dale: é /4 .2 /
Printed Name: Robert Lum Tille/Posilion: President
STANDARD CLALISES

Verslon 3.0




ARTICLE I: PURPOSE AND SCOPE

. Purpose of DPA. The purpose of this DPA is lo describe the duties and responsibllitles to protect
Sludent Dala Including compliance with all applicable federal, slate, and local privacy laws, rules,
and regulations, all as may be amended from time to time. In performing these services, the
Provider shall be considaered a School Officlal with & legitimate educational Interest, and
performing services otherwise provided by the LEA, Provider shall be under the dlvect control and
superviston of the LEA, with respeet to its use of Student Data,

. Student Data to Be Provided. In order to perform the Services described above, LEA shall
provide Student Data as ldentifled in lhe Schedule of Data, aflached hereto as Exhiblt “B",

. DPA Definitlons. The definition of terms used in this DPA ls found in Exhibit "C". In the event
of a conflict, definitlons used in this DPA shall prevalt over terms used In any other writing,
including, but no! limked Lo ihe Service Agreement, Terms of Service, Privacy Poflcies ele.

ARTICLE i DATA OWNERSHIP AND AUTHORIZED ACCESS

. Student DataProperly of LEA. All Student Data transmilted lo the Provider pursuant to the
Sewvice Agreement Is and wili continue to bethe properly of and under the control of the LEA,
The Provider further acknowiedges and agrees that zll coples of such Studen! Data transmililed
to the Provider, Including any modlfications or additlons of any portion thersof from any souice,
are subject lo the provislons of this DPA In the same manner as the orlgial Student Data. The
Parties agres that as between them, all rights, Including all Intellectual property rights In and to
Student Data contemplated per the Service Agreament, shall remaln the exclusive property of the
LEA, For the purposes of FERPA, the Provider shall be considered a Scheol Officlal, under the
control and direction of the LEA as it pertains to the use of Student Data, notwithstanding the
ahove,

. Parent Access. To (he sxtent raquired by law the LEA shall establish reasonable procedures by
which a parent, legal guardian, or eliglble student may review Education Records and/or Student
Data correct erroneous Informalion, and procedures for the transfer of student-generated conlent
to a personal accouni, conslstent with the functlonallty of services. Provider shall respond in a
roasonably timely manner (and no later than forty-five {45} days from (he date of the request or
pursuant to the time frame requlred undet stats law for an LEA to respond to a parent or student,
whichevar Is soonst) to the LEA's reguest for Sludent Dala In a student's records held by the
Provider to view or corract, as hecessary. in the event that a parent of a student or other indlvidual
cobtacts the Provider to review any of the Student Data accessed pursuant to the Sarvices, the
Provider shall refar the parent or Individual {o the LEA, who will follow the hecessary and proper
pracedures regarding the requested Informatlon,

. Separate Account. if Student-Generaled Content ls stored or malntained by the Provider,
Provider shall, at the request of the LEA, transfer, or provide a mechanism for the LEA fo lransfer,
=ald Student-Generated Conlent 1o a separate account created by the student,

. Law Enforcement Requests. Should law enforcement or other government entiltes {“Requesting
Party(les)") contact Provider with a request for Student Data held by the Provider pursuant to the




=

Services, the Provider shall noflfy he LEA In advance of a compelled disclosure to the Requesting
Parly, unless lawfully directed by the Requesting Party not to inform the LEA of the request,

Subprocessors, Provider shall enter into wrilien agreemenis with all Subprocesscrs parforming
functions for the Provider in order for the Provider to provide the Services pursuant {o the
Service Agreement, whereby the Subprocessors agree to prolect Student Data in a manner no
less stringant than the lerms of this DPA,

ARTICLE iIl: DUTIES OF LEA

Provide Dafa In Compliance with Applicable Laws, LEA shall provide Studsnt Daia for the
purposes of obtainlng the Services In compliance with all appllcable federal, state, and local
prlvacy laws, rules, and regulations, all as may be amended from time fo time.

Annual Notification of Rights, If the LEA has a policy of disciosing Education Records andfor
Student Data under FERPA (34 CFR § 99.31(a){1}}, LEA shall Include a specification of criterla
for determining who consiifulies a schoo! officlal and what conslitutes a legitimate educational
Inlerest in Hs annual notification of righls.

Reasonable Precautions. LEA shall take reasohable precattions to secure Usernames,
passwords, and any other means of galning access fo the services and hosted Student Data,

Unauthorized Access Notificatlon. LEA shall nollfy Provider promptly of ahy known
unauthorized access, LEA will assist Provider [y any efforts by Provider {o Investigale and
respond to any unauthorlzed access,

ARTICLE IV: DUTIES OF PROVIDER

Privacy Comptlance. The Provider shall comply with all applicable faderal, slale, and local laws,
rules, and regulations pertaining to Student Data privacy and security, all as may be amended
from time 1o time.

Authorized Use. The Siudent Data shared pursuant to the Service Agreement, Including
perslstent unique Identiflers, shalt be used for no purpose other than the Seivices ouflined in
Exhibit A or slated In the Service Agreemenl and/or olherwise authotlzed under the statutes
raferred lo heraln ihis DPA. [See Modiflcation at Exhlbit "G"]

Provider Employes Chligation, Provider shall require all of Providar's employess and agents
who have access to Student Data to comply with all applicable provislons of this DPA with respact
to the Sludent Dala shared undar the Seivice Agreamant. Provider agrees lo require and malntaln
an approptiate confldentiality agreement from each employee or agent wilh access to Student
Data pursuant 1o the Setvice Agresmeant.

No Disciosure. Provider acknowledges and agraes that it shall nol make any re-disclosure of
any Student Data or any portion thereof, Including withou! fimitatlon, user content or other non-
public Informatlon and/or personally identifiable information contained in the Student Data other
than as directed or permiltad by the LEA or this DPA. This prohibition against disclosure shall not
apply to aggregate summaries of De-ldenlified information, Student Data disclosed pursuant to a
lawfully Issued subpoena or olher lagal process, or to subprocessors performing services on




5,

behalf of the Provider pursuant to this DPA. Provider will not Sell Student Data (o any third
parly.

De-ldentified Data: Provider agrees not to attempt lo re-ldentify de-identlfled Student Dala. De-
idanlilled Data may be used by the Provider for those purposes allowed under FERPA and the
followlng purposes; (1) assisting the LEA or other governimental agencles In conducling research
and olher studles; and (2) research and develepment of the Provider's educatlonal siles, services,
or appllcations, and (o demonsirale the effectiveness of the Setvices; and (3) for adaplive learning
purpose and for customized sludent leaming. Provider's use of De-ldentlfied Data shall survive
termination of thls DPA or any request by LEA (o return or destroy Sludent Dala. Excepl for
Subprocessors, Provider agrees not {o transfer de-identified Student Data to any party untess (a)
that parly agrees in witing not to allompt re-ldentifleation, and (b} prior wiltlen notice has been
given to the LEA who has provided prior willlen censent for such transfer. Prlor to publishing any
document that names the LEA explicllly or Indireclly, the Provider shall obtaln the LEA's writlen
approval of the manner i which de-ldentifled data is presented.

Disposition of Data. Upon written request from the LEA, Provider shall dispose of or pravide a
machanlsty for the LEA to fransfer Siudent Data oblalned under the Service Agresment, within
sixly (60) days of the dale of said request and according to a schedule and procedure as the
Parlles may reasonably agree. Upon lermination of this DPA, if no written request from the LEA
is racalved, Provider shall dispose of all Studenl Dala afler providing ihe LEA with reasonable
prior notlee. The duty to dispose of Student Data shall not extend lo Student Data that had been
De-ldentifled or placed In a separate sludent account pursuant to section 1l 3. The LEA may
employ a “Directlve for Dispostllon of Data" form, a copy of which [s allached hereto as Exhlbit
“p”, if the LEA and Provider employ Exhibit "D," no further written reques! or notice Is requlred
on the part of either parly prior to the disposition of Student Data described In Exhiblt "D.

. Advertlsing Limiatlons. Provider Is prohibited from using, disclosing, or selfing Student Data to

{a) Inform, Influence, or enable Targeted Advertising; or (b) develop a profile of a sludent, family
memberfguardian or group, for any purpose other than providing the Service to LEA. This seclion
does not prohiblt Provider from using Student Data () for adaplive learning or customized student
learning {hcluding generaling personallzed learning recommendations); or {il} to make product
recommendations to teachers or LEA employeas; or (I} to nofify account holdets about new
education producl updales, festures, or services or from otherwlse using Student Dala as
permitied In this DPA and Its accompanying exhlbits. [See modificatlon at Exhlbit "G"

ARTICLE V: DATA PROVISIONS

Data Storage. Where required by appilcable law, Student Dala shall be stored within the United
States. Upen request of the LEA, Providar wil provide a iisf of the locations where Studant
Data Is stored,

Audlts. No more than ohce a year, ot foliowing unauthorized access, upon racelpt of a wrilien
raguest from the LEA with at lsast fen (10} business days’ nolice and upon the execution of an
appropriate confldentiallly agreament, the Providar wlil allow the LEA {o audit the security and
privacy measures that are In place {o ensure protection of Student Data or any portion thereof
as It pertalns 1o the delivery of services to the LEA, The Provider will cooperate reasonably with




the LLEA and any local, state, or federal agency with overslght authorlty or jutisdiction In
sonneatlon with any audit or Investigation of the Provider andfor delivery of Services to students
andfor LEA, and shall provida reasonable access 10 the Provider's facllitles, staff, agents and
LEA's Student Data and all records perlalning to the Provider, LEA and delivery of Services to
the LEA, Fallure 1o reasonably cooperate shall be deemed a material breach of the DPA.

Data Securlty, The Provider agrees lo utllize administrallve, physical, and technlcal safeguards
deslgned 1o protect Student Data from unauthorlzed access, disclosure, acyuisition, deslruction,
use, or modification. The Provider shall adhere to any applicable law relating to dala securily.
‘The provider shall Implement an adequate Cybetsecuily Framework based on one of the
nationally recognized standards set forth set forth In Exhiblit “F". Exclusions, varlatlons, or
exemptlions to the identifled Cybersecurlly Framework must be detalled in an atlachment to
Exhibit “H”, Addllionally, Provider may choose to further detall lts securlly programs and
measures that augment or are In addiiion o the Cybersecurity Framework in Exhibit “F”.
Provider shall provids, In the Standard Schedule o the DPA, contact Information of an
amployes who LEA may conlact if there are any data securlly concerns or questions,

Data Breach, In the evenl of an unauthorized releass, disclosure or acquisilion of Student Data
that compromlises the sacurity, confidentiality or Integrity of the Student Data maintained by the
Provider the Provider shall provide notlfication to LEA within seventy-two (72) hours of
conflrmation of tha Incident, unless nofificalion within {his time limit would disrupt Investigation of
the Incident by law enforcement. In such an event, notiflcation shall be made within a
roasohable time after the Incldent, Provider shall follow the following process:

(1) The securily breach notfilcation desctibed above shall Include, al a minlmum, the following
information to the extent known by the Provider and as It becomes avallable:

1. The name and contact Information of the reporting LEA subjed to this sectlon.

Il. A list of the types of personal Informallon that were or are reasonably belleved to
have boen the subject of a breach.

fil. If the Information s possible o determine at the me the nollce is provided, then
slther (1) the date of the breach, {2) the eslimated date of the breach, or {3} the
date range within which the breach occurred. The nofifleation shall also include the
date of the notlce.

iv. Whether the notiflcatlon was delayed as a resull of a law enforcement
investigation, If that Information Is possible to determine at the time the notice Is
provided; and

v, A general desctiption of the breach Incldent, if that Information Is possible to
delermine at the time the notice s provided.

(2) Provider agrees to adhere fo all federal and stale requirements with respact fo a data
breach related to the Student Data, including, when approprlate or required, the requlred
responsiblliiles and procedures for notlftcation and mitlgation of any such data breach.

(3) Provider further acknowledges and agrees to have a wrilten Incldent response plan that
reflects best practicas and s consistent with Industry standards and federal and state law
for responding to a data breach, breach of security, privacy incident or unauthorized
acqulsition or use of Student Data or any portion thereof, Including personally identifiable




informatlon and agrees lo provide LEA, upon request, wilh a summary of sald written
incldent response plan.

{4) LEA shall pravide notice and facts surrounding the breach to the affected sludents,
parends or guardians.

(6) In the event of a breach orlginating from LEA's use of the Service, Provider shall cooperale
with LEA to the extent necessary 1o expedillously secure Student Dala.

ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the atiached form of “General Offer of Privacy Terms” (General Offer, allached
hereto as Exhibit “E™), be bound by the terms of Exbibit “E” to any other LEA who sighs the acceptance
on sald Exhibll. The form Is Nimied by the terms and condlitions dascribad thereln,

ARTICLE VII: MISCELLANEOUS

Tarmination. In the event that elther Parly seeks to terminate this DPA, they may do so by mutual
wrilten consent so long as the Service Agreement has lapsed or has been terminated. Either party
may torminate this DPA and any service agresment or contract If the other parly breaches any
terms of this DPA.

Effect of Termlnation Survival. If the Service Agreement Is terminaled, the Provider shail
destroy all of LEA’s Student Data pursuant to Arficle IV, sectlon 6.

Priotity of Agreaments. This DPA shall govern the treattmont of Student Data in order to comply
with the privacy protections, including those found In FERPA and all applicable privacy siatules
Idantifled in this DPA. In the event there ls conflict between the terms of the DPA and the Service
Agreemenl, Terms of Service, Privacy Pollcles, or with any other bid/RFP, llcense agreement, of
wiiting, the terms of this DPA shall apply and take precedence. In the evenl of a confllct betwaen
Exhlolt H, the SDPC Standard Clauses, and/or the Supplemental State Terms, Exhibit H will
control, followed by the Supplementa) Stale Terms. Excepl as described in this paragraph herein,
all olher provislons of the Service Agresment shall ramain In effect,

Enflre Agreement. This DPA and the Service Agreement constitle the entire agreement of the
partles relating to lhe subject malter hereof and supersedes all prior communications,
rapresentations, or agreements, oral or wiitten, by the Partles relating therelo, This DPRA may be
amended and the observance of any provision of this DPA may be walved (elther generally or In
any parlicular Instance and ellher tetroactively or prospecilvely} only with the signed writlen
consent of both Parlles. Nellher fallure nor delay on the part of any Parly In exarcising any tight,
power, or privilege hereunder shall operate as a walver of such tight, nor shall any single or partial
exerclse of any such right, power, or privliiage preclude any further exerclse thereof or tha oxerclse
of any other right, power, or priviiege.




5, Severability, Any provision of this DPA that Is prohiblted or unenforceable In any Jutlsdicilon shatl,
as to such jurlsdiction, be Ineffective to the extent of stch prohibition or unenforceabllily without
invalidating the remaining provislons of this DPA, and any such prohibition or unenferceabilily in
any jurlsdiction shall nol invalidate or render unenforceable such provision In any ofher
jurisdliction, Notwithstanding the foregoing, If such provision coutd be more hattowly drawn so as
not to be prohiblied or unenforceable In such jurlsdiction while, al the same time, malntaining the
intent of the Partles, It shall, as to such jurlsdiclion, be so narrowly drawn withoul Invalldating the
remaining provislons of this DPA or affecling the validity or enforceabliity of stich provlsion in any
other jurisdistion.

6. Governing Law: Venus and Jurisdictlon. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED N ACGORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT
REGARD TO CONFLICTS OF LAW PRINCIPLES, EACH PARTY GONSENTS AND SUBMITS
TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS
FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.,

7. Suceessors Bound: This DPA Is and shall be binding upon the respeciive successors in Interest
1o Provider In the event of a merger, acquisiiion, consolidation or other buslness reorganization
or sale of all or substantlally all of the assets of such business In the event that the Provider sells,
merges, o otherwlse disposes of ils business lo a successor during the term of this DPA, the
Provider shall provide written notice to the LEA no later than sixty (60) days after the closing date
of sale, merget, or dlsposal. Such notlce shall include a wiltten, slgned assurance that the
successor will assume the obligations of the DPA and any obligations with respect to Sludent
Data within the Service Agreement. The LEA has the aulhoiily 1o lerminate the DPA If i
disapproves of the successor to whom the Provider Is solilng, merglng, or otherwise disposing of
s business,

8. Authorily. Each patly represents that It Is authorlzed lo bind to the terms of this DPA, including
confldentialily and destruction of Sludent Data and any portlon thereof contalned thereln, il
related or assoclated institutions, Indlviduals, employees or contractors who may have access to
the Student Data and/or any portlon thereof.

9. Walver. No delay or omisslon by elther party lo exercise any right hereunder shall be construad
as a walver of any such righl and both partles reserve the right {o exerclse any such right from
time to time, as often as may be deamed expedient.




EXHIBIT “A”
PESCRIPTION OF SERVICES

Online scoring for the Stanford-Binei 5 assessment

1. inapplicabllity of COPPA: For clarlfication, Provider is not an operator of a commercial webslte or
online service direcled to and collecting personal Information from children under 13 years of age as
deflned by COPPA. Instead, Provider's assessment products are used by classroom teachers or other
school professionals {o ldentify symploms of aullsim, delays in learning, or simllar domalns. As such,
reference to COPPA In the DPA is not applicable fo Provider.

2. Student Daia: For clarification, Provider will only recelve student dafa entered by the {eacher/school
professional into an online scering software application.

3. Term: For claylfication, this DPA shall stay In effect for one year.

4, Article |I, Section 2 "Parent Access™. For clarlflcatlon, the student demographlc data recelved by

Provider Is not "student generated content” because [t Is provided by the classroom teacher/school
professional.

5, For Article [l, Sectlon 3 “Separate Account™; For clarlfication, the student demographlc data
received by Provider Is not "student generated content" because It Is provided by the classroom teacherf
school professlonal. Provider does not malntain separate accounts for students.




EXHIBIT *B”
SCHEDULE OF DATA

“Check If Used
by Your System

Application Technology
Meta Dala

IP Addresses of users, Use of cookles, elc,

Olher application tachnology meta data-Please specify:

Application \se
Statlstles

Meta data on user Interaction with applicalion

Assessment

Slandardized tost scotes

Cbservatloh data

Other assessment data-Please specify:
5B-5

Altendance

Sludent school (dally) allendance data

Student class atlendance data

Gommunlcallons

Online communleations captured {emails, blog entries)

Conduct

Conduect or hehavloral data

Demographlcs

Rate of Birth

Place of Birth

Gender

Ethniclty or race

NN

Language information (native, or primary language spoken
by student)

Other demographlc information-Please specify:

Enroliment

Student school enroliment

Student grade level

<1 1]

Homeroom

Guldance counselor

Specific curtlculum programs

Year of gradualion

Othet enroliment Information-Please specliy:

Parent/Guardlan
Contact Information

Address

Emall

Phonse

Parent/Guardlan ID

Parent 1D number (created to iink parents to students)

Parent/Guardian Name

First andfor Last

Schedule

Student scheduled courses




Check if Used i

by Your System

Teacher haimes

Speclal Indicator

English language learner Information

Low-income staius

Medical alerts/ heallh data

Studenl disability Information

Speclallzed aducation services (IEP or 504)

Living situations {homeless/oster care)

Other Indicator Informatlon-Please specify:

Student Contact
Information

Address

Emall

Phone

Siudent ideniiflers

Local (School distilot) 1D number

Slate {D number

Provider/App asslgned student 1D number

Student app username

Student app passwords

Sludent Name

First andfor Last

Siudent In App
Petformance

Programfapplication performance (lyping program-student
types 60 wpm, reading program-siudent reads below grade
tevel)

Siudent Program

Academic or exiracurricular activitfes a student may belong

Membership to ot parliclpate In D
Sludent Survay e fey @ .
Responses Student responses to suveys or quastionnalres D
Student work Student generated content; welling, plciures, etc. r—l
Other student work data -Please specify: D
Transaript Student course grades | ]
Student course dala
Studenl course grades/ performance scores
Other transciipl data - Please spoclfy: D
Transportatlon Student bus assignment

Students plck up and/or drop off locatlon

Student bus card 1D number

Other lransporiation data — Please specify:




Checl If Used ;-

by Your Systein
Ofher Please list each addltional data element used, stored, or
collectad by your application:
Examiner/Teachetr/Administrator Data: Flrst name,
last name, title, username, phone number, and email
address.
None

No Studeni Data coliecled al this Ume. Provider will
immediately notify LEA If thls deslgnailon is no longer

applicable.




EXHIBIT “C”
DEFINITIONS

De-ldentlfied Data and De-ldentiflcation: Racords and Information are considered to be de-ldentiflad when ali
personally identifiabla information has bean removed or obscured, such that the reaining Informalion doas nof
roasonably identify a specific Individual, Including, but notlimiled to, any information that, alons or In combination
Is linkable to a speciic studanl and provided that {he educational agency, or other party, has made a reasonahle
determinallon that a student’s Identily Is nol personally Identillable, taking Into account reasonable avallable
Information.

Educational Records: Educational Records are racords, flles, documents, and olher materials direclly relaled
to a sludard and maintalned by the school or local education agency, or by a persoh acling for such school or
local educatlon agency, heluding but not limited {o, records encompassing ail the materlal kepl in the student’'s
cunwlatlve folder, such as general lentifying data, records of attendance and of academic work completed,
records of achlevement, and restills of evaluative tests, health data, disciplinary slatus, test protocols and
individualized education programs.

Metadata: means Information thal provides meaning and context to other dala being collecled; Including, but
not limiled to date and time records and purpose of craation Metadata thal have been stripped of all direct and
tndirect Idenflffers are not consldered Personally ldentifiabie Informatlon.

Operator: means the operalor of an Inlernel website, online service, online appllcation, or moblle applicalon wiih
actual khowledge thal the site, semvice, or application Is usad for [K—12 schoo! purposes. Any entlty thal operates
an Inlermet webslle, onilne service, online applicalion, or mobile application that has entered Info a slgned, wiltien
agresment with an LEA (o provide a service lo that LEA shall be consldared an "operator” for the purposss of this
sacllon.

Orlginating LEA: An LEA who originally executes the DPA In its entirety with the Provider.

Provider: For purposes of the DPA, the term "Provider” means provider of digital educallonal software or
services, including cloud-based services, for the digital storage, management, and retrieval of Student Data.
Within the DPA the term “Providet” Includes the larm "Thivd Parly” and the tarm "Operator” as used in applicable
slate slatules,

Student Generated Content: The term "sludent-generated content” means materlals or content created by a
student In the services including, but nol iimiled 1o, essays, research reporis, potifollos, creatlve willing, music
or other audlo files, photographs, videos, and account information that enables ongolng ownership of student
contant,

Schoal Official: For the purposes of Hls DPA and purstiant o 34 CFR § 99.31(b), a Schoal Ofilclal Is a
contraclor that: (1) Performs an Institutional service or funstlon for which the agency or Instilution would otherwise
use smployees; (2} is under the direct conlrol of the agency or Institutlon with respec to the use and maintenance
of Student Data including Educallen Records; and (3 Is subject to 34 CFR § 99.33(a) governing the use and re-
disclosure of personally identiflable Informatlon from Educatlon Records,

Service Agreement: Refers to the Contraol, Purchase Order or Terms of Service or Terms of Use.
Student Data; Sludent Data Includes any data, whether gathered by Provider or provided by LEA or ils users,
students, or sfudents’ parents/guardians, that Is descrlptive of the student Including, but not limited to, Information

In the sludent’s sducattonal record or emall, firsl and last name, birthdate, home or other physical address,
telephone number, email address, or othar Information allowing physical or online contaol, discipline recotds,
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videos, test results, speclal education data, jtivenlia dependency records, grades, evaluations, eriminal racords,
modical records, heallh records, soclal security numbars, biometrle Information, disabliities, socloeconomic
Informallon, individual purchasing behavior o preferences, food purchases, palifical affitations, rellglous
Information, lext messages, documeants, student Identifiers, search activily, photos, volce recordings, geolocatioh
informatlon, parents' names, or any other information or identiflcation number that would provide Information
about a spacific student. Sluden! Data Includes Meta Data. Student Data further Includes “personaily identiflable
information (PH)," as deflned In 34 C.F.R. § 98.3 and as defined under any applicable state law. Studenl Data
shafl constitule Educatlon Records for the purposes of this DPA, and for the purposes of federal, slate, and local
laws and regulations. Student Data as speclfled In Exhibit “B" Is confirmed {o be callected or processed by the
Provider pursuant lo the Services. Student Data shall not constilute that Information that has been anonymized
or de-ldentifled, of ancnymous Usage data regarding a student's use of Provider's services,

Subprocessor; For the purposes of this DPA, the lerm "Subprocessor” (somelimes referred {o as the
“Subcontraclor”) means a parly olher than LEA or Provider, who Provider uses for data colleclion, analyllcs,
storage, or other service fo operale andfor Impfove its sevice, and who has access to Student Data.

Subscribing LEA: An LEA that was not party lo the orlginai Service Agreement and who accapts the Provider's
General Offer of Privacy Terms.

Targeted Advertlsing: means presenting an adverlisement to a sludent where tho selection of the
adverisement s based on Student Data of inferred over ime from the usage of the operator's Inlarnet web site,
online service or moblle application by such student or the retention of such student's online acllvitios or raquests
over llme for the purpose of targeling subsequent adverlisements, “Targeted adverilsing” doss not include ahy
advertising 1o a student on an Intormet web slia based on the content of the web page or In response to a
sludent's response or requesl for Information or feedback,

Third Party: The term “Third Party” means a provider of digltal educational soflware or setvices, ncluding cloud-
based semvices, for the digltal slorage, management, and retrieval of Education Records andfor Studenl Data,
as that term s used In some stale slatutes. However, for the purpose of ihls DPA, the term “Third Party” when
used lo indicate the provider of digital educational software or services is replaced by the term "Provider.”
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EXHIBIT "D
DIRECTIVE FOR DISPOSITION OF DATA

District or LEA; Northshore School Distilel {o dispose of dala oblained by Provider pursuant fo the lerms of the
Sewvlce Agreement belween LEA and Provider, The terms of the Dispositlon are sel forth below:

1, Exlent of Disposition

_D_ Disposition Is pattlal, The categories of data fo be disposed of are set forth helow or are found in
an atlachment to this Directive:

Calegorlos of data:
_l_:_l_ Disposilior Is Gomplete, Disposition extends to all calegories of data,
2. Nature of Disposttion
Disposiion shall be by destruction or deletion of data.

_[_—_l_ Disposition shali be by a transfer of dala. The data shall be fransferred {o the following site as
follows:

Speclal nstructlons:

3. Scheduie of Dispasiilon

Dala shall be disposed of by the foliowlhg date!
_D_ As soon as commercially praclicable.

_D_ By Dale:

4, Slanaiure

Aulhorized Representalive of LEA Date

5. Variiioation of Dlsposition of Dala

Authorized Representative of Company Date
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS
1. Offer of Terms

Provider offers the same privacy protectlons found in this DPA between It and Northshore School District
{"Ctlginating LEA™ which s dated . 1o any other LEA ("Subsctlbing LEA") who accepts this General Offer
of Prlvacy Terms {"Ganeral Offer”) through lts signature below, This General Offer shall exiend only ta privacy
protactions, and Provider's slghature shall not necessarily bind Provider lo other terins, such as ptice, term, or
schedule of services, or lo any other provision hol addressed in this DPA. The Provider and ihe Subserlblng
LEA may also agres to change the data provided by Subscribing LEA o the Provider lo sull the unigue needs
of the Subscriblng LEA. The Provider may withdraw the General Offer In (he event of: (1) a malterial changes In
ihe applicable privacy slatues; {2} a materlal changes In the services and products Hisled In the origlnating
Service Agresment; or three (3) yoars after the date of Providei's signaiure to thls Form. Subscribing LEAs

should send the sighed Exhibit “E” to Provider at the followlhg amail address:
Blum®@ prosdine.com .

Name of Provider: -

BY: Dale: |

Prinled Name: Tlle/Position:

2. Subscribing LEA

A Subscribing LEA, by signing a separale Service Agresment with Provider, and by ils slgnafure below,
accepls the General Olfer of Privacy Terms. The Subscribing LEA and the Provider shall therefora be bound
by the same lerms of this DPA for the term of the DPA betwean originaling LEA: Nonihshore School Distriet and
tha Provider, **PRIOR TC ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF
ACCEPTANCE TC PROVIDER PURSUANT TO ARTICLE VI, SECTION 6, **

Name of Subscrlbing LEA:

By Dale:
Printed Name! Tille/Posltion:
SCHOOL DISTRICT NAME:

DESIGNATED REPRESENTATIVE OF LEA!

Name: .

Title:

Address,

Telaphohe Number:

Emal;
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EXHIBIT “F»
DATA SECURITY REQUIREMENTS

Adsguate Cybersecurity Frameworls

The Educatlon Securlly and Privacy Exchange ("Edspex") works In parinership with the Student Dala
Privacy Consortium and industry leaders to malntain a lisf of known and credlble cybersacurily
frameworks which can protect digltal learning ecosystems chosen based on a sel of gulding cybersecurity
princlples® ("Cybersecurlly Frateworks") thal may be utilized by Provider,

Cyhersacurity Frameworks

MAINTAINING ORGANIZATION/GROUP | FRAMEWORK(S)

L]

National Instlitute of Standards and NIST Gybersecurlly Framework Version 1.1
Tachnology
Nallonal instliute of Standards and NIST 8P 800-53, Cyhersecurity Frameworls
Technhology for Improving Critical Infrasfructure
Cybersecurity (CSF), Special Publleation
800-171
International Standards Organization Informallon technology —- Secuilty

technigques - informafion securily
management systems (IS0 27000 sarles)

Secure Controls Frameweork Councll, LLC | Secutlly Condrols Framawork {SGF)

Cenler for Internel Securily CIS Critical Security Canlrols (CSC, CIS
Top 20)

OB O

Office of the Under Secretary of Defense | Cybarsscuilty Maturity Model Certiflcation
D for Acquisition and Sustalnment (CMMC, ~FARIDFAR)
(OUSD(A&S))

Plaase vislt hitpywww.edsnex.otg for further detalls aboul the noted frameworks.

*Cybersecurlly Principles used to choose the Cybersecunity Frameworks are located hete.
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EXHIBIT “G” — Supplemental SDPC State Terms for the State of Washington
Version 1.0

1, Reclials shall have the following sections added: This Amendment for SDPC Siate Terms for
Washington {*Amendment”) is enlered into on the date of ful} execution (the "Effective Date") and is
incarporated into and made a part of the Student Dala Privacy Agreement ("DPA"} by and belwsen:

School District; Nerikshare Schoof Distdel Jacated at 3330 Monle Villa Parkway, Bolhall, WA (he «LEA" and

ider : sated at: ¥ “).
Provider Name PRO-ED, Ine, , located a 1305 W, 25th 51, Sulle 400, Auslin, T 76765 (ihe *Provider*).

All capitallzed {arms not olherwise defined herein shall have the meaning set forth in the DPA,

WHEREAS, the Provider is providing educational or digital services to LEA, which services
include: (a) cloud-based services for the dighial slorage, management, and relrfeval of pupit records;
andfor (i) digltal educational software that authorizes Provider lo access, store, and use pupil records;
and

WHEREAS, the Provider and LEA recognize the heed to protect personally identiflable student
Information and other regulated data exchanged between them as required by applicable laws and
regulations, such as the Family Educalional Rights and Privacy Act ("FERPA") at 20 U.S.C. § 1232g
(34 C.F.R. Part 98}; the Protectlon of Pupil Rights Amendment ("PPRA") at 20 U.8.C, §1232h; and the
Children's Online Privacy Protection Act ("COPPA") at 15 U.S.C. § 6601-6506 (16 C.F.R. Part 312),
accordingly, the Provider and LEA have executed the DPA, which establishes thelr respective
obligations and dulies in order lo comply with such applicable laws;

WHEREAS, the Provider will provide ihe services to LEA within the State of Washington and the
Partles recoghizes the need o pratect personally identiflable student information and other regulated
data exchanged belween them as required by applicable Washington laws and regulations, such as
the Student User Privacy In Education Rights 28A.604 el saq. and RCW 42.56.580; and other
applicable state privacy laws and regulations; and

WHEREAS, the Provider and LEA desire lo enler into this Amendment for the purpose of
clarifying thelr respective obligations and dulies in order to comply with appllcable Washington state
laws and reguiations,

NOW, THEREFORE, for good and valuable constderatlon, LEA and Provider agree as follows:

1. Term. The term of this Amendment shall explre on the same date as the DPA.

2. Modifigation to Article IV, Section 2 of the DPA, Arlicle 4, Section 2 of the DPA s hereby

amended to read as follows:

Authorized Use; The Student Dala shared pursuant lo the Seivice Agresment, including petsistent unique
Identiflers, shall be used for no purpose other than the Services oullined in Exhiblt “A" or stated In the Service
Agreement, or authorlzed under the statutes referred to herein by ihis DPA. Provider may use or disclose data
to:
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{a) Protsct the securlly or Integrity of its websile, mobile application or enline service,

{b) Ensure legal or raguiaiory compliance or {o take precautions agalnst liabllity.

(c} Respond fo or partlcipate In the judlclai process,

{d) Prolect ihe safety of users or others on the website, mobile application or online sstvice.
{e} Investigate a matler related lo pubilc safety.

h underaking the activitles specliled in subsactlons (a) through (e) above, Provider shall adhere to all
appllicable data protections contalned In this DPA, as welt as Federal and Washington State law.

3, Modlflcation to Article IV, Section 7 of the DPA, Aricle IV, seclloh 7 is hereby amended to add the
followlng language:

(iv) providing recommendations for school, sducaticnal, of employrmient purposes within a school service
without the response balng determined in whole ar In parl or other consideration from a third party.

IN WITNESS WHEREOQF, LEA and Provider execute this Amendment as of {he Effeclive Date,
Lea: Northshore School District

By:AIIen Miedema oae 20241002 165626 0700 10/02/2024

Dale:
Printed Namea: A“en Mledema Tite/Position: Executive Diractor for Technology

Provider: F)RO”ED, inc.
By: /’/—“L\ Date: 6/14/24
Ptinted Name; Robert Lum Tile/Poslition: President
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EXHIBIT "H" - Addition Terms and Modifications

LEA and Provider Agree to the following additional terms and modifications:

ARTICLE Ifl: DUTIES OF LEA

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known,
confirmed unauthorized access. LEA will assist Provider in any efforts by Provider to
investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

5. De-ldentified Data. Provider agrees not to attempt to re-identify de-identified Student
Data. De-ldentified Data may be used by the Provider for those purposes allowed under
FERPA and the following purposes: {1) assisting the LEA or other governmental agencies in
conducting research and other studies, and (2} research and development of the Provider's
educational sites, services, or applications, and to demonstrate the effectiveness of the
Services; and (3) for adaptive learning purpose and for customized student learning.
Provider's use of De-ldentified Data shall survive termination of this DPA or any request by
LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to
transfer de-identified Student Data to any party unless-(a} that party agrees in writing not to
attempt re-identification.;and-thjpriorwritten-netice-has-beengiverto the-LEAwhohas
provided-priorwrittenrconsent-forsuch transfer Priorto-pubtishing any docurment-that
Wxﬁ%w%%%ﬁ%ﬁw%

ti are WHTCTIC St

6. Disposition of Data. Upon written request from the LEA, Provider shall dispose of or
provide a mechanism for the LEA to transfer Student Data obtained under the Service
Agreement, within sixty (60) days of the date of said request and according to a schedule
and procedure as the Parties may reasonably agree. Upon termination of this DPA, ifno
written request from the LEA is received, Provider shall dispose of all Student Data after
providing the LEA with reasonable prior notice. The duty to dispose of Student Data shall
not extend to Student Data that had been De-Identified or placed in a separate student
account pursuant to section If 3. The LEA may employ a “Directive for Disposition of Data”
form, a copy of which is attached hereto as Exhibit “D”. If the LEA and Provider employ
Exhibit “D,” no further written request or notice is required on the part of either party prior to
the disposition of Student Data described in Exhibit “D,




LEA understands and agrees that the Provider will delete student personally identifiable
information relating to Provider's products in accordance with Provider’s specific data
retention policy for that product, The LEA can download data that it would like to retain’
related to the product onto its own systems before the data is deleted by the Provider.”




