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7KLV�6WXGHQW�'DWD�3ULYDF\�$JUHHPHQW��³'3$´��LV�HQWHUHG�LQWR�RQ�WKH�GDWH�RI�IXOO�H[HFXWLRQ��WKH�³(IIHFWLYH�'DWH´��
DQG�LV�HQWHUHG�LQWR�E\�DQG�EHWZHHQ���

>� �@��

ORFDWHG�DW�>� �@��WKH�³/($´��

DQG�

>� �@��

ORFDWHG�DW�>� �@��WKH�³3URYLGHU´���

PREAMBLE 
WHEREAS��WKH�3URYLGHU� LV�SURYLGLQJ�HGXFDWLRQDO�RU�GLJLWDO�6HUYLFHV��DV�GHILQHG�LQ�([KLELW�³$´�� WR�/($��ZKLFK�
6HUYLFHV�PD\� LQFOXGH�� �D�� FORXG�EDVHG�6HUYLFHV� IRU� WKH� GLJLWDO� VWRUDJH�� PDQDJHPHQW�� DQG� UHWULHYDO� RI� SXSLO�
UHFRUGV��DQG�RU��E��GLJLWDO�HGXFDWLRQDO�VRIWZDUH�WKDW�DXWKRUL]HV�3URYLGHU�WR�DFFHVV��VWRUH��DQG�XVH�SXSLO�UHFRUGV��
DQG�

WHEREAS��WKH�3URYLGHU�DQG�/($�KDYH�HQWHUHG�LQWR�D�6HUYLFH�$JUHHPHQW��DV�GHILQHG�KHUHLQ���WR�SURYLGH�FHUWDLQ�
6HUYLFHV�WR�WKH�/($�DV�VHW�IRUWK�LQ�WKH�6HUYLFH�$JUHHPHQW��DQG�WKLV�'3$��FROOHFWLYHO\�WKH�³$JUHHPHQW´���

WHEREAS��WKH�3URYLGHU�DQG�/($�UHFRJQL]H�WKH�QHHG�WR�SURWHFW�SHUVRQDOO\�LGHQWLILDEOH�VWXGHQW�LQIRUPDWLRQ�DQG�
RWKHU� UHJXODWHG�GDWD�H[FKDQJHG�EHWZHHQ� WKHP�DV� UHTXLUHG�E\�DSSOLFDEOH� ODZV�DQG� UHJXODWLRQV�� VXFK�DV� WKH�
)DPLO\�(GXFDWLRQDO�5LJKWV�DQG�3ULYDF\�$FW��³)(53$´��DW����8�6�&������J�����&�)�5��3DUW������WKH�3URWHFWLRQ�RI�
3XSLO� 5LJKWV� $PHQGPHQW� �³335$´�� DW� ��� 8�6�&�� ����K�� DQG� WKH� &KLOGUHQ¶V� 2QOLQH� 3ULYDF\� 3URWHFWLRQ� $FW�
�³&233$´��DW����8�6�&����������������&�)�5��3DUW�������

WHEREAS��WKH�3URYLGHU�DQG�/($�GHVLUH�WR�HQWHU�LQWR�WKLV�'3$�IRU�WKH�SXUSRVH�RI�HVWDEOLVKLQJ�WKHLU�UHVSHFWLYH�
REOLJDWLRQV�DQG�GXWLHV�LQ�RUGHU�WR�FRPSO\�ZLWK�DSSOLFDEOH�ODZV�DQG�UHJXODWLRQV��

NOW THEREFORE��IRU�JRRG�DQG�YDOXDEOH�FRQVLGHUDWLRQ��/($�DQG�3URYLGHU�DJUHH�DV�IROORZV��

General Offer of Privacy Terms.�
7KH�3URYLGHU�KDV� VLJQHG�([KLELW� ³(´� WR� WKH�6'3&�6WDQGDUG�&ODXVHV��RWKHUZLVH� NQRZQ�DV� ³*HQHUDO�2IIHU� RI�
3ULYDF\�7HUPV´�HQDEOLQJ�RWKHU�/($V�WR�HQWHU�LQWR�WKH�VDPH�WHUPV�RI�WKLV�'3$�ZLWK�3URYLGHU��

Special Provisions. �&KHFN�LI�5HTXLUHG��
>��@��� ,I�FKHFNHG��WKH�6XSSOHPHQWDO�6WDWH�7HUPV�DWWDFKHG�KHUHWR�DV�([KLELW�³*´�DUH�KHUHE\�LQFRUSRUDWHG�E\�

UHIHUHQFH�LQWR�WKLV�'3$�LQ�WKHLU�HQWLUHW\���
,I�WKH�3DUWLHV�GHVLUH�WR�FKDQJH�DQ\�WHUPV��XVH�WKH�µ9HQGRU-6SHFLILF¶�$JUHHPHQW�RU�µ'LVWULFW-0RGLILHG¶�$JUHHPHQW��

Columbia County School District

372 W Duval Street, Lake City, FL 32055
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1500 Colesville rd, Bethlehem PA, 18015

✔
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7KH�designated representative for the LEA IRU�WKLV�'3$�LV��

1DPH��� � �7LWOH��

$GGUHVV�� �

3KRQH�� � �(PDLO��

7KH�designated representative for the Provider�IRU�WKLV�'3$�LV��

1DPH��� � �7LWOH��

$GGUHVV�� �

3KRQH�� � �(PDLO�� �

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date. 

LEA��>����� �@�

6LJQHG�%\��� 'DWH��

3ULQWHG�1DPH�� 7LWOH�3RVLWLRQ��

PROVIDER��>�� �@ 

6LJQHG�%\��� 'DWH��

3ULQWHG�1DPH�� 7LWOH�3RVLWLRQ��

(DFK�3DUW\�LV�UHVSRQVLEOH�WR�SURPSWO\�QRWLI\�WKH�RWKHU�3DUW\�RI�FKDQJHV�WR�WKH�QRWLFH�LQIRUPDWLRQ��

Notices to Provider 
>� �@�
>� �@�
>� �@�
>� �@�

:LWK�D�FRS\�WR��LI�SURYLGHG���
>� �@�
>� �@�
>� �@�

Notices to LEA 
>� �@�
>� �@�
>� �@�
>� �@�

:LWK�D�FRS\�WR��LI�SURYLGHG���
>� �@�
>� �@�
>� �@�

Security Notices to Provider��5HTXLUHG�SHU�6HFWLRQ������
>� �@�
>� �@�
>� �@�
>� �@�

Security Notices to LEA �5HTXLUHG�SHU�6HFWLRQ�����
>� �@�
>� �@�
>� �@�
>� �@�

Olivia Williams Vendor Support

1500 Colesville rd, Bethlehem PA, 18015

833-887-2882 madison@myscuta.com

Cindy Forsyth 9/25/24
Cindy Forsyth Tech Center Manager

10/02/24

Olivia Williams Vendor Support

SCUTA

Vendor
1500 Colesville rd, Bethlehem PA, 18015
madison@myscuta.com

Provider Legal Counsel
Provider Legal Counsel Postal Address
Provider Legal Counsel Email Address

Steven Zaharakis
CEO
1500 Colesville rd, Bethlehem PA, 18015
stevez@myscuta.com

Columbia County School District
LEA Role
372 W Duval Street, Lake City, FL 32055

LEA Email Address

LEA Legal Counsel
LEA Legal Counsel Postal Address

LEA Legal Email Address

LEA Security Name
LEA Security Role

LEA Security Postal Address
LEA Security Email Address

SCUTA

Columbia County School District
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STANDARD CLAUSES 
ARTICLE I:  PURPOSE AND SCOPE 

1.1 Purpose of DPA. 

7KH� SXUSRVH� RI� WKLV� '3$� LV� WR� GHVFULEH� WKH� GXWLHV� DQG� UHVSRQVLELOLWLHV� WR� SURWHFW� 6WXGHQW� 'DWD� LQFOXGLQJ�
FRPSOLDQFH�ZLWK�DOO�DSSOLFDEOH�IHGHUDO�DQG�VWDWH�SULYDF\�ODZV��UXOHV��DQG�UHJXODWLRQV��DOO�DV�PD\�EH�DPHQGHG�
IURP�WLPH�WR�WLPH��,Q�SHUIRUPLQJ�WKH�6HUYLFHV��WKH�3URYLGHU�VKDOO�EH�FRQVLGHUHG�D�6FKRRO�2IILFLDO�ZLWK�D�OHJLWLPDWH�
HGXFDWLRQDO� LQWHUHVW�� DQG� SHUIRUPLQJ� 6HUYLFHV� RWKHUZLVH� SURYLGHG� E\� WKH� /($�� :LWK� UHVSHFW� WR� LWV� XVH� DQG�
PDLQWHQDQFH�RI�6WXGHQW�'DWD��3URYLGHU�VKDOO�EH�XQGHU�WKH�GLUHFW�FRQWURO�DQG�VXSHUYLVLRQ�RI�WKH�/($�DV�VHW�IRUWK�
LQ�WKLV�'3$�DQG�WKH�6HUYLFH�$JUHHPHQW��

1.2 Description of Products and Services. 
$�GHVFULSWLRQ�RI�DOO�SURGXFWV�DQG�VHUYLFHV�FRYHUHG�E\�WKH�$JUHHPHQW��DQG�LQIRUPDWLRQ�VSHFLILF�WR�WKLV�'3$��DUH�
OLVWHG�LQ�([KLELW��$����,I�D�3URYLGHU�QHHGV�WR�XSGDWH�DQ\�LQIRUPDWLRQ�RQ�([KLELW�³$´��VXFK�DV�XSGDWLQJ�ZLWK�QHZ�
SURYLGHG�VHUYLFHV���WKH\�PD\�GR�VR�E\�FRPSOHWLQJ�WKH�$GGHQGXP�WHPSODWH�SURYLGHG�E\�WKH�$�/�&RPPXQLW\�DQG�
VHQGLQJ�D�FRS\�WR�WKH�/($��

3URYLGHU�PD\�DGG�RU�GHOHWH�SURGXFWV�RU�VHUYLFHV�VXEMHFW�WR�WKLV�'3$�XQGHU�WKH�IROORZLQJ�FLUFXPVWDQFHV��
�� 'HOHWHG�SURGXFWV�RU�VHUYLFHV��7KH�SURGXFWV�RU�VHUYLFHV�KDYH�EHHQ�GLVFRQWLQXHG�DQG�DUH�QR�ORQJHU

DYDLODEOH�IURP�WKH�3URYLGHU�
�� $GGHG�SURGXFWV�RU�VHUYLFHV��7KH�DGGHG�SURGXFWV�RU�VHUYLFHV�DUH�HLWKHU�

D� D�GLUHFW�UHSODFHPHQW��RU�VXEVWDQWLDOO\�HTXLYDOHQW�WR�WKH�RULJLQDO�SURGXFWV�RU�VHUYLFHV�OLVWHG�LQ
WKH�'3$��RU

E� WKH�DGGHG�SURGXFWV�RU�VHUYLFHV�UHVXOW�LQ�HQULFKHG�QHZ�RU�HQKDQFHG�FDSDELOLWLHV��QHZ�PRGXOHV�
WHFKQRORJ\�DGYDQFHPHQWV�DQG�RU�VHUYLFH�FDWHJRULHV�UHODWLQJ�WR�WKH�OLVWHG�SURGXFWV�RU�VHUYLFHV
WKDW�3URYLGHU�GLG�QRW�KDYH�DW�WKH�WLPH�WKH�'3$�ZDV�VLJQHG�

,I�DQ�DGGHG�SURGXFW�RU�VHUYLFH�UHTXLUHV�DGGLWLRQDO�'DWD�(OHPHQWV��3URYLGHU�PXVW�FRPSOHWH�WKH�UHOHYDQW�SRUWLRQ�
RI�WKH�$GGHQGXP�WHPSODWH�WR�XSGDWH�([KLELW�³%´��

3URYLGHU�PD\�QRW�PDNH�DQ\�FKDQJH� WR�([KLELW� ³$´� YLD�DQ�$GGHQGXP��H[FHSW�DGGLQJ�RU�GHOHWLQJ�SURGXFWV�RU�
VHUYLFHV���/($�LV�XQGHU�QR�REOLJDWLRQ�WR�DFTXLUH�DGGHG�SURGXFWV�RU�VHUYLFHV��DQG�KDV�QR�DELOLW\�XQGHU�WKH�'3$�WR�
SUHYHQW�GHOHWLRQ�RI�SURGXFWV�RU�VHUYLFHV���6XEMHFW�WR�WKH�OLPLWDWLRQV�LQ�WKLV�VHFWLRQ��DQ�$GGHQGXP�LV�DXWRPDWLFDOO\�
LQFRUSRUDWHG�LQWR�WKLV�'3$�ZKHQ�/($�LV�QRWLILHG�E\�3URYLGHU��LQ�DFFRUGDQFH�ZLWK�WKH�QRWLILFDWLRQ�SURYLVLRQV�RI�WKLV�
'3$��RI�WKH�$GGHQGXP¶V�H[LVWHQFH�DQG�FRQWHQWV��

 1.3 Student Data to Be Provided. 

,Q�RUGHU�WR�SHUIRUP�WKH�VHUYLFHV��WKH�3URYLGHU�VKDOO�SURFHVV�6WXGHQW�'DWD�DV� LGHQWLILHG�E\�WKH�3URYLGHU� LQ�WKH�
6FKHGXOH�RI�'DWD��DWWDFKHG�KHUHWR�DV�([KLELW� ³%´��6WXGHQW�'DWD�PD\�EH�SURYLGHG�E\� WKH�/($�RU�FUHDWHG�E\�
VWXGHQWV��DV�VHW� IRUWK�IXOO\� LQ� WKH�GHILQLWLRQ�RI�6WXGHQW�'DWD� LQ�([KLELW� ³&´�� ,I�D�3URYLGHU�QHHGV�WR�XSGDWH�DQ\�
LQIRUPDWLRQ� RQ� ([KLELW� ³%´�� WKH\� PD\� GR� VR� E\� FRPSOHWLQJ� WKH� $GGHQGXP� WHPSODWH� SURYLGHG� E\� WKH� $�/�
&RPPXQLW\�DQG�VHQGLQJ�D�FRS\�WR�WKH�/($��

3URYLGHU�PD\�GHOHWH�GDWD�HOHPHQWV�IURP�([KLELW�³%´�LI�WKH\�DUH�QR�ORQJHU�XVHG�E\�WKH�3URYLGHU��
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3URYLGHU�PXVW�DGG�GDWD�HOHPHQWV�WR�([KLELW�³%´��ZKHQ�D�PDWHULDO�FKDQJH�KDV�RFFXUUHG��UHJDUGOHVV�RI�ZKHWKHU�
WKH�DGGHG�GDWD�HOHPHQWV�DUH�HLWKHU�RQH�RI�WKH�IROORZLQJ��

�� XVHG�WR�EHWWHU�GHOLYHU�WKH�RULJLQDO�SURGXFWV�RU�VHUYLFHV�OLVWHG�LQ�WKH�'3$��RU
�� XVHG� WR� GHOLYHU� DGGHG� SURGXFWV� RU� VHUYLFHV� WKDW� UHVXOW� LQ� QHZ� RU� HQKDQFHG� FDSDELOLWLHV�� QHZ

PRGXOHV�� WHFKQRORJ\� DGYDQFHPHQWV�DQG� RU� VHUYLFH� FDWHJRULHV� UHODWLQJ� WR� WKH� OLVWHG� SURGXFWV� RU
VHUYLFHV�WKDW�3URYLGHU�GLG�QRW�KDYH�DW�WKH�WLPH�WKH�'3$�ZDV�VLJQHG��6XFK�QHZ�SURGXFWV�RU�VHUYLFHV
PXVW�EH�GHVLJQDWHG�LQ�WKH�$GGHQGXP�WHPSODWH�DV�FKDQJHV�WR�([KLELW�³$´�

7KH�3URYLGHU�PXVW�QRWLI\�WKH�/($��LQ�DFFRUGDQFH�ZLWK�WKH�QRWLILFDWLRQ�SURYLVLRQV�RI�WKLV�'3$��RI�WKH�H[LVWHQFH�
DQG�FRQWHQWV�RI�DQ�$GGHQGXP�PRGLI\LQJ�([KLELW�³%´���7KH�/($�ZLOO�KDYH�WKLUW\������GD\V�IURP�UHFHLSW�WR�REMHFW�WR�
WKH�$GGHQGXP��,I�QR�ZULWWHQ�REMHFWLRQ�LV�UHFHLYHG�LW�ZLOO�EHFRPH�LQFRUSRUDWHG�LQWR�WKH�'3$�EHWZHHQ�WKH�SDUWLHV��

1.4 DPA Definitions. 

&DSLWDOL]HG�WHUPV�XVHG�LQ�WKLV�'3$�VKDOO�KDYH�WKH�PHDQLQJV�VHW�IRUWK�LQ�([KLELW�³&´��:LWK�UHVSHFW�WR�WKH�WUHDWPHQW�
RI�6WXGHQW�'DWD��LQ�WKH�HYHQW�RI�D�FRQIOLFW��GHILQLWLRQV�XVHG�LQ�WKLV�'3$�VKDOO�SUHYDLO�RYHU�WHUPV�XVHG�LQ�DQ\�RWKHU�
ZULWLQJ��LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��WKH�6HUYLFH�$JUHHPHQW��

ARTICLE II:  DATA OWNERSHIP AND AUTHORIZED ACCESS 

2.1 Student Data Property of LEA. 

$V�EHWZHHQ�/($�DQG�3URYLGHU��DOO�6WXGHQW�'DWD�SURFHVVHG�E\�WKH�3URYLGHU��RU�FUHDWHG�E\�VWXGHQWV��DV�VHW�IRUWK�
IXOO\�LQ�WKH�GHILQLWLRQ�RI�6WXGHQW�'DWD�LQ�([KLELW�³&´���SXUVXDQW�WR�WKH�$JUHHPHQW�LV�DQG�ZLOO�FRQWLQXH�WR�EH�WKH�
SURSHUW\�RI�DQG�XQGHU�WKH�FRQWURO�RI�WKH�/($��7KH�3URYLGHU�IXUWKHU�DFNQRZOHGJHV�DQG�DJUHHV�WKDW�DOO�FRSLHV�RI�
VXFK�6WXGHQW�'DWD�SURFHVVHG�E\�WKH�3URYLGHU�� LQFOXGLQJ�DQ\�PRGLILFDWLRQV�RU�DGGLWLRQV�RU�DQ\�SRUWLRQ�WKHUHRI�
IURP�DQ\�VRXUFH��DUH�DOVR�VXEMHFW�WR�WKH�SURYLVLRQV�RI�WKLV�'3$�LQ�WKH�VDPH�PDQQHU�DV�WKH�RULJLQDO�6WXGHQW�'DWD��
7KH�3DUWLHV�DJUHH�WKDW�DV�EHWZHHQ�WKHP��DOO�ULJKWV��LQFOXGLQJ�DOO�LQWHOOHFWXDO�SURSHUW\�ULJKWV�LQ�DQG�WR�6WXGHQW�'DWD�
FRQWHPSODWHG�SHU�WKH�6HUYLFH�$JUHHPHQW��VKDOO�UHPDLQ�WKH�H[FOXVLYH�SURSHUW\�RI�WKH�/($��

2.2 Parent, Legal Guardian and Student Access. 

7KH�/($�VKDOO�HVWDEOLVK�UHDVRQDEOH�SURFHGXUHV�E\�ZKLFK�D�SDUHQW��OHJDO�JXDUGLDQ��RU�HOLJLEOH�VWXGHQW��DV�GHILQHG�
LQ�)(53$��PD\�UHYLHZ�6WXGHQW�'DWD�DQG�UHTXHVW�GHOHWLRQ�RU�PRGLILFDWLRQ��DQG�UHTXHVW�GHOLYHU\�RI�D�FRS\�RI�WKH�
6WXGHQW�'DWD�� ,Q� VXSSRUW�RI� WKLV�� WKH�3URYLGHU� VKDOO� HVWDEOLVK� UHDVRQDEOH�SURFHGXUHV�E\�ZKLFK� WKH�/($�PD\�
DFFHVV��DQG�FRUUHFW�LI�QHFHVVDU\��(GXFDWLRQ�5HFRUGV�DQG�RU�6WXGHQW�'DWD��DQG�PDNH�D�FRS\�RI�WKH�GDWD�DYDLODEOH�
WR�WKH�/($�RU��DW�WKH�/($¶V�GLUHFWLRQ��WR�WKH�SDUHQW��OHJDO�JXDUGLDQ�RU�HOLJLEOH�VWXGHQW�GLUHFWO\��,I�WKH�/($�LV�QRW�
DEOH�WR�UHYLHZ�RU�XSGDWH�WKH�6WXGHQW�'DWD�LWVHOI��3URYLGHU�VKDOO�UHVSRQG�LQ�D�UHDVRQDEO\�WLPHO\�PDQQHU��DQG�QR�
ODWHU�WKDQ�WKLUW\������GD\V�IURP�WKH�GDWH�RI�WKH�UHTXHVW�RU�SXUVXDQW�WR�WKH�WLPH�IUDPH�UHTXLUHG�XQGHU�VWDWH�ODZ�IRU�
DQ�/($�WR�UHVSRQG�WR�D�SDUHQW��OHJDO�JXDUGLDQ�RU�VWXGHQW��ZKLFKHYHU�LV�VRRQHU��WR�WKH�/($¶V�UHTXHVW�IRU�6WXGHQW�
'DWD�KHOG�E\�WKH�3URYLGHU�WR�YLHZ�RU�FRUUHFW�DV�QHFHVVDU\��

,Q�WKH�HYHQW�WKDW�D�SDUHQW�RU�OHJDO�JXDUGLDQ�RI�D�VWXGHQW�RU�HOLJLEOH�VWXGHQW�FRQWDFWV�WKH�3URYLGHU�WR�FRUUHFW��GHOHWH��
UHYLHZ�RU�UHTXHVW�GHOLYHU\�RI�D�FRS\�RI��DQ\�RI�WKH�6WXGHQW�'DWD�FROOHFWHG�E\�RU�JHQHUDWHG�WKURXJK�WKH�6HUYLFHV��
WKH�3URYLGHU�VKDOO�UHIHU�WKDW�SHUVRQ�WR�WKH�/($��ZKR�ZLOO�IROORZ�WKH�QHFHVVDU\�DQG�SURSHU�SURFHGXUHV�UHJDUGLQJ�
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WKH�UHTXHVWHG�LQIRUPDWLRQ���,Q�WKH�HYHQW�WKDW�DQ\�SHUVRQ�RWKHU�WKDQ�WKRVH�OLVWHG�FRQWDFWV�WKH�3URYLGHU�DERXW�DQ\�
6WXGHQW�'DWD��WKH�3URYLGHU�VKDOO�UHIHU�WKDW�SHUVRQ�WR�WKH�/($��H[FHSW�DV�SURYLGHG�LQ�6HFWLRQ������

������ 7KLV�1'3$�GRHV�QRW�LPSHGH�WKH�DELOLW\�RI�VWXGHQWV�WR�GRZQORDG��H[SRUW��RU�RWKHUZLVH�VDYH�RU�
PDLQWDLQ�WKHLU�RZQ�6WXGHQW�*HQHUDWHG�&RQWHQW�GLUHFWO\�IURP�3URYLGHU�RU�IRU�3URYLGHU�WR��
SURYLGH�D�PHFKDQLVP�IRU�VXFK�GRZQORDG��H[SRUW��WUDQVIHU�RU�VDYLQJ�WR�VWXGHQWV��RU�WKH��
VWXGHQW¶V�SDUHQW�RU�OHJDO�JXDUGLDQ���1RU�GRHV�LW�LPSHGH�WKH�DELOLW\�RI�3URYLGHUV�WR�RIIHU�/($V��
IHDWXUHV�WR�DOORZ�VXFK�DELOLW\��

������ ,Q�WKH�HYHQW�WKDW�6WXGHQW�*HQHUDWHG�&RQWHQW�LV�WUDQVIHUUHG�WR�WKH�FRQWURO�RI�WKH�VWXGHQW���
SDUHQW�RU�OHJDO�JXDUGLDQ��WKH�FRS\�RI�VXFK�6WXGHQW�*HQHUDWHG�&RQWHQW�WKDW�LV�LQ�WKH�FRQWURO�RI�
VXFK�SHUVRQ�LV�QR�ORQJHU�FRQVLGHUHG�6WXGHQW�'DWD��

2.3 Subprocessors. 

3URYLGHU�VKDOO�HQWHU�LQWR�D�6XESURFHVVRU�$JUHHPHQW�ZLWK�DOO�6XESURFHVVRUV�SHUIRUPLQJ�IXQFWLRQV�IRU�WKH�3URYLGHU�
LQ�RUGHU�IRU�WKH�3URYLGHU�WR�SURYLGH�WKH�6HUYLFHV�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��ZKHUHE\�WKH�6XESURFHVVRUV�
DJUHH�WR�SURWHFW�6WXGHQW�'DWD�LQ�D�PDQQHU�QR�OHVV�VWULQJHQW�WKDQ�WKH�WHUPV�RI�WKLV�'3$���(YHU\�6XESURFHVVRU�
$JUHHPHQW�PXVW�SURYLGH�WKDW�WKH�6XESURFHVVRU�ZLOO�QRW�6HOO� WKH�6WXGHQW�'DWD���7KH�WHUPV�RI�D�6XESURFHVVRU�
$JUHHPHQW�VKDOO�QRW�EH�PDWHULDOO\�PRGLILHG�E\�WKH�6XESURFHVVRU�XQOHVV�QRWLFH�LV�SURYLGHG�WR�WKH�3URYLGHU��

ARTICLE III:  DUTIES OF LEA 

3.1 Provide Data in Compliance with Applicable Laws. 

/($�VKDOO�XVH�WKH�6HUYLFHV�DQG�SURYLGH�6WXGHQW�'DWD�LQ�FRPSOLDQFH�ZLWK�DOO�DSSOLFDEOH�IHGHUDO�DQG�VWDWH�SULYDF\�
ODZV��UXOHV��DQG�UHJXODWLRQV��DOO�DV�PD\�EH�DPHQGHG�IURP�WLPH�WR�WLPH��

3.2 Annual Notification of Rights. 

,I� WKH� /($� KDV� D� SROLF\� RI� GLVFORVLQJ� (GXFDWLRQ� 5HFRUGV� DQG�RU� 6WXGHQW� 'DWD� XQGHU� )(53$� ���� &)5� ��
������D�������/($�VKDOO�LQFOXGH�D�VSHFLILFDWLRQ�RI�FULWHULD�IRU�GHWHUPLQLQJ�ZKR�FRQVWLWXWHV�D�6FKRRO�2IILFLDO�DQG�
ZKDW�FRQVWLWXWHV�D�OHJLWLPDWH�HGXFDWLRQDO�LQWHUHVW�LQ�LWV�DQQXDO�QRWLILFDWLRQ�RI�ULJKWV��

3.3 Reasonable Precautions. 

/($�VKDOO�HPSOR\�DGPLQLVWUDWLYH��SK\VLFDO��DQG�WHFKQLFDO�VDIHJXDUGV�GHVLJQHG�WR�SURWHFW�XVHUQDPHV��SDVVZRUGV��
DQG�DQ\�RWKHU�PHDQV�RI�JDLQLQJ�DFFHVV�WR�WKH�6HUYLFHV�DQG�RU�KRVWHG�6WXGHQW�'DWD�IURP�XQDXWKRUL]HG�DFFHVV��
GLVFORVXUH��RU�DFTXLVLWLRQ�E\�DQ�XQDXWKRUL]HG�SHUVRQ��

3.4 Unauthorized Access Notification and Assistance. 
/($�VKDOO�QRWLI\�3URYLGHU�ZLWKLQ�VHYHQW\�WZR������KRXUV�RI�DQ\�FRQILUPHG�'DWD�%UHDFK�WR�WKH�6HUYLFHV��/($¶V�
DFFRXQW�RU�DQ\�6WXGHQW�'DWD�WKDW�SRVHV�D�SULYDF\�RU�VHFXULW\�ULVN�� ,I�UHTXHVWHG�E\�3URYLGHU��/($�ZLOO�SURYLGH�
UHDVRQDEOH�DVVLVWDQFH�WR�3URYLGHU�LQ�DQ\�HIIRUWV�E\�3URYLGHU�WR�LQYHVWLJDWH�DQG�UHVSRQG�WR�VXFK�'DWD�%UHDFK��
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ARTICLE IV:  DUTIES OF PROVIDER 

4.1 Privacy and Security Compliance. 

7KH�3URYLGHU�VKDOO�FRPSO\�ZLWK�DOO�ODZV�DQG�UHJXODWLRQV�DSSOLFDEOH�WR�3URYLGHU¶V�SURWHFWLRQ�RI�6WXGHQW�'DWD�SULYDF\�
DQG�VHFXULW\��DQG�DW�WKH�GLUHFWLRQ�RI�WKH�/($�VKDOO�FRRSHUDWH�ZLWK�DQ\�VWDWH�RU�IHGHUDO�JRYHUQPHQW�LQLWLDWHG�DXGLW�
RI�WKH�/($¶V�XVH�RI�WKH�6HUYLFHV��

4.2 Authorized Use. 

7KH�6WXGHQW�'DWD�SURFHVVHG�SXUVXDQW�WR�WKH�6HUYLFHV�VKDOO�EH�XVHG�E\�WKH�3URYLGHU�IRU�QR�SXUSRVH�RWKHU�WKDQ�
SHUIRUPLQJ�WKH�6HUYLFHV�RXWOLQHG�LQ�([KLELW�³$´��RU�DV�LQVWUXFWHG�E\�WKH�/($���

4.3 Provider Employee Obligation. 

3URYLGHU�VKDOO�UHTXLUH�DOO�RI�3URYLGHU¶V�HPSOR\HHV�ZKR�KDYH�DFFHVV�WR�6WXGHQW�'DWD�WR�FRPSO\�ZLWK�DOO�DSSOLFDEOH�
SURYLVLRQV�RI�WKLV�'3$�ZLWK�UHVSHFW�WR�WKH�6WXGHQW�'DWD�VKDUHG�XQGHU�WKH�6HUYLFH�$JUHHPHQW��3URYLGHU�DJUHHV�
WR�UHTXLUH�DQG�PDLQWDLQ�DQ�DSSURSULDWH�FRQILGHQWLDOLW\�DJUHHPHQW�IURP�HDFK�HPSOR\HH�ZLWK�DFFHVV�WR�6WXGHQW�
'DWD�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��

4.4 No Disclosure. 

3URYLGHU�DFNQRZOHGJHV�DQG�DJUHHV� WKDW� LW�VKDOO�QRW�VHOO�RU�GLVFORVH�DQ\�6WXGHQW�'DWD�RU�DQ\�SRUWLRQ�WKHUHRI��
LQFOXGLQJ�ZLWKRXW�OLPLWDWLRQ��XVHU�FRQWHQW�RU�RWKHU�QRQ�SXEOLF�LQIRUPDWLRQ�DQG�RU�SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ�
FRQWDLQHG�LQ�WKH�6WXGHQW�'DWD��

4.4.1   Exceptions to No Disclosure. 

�������� 7KLV�SURKLELWLRQ�DJDLQVW�GLVFORVXUH�ZLOO�QRW�DSSO\�WR�6WXGHQW�'DWD�ZKHUH�GLVFORVXUH� LV�
GLUHFWHG�RU�SHUPLWWHG�E\�WKH�/($�RU�WKLV�'3$��

�������� 7KH�SURYLVLRQ�WR�QRW�VHOO�6WXGHQW�'DWD�VKDOO�QRW�DSSO\�WR�D�&KDQJH�RI�&RQWURO��

�������� 7KLV�SURKLELWLRQ�DJDLQVW�GLVFORVXUH�VKDOO�QRW�DSSO\�WR�6WXGHQW�'DWD�GLVFORVHG�
SXUVXDQW�WR�D�MXGLFLDO�RUGHU�RU�ODZIXOO\�LVVXHG�VXESRHQD�RU�ZDUUDQW��

�������� 7KLV� SURKLELWLRQ� DJDLQVW� GLVFORVXUH� VKDOO� QRW� DSSO\� WR� 6WXGHQW� 'DWD� GLVFORVHG� WR�
6XESURFHVVRUV�SHUIRUPLQJ�6HUYLFHV�RQ�EHKDOI�RI�WKH�3URYLGHU�SXUVXDQW�WR�WKLV�'3$���

�������� 6KRXOG�ODZ�HQIRUFHPHQW�RU�RWKHU�JRYHUQPHQW�HQWLWLHV��³5HTXHVWLQJ�3DUW\�LHV�´��SURYLGH�
D�MXGLFLDO�RUGHU�RU�ODZIXOO\�LVVXHG�VXESRHQD�RU�ZDUUDQW�WR�WKH�3URYLGHU�ZLWK�D�UHTXHVW�
IRU�6WXGHQW�'DWD�KHOG�E\�WKH�3URYLGHU�SXUVXDQW�WR�WKH�6HUYLFHV��WKH�3URYLGHU�VKDOO�QRWLI\�
WKH�/($�LQ�DGYDQFH�RI�D�FRPSHOOHG�GLVFORVXUH�WR�WKH�5HTXHVWLQJ�3DUW\���

�������� 1RWLILFDWLRQ� XQGHU� �������� LV� QRW� UHTXLUHG� LI� WKH� MXGLFLDO� RUGHU� RU� ODZIXOO\� LVVXHG
VXESRHQD�RU�ZDUUDQW�VWDWHV�QRW�WR�LQIRUP�WKH�/($�RI�WKH�UHTXHVW��

�������� 6KRXOG� WKH� /($� EH� SUHVHQWHG� ZLWK� D� MXGLFLDO� RUGHU� RU� ODZIXOO\� LVVXHG� VXESRHQD� RU�
ZDUUDQW� WR� GLVFORVH� 6WXGHQW� *HQHUDWHG� &RQWHQW� RU� RWKHU� 6WXGHQW� 'DWD�� WKH�
3URYLGHU�VKDOO�FRRSHUDWH�ZLWK�WKH�/($�LQ�GHOLYHULQJ�VXFK�GDWD��
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�������� 7KLV� SURKLELWLRQ� DJDLQVW� GLVFORVXUH� VKDOO� QRW� DSSO\� WR� /($�DXWKRUL]HG� XVHUV� RI� WKH�
6HUYLFHV��ZKLFK�PD\�LQFOXGH�SDUHQWV�DQG�OHJDO�JXDUGLDQV��

�������� 7KLV� SURKLELWLRQ� DJDLQVW� GLVFORVXUH� VKDOO� QRW� DSSO\� WR� SURWHFW� WKH� VDIHW\� RI� XVHUV� RU�
RWKHUV�� LI� DQG� RQO\� LI�� DQ� /($� � HPSOR\HH� ZKR� KDV� VSHFLILFDOO\� EHHQ� DXWKRUL]HG� WR�
GHFODUH� D� KHDOWK� RU� VDIHW\� HPHUJHQF\� KDV� GRQH� VR� DQG� DOO� UHTXLUHPHQWV� XQGHU� ���
&)5����������D������DQG�������KDYH�EHHQ�IXOILOOHG�E\�WKH�/($���

��������� 7KLV�SURKLELWLRQ�DJDLQVW� GLVFORVXUH� VKDOO� QRW� DSSO\� WR�SURWHFW� WKH� LQWHJULW\�RU�VHFXULW\�
RI� WKH� 6HUYLFH�� ZKHUH� VXFK� GLVFORVXUH� LV� PDGH� WR� D� 6XESURFHVVRU� HQJDJHG� E\�
3URYLGHU� IRU� WKH� VSHFLILF� SXUSRVH� RI� LQYHVWLJDWLQJ� D� SRWHQWLDO� 'DWD� %UHDFK� DV� VHW�
IRUWK�LQ������

4.5 De-Identified Data 

3URYLGHU�DJUHHV�QRW�WR�DWWHPSW�WR�UH�LGHQWLI\�'H�,GHQWLILHG�6WXGHQW�'DWD�ZLWKRXW�WKH�ZULWWHQ�GLUHFWLRQ�RI�WKH�/($��
'H�,GHQWLILHG�6WXGHQW�'DWD�PD\�EH�XVHG�E\�WKH�3URYLGHU�IRU�WKRVH�SXUSRVHV�DOORZHG�XQGHU�DSSOLFDEOH�ODZV��IRU�
WKH�SXUSRVHV�DOORZHG�IRU�WKH�SURFHVVLQJ�RI�6WXGHQW�'DWD�XQGHU�WKLV�'3$��DV�ZHOO�DV�WKH�IROORZLQJ�SXUSRVHV������
DVVLVWLQJ� WKH� /($� RU� RWKHU� JRYHUQPHQWDO� DJHQFLHV� LQ� FRQGXFWLQJ� UHVHDUFK� DQG� RWKHU� VWXGLHV�� ���� UHVHDUFK��
GHYHORSPHQW��DQG�LPSURYHPHQW�RI�WKH�3URYLGHU
V�HGXFDWLRQDO�VLWHV��6HUYLFHV��RU�DSSOLFDWLRQV��DQG�WR�GHPRQVWUDWH�
WKH�HIIHFWLYHQHVV�RI� WKH�6HUYLFHV��DQG�����IRU�DGDSWLYH� OHDUQLQJ�SXUSRVH�DQG�IRU�FXVWRPL]HG�VWXGHQW� OHDUQLQJ��
3URYLGHU
V�XVH�RI�'H�,GHQWLILHG�6WXGHQW�'DWD�VKDOO�VXUYLYH�WHUPLQDWLRQ�RI�WKLV�'3$�RU�DQ\�UHTXHVW�E\�/($�WR�UHWXUQ�
RU�GLVSRVH�RI�6WXGHQW�'DWD��([FHSW�IRU�6XESURFHVVRUV��3URYLGHU�DJUHHV�QRW�WR�WUDQVIHU�'H�LGHQWLILHG�6WXGHQW�'DWD�
WR� DQ\� WKLUG� SDUW\� XQOHVV� WKH� WUDQVIHU� LV� H[SUHVVO\� GLUHFWHG� RU� SHUPLWWHG� E\� WKH� /($� RU� WKLV� '3$�� � 6XFK�
6XESURFHVVRUV�PXVW� EH� VXEMHFW� WR�HTXLYDOHQW� WHUPV�RI� WKH�'3$� LQFOXGLQJ� WKLV� RQH�� �3ULRU� WR� SXEOLVKLQJ� DQ\�
GRFXPHQW�WKDW�QDPHV�WKH�/($��WKH�3URYLGHU�VKDOO�REWDLQ�WKH�/($¶V�ZULWWHQ�DSSURYDO�RI�WKH�PDQQHU�LQ�ZKLFK�'H�
,GHQWLILHG�6WXGHQW�'DWD�LV�SUHVHQWHG���,I�3URYLGHU�FKRRVHV�WR�FUHDWH�'H�,GHQWLILHG�'DWD��LWV�SURFHVV�PXVW�FRPSO\�
ZLWK�HLWKHU�1,67�GH�LGHQWLILFDWLRQ�VWDQGDUGV�RU�86�'HSDUWPHQW�RI�(GXFDWLRQ�JXLGDQFH�RQ�GH�LGHQWLILFDWLRQ��

4.6 Disposition of Data. 

8SRQ�ZULWWHQ�UHTXHVW�IURP�WKH�/($��3URYLGHU�VKDOO�GLVSRVH�RI�RU�SURYLGH�D�PHFKDQLVP�IRU�WKH�/($�WR�WUDQVIHU�
6WXGHQW�'DWD�REWDLQHG�XQGHU� WKH�6HUYLFH�$JUHHPHQW��ZLWKLQ� VL[W\� �����GD\V�RI� WKH�GDWH�RI� VDLG� UHTXHVW�DQG�
DFFRUGLQJ�WR�D�VFKHGXOH�DQG�SURFHGXUH�DV�WKH�3DUWLHV�PD\�UHDVRQDEO\�DJUHH��

,I�WKH�3URYLGHU�KDV�D�VWDQGDUG�UHWHQWLRQ�DQG�GHVWUXFWLRQ�VFKHGXOH��WKDW�VFKHGXOH�VKDOO�DSSO\�WR�6WXGHQW�'DWD�DV�
ORQJ�DV�WKLV�'3$�LV�DFWLYH���7KH�3URYLGHU¶V�SUDFWLFH�UHODWLQJ�WR�UHWHQWLRQ�DQG�GLVSRVLWLRQ�RI�6WXGHQW�'DWD�VKDOO�EH�
SURYLGHG�WR�WKH�/($�XSRQ�UHTXHVW��

$W�WKH�WHUPLQDWLRQ�RI�WKLV�'3$��WKH�3URYLGHU�VKDOO��XQOHVV�GLUHFWHG�RWKHUZLVH�E\�WKH�/($��GLVSRVH�RI��RU�GHOHWH�
6WXGHQW� 'DWD� REWDLQHG� E\� WKH� 3URYLGHU� XQGHU� WKH� $JUHHPHQW� ZLWKLQ� VL[W\� ����� GD\V� RI� WHUPLQDWLRQ� �XQOHVV�
RWKHUZLVH�UHTXLUHG�E\�ODZ���,I�WKH�$JUHHPHQW�KDV�ODSVHG�RU�LV�QRW�WHUPLQDWHG��WKH�6WXGHQW�'DWD�VKDOO�EH�GHOHWHG�
ZKHQ�GLUHFWHG�RU�SHUPLWWHG�E\�WKH�/($��DFFRUGLQJ�WR�3URYLGHU¶V�VWDQGDUG�GHVWUXFWLRQ�VFKHGXOH��RU�DV�RWKHUZLVH�
UHTXLUHG�E\�ODZ��7KH�/($�PD\�SURYLGH�WKH�3URYLGHU�ZLWK�VSHFLDO�LQVWUXFWLRQV�IRU�WKH�GLVSRVLWLRQ�RI�WKH�6WXGHQW�
'DWD��E\�WUDQVPLWWLQJ�WR�3URYLGHU�([KLELW�³'´��DWWDFKHG�KHUHWR��7KH�GXW\�RI�WKH�3URYLGHU�WR�GLVSRVH�RI�RU�GHOHWH�
6WXGHQW�'DWD�VKDOO�QRW�H[WHQG�WR�'H�,GHQWLILHG�'DWD�RU�WR�6WXGHQW�*HQHUDWHG�&RQWHQW�WKDW�KDV�EHHQ�WUDQVIHUUHG�
RU�NHSW�SXUVXDQW�WR�6HFWLRQ��������
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4.7 Advertising Limits. 
3URYLGHU�LV�SURKLELWHG�IURP�XVLQJ��GLVFORVLQJ��RU�VHOOLQJ�6WXGHQW�'DWD�WR��D��LQIRUP��LQIOXHQFH��RU�HQDEOH�7DUJHWHG�
$GYHUWLVLQJ�� �E��GHYHORS�D�SURILOH�RI�D�VWXGHQW�� IDPLO\�PHPEHU�JXDUGLDQ�RU�JURXS�� IRU�DQ\�SXUSRVH�RWKHU�WKDQ�
SURYLGLQJ�WKH�6HUYLFH�WR�/($��RU��F��IRU�DQ\�FRPPHUFLDO�SXUSRVH�RWKHU�WKDQ�WR�SURYLGH�WKH�6HUYLFH�WR�WKH�/($��RU�
DV�DXWKRUL]HG�E\�WKH�/($�RU�WKH�SDUHQW�JXDUGLDQ��7DUJHWHG�$GYHUWLVLQJ�LV�VWULFWO\�SURKLELWHG��+RZHYHU��WKLV�VHFWLRQ�
GRHV�QRW� SURKLELW� 3URYLGHU� IURP� XVLQJ�6WXGHQW�'DWD� �L�� IRU� DGDSWLYH� OHDUQLQJ�RU� FXVWRPL]HG�VWXGHQW� OHDUQLQJ�
�LQFOXGLQJ� JHQHUDWLQJ� SHUVRQDOL]HG� OHDUQLQJ� UHFRPPHQGDWLRQV��� RU� �LL�� WR�PDNH� SURGXFW� UHFRPPHQGDWLRQV� WR�
DFFRXQW�KROGHUV�WKDW�DUH�QRW�FRQVLGHUHG�7DUJHWHG�$GYHUWLVLQJ��WKLV�H[FHSWLRQ�GRHV�QRW�DSSO\�ZKHUH�WKH�3URYLGHU�
LV�UHO\LQJ�RQ�WKH�/($�WR�SURYLGH�FRQVHQW�RQ�EHKDOI�RI�WKH�SDUHQW�XQGHU�&233$���RU��LLL��WR�QRWLI\�DFFRXQW�KROGHUV�
DERXW�QHZ�HGXFDWLRQ�SURGXFW�XSGDWHV��IHDWXUHV��RU�6HUYLFHV�WKDW�DUH�QRW�FRQVLGHUHG�7DUJHWHG�$GYHUWLVLQJ�RU�IURP�
RWKHUZLVH�XVLQJ�6WXGHQW�'DWD�DV�SHUPLWWHG�LQ�WKLV�'3$�DQG�LWV�DFFRPSDQ\LQJ�H[KLELWV��

%HIRUH�PDNLQJ�SURGXFW�UHFRPPHQGDWLRQV�XQGHU�VHFWLRQ��LL��DERYH��3URYLGHU�PXVW�GLVFORVH�WKH�H[LVWHQFH�RI�WKRVH�
UHFRPPHQGDWLRQV�WR�/($�LQ�ZULWLQJ��LQ�VXIILFLHQW�GHWDLO�WKDW�/($�FDQ�IXOILOO�DQ\�REOLJDWLRQV�XQGHU�DSSOLFDEOH�ODZ�
�H�J��335$���

ARTICLE V:  DATA SECURITY AND BREACH PROVISIONS 

5.1 Data Storage. 

,I�6WXGHQW�'DWD�LV�VWRUHG�RXWVLGH�WKH�8QLWHG�6WDWHV��3URYLGHU�ZLOO�SURYLGH�D�OLVW�RI�&RXQWULHV�ZKHUH�GDWD�LV�VWRUHG��
LQ�([KLELW�³%´��

5.2 Security Audits. 

3URYLGHU�ZLOO�FRQGXFW�D�VHFXULW\�DXGLW�RU�DVVHVVPHQW�QR�OHVV�WKDQ�RQFH�SHU�\HDU��DQG�XSRQ�D�'DWD�%UHDFK��8SRQ�
���GD\V¶�QRWLFH�DQG�H[HFXWLRQ�RI�FRQILGHQWLDOLW\�DJUHHPHQW��3URYLGHU�ZLOO�SURYLGH�WKH�/($�ZLWK�D�FRS\�RI�WKH�DXGLW�
UHSRUW��VXEMHFW�WR�UHDVRQDEOH�DQG�DSSURSULDWH�UHGDFWLRQ��

5.3 Data Security. 

7KH�3URYLGHU�DJUHHV�WR�XWLOL]H�DGPLQLVWUDWLYH��SK\VLFDO��DQG� WHFKQLFDO�VDIHJXDUGV�GHVLJQHG� WR�SURWHFW�6WXGHQW�
'DWD� IURP�XQDXWKRUL]HG�DFFHVV��GLVFORVXUH�� DFTXLVLWLRQ��GHVWUXFWLRQ��XVH�� RU�PRGLILFDWLRQ��7KH�3URYLGHU� VKDOO�
DGKHUH�WR�DQ\�DSSOLFDEOH�ODZ�UHODWLQJ�WR�GDWD�VHFXULW\�RI�6WXGHQW�'DWD��7KH�3URYLGHU�VKDOO�LPSOHPHQW�DQ�DGHTXDWH�
&\EHUVHFXULW\�)UDPHZRUN�WKDW�LQFRUSRUDWHV�RQH�RU�PRUH�RI�WKH�QDWLRQDOO\�RU�LQWHUQDWLRQDOO\�UHFRJQL]HG�VWDQGDUGV�
VHW�IRUWK�LQ�([KLELW�³)´��$GGLWLRQDOO\��3URYLGHU�PD\�FKRRVH�WR�IXUWKHU�GHWDLO�LWV�VHFXULW\�SURJUDPV�DQG�PHDVXUHV�LQ�
([KLELW�³)´��3URYLGHU�VKDOO�SURYLGH��LQ�WKH�3UHDPEOH�WR�WKH�'3$��FRQWDFW�LQIRUPDWLRQ�RI�DQ�HPSOR\HH�ZKR�/($�
PD\�FRQWDFW�LI�WKHUH�DUH�DQ\�GDWD�VHFXULW\�FRQFHUQV�RU�TXHVWLRQV��

5.4 Data Breach. 

,Q�WKH�HYHQW�WKDW�3URYLGHU�FRQILUPV�D�'DWD�%UHDFK��WKH�3URYLGHU�VKDOO�SURYLGH�QRWLILFDWLRQ�WR�/($�ZLWKLQ�VHYHQW\�
WZR� ����� KRXUV� RI� FRQILUPDWLRQ�RI� WKH�'DWD�%UHDFK�� XQOHVV� QRWLILFDWLRQ�ZLWKLQ� WKHVH� WLPH� OLPLWV�ZRXOG�GLVUXSW�
LQYHVWLJDWLRQ� RI� WKH�'DWD�%UHDFK� E\� ODZ� HQIRUFHPHQW�� ,Q� VXFK�DQ� HYHQW�� QRWLILFDWLRQ� VKDOO� EH�PDGH�ZLWKLQ� D�
UHDVRQDEOH�WLPH�DIWHU�WKH�'DWD�%UHDFK��3URYLGHU�VKDOO�IROORZ�WKH�IROORZLQJ�SURFHVV��
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��� 7KH� 'DWD� %UHDFK� QRWLILFDWLRQ� GHVFULEHG� DERYH� VKDOO� LQFOXGH�� DW� D� PLQLPXP�� WKH� IROORZLQJ
LQIRUPDWLRQ�WR�WKH�H[WHQW�NQRZQ�E\�WKH�3URYLGHU�DQG�DV�LW�EHFRPHV�DYDLODEOH�

�D� 7KH�QDPH�DQG�FRQWDFW�LQIRUPDWLRQ�RI�WKH�3URYLGHU�VXEMHFW�WR�WKLV�VHFWLRQ�
�E� WKH�GDWH�RI�WKH�QRWLFH�
�F� WKH� GDWH� RI� WKH� 'DWD� %UHDFK�� WKH� HVWLPDWHG� GDWH� RI� WKH� 'DWD� %UHDFK�� RU� WKH� GDWH

UDQJH�ZLWKLQ�ZKLFK�WKH�'DWD�%UHDFK�RFFXUUHG�
�G� :KHWKHU� WKH�QRWLILFDWLRQ�ZDV�GHOD\HG�DV�D� UHVXOW� RI� D� ODZ�HQIRUFHPHQW� LQYHVWLJDWLRQ�

LI�OHJDOO\�SHUPLVVLEOH�WR�VKDUH�WKDW�LQIRUPDWLRQ�
�H� $�JHQHUDO�GHVFULSWLRQ�RI� WKH�'DWD�%UHDFK�� LI� WKDW� LQIRUPDWLRQ� LV�SRVVLEOH� WR�GHWHUPLQH

DW�WKH�WLPH�WKH�QRWLFH�LV�SURYLGHG�
�I� $� GHVFULSWLRQ� RI� WKH�6WXGHQW� 'DWD� UHDVRQDEO\� EHOLHYHG� WR� KDYH� EHHQ� WKH� VXEMHFW� RI

WKH�'DWD�%UHDFK��DQG
�J� ,GHQWLILFDWLRQ�RI�LPSDFWHG�LQGLYLGXDOV�

��� 3URYLGHU�DJUHHV�WR�DGKHUH�WR�DOO�DSSOLFDEOH�IHGHUDO�DQG�VWDWH� ODZV�ZLWK�UHVSHFW�WR�D�'DWD�%UHDFK
UHODWHG� WR� WKH� 6WXGHQW� 'DWD�� LQFOXGLQJ� DQ\� UHTXLUHG� UHVSRQVLELOLWLHV� DQG� SURFHGXUHV� IRU
QRWLILFDWLRQ�DQG�PLWLJDWLRQ�RI�DQ\�VXFK�'DWD�%UHDFK�

��� 3URYLGHU� IXUWKHU�DFNQRZOHGJHV�DQG�DJUHHV� WR�KDYH�D�ZULWWHQ�'DWD�%UHDFK� UHVSRQVH�SODQ� WKDW� LV
FRQVLVWHQW�ZLWK�DSSOLFDEOH� LQGXVWU\�VWDQGDUGV�DQG�IHGHUDO�DQG�VWDWH� ODZ�IRU�UHVSRQGLQJ�WR�D�'DWD
%UHDFK�� LQYROYLQJ� 6WXGHQW� 'DWD� DQG� DJUHHV� WR� SURYLGH� /($�� XSRQ� UHDVRQDEOH� ZULWWHQ� UHTXHVW�
ZLWK�D�VXPPDU\�RI�VDLG�ZULWWHQ�'DWD�%UHDFK�UHVSRQVH�SODQ�

��� /($� VKDOO� SURYLGH� QRWLFH� DQG� IDFWV� VXUURXQGLQJ� WKH� 'DWD� %UHDFK� WR� WKH� DIIHFWHG� VWXGHQWV�
SDUHQWV��RU�JXDUGLDQV�

��� ,Q�WKH�HYHQW�RI�D�'DWD�%UHDFK�RULJLQDWLQJ�IURP�/($¶V�XVH�RI� WKH�6HUYLFH�RU�RWKHUZLVH�D�UHVXOW�RI
/($¶V� DFWLRQV� RU� LQDFWLRQV�� 3URYLGHU� VKDOO� UHDVRQDEO\� FRRSHUDWH� ZLWK� /($� WR� WKH� H[WHQW
QHFHVVDU\� WR�H[SHGLWLRXVO\� VHFXUH�6WXGHQW�'DWD�DQG�PD\� UHTXHVW� FRVWV� LQFXUUHG�DV�D� UHVXOW� RI
VXFK�'DWD�%UHDFK�
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CONTRACT TERMS 
Term and Termination. ,Q�WKH�HYHQW�WKDW�HLWKHU�3DUW\�VHHNV�WR�WHUPLQDWH�WKLV�'3$��WKH\�PD\�GR�VR�E\�ZULWWHQ�
QRWLFH�LI�WKH�6HUYLFH�$JUHHPHQW�KDV�ODSVHG�RU�KDV�EHHQ�WHUPLQDWHG��(LWKHU�SDUW\�PD\�WHUPLQDWH�WKLV�'3$�DQG�
DQ\�6HUYLFH�$JUHHPHQW�RU�FRQWUDFW� LI�WKH�RWKHU�SDUW\�EUHDFKHV�DQ\�WHUPV�RI�WKLV�'3$��7KLV�'3$�VKDOO�VWD\� LQ�
HIIHFW�IRU�DV�ORQJ�DV�WKH�3URYLGHU�UHWDLQV�WKH�6WXGHQW�'DWD��DV�VHW�IRUWK�LQ�VHFWLRQ�$UWLFOH�,9��6HFWLRQ������,Q�WKH�
FDVH�RI�D�³&KDQJH�RI�&RQWURO´�WKH�/($�KDV�WKH�DXWKRULW\�WR�WHUPLQDWH�WKH�'3$�LI�LW�UHDVRQDEO\�EHOLHYHV�WKDW�WKH�
VXFFHVVRU�FDQQRW�XSKROG�WKH�WHUPV�DQG�FRQGLWLRQV�KHUHLQ�RU�KDYLQJ�D�FRQWUDFW�ZLWK�WKH�VXFFHVVRU�ZRXOG�YLRODWH�
WKH�/($¶V�SROLFLHV�RU�VWDWH�RU�IHGHUDO�ODZ��

Data Disposition on Service Agreement Termination. �,I�WKH�6HUYLFH�$JUHHPHQW�LV�WHUPLQDWHG��WKH�3URYLGHU�
VKDOO�GLVSRVH�RI�DOO�RI�/($¶V�6WXGHQW�'DWD�SXUVXDQW�WR�$UWLFOH�,9��6HFWLRQ�����RI�WKH�6WDQGDUG�&ODXVHV��

Notices.  $OO�QRWLFHV�RU�RWKHU�FRPPXQLFDWLRQ�UHTXLUHG�RU�SHUPLWWHG�WR�EH�JLYHQ�KHUHXQGHU�PXVW�EH�PDGH�LQ�ZULWLQJ�
DQG�PD\� EH� JLYHQ� YLD� H�PDLO� WUDQVPLVVLRQ�� RU� ILUVW�FODVV�PDLO�� RU�PXWXDOO\� DJUHHG� XSRQ�PHWKRG� VHQW� WR� WKH�
GHVLJQDWHG�UHSUHVHQWDWLYHV�GRFXPHQWHG�LQ�WKH�3UHDPEOH��

Priority of Agreements.  7KLV�'3$�VKDOO� JRYHUQ� WKH� WUHDWPHQW�RI�6WXGHQW�'DWD� LQ�RUGHU� WR� FRPSO\�ZLWK� WKH�
SULYDF\�SURWHFWLRQV��LQFOXGLQJ�WKRVH�IRXQG�LQ�)(53$�DQG�DOO�DSSOLFDEOH�SULYDF\�VWDWXWHV�LGHQWLILHG�LQ�WKLV�'3$��
:LWK�UHVSHFW�WR�WKH�WUHDWPHQW�RI�6WXGHQW�'DWD�RQO\��LQ�WKH�HYHQW�WKHUH�LV�FRQIOLFW�EHWZHHQ�WKH�WHUPV�RI�WKH�'3$�
DQG�WKH�6HUYLFH�$JUHHPHQW��7HUPV�RI�6HUYLFH��3ULYDF\�3ROLFLHV��RU�ZLWK�DQ\�RWKHU�ELG�5)3��OLFHQVH�DJUHHPHQW��
RU�ZULWLQJ��WKH�WHUPV�RI�WKLV�'3$�VKDOO�DSSO\�DQG�WDNH�SUHFHGHQFH��,Q�WKH�HYHQW�RI�D�FRQIOLFW�EHWZHHQ�([KLELW�³+´��
WKH�6'3&� 6WDQGDUG� &ODXVHV�� DQG�RU� WKH� 6XSSOHPHQWDO� 6WDWH� 7HUPV� LQ� ([KLELW� ³*´�� ([KLELW� ³+´�ZLOO� FRQWURO��
IROORZHG� E\� ([KLELW� ³*´�� ([FHSW� DV� GHVFULEHG� LQ� WKLV� SDUDJUDSK� KHUHLQ�� DOO� RWKHU� SURYLVLRQV� RI� WKH� 6HUYLFH�
$JUHHPHQW�VKDOO�UHPDLQ�LQ�HIIHFW��

Entire Agreement.  7KLV�'3$�DQG�WKH�6HUYLFH�$JUHHPHQW��³WKH�$JUHHPHQW´��FRQVWLWXWH�WKH�HQWLUH�DJUHHPHQW�RI�
WKH�3DUWLHV�UHODWLQJ�WR�WKH�VXEMHFW�PDWWHU�KHUHRI�DQG�VXSHUVHGHV�DOO�SULRU�FRPPXQLFDWLRQV��UHSUHVHQWDWLRQV��RU�
DJUHHPHQWV��RUDO�RU�ZULWWHQ��E\�WKH�3DUWLHV�UHODWLQJ�WKHUHWR��7KLV�'3$�PD\�EH�DPHQGHG�DQG�WKH�REVHUYDQFH�RI�
DQ\�SURYLVLRQ�RI�WKLV�'3$�PD\�EH�ZDLYHG��HLWKHU�JHQHUDOO\�RU�LQ�DQ\�SDUWLFXODU�LQVWDQFH�DQG�HLWKHU�UHWURDFWLYHO\�
RU�SURVSHFWLYHO\��RQO\�ZLWK�WKH�VLJQHG�ZULWWHQ�FRQVHQW�RI�ERWK�3DUWLHV��

Severability.  $Q\�SURYLVLRQ�RI�WKLV�'3$�WKDW�LV�SURKLELWHG�RU�XQHQIRUFHDEOH�LQ�DQ\�MXULVGLFWLRQ�VKDOO��DV�WR�VXFK�
MXULVGLFWLRQ��EH�LQHIIHFWLYH�WR�WKH�H[WHQW�RI�VXFK�SURKLELWLRQ�RU�XQHQIRUFHDELOLW\�ZLWKRXW�LQYDOLGDWLQJ�WKH�UHPDLQLQJ�
SURYLVLRQV�RI� WKLV�'3$��DQG�DQ\�VXFK�SURKLELWLRQ�RU�XQHQIRUFHDELOLW\� LQ�DQ\� MXULVGLFWLRQ�VKDOO�QRW� LQYDOLGDWH�RU�
UHQGHU�XQHQIRUFHDEOH�VXFK�SURYLVLRQ�LQ�DQ\�RWKHU�MXULVGLFWLRQ��1RWZLWKVWDQGLQJ�WKH�IRUHJRLQJ��LI�VXFK�SURYLVLRQ�
FRXOG�EH�PRUH�QDUURZO\�GUDZQ�VR�DV�QRW�WR�EH�SURKLELWHG�RU�XQHQIRUFHDEOH�LQ�VXFK�MXULVGLFWLRQ�ZKLOH��DW�WKH�VDPH�
WLPH�� PDLQWDLQLQJ� WKH� LQWHQW� RI� WKH� 3DUWLHV�� LW� VKDOO�� DV� WR� VXFK� MXULVGLFWLRQ�� EH� VR� QDUURZO\� GUDZQ� ZLWKRXW�
LQYDOLGDWLQJ�WKH�UHPDLQLQJ�SURYLVLRQV�RI�WKLV�'3$�RU�DIIHFWLQJ�WKH�YDOLGLW\�RU�HQIRUFHDELOLW\�RI�VXFK�SURYLVLRQ�LQ�DQ\�
RWKHU�MXULVGLFWLRQ��

Governing Law; Venue and Jurisdiction.  7KLV�'3$�ZLOO�EH�JRYHUQHG�E\�DQG�FRQVWUXHG�LQ�DFFRUGDQFH�ZLWK�WKH�
ODZV�RI�WKH�VWDWH�RI�WKH�/($��ZLWKRXW�UHJDUG�WR�FRQIOLFWV�RI�ODZ�SULQFLSOHV��(DFK�SDUW\�FRQVHQWV�DQG�VXEPLWV�WR�WKH�
VROH�DQG�H[FOXVLYH�MXULVGLFWLRQ�WR�WKH�VWDWH�DQG�IHGHUDO�FRXUWV�IRU�WKH�FRXQW\�RI�WKH�/($�IRU�DQ\�GLVSXWH�DULVLQJ�
RXW�RI�RU�UHODWLQJ�WR�WKLV�'3$�RU�WKH�WUDQVDFWLRQV�FRQWHPSODWHG�KHUHE\��

Successors Bound.  7KLV�'3$�LV�DQG�VKDOO�EH�ELQGLQJ�XSRQ�WKH�UHVSHFWLYH�VXFFHVVRUV�LQ�LQWHUHVW�WR�3URYLGHU�LQ�
WKH�HYHQW�RI�D�&KDQJH�RI�&RQWURO��,Q�WKH�HYHQW�RI�D�&KDQJH�RI�&RQWURO��WKH�3URYLGHU�VKDOO�SURYLGH�ZULWWHQ�QRWLFH�
WR�WKH�/($�QR�ODWHU�WKDQ�VL[W\������GD\V�DIWHU�WKH�FORVLQJ�GDWH�RI�VXFK�&KDQJH�RI�&RQWURO��6XFK�QRWLFH�VKDOO�LQFOXGH�
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D�ZULWWHQ��VLJQHG�DVVXUDQFH�WKDW�WKH�VXFFHVVRU�ZLOO�DVVXPH�WKH�REOLJDWLRQV�RI�WKH�'3$�DQG�DQ\�REOLJDWLRQV�ZLWK�
UHVSHFW�WR�6WXGHQW�'DWD�ZLWKLQ�WKH�6HUYLFH�$JUHHPHQW��

Authority.  (DFK�VLJQDWRU\�FRQILUPV�WKH\�DUH�DXWKRUL]HG�WR�ELQG�WKHLU�LQVWLWXWLRQ�WR�WKLV�'3$�LQ�LWV�HQWLUHW\��

Waiver.  1R�GHOD\�RU�RPLVVLRQ�E\�HLWKHU�SDUW\�WR�H[HUFLVH�DQ\�ULJKW�KHUH�XQGHU�VKDOO�EH�FRQVWUXHG�DV�D�ZDLYHU�RI�
DQ\�VXFK�ULJKW�DQG�ERWK�SDUWLHV�UHVHUYH�WKH�ULJKW�WR�H[HUFLVH�DQ\�VXFK�ULJKW�IURP�WLPH�WR�WLPH��DV�RIWHQ�DV�PD\�EH�
GHHPHG�H[SHGLHQW��
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EXHIBIT A: PRODUCTS AND SERVICES 
7KLV�'3$�FRYHUV�DFFHVV�WR�DQG�XVH�RI�>���� �@
V�H[LVWLQJ�6HUYLFHV�WKDW�FROOHFW��
SURFHVV��RU�WUDQVPLW�6WXGHQW�'DWD��DV�LGHQWLILHG�EHORZ��

SCUTA

SCUTA is used by school counselors and school districts to develop a data-driven, evidence-based 
school counseling program. It follows the ASCA National Model® recommendations and offers 
confidential, comprehensive documentation and use of time analysis system. It is an invaluable tool 
for School Counselors who want to do best practice, keep accurate records and develop a data 
driven school counseling program.
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EXHIBIT B: SCHEDULE OF STUDENT DATA 
$OO�'DWD�(OHPHQWV�LGHQWLILHG�LQ�WKLV�([KLELW�DUH�FRUUHFW�DW�WLPH�RI�VLJQDWXUH��

'DWD�(OHPHQWV�&ROOHFWHG�E\�3URGXFW��UHTXLUHG�DQG�RSWLRQDO���

Category of Data / 
'DWD�(OHPHQWV�

Application Technology MetaData�

,3�$GGUHVVHV�RI�XVHUV��XVH�
RI�FRRNLHV��HWF��

2WKHU�DSSOLFDWLRQ�
WHFKQRORJ\�PHWDGDWD�

�,I�µ2WKHU¶�FKHFNHG��SOHDVH�
specify below checked 
box:�

Application Use Statistics�

0HWD�GDWD�RQ�XVHU�
LQWHUDFWLRQ�ZLWK�DSSOLFDWLRQ�

Assessment 

6WDQGDUGL]HG�WHVW�VFRUHV�

2EVHUYDWLRQ�GDWD�

9RLFH�UHFRUGLQJV�

2WKHU�DVVHVVPHQW�GDWD�

�,I�µ2WKHU¶�FKHFNHG��SOHDVH�
specify below checked 
box:�

Attendance�

6WXGHQW�VFKRRO��GDLO\��
DWWHQGDQFH�GDWD�

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name
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Category of Data / 
'DWD�(OHPHQWV�

6WXGHQW�FODVV�DWWHQGDQFH�
GDWD�

Communication�

2QOLQH�FRPPXQLFDWLRQ�
FDSWXUHG��HPDLOV��EORJ�HQWULHV�

Conduct�

&RQGXFW�RU�EHKDYLRUDO�
GDWD�

Demographics�

'DWD�RI�ELUWK�

3ODFH�RI�ELUWK�

*HQGHU�

(WKQLFLW\�RU�UDFH�

/DQJXDJH�LQIRUPDWLRQ�
�QDWLYH��RU�SULPDU\�ODQJXDJH�
VSRNHQ�E\�VWXGHQW��

2WKHU�GHPRJUDSKLF�
LQIRUPDWLRQ�

,I�µ2WKHU¶�FKHFNHG��SOHDVH�
specify below checked 
box: 

Enrollment�

6WXGHQW�VFKRRO�HQUROOPHQW�

6WXGHQW�JUDGH�OHYHO�

+RPHURRP�

*XLGDQFH�FRXQVHORU�

6SHFLILF�FXUULFXOXP�
SURJUDPV�

<HDU�RI�JUDGXDWLRQ�

X

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name
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Category of Data / 
'DWD�(OHPHQWV�

2WKHU�HQUROOPHQW�
LQIRUPDWLRQ�

,I�µ2WKHU¶�FKHFNHG��SOHDVH�
specify below checked 
box: 

Parent/Guardian Contact Information 

$GGUHVV�

(PDLO�

3KRQH�

Parent/Guardian ID 

3DUHQW�,'�QXPEHU��FUHDWHG
WR�OLQN�SDUHQWV�WR�VWXGHQWV��

Parent/Guardian Name 

)LUVW�DQG�RU�ODVW�

Schedule�

6WXGHQW�VFKHGXOHG�FRXUVHV�

7HDFKHU�QDPHV�

Special Indicator�

(QJOLVK�ODQJXDJH�OHDUQHU�
LQIRUPDWLRQ�

/RZ�LQFRPH�VWDWXV�

0HGLFDO�DOHUWV�KHDOWK�GDWD�

6WXGHQW�GLVDELOLW\�
LQIRUPDWLRQ�

6SHFLDOL]HG�HGXFDWLRQ�
6HUYLFHV��,(3�RU�����

/LYLQJ�VLWXDWLRQV�
�KRPHOHVV�IRVWHU�FDUH��

2WKHU�LQGLFDWRU�LQIRUPDWLRQ�

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name
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Category of Data / 
'DWD�(OHPHQWV�

,I�µ2WKHU¶�FKHFNHG��SOHDVH�
specify below checked 
box: 

Student Contact Information�

$GGUHVV�

(PDLO�

3KRQH�

Student Identifiers�

/RFDO��VFKRRO�GLVWULFW��,'�
QXPEHU�

6WDWH�,'�QXPEHU�

3URYLGHU�DSS�DVVLJQHG�
VWXGHQW�,'�QXPEHU�

6WXGHQW�DSS�XVHUQDPH�

6WXGHQW�DSS�SDVVZRUGV�

Student Name�

)LUVW�DQG�RU�ODVW�

Student In App Performance�

3URJUDP�DSSOLFDWLRQ�
SHUIRUPDQFH��H�J��W\SLQJ
SURJUDP�±�VWXGHQW�W\SHV����ZSP��
UHDGLQJ�SURJUDP�±�VWXGHQW�UHDGV�
EHORZ�JUDGH�OHYHO��

Student Program Membership�

$FDGHPLF�RU�
H[WUDFXUULFXODU�DFWLYLWLHV�D�
VWXGHQW�PD\�EHORQJ�WR�RU�
SDUWLFLSDWH�LQ�

X

X

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name

Enter 
product(s) 
name
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Student Survey Responses�

6WXGHQW�UHVSRQVHV�WR�
VXUYH\V�RU�TXHVWLRQQDLUHV�

Student Work�

6WXGHQW�JHQHUDWHG�
FRQWHQW��ZULWLQJ��SLFWXUHV��
HWF��

2WKHU�VWXGHQW�ZRUN�GDWD�

,I�µ2WKHU¶�FKHFNHG��SOHDVH�
specify below checked 
box: 

Transcript�

6WXGHQW�FRXUVH�JUDGHV�

6WXGHQW�FRXUVH�GDWD�

6WXGHQW�FRXUVH�
JUDGHV�SHUIRUPDQFH�
VFRUHV�

2WKHU�WUDQVFULSW�GDWD�

,I�µ2WKHU¶�FKHFNHG��SOHDVH�
specify below checked 
box: 

Transportation�

6WXGHQW�EXV�DVVLJQPHQW�

6WXGHQW�SLFN�XS�DQG�RU�
GURS�RII�ORFDWLRQ�

6WXGHQW�EXV�FDUG�,'�
QXPEHU�

2WKHU�WUDQVSRUWDWLRQ�GDWD�
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,I�µ2WKHU¶�FKHFNHG��SOHDVH�
specify below checked 
box: 

Other�

2WKHU�GDWD�FROOHFWHG�

,I�µ2WKHU¶�FKHFNHG��SOHDVH�
list each additional data 
element used, stored, or 
collected by your 
application below checked 
box: 

None�

1R�VWXGHQW�GDWD�FROOHFWHG�
DW�WKLV�WLPH��3URYLGHU�ZLOO�
LPPHGLDWHO\�QRWLI\�/($�LI�
WKLV�GHVLJQDWLRQ�LV�QR�
ORQJHU�DSSOLFDEOH��

,I�6WXGHQW�'DWD�LV�VWRUHG�RXWVLGH�WKH�8QLWHG�6WDWHV��3URYLGHU�VKDOO�OLVW�EHORZ�WKH�&RXQWULHV�ZKHUH�GDWD�LV�VWRUHG��
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EXHIBIT C: DEFINITIONS 
Change of Control:  $Q\�PHUJHU��DFTXLVLWLRQ��FRQVROLGDWLRQ�RU�RWKHU�EXVLQHVV�UHRUJDQL]DWLRQ�RU�VDOH�RI�DOO�RU�
VXEVWDQWLDOO\�DOO�RI�WKH�DVVHWV�RI�3URYLGHU�RU�RI�WKH�SRUWLRQ�RI�3URYLGHU�WKDW�SHUIRUPV�WKH�6HUYLFHV�LQ�WKH�6HUYLFH�
$JUHHPHQW��

Contextual Advertising:  &RQWH[WXDO�DGYHUWLVLQJ�LV�WKH�GHOLYHU\�RI�DGYHUWLVHPHQWV�EDVHG�XSRQ�D�FXUUHQW�YLVLW�WR�
D�:HE�SDJH�RU�D�VLQJOH�VHDUFK�TXHU\��ZLWKRXW�WKH�FROOHFWLRQ�DQG�UHWHQWLRQ�RI�GDWD�DERXW�WKH�FRQVXPHU¶V�RQOLQH�
DFWLYLWLHV�RYHU�WLPH��

De-Identified Data:  5HFRUGV�DQG�LQIRUPDWLRQ�DUH�FRQVLGHUHG�WR�EH�'H�,GHQWLILHG�ZKHQ�DOO�SHUVRQDOO\�LGHQWLILDEOH�
LQIRUPDWLRQ�KDV�EHHQ�UHPRYHG�RU�REVFXUHG��VXFK�WKDW�WKH�UHPDLQLQJ�LQIRUPDWLRQ�GRHV�QRW�UHDVRQDEO\�LGHQWLI\�D�
VSHFLILF�VWXGHQW��LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��DQ\�LQIRUPDWLRQ�WKDW��DORQH�RU�LQ�FRPELQDWLRQ�LV�OLQNDEOH�WR�D�VSHFLILF�
VWXGHQW��

Data Breach:  $Q�XQDXWKRUL]HG�UHOHDVH��DFFHVV�WR��GLVFORVXUH�RU�DFTXLVLWLRQ�RI�6WXGHQW�'DWD�WKDW�FRPSURPLVHV�
WKH�VHFXULW\��FRQILGHQWLDOLW\�RU�LQWHJULW\�RI�WKH�6WXGHQW�'DWD�PDLQWDLQHG�E\�WKH�3URYLGHU�LQ�YLRODWLRQ�RI�DSSOLFDEOH�
VWDWH�RU�IHGHUDO�ODZ��

Educational Records:  (GXFDWLRQDO�5HFRUGV�VKDOO�KDYH�WKH�PHDQLQJ�VHW�IRUWK�XQGHU�)(53$����8�6��&��������
J�D�����$���)RU�DGGLWLRQDO�FRQWH[W�VHH�DOVR�WKH�µ6WXGHQW�'DWD¶�GHILQLWLRQ��

LEA:  )RU�WKH�SXUSRVH�RI�WKLV�'3$��WKH�/($�LV�WKH�HGXFDWLRQDO�HQWLW\�WKDW�LV�D�3DUW\�WR�WKLV�$JUHHPHQW���$Q�/($�
FDQ�EH�D�VWDWH�DJHQF\��DQ�HGXFDWLRQDO�VHUYLFH�DJHQF\��D�FKDUWHU�VFKRRO�RU�VFKRRO�V\VWHP�RU�D�SULYDWH�VFKRRO�RU�
VFKRRO�V\VWHP��LQ�DGGLWLRQ�WR�WKH�IHGHUDO�GHILQLWLRQ�RI�/RFDO�(GXFDWLRQ�$JHQF\��/($���

Metadata:  0HDQV�LQIRUPDWLRQ�WKDW�SURYLGHV�PHDQLQJ�DQG�FRQWH[W�WR�RWKHU�GDWD�EHLQJ�FROOHFWHG�LQFOXGLQJ��EXW�
QRW�OLPLWHG�WR�GDWH�DQG�WLPH�UHFRUGV�DQG�SXUSRVH�RI�FUHDWLRQ��0HWDGDWD�WKDW�KDYH�EHHQ�VWULSSHG�RI�DOO�GLUHFW�DQG�
LQGLUHFW�LGHQWLILHUV�DUH�QRW�FRQVLGHUHG�3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ�RU�6WXGHQW�'DWD��

Originating LEA:  $Q�HGXFDWLRQDO�HQWLW\�RWKHUZLVH�PHHWLQJ�WKH�GHILQLWLRQ�RI�/($�WKDW�RULJLQDOO\�H[HFXWHV�WKH�'3$�
LQ�LWV�HQWLUHW\��LQFOXGLQJ�WKH�PDUNHG�FKHFNER[�HQDEOLQJ�([KLELW�³(´��ZLWK�WKH�3URYLGHU��

School Official:  )RU�WKH�SXUSRVHV�RI�WKLV�'3$�DQG�SXUVXDQW�WR�)(53$����&)5���������E���D�6FKRRO�2IILFLDO�LV�
D� FRQWUDFWRU� WKDW�� ���� 3HUIRUPV� DQ� LQVWLWXWLRQDO� VHUYLFH� RU� IXQFWLRQ� IRU� ZKLFK� WKH� DJHQF\� RU� LQVWLWXWLRQ� ZRXOG�
RWKHUZLVH�XVH�HPSOR\HHV������,V�XQGHU�WKH�GLUHFW�FRQWURO�RI�WKH�DJHQF\�RU�LQVWLWXWLRQ�ZLWK�UHVSHFW�WR�WKH�XVH�DQG�
PDLQWHQDQFH�RI�6WXGHQW�'DWD�LQFOXGLQJ�(GXFDWLRQDO�5HFRUGV��DQG�����,V�VXEMHFW�WR�)(53$����&)5���������D��
JRYHUQLQJ�WKH�XVH�DQG�UH�GLVFORVXUH�RI�3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ�IURP�(GXFDWLRQDO�5HFRUGV��

Service Agreement:  5HIHUV�WR�WKH�TXRWH��FRUUHVSRQGLQJ�FRQWUDFW��SXUFKDVH�RUGHU�RU�WHUPV�RI�VHUYLFH�DQG�RU�
WHUPV�RI�XVH��

Student Data:  6WXGHQW�'DWD�LQFOXGHV�DQ\�GDWD��ZKHWKHU�JDWKHUHG��FUHDWHG�RU�LQIHUUHG�E\�3URYLGHU�RU�SURYLGHG�
E\�/($�RU� LWV�XVHUV��VWXGHQWV��RU�VWXGHQWV¶�SDUHQWV�JXDUGLDQV��IRU�D�VFKRRO�SXUSRVH�� WKDW� LV�GHVFULSWLYH�RI� WKH�
VWXGHQW�LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��LQIRUPDWLRQ�LQ�WKH�VWXGHQW¶V�(GXFDWLRQDO�5HFRUG��SHUVLVWHQW�XQLTXH�LGHQWLILHUV��
RU�DQ\�RWKHU�LQIRUPDWLRQ�RU�LGHQWLILFDWLRQ�QXPEHU�WKDW�ZRXOG�SURYLGH�LQIRUPDWLRQ�DERXW�D�VSHFLILF�VWXGHQW��6WXGHQW�
'DWD� LQFOXGHV�0HWDGDWD�WKDW�KDV�QRW�EHHQ�VWULSSHG�RI�DOO� GLUHFW�DQG� LQGLUHFW� LGHQWLILHUV�� �6WXGHQW�'DWD� IXUWKHU�
LQFOXGHV� ³3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� �3,,��´�DV�GHILQHG� LQ����&�)�5���������DQG�DV�GHILQHG�XQGHU�DQ\�
DSSOLFDEOH�VWDWH�ODZ��6WXGHQW�'DWD�VKDOO�FRQVWLWXWH�(GXFDWLRQ�5HFRUGV�IRU�WKH�SXUSRVHV�RI�WKLV�'3$��DQG�IRU�WKH�
SXUSRVHV�RI�IHGHUDO��VWDWH��DQG�ORFDO�ODZV�DQG�UHJXODWLRQV��6WXGHQW�'DWD�DV�VSHFLILHG�LQ�([KLELW�³%´�LV�FRQILUPHG�
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WR�EH�FROOHFWHG�RU�SURFHVVHG�E\�WKH�3URYLGHU�SXUVXDQW�WR�WKH�6HUYLFHV��6WXGHQW�'DWD�VKDOO�QRW�LQFOXGH�SURSHUO\�
'H��,GHQWLILHG�'DWD�RU�DQRQ\PRXV�XVDJH�GDWD�UHJDUGLQJ�D�VWXGHQW¶V�RU�/($¶V�XVH�RI�3URYLGHU¶V�6HUYLFHV��

Student Generated Content:  7KH�WHUP�³6WXGHQW�*HQHUDWHG�&RQWHQW´�PHDQV�PDWHULDOV�RU�FRQWHQW�FUHDWHG�E\�D�
VWXGHQW�LQ�WKH�VHUYLFHV�LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��HVVD\V��UHVHDUFK�UHSRUWV��SRUWIROLRV��FUHDWLYH�ZULWLQJ��PXVLF�
RU�RWKHU�DXGLR�ILOHV��SKRWRJUDSKV��YLGHRV��DQG�DFFRXQW�LQIRUPDWLRQ�WKDW�HQDEOHV�RQJRLQJ�RZQHUVKLS�RI�VWXGHQW�
FRQWHQW��³6WXGHQW�*HQHUDWHG�&RQWHQW´�GRHV�QRW�LQFOXGH�VWXGHQW�UHVSRQVHV�WR�D�VWDQGDUGL]HG�DVVHVVPHQW�ZKHUH�
VWXGHQW�SRVVHVVLRQ�DQG�FRQWURO�ZRXOG�MHRSDUGL]H�WKH�YDOLGLW\�DQG�UHOLDELOLW\�RI�WKDW�DVVHVVPHQW��

Subprocessor:  )RU� WKH� SXUSRVHV� RI� WKLV� '3$�� WKH� WHUP� ³6XESURFHVVRU´� �VRPHWLPHV� UHIHUUHG� WR� DV� WKH�
³6XEFRQWUDFWRU´��PHDQV�D�SDUW\�RWKHU� WKDQ�/($�RU�3URYLGHU��ZKR�3URYLGHU�XVHV� IRU�GDWD�FROOHFWLRQ��DQDO\WLFV��
VWRUDJH��RU�RWKHU�VHUYLFH�WR�RSHUDWH�DQG�RU� LPSURYH�LWV�VHUYLFH��DQG�ZKR�KDV�DFFHVV�WR�RU�VWRUDJH�RI�6WXGHQW�
'DWD�� LQFOXGLQJ� VHFXULW\�� VWRUDJH�� DQDO\WLFV�� DQG�RWKHU�SURFHVVLQJ�DFWLYLWLHV� QHFHVVDU\� WR� SHUIRUP�D�3URYLGHU�
EXVLQHVV�SXUSRVH��

Subprocessor Agreement:  $Q�DJUHHPHQW�EHWZHHQ�3URYLGHU�DQG�D�WKLUG�SDUW\�6XESURFHVVRU��$�6XESURFHVVRU�
$JUHHPHQW� LQFOXGHV�HLWKHU�D�ZULWWHQ�DJUHHPHQW�RU�DQ�DFFHSWDQFH�RI�WHUPV�DQG�FRQGLWLRQV��H�J���FOLFN�WKURXJK�
DJUHHPHQWV���

Subscribing LEA:  �$Q�HGXFDWLRQDO�HQWLW\�RWKHUZLVH�PHHWLQJ� WKH�GHILQLWLRQ�RI�/($� WKDW�ZDV�QRW�SDUW\�WR� WKH�
RULJLQDO�6HUYLFH�$JUHHPHQW�DQG�ZKR�DFFHSWV�WKH�3URYLGHU¶V�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV�E\�H[HFXWLQJ�([KLELW�
³(´��

Targeted Advertising:  7DUJHWHG� $GYHUWLVLQJ�PHDQV� SUHVHQWLQJ� DQ� DGYHUWLVHPHQW� WR� D� VWXGHQW� ZKHUH� WKH�
VHOHFWLRQ�RI�WKH�DGYHUWLVHPHQW�LV�EDVHG�RQ�6WXGHQW�'DWD�RU�LQIHUUHG�RYHU�WLPH�IURP�WKH�XVDJH�RI�WKH�3URYLGHU�
,QWHUQHW�ZHE�VLWH��RQOLQH�VHUYLFH�RU�PRELOH�DSSOLFDWLRQ�E\�VXFK�VWXGHQW�RU�WKH�UHWHQWLRQ�RI�VXFK�VWXGHQW
V�RQOLQH�
DFWLYLWLHV�RU�UHTXHVWV�RYHU�WLPH�IRU�WKH�SXUSRVH�RI�WDUJHWLQJ�VXEVHTXHQW�DGYHUWLVHPHQWV���7DUJHWHG�$GYHUWLVLQJ��
GRHV�QRW�LQFOXGH�&RQWH[WXDO�$GYHUWLVLQJ��
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EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA 
$IWHU�WKLV�'3$�WDNHV�HIIHFW��LI�WKH�/($�KDV�VSHFLDO�UHTXLUHPHQWV�IRU�WKH�GLVSRVLWLRQ�RI�6WXGHQW�'DWD�WKDW�DUH�QRW�
H[SUHVVHG�LQ�����'LVSRVLWLRQ�RI�'DWD��WKH�/($�PD\�ILOO�LQ�WKLV�IRUP�DQG�GHOLYHU�LW�WR�WKH�3URYLGHU���

The Provider and the LEA must not fill in this form at the initiation of the DPA. 

7KH�3URYLGHU�VKDOO�DFW�RQ�([KLELW�³'´�IURP�WKH�GHVLJQDWHG�UHSUHVHQWDWLYH�RI�WKH�/($�RU�WKHLU�GHVLJQHH��3UHDPEOH�
RU�([KLELW�³(´�IRU�6XEVFULELQJ�/($���

��³/($´��LQVWUXFWV�3URYLGHU�WR�GLVSRVH�RI�6WXGHQW�'DWD�REWDLQHG�E\�3URYLGHU�SXUVXDQW�
WR�WKH�WHUPV�RI�WKH�'3$�EHWZHHQ�/($�DQG�3URYLGHU��7KH�WHUPV�RI�WKH�'LVSRVLWLRQ�DUH�VHW�IRUWK�EHORZ��

1. Extent of Disposition
>��@�

>��@�

'LVSRVLWLRQ� LV�SDUWLDO��7KH�VFRSH�RI�6WXGHQW�'DWD� WR�EH�GLVSRVHG�RI� LV� VHW� IRUWK�EHORZ�RU� IRXQG� LQ� DQ�
DWWDFKPHQW�WR�WKLV�'LUHFWLYH���

'LVSRVLWLRQ�LV�FRPSOHWH��'LVSRVLWLRQ�H[WHQGV�WR�DOO�6WXGHQW�'DWD��

2. Nature of Disposition
>��@� 'LVSRVLWLRQ�VKDOO�EH�E\�GHVWUXFWLRQ�RU�GHOHWLRQ�RI�6WXGHQW�'DWD��

>��@� 'LVSRVLWLRQ�VKDOO�EH�E\�D�WUDQVIHU�RI�6WXGHQW�'DWD��7KH�6WXGHQW�'DWD�VKDOO�EH�WUDQVIHUUHG�WR�WKH�IROORZLQJ�
VLWH�DV�IROORZV��

3. Timing of Disposition
6WXGHQW�'DWD�VKDOO�EH�GLVSRVHG�RI�E\�WKH�IROORZLQJ�GDWH�

>��@� $V�VRRQ�DV�FRPPHUFLDOO\�SUDFWLFDEOH�

>��@� 2Q�3URYLGHU¶V�VWDQGDUG�GHVWUXFWLRQ�VFKHGXOH�

>��@� %\� 

4. De-Identified Data
>��@� 7KH�3URYLGHU�FHUWLILHV�WKDW�WKH\�KDYH�'H�,GHQWLILHG�WKH�GDWD��DV�GHILQHG�HOVHZKHUH�LQ�WKLV�$JUHHPHQW��DQG�

GLVSRVHG�RI�DOO�FRSLHV�RI�6WXGHQW�'DWD�WKDW�ZHUH�QRW�'H�,GHQWLILHG�LQ�DFFRUGDQFH�ZLWK�WKLV�6FKHGXOH�DQG�
WKH�'3$���7KH�3URYLGHU�ZLOO�QRWLI\�/($�LQ�DFFRUGDQFH�ZLWK�WKH�QRWLILFDWLRQ�UHTXLUHPHQWV�RI�WKH�'3$�XVLQJ�
WKLV�IRUP���
$V�RI

5. Other:

Signature(s) Notice of Verified Disposition of Data 

$XWKRUL]HG�5HSUHVHQWDWLYH�RI�
/($�

'DWH� $XWKRUL]HG�5HSUHVHQWDWLYH�RI�
3URYLGHU�

'DWH�

10/02/24

Columbia County School District

Insert categories of Student Data here

Insert of attach special instructions

Insert Date

Enter Date

✔

✔

✔
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EXHIBIT E: GENERAL OFFERS OF TERMS 

Page 1 of 2: OFFER OF TERMS 

3URYLGHU�DQG�WKH�6XEVFULELQJ�/($��QDPHG�EHORZ��DJUHH�E\�VLJQLQJ�WKLV�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��³*HQHUDO�
2IIHU´�� WKDW� WKH\� DUH� ERXQG� E\� WKH� VDPH� WHUPV� DV� WKH� '3$� EHWZHHQ� 3URYLGHU� DQG�
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB��³Originating LEA´��GDWHG�BBBBBBBBBBBBBBB���

3URYLGHU�DQG�6XEVFULELQJ�/($�DJUHH�WKDW�WKH�LQIRUPDWLRQ�EHORZ�ZLOO�EH�UHSODFHG�WKURXJKRXW�WKH�'3$�ZLWK�WKH�
LQIRUPDWLRQ�VSHFLILF�WR�WKH�6XEVFULELQJ�/($�ILOOHG�LQ�EHORZ�IRU�WKH�6XEVFULELQJ�/($���7KLV�*HQHUDO�2IIHU�VKDOO�
H[WHQG�RQO\�WR�WKH�WHUPV�VHW�IRUWK�LQ�WKLV�'3$�DQG�VKDOO�QRW�QHFHVVDULO\�ELQG�3URYLGHU�RU�6XEVFULELQJ�/($�WR�DQ\�
RWKHU�WHUPV�HQWHUHG�LQWR�EHWZHHQ�3URYLGHU�DQG�2ULJLQDWLQJ�/($��$Q\�FRPPHUFLDO�WHUPV��VXFK�DV�SULFH��WHUP��RU�
VFKHGXOH�RI�6HUYLFHV��UHODWLQJ�WR�6XEVFULELQJ�/($¶V�XVH�RI� WKH�3URYLGHU¶V�6HUYLFHV�VKDOO�EH�GHWHUPLQHG�VROHO\�
EHWZHHQ�3URYLGHU�DQG�6XEVFULELQJ�/($���

,I�3URYLGHU�PDNHV�FKDQJHV�WR�([KLELW�³$´�RU�([KLELW�³%´� LQ�DFFRUGDQFH�ZLWK�VHFWLRQV�����DQG�����UHVSHFWLYHO\��
3URYLGHU�PXVW�FRPSOHWH�WKH�$GGHQGXP�WHPSODWH�SURYLGHG�E\�WKH�$�/�&RPPXQLW\�DQG�QRWLI\�WKH�2ULJLQDWLQJ�/($�
DQG�DOO�6XEVFULELQJ�/($V�LQ�DFFRUGDQFH�ZLWK�WKH�QRWLILFDWLRQ�SURYLVLRQV�RI�WKLV�'3$��RI�WKH�$GGHQGXP¶V�H[LVWHQFH�
DQG�FRQWHQWV��:LWK�UHJDUG�WR�D�6XEVFULELQJ�/($��DQ�$GGHQGXP�LV�DXWRPDWLFDOO\�LQFRUSRUDWHG�LQWR�WKLV�'3$�ZKHQ�
6XEVFULELQJ�/($�LV�QRWLILHG�E\�3URYLGHU��,I�DQ�$GGHQGXP�PRGLILHV�([KLELW�³%´��WKH�/($�ZLOO�KDYH�WKLUW\������GD\V�
IURP�UHFHLSW�WR�REMHFW����,I�QR�ZULWWHQ�REMHFWLRQ�LV�UHFHLYHG�LW�ZLOO�EHFRPH�LQFRUSRUDWHG�LQWR�WKH�'3$�EHWZHHQ�WKH�
SDUWLHV���

7KH�3URYLGHU�PD\�ZLWKGUDZ�WKH�*HQHUDO�2IIHU��IRU�IXWXUH�XVH�RU�IRU�/($V�WKDW�KDYH�QRW�DOUHDG\�DFFHSWHG�LW��LQ�
WKH�HYHQW�RI������D�PDWHULDO�FKDQJH�LQ�WKH�DSSOLFDEOH�SULYDF\�VWDWXWHV��RU�����D�PDWHULDO�FKDQJH�LQ�WKH�6HUYLFHV�
DQG� SURGXFWV� OLVWHG� LQ� WKH� 6HUYLFH� $JUHHPHQW�� 1RWLILFDWLRQ� RI� D� ZLWKGUDZDO� VKDOO� EH� VXEPLWWHG� WR�
QGSDBUHTXHVWV#$�/�RUJ���

6XEVFULELQJ� /($V� VKDOO� VHQG� WKH� VLJQHG� ([KLELW� ³(´� WR� 3URYLGHU� DW� WKH� IROORZLQJ� HPDLO� DGGUHVV��
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

7KH�EHORZ�VLJQDWRU\�FRQILUPV�WKH\�DUH�DXWKRUL]HG�WR�ELQG�WKHLU�LQVWLWXWLRQ�WR�WKLV�'3$�DV�LQ�LWV�HQWLUHW\��

RESOURCE NAME(S):�
>� �@��
>� �@�
>� �@�
>� �@�

PROVIDER��>� �@ 

6LJQHG�%\��� ��'DWH��

3ULQWHG�1DPH�� ��7LWOH�3RVLWLRQ��

Columbia County School District 10/02/24

madison@myscuta.com

Olivia Williams

10/02/24

Vendor Support

SCUTA

Insert resource names covered by originating DPA

mailto://(null)ndpa_requests@A4L.org


STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0 

© Access 4 Learning (A4L) Community.  All Rights Reserved. 3DJH�_����

Exhibit “E” (continued) 

Originating LEA: BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB 
Resource Names: BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB 
Provider Name: BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

Page 2 of 2:  

$�6XEVFULELQJ�/($��E\�VLJQLQJ�D�VHSDUDWH�6HUYLFH�$JUHHPHQW�ZLWK�3URYLGHU��DQG�E\�LWV�VLJQDWXUH�EHORZ��DFFHSWV�
WKH�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��7KH�6XEVFULELQJ�/($�DQG�WKH�3URYLGHU�VKDOO�WKHUHIRUH�EH�ERXQG�E\�WKH�VDPH�
WHUPV�RI� WKLV�'3$� IRU� WKH� WHUP�RI� WKH�'3$�EHWZHHQ� WKH�2ULJLQDWLQJ�/($�DQG� WKH�3URYLGHU�� **PRIOR TO ITS 
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.�
3OHDVH�QRWH��E\�VLJQLQJ�WKLV�([KLELW�\RX�DUH�DOVR�DJUHHLQJ�WR�DQ\�ODQJXDJH�WKDW�PD\�EH�LQFOXGHG�LQ�([KLELWV� WR�
WKH�2ULJLQDWLQJ�'3$�EH\RQG� WKLV�([KLELW� ³(´�� �7KH�EHORZ�VLJQDWRU\�FRQILUPV�WKH\�DUH�DXWKRUL]HG� WR�ELQG� WKHLU�
LQVWLWXWLRQ�WR�WKLV�'3$�DV�LQ�LWV�HQWLUHW\��

��'DWH��

��7LWOH�3RVLWLRQ��

��7LWOH��

6XEVFULELQJ�/($��

6LJQHG�%\���

3ULQWHG�1DPH��

6FKRRO�'LVWULFW�1DPH���

Designated Representative of LEA: 

1DPH���

$GGUHVV��

7HOHSKRQH�� ��(PDLO��

Notices to Subscribing LEA:  7KH�3URYLGHU�DQG�6XEVFULELQJ�/($�DUH�HDFK�UHVSRQVLEOH�WR�SURPSWO\�QRWLI\�WKH�
RWKHU�3DUW\�RI�FKDQJHV�WR�WKH�QRWLFH�LQIRUPDWLRQ��

Security Notices to Subscribing LEA 
>� �@�
>� �@�
>� �@�
>� �@�

>� �@�
>� �@�
>� �@�
>� �@�

:LWK�D�FRS\�WR��LI�SURYLGHG���
�@�
�@�
�@�

Columbia County School District

SCUTA

LEA Security Name
LEA Security Role

LEA Security Postal Address
LEA Security Email Address

LEA Name
LEA Role
372 W Duval Street, Lake City, FL 32055

LEA Email Address

LEA Legal Counsel
LEA Legal Counsel Postal Address

LEA Legal Email Address

Insert Name of Subscribing LEA

Insert Name of Subscribing LEA
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EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS 
3URYLGHU�PXVW�PDUN�RQH�RU�PRUH�IUDPHZRUNV�ZLWK�ZKLFK�LW�FRPSOLHV��

7KH�3URYLGHU�PD\�FKDQJH�ZKLFK�IUDPHZRUN�LW�FRPSOLHV�ZLWK�ZLWKRXW�LQYDOLGDWLQJ�RU�FKDQJLQJ�WKH�'3$��EXW�PXVW�
QRWLI\�WKH�/($�RI�VXFK�FKDQJH�LQ�DFFRUGDQFH�ZLWK�WKH�QRWLILFDWLRQ�UHTXLUHPHQWV�RI�WKH�'3$��

FRAMEWORK(S) 

*OREDO�(GXFDWLRQ�6HFXULW\�6WDQGDUG���KWWSV���VGSF�D�O�RUJ�JHVV��

1,67�&\EHUVHFXULW\�)UDPHZRUN��&6)��

1,67�63��������6HFXULW\�DQG�3ULYDF\�&RQWUROV�IRU�,QIRUPDWLRQ�V\VWHPV�DQG�RUJDQL]DWLRQV�

1,67� 63� �������� 3URWHFWLQJ� &RQWUROOHG� 8QFODVVLILHG� ,QIRUPDWLRQ� LQ� 1RQIHGHUDO� 6\VWHPV� DQG�
2UJDQL]DWLRQV�

,62�������VHULHV��6WDQGDUGV�IRU�LPSOHPHQWLQJ�RUJDQL]DWLRQ�VHFXULW\�DQG�PDQDJHPHQW�SUDFWLFHV�

&,6�&HQWHU�IRU�,QWHUQHW�6HFXULW\�&ULWLFDO�6HFXULW\�&RQWUROV�

&\EHUVHFXULW\�0DWXULW\�0RGHO�&HUWLILFDWLRQ��&00&��a)$5�')$5��

7KLV�VSDFH�LV�SURYLGHG�IRU�RSWLRQDO�VHFXULW\�SURJUDPV�DQG�PHDVXUHV�DV�QRWHG�LQ�VHFWLRQ������

X

https://sdpc.a4l.org/gess/
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EXHIBIT G:  Supplemental SDPC State Terms for�)ORULGD

3URYLGHUV�2SHUDWRUV�DUH�WR�FRPSO\�ZLWK�WKH�)ORULGD�6WXGHQW�2QOLQH�3HUVRQDO�,QIRUPDWLRQ�3URWHFWLRQ�$FW��)ORULGD�
6WDWXWH������������7KLV�$FW��HIIHFWLYH����������DQG�LQLWLDWHG�IURP�6%�����LQ�������HVWDEOLVKHV�QHZ�DQG�GLIIHUHQW�
WHUPV�WKDQ�WKRVH�RXWOLQHG�LQ�WKH�1DWLRQDO�6WXGHQW�'DWD�3ULYDF\�$JUHHPHQW�FRQWDLQHG�KHUHLQ��3URYLGHUV�2SHUDWRUV�
DUH�VXEMHFW�WR�DOO�RIWKH�$FW¶V�SULYDF\�WHUPV��LQFOXGLQJ��EXW�QRW�OLPLWHG�WR�WKH�IROORZLQJ�

�� $Q�RSHUDWRU�PD\�QRW�NQRZLQJO\�GR�DQ\�RI�WKH�IROORZLQJ�

�� $Q�RSHUDWRU�VKDOO�GR�DOO�WKH�IROORZLQJ�
D� &ROOHFW�QR�PRUH�FRYHUHG�LQIRUPDWLRQ�WKDW�LV�UHDVRQDEO\�QHFHVVDU\�WR�RSHUDWH�DQ�,QWHUQHW�ZHEVLWH��RQOLQH

VHUYLFH��RQOLQH�DSSOLFDWLRQ��RU�PRELOH�DSSOLFDWLRQ�

E� ,PSOHPHQW�DQG�PDLQWDLQ�UHDVRQDEOH�VHFXULW\�SURFHGXUHV�DQG�SUDFWLFHV�DSSURSULDWH�WR�WKH�QDWXUH�RI�WKH
FRYHUHG�LQIRUPDWLRQ�ZKLFK�DUH�GHVLJQHG�WR�SURWHFW�LW�IURP�XQDXWKRUL]HG�DFFHVV�GHVWUXFWLRQ��XVH�
PRGLILFDWLRQ��RU�GLVFORVXUH�

F� 8QOHVV�D�SDUHQW�RU�JXDUGLDQ�H[SUHVVO\�FRQVHQWV�WR�WKH�RSHUDWRU�UHWDLQLQJ�D�VWXGHQW¶V�FRYHUHG�LQIRUPDWLRQ�
GHOHWH�WKH�FRYHUHG�LQIRUPDWLRQ�DW�WKH�FRQFOXVLRQ�RI�WKH�FRXUVH��RU�FRUUHVSRQGLQJ�SURJUDP�DQG�QR�ODWHU�WKDQ
���GD\V�DIWHU�D�VWXGHQW�LV�QR�ORQJHU�HQUROOHG�LQ�D�VFKRRO�ZLWKLQ�WKH�GLVWULFW��XSRQ�QRWLFH�E\�WKH�VFKRRO�GLVWULFW�

3URYLGHUV�2SHUDWRUV�DUH�WR�FRPSO\�ZLWK�WKH�)ORULGD�6WXGHQW�2QOLQH�3HUVRQDO�,QIRUPDWLRQ�3URWHFWLRQ�$FW��)ORULGD�
6WDWXWH������������7KLV�$FW��HIIHFWLYH����������DQG�LQLWLDWHG�IURP�6%�����LQ�������HVWDEOLVKHV�QHZ�DQG�GLIIHUHQW�
WHUPV�WKDQ�WKRVH�RXWOLQHG�LQ�WKH�1DWLRQDO�6WXGHQW�'DWD�3ULYDF\�$JUHHPHQW�FRQWDLQHG�KHUHLQ��3URYLGHUV�2SHUDWRUV�
DUH�VXEMHFW�WR�DOO�RIWKH�$FW¶V�SULYDF\�WHUPV��LQFOXGLQJ��EXW�QRW�OLPLWHG�WR�WKH�IROORZLQJ�

�� $Q�RSHUDWRU�PD\�QRW�NQRZLQJO\�GR�DQ\�RI�WKH�IROORZLQJ�

�� $Q�RSHUDWRU�VKDOO�GR�DOO�WKH�IROORZLQJ�
D� &ROOHFW�QR�PRUH�FRYHUHG�LQIRUPDWLRQ�WKDW�LV�UHDVRQDEO\�QHFHVVDU\�WR�RSHUDWH�DQ�,QWHUQHW�ZHEVLWH��RQOLQH

VHUYLFH��RQOLQH�DSSOLFDWLRQ��RU�PRELOH�DSSOLFDWLRQ�

E� ,PSOHPHQW�DQG�PDLQWDLQ�UHDVRQDEOH�VHFXULW\�SURFHGXUHV�DQG�SUDFWLFHV�DSSURSULDWH�WR�WKH�QDWXUH�RI�WKH
FRYHUHG�LQIRUPDWLRQ�ZKLFK�DUH�GHVLJQHG�WR�SURWHFW�LW�IURP�XQDXWKRUL]HG�DFFHVV�GHVWUXFWLRQ��XVH�
PRGLILFDWLRQ��RU�GLVFORVXUH�

F� 8QOHVV�D�SDUHQW�RU�JXDUGLDQ�H[SUHVVO\�FRQVHQWV�WR�WKH�RSHUDWRU�UHWDLQLQJ�D�VWXGHQW¶V�FRYHUHG�LQIRUPDWLRQ�
GHOHWH�WKH�FRYHUHG�LQIRUPDWLRQ�DW�WKH�FRQFOXVLRQ�RI�WKH�FRXUVH��RU�FRUUHVSRQGLQJ�SURJUDP�DQG�QR�ODWHU�WKDQ
���GD\V�DIWHU�D�VWXGHQW�LV�QR�ORQJHU�HQUROOHG�LQ�D�VFKRRO�ZLWKLQ�WKH�GLVWULFW��XSRQ�QRWLFH�E\�WKH�VFKRRO�GLVWULFW�

D� (QJDJH�LQ�WDUJHWHG�DGYHUWLVLQJ�RQ�WKH�RSHUDWRU¶V�VLWH��VHUYLFH��RU�DSSOLFDWLRQ��RU�WDUJHWHG�DGYHUWLVLQJ�RQ�DQ\
RWKHU�VLWH��VHUYLFH��RU�DSSOLFDWLRQ�LI�WKH�WDUJHWLQJ�RI�WKH�DGYHUWLVLQJ�LV�EDVHG�RQ�DQ\�LQIRUPDWLRQ��LQFOXGLQJ
FRYHUHG�LQIRUPDWLRQ�DQG�SHUVLVWHQW�XQLTXH�LGHQWLILHUV��ZKLFK�WKH�RSHUDWRU�KDV�DFTXLUHG�EHFDXVH�RI�WKH�XVH�RI
WKDW�RSHUDWRU¶V�VLWH��VHUYLFH�RU�DSSOLFDWLRQ�IRU�.����VFKRRO�SXUSRVHV�

E� 8VH�FRYHUHG�LQIRUPDWLRQ��LQFOXGLQJ�SHUVLVWHQW�XQLTXH�LGHQWLILHUV��FUHDWHG��RU�JDWKHUHG�E\�WKH�RSHUDWRU¶V�VLWH
VHUYLFH��RU�DSSOLFDWLRQ�WR�DPDVV�D�SURILOH�RI�D�VWXGHQW��H[FHSW�LQ�IXUWKHUDQFH�RI�N����VFKRRO�SXUSRVHV�

F� 6KDUH��VHOO��RU�UHQW�D�VWXGHQW¶V�LQIRUPDWLRQ��LQFOXGLQJ�FRYHUHG�LQIRUPDWLRQ
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ZLABS DATA PRIVACY AND SECURITY PLAN 

Data Security and Privacy Program/Practices 
Alignment with the NIST CSF vϮ.Ϭ 
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Function Category Contractor Response 

IDENTIFY 

(ID) 

Asset Management (ID.AM): The data, 
personnel, devices, systems, and facilities 
that enable the organization to achieve 
business purposes are identified and 
managed consistent with their relative 
importance to organizational objectives 
and the organization’s risk strategy. 

The company has implemented an Asset management and 
classification policy, all assets used in the production environment 
are identified (in the asset register) and classified according to its 
CIA attributes.  

Business Environment (ID.BE): The 
organization’s mission, objectives, 

stakeholders, and activities are 
understood and prioritized; this 
information is used to inform 

cybersecurity roles, responsibilities, and 
risk management decisions. 

The company has implemented an ISO 27001 based information 
security management program, all roles and responsibilities are 
identified. The CEO has the overall responsibility for information 
security, privacy and compliance supported by the senior 
information security consultant and the wider technical team. 

Governance (ID.GV): The policies, 
procedures, and processes to manage and 

monitor the organization’s regulatory, 
legal, risk, environmental, and operational 
requirements are understood and inform 
the management of cybersecurity risk. 

The company has implemented an ISO 27001 based information 
security management program, during the process all regulatory, 
and contractual requirements were identified.  

Risk Assessment (ID.RA): The 
organization understands the 

cybersecurity risk to organizational 
operations (including mission, functions, 

image, or reputation), organizational 
assets, and individuals. 

The company has implemented an asset-threat-vulnerability based 
risk assessment methodology based on ISO 31000 and 27005 
standards and conducted a risk assessment. 

Risk Management Strategy (ID.RM): The 
organization’s priorities, constraints, risk 

tolerances, and assumptions are 
established and used to support 

operational risk decisions. 

The company has created a risk management framework, that is 
utilizing a qualitative asset-threat-vulnerability based 
methodology based on the ISO 27005 standard. The risk 
assessment is annually conducted.  

Supply Chain Risk Management (ID.SC): 

The organization’s priorities, constraints, 
risk tolerances, and assumptions are 
established and used to support risk 
decisions associated with managing 

supply chain risk. The organization has 
established and implemented the 

The company has established a third-party risk assessment policy 
and procedure. Vendors are categorized and assessed annually. 

https://www.nist.gov/cyberframework/new-framework
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Function Category Contractor Response 

processes to identify, assess and manage 
supply chain risks. 

PROTECT 

(PR) 

Identity Management, Authentication 

and Access Control (PR.AC): Access to 
physical and logical assets and associated 

facilities is limited to authorized users, 
processes, and devices, and is managed 

consistent with the assessed risk of 
unauthorized access to authorized 

activities and transactions. 

The company has implemented an access and account 
management policy, and the least privilege, need to know and 
need to use principles. The data centers are protected with all 
required physical security controls (operated by the data center 
vendor), including security guards, CCTV, electronic gate and 
door system, fire protection, HVAC. Physical and logical access to 
the servers only granted to the CEO.  

Role-based access control is implemented within the application, 
the administrator of the school can grant granular level access to 
the users.  

MFA is enabled for managing the servers, as well logging and 
monitoring in place. 

Awareness and Training (PR.AT): The 
organization’s personnel and partners are 

provided cybersecurity awareness 
education and are trained to perform their 

cybersecurity-related duties and 
responsibilities consistent with related 
policies, procedures, and agreements. 

The company provides mandatory annual security awareness 
training to its employees and contractors.  

Data Security (PR.DS): Information and 
records (data) are managed consistent 
with the organization’s risk strategy to 

protect the confidentiality, integrity, and 
availability of information. 

The database records are protected by encryption. The availability 
of the records are granted as the solution is utilizing a high-
availability setup, with continuous synchronization and backups 
between the nodes. 

Information Protection Processes and 

Procedures (PR.IP): Security policies (that 
address purpose, scope, roles, 
responsibilities, management 

commitment, and coordination among 
organizational entities), processes, and 
procedures are maintained and used to 

manage protection of information systems 
and assets. 

The company has implemented a comprehensive information 
security policy and procedure framework based on the 
requirements and controls of the ISO 27001:2013 standard. All 
policies are reviewed annually.  

Maintenance (PR.MA): Maintenance and 
repairs of industrial control and 

information system components are 
performed consistent with policies and 

procedures. 

Hardware maintenance is provided by the hosting provider. 

Protective Technology (PR.PT): Technical 
security solutions are managed to ensure 
the security and resilience of systems and 

assets, consistent with related policies, 
procedures, and agreements. 

The myScuta application is utilizing a geographically distributed 
high availability setup. Cloudflare is used as and CDN, the servers 
are protected by network firewalls, and host-based security 
software such as CPHulk, CSF, centrally managed AV solution,  

DETECT 

(DE) 

Anomalies and Events (DE.AE): 

Anomalous activity is detected and the 
potential impact of events is understood. 

Application and infrastructure level audit logging is enabled and 
monitored. 
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Function Category Contractor Response 

Security Continuous Monitoring 

(DE.CM): The information system and 
assets are monitored to identify 

cybersecurity events and verify the 
effectiveness of protective measures. 

Alerts generated by the monitoring system sent to the IT 
operation team for triaging.  

Detection Processes (DE.DP): Detection 
processes and procedures are maintained 

and tested to ensure awareness of 
anomalous events. 

The monitoring and triaging process is regularly reviewed and 
adjusted. 

RESPOND 

(RS) 

Response Planning (RS.RP): Response 
processes and procedures are executed 
and maintained, to ensure response to 

detected cybersecurity incidents. 

The company has created an incident response plan, that defines 
the process for incident management. 

Communications (RS.CO): Response 
activities are coordinated with internal 

and external stakeholders (e.g. external 
support from law enforcement agencies). 

The IRP defines the communication channels and methodologies. 
The company will notify its clients if the incident is relevant to 
them. 

Analysis (RS.AN): Analysis is conducted 
to ensure effective response and support 

recovery activities. 

The incident response plan defines the methodologies for the 
analysis of IOCs, and the relevant triaging steps. 

Mitigation (RS.MI): Activities are 
performed to prevent expansion of an 

event, mitigate its effects, and resolve the 
incident. 

The incident response plan defines the steps of containment and 
remediation. 

Improvements (RS.IM): Organizational 
response activities are improved by 
incorporating lessons learned from 

current and previous detection/response 
activities. 

The IRP defines the requirement to record lessons learnt 
information. 

RECOVER 

(RC) 

Recovery Planning (RC.RP): Recovery 
processes and procedures are executed 
and maintained to ensure restoration of 

systems or assets affected by 
cybersecurity incidents. 

The company has defined its BCP and DRP plans to ensure 
resiliency and continuity. 

Improvements (RC.IM): Recovery 
planning and processes are improved by 
incorporating lessons learned into future 

activities. 

The BCP and DRP plans are regularly tested and lessons learnt are 
incorporated.  

Communications (RC.CO): Restoration 
activities are coordinated with internal 
and external parties (e.g.  coordinating 

centers, Internet Service Providers, owners 
of attacking systems, victims, other 

CSIRTs, and vendors). 

The company defines the communication channels and 
methodologies. The company will notify its clients if the incident 
is relevant to them. 


