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EXHIBIT “F” 

DATA SECURITY REQUIREMENTS 
Adequate Cybersecurity Frameworks 

2/24/2020 

The Education Security and Privacy Exchange (“Edspex”) works in partnership with the Student Data 
Privacy Consortium and industry leaders to maintain a list of known and credible cybersecurity 
frameworks which can protect digital learning ecosystems chosen based on a set of guiding cybersecurity 
principles* (“Cybersecurity Frameworks”) that may be utilized by Provider. 

Cybersecurity Frameworks 

Check 
those 
that 

apply 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

National Institute of Standards and 
Technology (NIST) 

NIST Cybersecurity Framework Version 1.1 

National Institute of Standards and 
Technology (NIST) 

NIST SP 800-53, Cybersecurity Framework 
for Improving Critical Infrastructure 
Cybersecurity (CSF), Special Publication 
800-171

International Standards Organization 
(ISO) 

Information technology — Security 
techniques — Information security 
management systems (ISO 27000 series) 

Secure Controls Framework Council, LLC Security Controls Framework (SCF) 

Center for Internet Security (CIS) CIS Critical Security Controls (CSC, CIS Top 
20) 

Office of the Under Secretary of Defense 
for Acquisition and Sustainment 
(OUSD(A&S)) 

Cybersecurity Maturity Model Certification 
(CMMC, ~FAR/DFAR) 

Please visit http://www.edspex.org for further details about the noted frameworks. 

*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here
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EXHIBIT “G” 

Supplemental SDPC State Terms for Florida 
Version 

Providers/Operators are to comply with the Florida Student Online Personal Information 
Protection Act, Florida Statute 1006.1494.  This Act (effective 7/1/2023 and initiated from 
SB 662 in 2023) establishes new and different terms than those outlined in the National 
Student Data Privacy Agreement contained herein.  Providers/Operators are subject to all of 
the Act’s privacy terms, including, but not limited to the following:  

1) An operator many not knowingly do any of the following:
a) Engage in targeted advertising on the operator’s site, service, or application, or

targeted advertising on any other site, service, or application if the targeting of the 
advertising is based on any information, including covered information and persistent 
unique identifiers, which the operator has acquired because of the use of that operator’s 
site, service or application for K-12 school purposes.

b) Use covered information, including persistent unique identifiers, created, or gathered
by the operator’s site service, or application to amass a profile of a student, except in 
furtherance of k-12 school purposes. ….

c) Share, sell, or rent a student’s information, including covered information ….

2) An operator shall do all the following:
a) Collect no more covered information that is reasonably necessary to operate an

Internet website, online service, online application, or mobile application….
b) Implement and maintain reasonable security procedures and practices appropriate to

the nature of the covered information which are designed to protect it from unauthorized 
access destruction, use, modification, or disclosure.

c) Unless a parent or guardian expressly consents to the operator retaining a student’s
covered information, delete the covered information at the conclusion of the course, or 
corresponding program and no later than 90 days after a student is no longer enrolled in a 
school within the district, upon notice by the school district.
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