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EXHIBIT “A” 

DESCRIPTION OF SERVICES 

Boom Cards by Boom are interactive lessons and activities built by educational professionals. They can be used as 
digital learning games, instant-feedback quizzes, interactive lessons, and more. 

The Boom platform includes (a) student player, (b) learner reporting tools, (c) storage for purchased and created 
Boom Cards, and (d) Boom Cards creation tools. 

Boom Cards can be assigned in ways that do not collect data or in ways that report learner performance data. 
Schools use Boom Cards to support learning and intervention.



EXHIBIT “B” 
Schedule of Data 

Category of Data Elements 

Check 
if Used 
by 
Your 
System 

Application 
Technology Meta 
Data 

Other application technology – meta data—please specify: 
Platform, browser, build number 

Application Use 
Statistics Meta data on user interaction with application – Last login 

Assessment 

Standardized test scores 
Observation data 
Other assessment data – please specify: 
Formative and summative as assigned by the teacher 

Attendance 
Student school (daily) attendance data
Student class attendance data 

Communications Online communications captured (emails, blog entries): 
Educator to publishing public author feedback 

Conduct 
Conduct or behavioral data:  
Only to the extent to which an Educator creates or assigns a Boom 
Cards resource that collects such information 

Demographics 

Date of birth 
Place of birth 
Gender 
Ethnicity or race 
Language information (native, or primary language spoken by student) 
Other demographic information – please specify: School location can 
be inferred from teacher’s or student’s email domain of school account 

Enrollment 

Student school enrollment 
Student grade level – can be inferred if Educator provides the 
information 
Homeroom 
Guidance counselor 
Specific curriculum programs – possible to infer from Educator 
assigned content 
Year of graduation 
Other enrollment information – please specify: 

Parent/Guardian 
Contact 
Information 

Address 
Email 
Phone number 

Parent/Guardian ID Parent ID number (created to link parents to students) 
Parent/Guardian 
Name First and/or Last 

IP addresses of users, use of cookies, etc. 
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Category of Data Elements 

Check 
if Used 
by 
Your 
System 

Schedule 
Student scheduled courses 
Teacher names – when provided by the Educators 

Special Indicator 

English language learner information 
Low income status 
Medical alerts/health data 
Student disability information 
Specialized education services (IEP or 504) 
Living situations (homeless/foster care) 
Other indicator information – please specify: 

Student Contact 
Information 

Address 
Email – Where the Educator uses an authentication method that 
supplies an email 
Phone 

Student Identifiers 

Local (School District) ID number – where included in student email 
address (we do not extract it) 
State ID number 
Provider/App assigned student ID number 
Student app username 
Student app passwords - encrypted 

Student Name First and/or Last – yes as most Educators provide actual names; 
pseudonyms are allowed 

Student In App 
Performance 

Program/application performance (typing program – student types 60 
wpm, reading program – student reads below grade level) – yes if the 
Educator assigns using student performance collection; Educators may 
avoid by using only Fastplay assignments. 

Student Program 
Membership 

Academic or extracurricular activities a student may belong to or 
participate in 

Student Survey 
Responses 

Student responses to surveys or questionnaires – when an Educator 
assigns a Boom Cards mini-app that functions as a survey or 
questionnaire 

Student Work 

Student generated content (writing, pictures, etc.) – short written 
answers; eventually, student created decks 
Other student work data – please specify: fill in the blank, multiple 
choice, and other responsive choices  

Transcript 

Student course grades 
Student course data 
Student course grades/performance scores 
Other transcript data – please specify: 

Transportation 

Student bus assignment 
Student pick up and/or drop off location 
Student bus card ID number 
Other transportation data – please specify: 



Category of Data Elements 

Check 
if Used 
by 
Your 
System 

Other Please list each additional data element used, stored, or collected by 
your application: 

Required data elements for Educators 
• Email – a unique, valid email address 
• Username – a globally unique string
• Password – any string; encrypted
• Teacher Nickname – any string 
• Teacher name – must be a real name 
• Full address – if making a purchase 
• Browser and Operating System 
• Last login date and time

Optional data elements for Educators 
“Classroom” data items are “optional” – they become required if an Educator uses 
data processing and reporting of student performance data features 
Classroom username – a globally unique string 
Classroom password – any string. This password is not stored encrypted, as it is only 
an access point. 
Classroom Nickname – any string e.g., “Kindergarten AM” or “Algebra” 
“Full address” info is required only for purchasing purposes 

Required data elements for Students 
Educators can add/delete/rename student accounts at will. 
Only Educators can reset forgotten student passwords. 

• Username – globally unique string; can be changed by student and Educator 
• Password – any string; can be changed by student and Educator; encrypted
• Nickname – any string; can be changed by student and Educator; can be

locked by Educator; may be pseudonymous or a named identifier 
• Last login date and time

Schools shall supply identifiers that comply with the school's policies. If a school elects 
to use a third-party authentication service (such as Google or Microsoft Single Sign 
On), the school agrees that it may provide to Boom Learning the information required 
to authenticate students. The authenticator may deliver a persistent identifier, name, 
email address, and an avatar. 

Collected student progress data elements 
When students play lessons with progress reporting enabled, Boom Learning collects 
the following information: 

• Device info: (browser version, OS type) 
• Time spent 
• Student responses. 

None 





















EXHIBIT "H" 

Additional Terms or Modifications 

Version: Omega Labs Inc. dba Boom Learning 

LEA and Provider agree to the following additional terms and modifications: 

Article IV.6: Append to the end: lf LEA does not use the self-help mechanism provided, Provider will 

delete Student Data from expired and non-renewed teacher accounts without notice according to the 

schedule in Provider's Privacy Policy (https: // wow.boomlcarning.com/privacy). Notice may be 

provided, at Provider’s discretion, directly to the email address associated with the teacher account, if 

any. 

Article VII.4 and Exhibit C: For the absence of doubt: The Boom Learning Terms of Service and 

Privacy Policy constitute the Service Agreement, combined with any approved, accepted, and fulfilled 

invoice. In the event of a conflicting term between the Service Agreement and the DPA, the DPA term 

will prevail. 

EXHIBIT G: 

Paragraph 7: For the absence of doubt: We provide self-help tools to allow the LEA to export and 

securely delete all confidential information provided to us. If for some reason the LEA is not able to 

avail itself of the self-help tools provided, it may contact us to delete confidential information. 

Deletion is irreversible and unrecoverable. LEA is provided self-help tools that enable it to self-

correct most Student Data. 

Boom Learning will automatically delete confidential information on expired accounts pursuant to 

the Deletion schedule in its Information Security Plan as follows:  

Triggers for Automated Deletion 

• An Educator account and its associated Student accounts will enter the queue for deletion

when:

o The Educator account is not associated with an Entity,

o The Educator account was created at least 365 days ago,

o The Educator has not logged in for 365 days,

o Any paid subscription has been expired for at least 60 days or the account has never

had a paid subscription,

o The pen name is unlocked, and

o There are no outstanding credits.

Deleting an Educator account automatically deletes all student accounts associated with the 

Educator that have not been shared with another Educator. We keep de-identified financial records 

from deleted Educator accounts.  

Automatic Deletion for All Student Data Older Than 1,095 Days 

We reserve the right to delete any student play data from any account, including Excluded Accounts, 

regardless of subscription status, where play data is over 1095 days old. Contact us if for any reason 

you need help exporting data you need to keep for more than 1095 days. 
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Paragraph IO(b): For the absence of doubt: Provider does not collect Student Data that poses a risk 

to a student's credit or financial security. 

 

Paragraph 11: Deletion shall be as specified in the schedule in Provider's Privacy Policy 

(https://wow.boomlearning.com/privacy). The first paragraph should be modified as below: 

 

Transfer or Deletion of Student Data. The Provider shall review, on an annual basis, whether the 

Student Data it has received pursuant to the DPA continues to be needed for the purpose(s) of the 

Service Agreement and this DPA. If any of the Student Data is no longer needed for purposes of 

the Service Agreement and this DPA, the Provider will provide written notice to the LEA as to what 

Student Data is scheduled for deletion. Written notice shall take the form of a system announcement 

sent to all affected accounts (by email, in app notification, or both as Provider’s discretion); LEA 

is responsible for ensuring at least one party at LEA is subscribed to receive Provider’s system 

announcement emails. Confirmation of the deletion shall be provided by the same method. LEA 

may export Student Data at any time in .csv readable form to the LEA. Upon Provider receiving 

notice of termination of the Service Agreement between the Provider and LEA at 

legal@boomlearning.com, Provider shall conduct a final review of Student Data within 60 calendar 

days. 
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