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The following has been pulled from the Parents’ Bill of Rights section in the Education Law 2-d 
Rider packet.  Please review and answer questions 1, 2, 3 and 5. 

 
Supplemental Information Regarding Third-Party Contractors 

In the course of complying with its obligations under the law and providing educational services, Eastern 
Suffolk BOCES has entered into contracts with certain third-party contractors. Pursuant to such contracts, 
third-party contractors may have access to "student data" and/or "teacher or principal data.” Each 
contract Eastern Suffolk BOCES enters into with a third-party contractor where the third-party contractor 
receives student data or teacher or principal data will include information addressing the following: 

 
1. The exclusive purposes for which the student data or teacher or principal data will be used; 

 
The following purposes for which student data, or teacher, or principal data may be used 
include, but are not limited to: 
 
Translation Services: To accurately translate educational materials, records, and 
communications from one language to another, ensuring that non-English speaking students and 
their families have access to the same information as their English-speaking peers. 
 
Interpretation Services: To provide real-time or scheduled interpretation services during parent-
teacher conferences, school meetings, and other educational events to facilitate effective 
communication between school staff and non-English speaking parents or guardians. 
 
Educational Support: To assist in the creation of multilingual educational resources, such as 
instructional materials, homework assignments, and assessments, ensuring that all students 
receive equitable access to education. 
 
Compliance with Legal Requirements: To ensure compliance with federal and state laws 
regarding language access in education, such as the Individuals with Disabilities Education Act 
(IDEA) and Title VI of the Civil Rights Act, which mandate that schools provide language 
assistance to non-English speaking students and their families. 
 
Confidentiality and Security: To maintain the confidentiality and security of personally 
identifiable information in accordance with applicable laws and regulations, such as FERPA and 
Education Law 2-d, ensuring that data is used solely for the purposes of providing translation and 
interpretation services and is not disclosed to unauthorized parties. 
 
Customized Educational Plans: To assist in the development and implementation of 
Individualized Education Programs (IEPs) and other customized educational plans for students 
who require special accommodations, ensuring that these plans are effectively communicated to 
non-English speaking parents and guardians. 
 
Professional Development: To provide training and resources for teachers and school staff on 
best practices for working with multilingual students and their families, using data to tailor the 
training to specific needs and contexts. 
 
Parental Engagement: To enhance parental engagement by translating newsletters, notices, and 
other school communications, ensuring that non-English speaking parents are fully informed and 
can participate in their child's education. 
 
Cultural Competency: To support schools in fostering a culturally inclusive environment by 
translating materials that promote cultural awareness and sensitivity, and by interpreting during 



events that celebrate cultural diversity. 
 
Crisis Communication: To provide timely and accurate translation and interpretation services 
during emergencies or critical incidents, ensuring that all students and their families receive 
important information and instructions. 
 
Feedback and Surveys: To translate and interpret feedback forms, surveys, and other tools used 
to gather input from students, parents, and staff, ensuring that the voices of non-English speakers 
are heard and considered in school decision-making processes. 
 
Compliance Monitoring: To assist schools in monitoring and reporting compliance with language 
access requirements, using data to demonstrate adherence to legal and policy standards. 
 
Support Services: To facilitate communication between non-English speaking students and 
school support services, such as counseling, health services, and extracurricular activities, 
ensuring that all students have access to the full range of school resources. 
 
Documentation and Record Keeping: To accurately translate and interpret student records and 
documentation, ensuring that all educational records are complete and accessible to authorized 
personnel and parents, regardless of language barriers. 
 
Any data which may need to be used will be first presented to the appropriate school 
contact for approval when needed. 
 

2. How the third-party contractor will ensure that the subcontractors, persons, or entities with 
whom the third-party contractor will share the student data or teacher or principal data, if any, will 
abide by data protection and security requirements; 
 
For the purposes of this specific contract, we will not be utilizing subcontractors to perform direct 
services. If there is a point where NTC Language Services utilizes subcontractors we will ensure 
that subcontractors, persons, or entities with whom they share student data, teacher data, or 
principal data abide by data protection and security requirements through the following measures: 
 
Contractual Obligations: NTC Language Services includes specific data protection and security 
clauses in all contracts with subcontractors. These clauses will outline the subcontractors' 
obligations to protect personally identifiable information (PII) in compliance with relevant laws and 
regulations, such as FERPA, Education Law 2-d, and other applicable state and federal privacy 
laws. 
 
Data Security and Privacy Policies: NTC provides subcontractors with our data security and 
privacy policies, ensuring that subcontractors understand and agree to adhere to these policies. 
These policies cover administrative, technical, and physical safeguards to protect PII. 
 
Access Controls: NTC implements strict access controls to ensure that only authorized 
subcontractors and personnel have access to PII. Access is granted based on the principle of 
least privilege, meaning that individuals will only have access to the data necessary to perform 
their specific job functions. 
 
Monitoring and Auditing: NTC conducts regular monitoring and auditing of subcontractors to 
ensure compliance with data protection and security requirements. This includes periodic reviews 
of subcontractors' data handling practices and security measures. 
 
Incident Response and Reporting: NTC has established clear procedures for subcontractors to 
report any data breaches or security incidents. Subcontractors will be required to promptly notify 
NTC of any unauthorized access or disclosure of PII, and NTC will work with them to address and 
mitigate the impact of such incidents. 
 
Encryption and Data Protection Measures: NTC requires subcontractors to use encryption and 



other data protection measures to secure PII both in transit and at rest. This helps prevent 
unauthorized access and ensure the confidentiality and integrity of the data. 
 
Non-Disclosure Agreements (NDAs): NTC requires subcontractors to sign NDAs that legally 
bind them to maintain the confidentiality of PII and prohibit unauthorized use or disclosure of the 
data. 
 
Termination and Data Deletion: Upon the termination of the contract or agreement, NTC ensures 
that subcontractors securely delete or return all PII in their possession. Subcontractors will be 
required to provide certification of data deletion or return to confirm compliance. 
 
Compliance with Laws and Regulations: NTC ensures that subcontractors comply with all 
applicable laws and regulations governing data protection and privacy. This includes adhering to 
the requirements set forth in Education Law 2-d and other relevant legal frameworks. 
 

3. When the contract expires and what happens to the student data or teacher or principal data 
upon expiration of the contract; 
 
When the contract with NTC Language Services expires, the following procedures will be followed 
regarding student data, teacher data, or principal data: 
 
Data Deletion or Return: Upon the expiration of the contract, NTC Language Services will either 
securely delete or return all student data, teacher data, or principal data in their possession. The 
specific action will depend on the terms agreed upon in the contract and the preferences of the 
educational agency. 
 
Secure Transmission: If the data is to be returned, it will be transmitted securely to the 
educational agency using encryption or other secure methods to ensure the confidentiality and 
integrity of the data during transfer as per current industry encryption standards. 
 
Certification of Deletion: If the data is to be deleted, NTC Language Services will provide a 
formal certification of data deletion. This certification will include details such as the date of 
deletion, the method used for deletion, and a confirmation that all copies of the data have been 
securely erased. 
 
Verification of Deletion: NTC Language Services will implement verification procedures to 
ensure that the data deletion process is complete and thorough. This may involve audit logs, 
deletion reports, and possibly third-party verification to confirm that no residual data remains. 
 
Compliance with Legal and Contractual Obligations: All actions taken to delete or return data 
will be in strict compliance with applicable data protection laws and regulations, including 
Education Law 2-d, FERPA, and any other relevant legal requirements. Additionally, NTC will 
adhere to any specific contractual obligations related to data handling upon contract expiration. 
 
Notification to Client: NTC Language Services will notify the educational agency once the data 
has been securely deleted or returned. This notification will include the certification of deletion or 
confirmation of data return, along with any relevant documentation. 
 
Retention of Minimal Data for Legal Purposes: If required by law, NTC Language Services may 
retain minimal data necessary for legal, regulatory, or compliance purposes. Any retained data will 
be securely stored and protected in accordance with data protection standards until it is no longer 
needed. 
 
 
 
 
 
 



 
4. If and how a parent, student, eligible student, teacher, or principal may challenge the accuracy 

of the student data or teacher or principal data collected;  
 
Complaints should be directed to: the Associate Superintendent for Curriculum for your district; 
Or in writing to: Chief Privacy Officer, New York State Education Department, 89 Washington 
Avenue, Albany, New York 12234, CPO@mail.nysed.gov. 

 
5. Where the student data or teacher or principal data will be stored (described in such a manner 

as to protect data security) and the security protections taken to ensure that such data will be 
protected, including whether such data will be encrypted. 
 
If NTC Language Services will store data, it will be stored in a secure manner, employing robust 
security protections to ensure the confidentiality, integrity, and availability of the data. The 
following describes where the data will be stored and the security measures taken: 
 
Data Storage Locations 
 
Secure Servers: The data stored on secure servers located in data centers that comply with 
industry standards for physical and digital security 
 
Cloud Storage: If cloud storage is used, it is provided by reputable cloud service providers that 
offer advanced security features. These providers comply with relevant data protection regulations 
and standards, such as SOC 2, ISO 27001, and GDPR. 
 
 
 
Security Protections 
 
Encryption 
 
Data in Transit: All data transmitted between NTC Language Services and its clients, as well as 
between internal systems, is encrypted using secure protocols such as TLS (Transport Layer 
Security) to prevent unauthorized access during transmission. 
 
Data at Rest: Data stored on servers or in cloud storage is encrypted using strong encryption 
algorithms (e.g., AES-256) to protect it from unauthorized access. 
 
Access Controls 
 
Role-Based Access Control (RBAC): Access to data is restricted based on the principle of least 
privilege. Only authorized personnel with a legitimate need to access the data are granted 
permissions, and their access will be limited to the minimum necessary to perform their job 
functions. 
 
Multi-Factor Authentication (MFA): MFA is provided for accessing systems that store or process 
sensitive data, adding an extra layer of security beyond just passwords. 
 
Physical Security 
 
Data Centers: The physical security of data centers include measures such as 24/7 surveillance, 
access controls, biometric authentication, and security personnel to prevent unauthorized physical 
access. 
 
 
Network Security 
 
Firewalls and Intrusion Detection/Prevention Systems (IDS/IPS): Firewalls and IDS/IPS will be 
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used to monitor and protect the network from unauthorized access and potential threats. 
 
Segmentation: Network segmentation will be employed to isolate sensitive data and systems 
from less secure parts of the network, reducing the risk of unauthorized access. 
 
Data Backup and Recovery 
 
Regular Backups: Regular backups of data are performed to ensure that data can be restored in 
the event of data loss or corruption. Backups are encrypted and stored securely. 
Disaster Recovery Plan: A comprehensive disaster recovery plan is in place to ensure business 
continuity and data availability in case of a major incident. 
 
Monitoring and Auditing 
 
Continuous Monitoring: Systems will be continuously monitored for suspicious activity, 
unauthorized access attempts, and potential security breaches. 
 
Regular Audits: Regular security audits and assessments are conducted to identify and address 
vulnerabilities and ensure compliance with security policies and regulations. 
Compliance with Legal and Regulatory Standards: 
 
NTC Language Services complies with all relevant data protection laws and regulations, including 
Education Law 2-d, FERPA, and other applicable federal and state laws. This compliance ensures 
that data security measures meet or exceed legal requirements. 
 




