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This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective Date”) 
and is entered into by and between: Concord School District, located at 38 Liberty Street, Concord, NH 03301  
(the “Local Education Agency” or “LEA”) and Teaching.com, located at PO BOX 9241, San Juan, PR 00909 (the 
“Provider”).

WHEREAS, the Provider is providing educational or digital services to LEA. 
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the Family 
Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online 
Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations 
and 
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regulations. 
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions.  Check if Required

If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby 
incorporated by reference into this DPA in their entirety. 
If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as 
General Offer of Privacy Terms  

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
In the event there is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” (the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.
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The designated representative Ĩor the Wrovider Ĩor this DWA is͗  

Name͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺTitle͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Address͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Whone͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

�mail͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

The designated representative Ĩor the L�A Ĩor this DWA is͗ 
Technology Department
38 Liberty Street, Concord, NH 03301
(603) 225.0811
dalbert@sau8.org

IN WITNESS WHEREOF, L�A and Wrovider eǆecute this DWA as oĨ the �ĨĨective Date. 

Concord School District

BǇ͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
Date͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Wrinted Name͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ  
TitleͬWosition͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Teaching.com

BǇ͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
Date͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Wrinted Name͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
TitleͬWosition͗ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 

Lead Account Manager

207 Calle del Parque, 7th fl, San Juan, PR 00912

fernando@teaching.com

04/02/2024

Fernando Cote
Lead Account Manager

Fernando Cote

Joey Gatta (Jul 16, 2024 08:32 EDT)
Joey Gatta

07/16/24

Joey Gatta
District Technology Coordinator
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STANDARD CLAUSES 
sersion 1.0 

ARTICLE I: PURPOSE AND SCOPE 

1. Purpose of DPA. The purpose oĨ this DWA is to describe the duties and responsibilities to protect Student
Data including compliance ǁith all applicable Ĩederal, state, and local privacǇ laǁs, rules, and regulations,
all as maǇ be amended Ĩrom time to time. /n perĨorming these services, the Wrovider shall be considered
a School KĨĨicial ǁith a legitimate educational interest, and perĨorming services otherǁise provided bǇ
the L�A. Wrovider shall be under the direct control and supervision oĨ the L�A, ǁith respect to its use oĨ
Student Data

2. Student Data to Be Provided. /n order to perĨorm the Services described above, L�A shall provide
Student Data as identiĨied in the Schedule oĨ Data, attached hereto as Exhibit “B”.

3. DPA Definitions. The deĨinition oĨ terms used in this DWA is Ĩound in Exhibit “C”. /n the event oĨ a conĨlict,
deĨinitions used in this DWA shall prevail over terms used in anǇ other ǁriting, including, but not limited
to the Service Agreement, Terms oĨ Service, WrivacǇ Wolicies etc.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA. All Student Data transmitted to the Wrovider pursuant to the Service
Agreement is and ǁill continue to be the propertǇ oĨ and under the control oĨ the L�A. The Wrovider
Ĩurther acŬnoǁledges and agrees that all copies oĨ such Student Data transmitted to the Wrovider,
including anǇ modiĨications or additions or anǇ portion thereoĨ Ĩrom anǇ source, are subũect to the
provisions oĨ this DWA in the same manner as the original Student Data. The Warties agree that as betǁeen
them, all rights, including all intellectual propertǇ rights in and to Student Data contemplated per the
Service Agreement, shall remain the eǆclusive propertǇ oĨ the L�A. &or the purposes oĨ &�ZWA, the
Wrovider shall be considered a School KĨĨicial, under the control and direction oĨ the L�A as it pertains to
the use oĨ Student Data, notǁithstanding the above.

2. Parent Access. To the eǆtent reƋuired bǇ laǁ the L�A shall establish reasonable procedures bǇ ǁhich a
parent, legal guardian, or eligible student maǇ revieǁ �ducation Zecords andͬor Student Data correct
erroneous inĨormation, and procedures Ĩor the transĨer oĨ student-generated content to a personal
account, consistent ǁith the ĨunctionalitǇ oĨ services. Wrovider shall respond in a reasonablǇ timelǇ
manner (and no later than ĨortǇ Ĩive (45Ϳ daǇs Ĩrom the date oĨ the reƋuest or pursuant to the time Ĩrame
reƋuired under state laǁ Ĩor an L�A to respond to a parent or student, ǁhichever is soonerͿ to the L�A͛s
reƋuest Ĩor Student Data in a student͛s records held bǇ the Wrovider to vieǁ or correct as necessarǇ. /n
the event that a parent oĨ a student or other individual contacts the Wrovider to revieǁ anǇ oĨ the Student
Data accessed pursuant to the Services, the Wrovider shall reĨer the parent or individual to the L�A, ǁho
ǁill Ĩolloǁ the necessarǇ and proper procedures regarding the reƋuested inĨormation.

3. Separate Account. /Ĩ Student-'enerated Content is stored or maintained bǇ the Wrovider, Wrovider shall,
at the reƋuest oĨ the L�A, transĨer, or provide a mechanism Ĩor the L�A to transĨer, said Student-
'enerated Content to a separate account created bǇ the student.
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4. Law Enforcement Requests. Should laǁ enĨorcement or other government entities (͞ZeƋuesting
WartǇ(iesͿ͟Ϳ contact Wrovider ǁith a reƋuest Ĩor Student Data held bǇ the Wrovider pursuant to the Services,
the Wrovider shall notiĨǇ the L�A in advance oĨ a compelled disclosure to the ZeƋuesting WartǇ, unless
laǁĨullǇ directed bǇ the ZeƋuesting WartǇ not to inĨorm the L�A oĨ the reƋuest.

5. Subprocessors. Wrovider shall enter into ǁritten agreements ǁith all Subprocessors perĨorming Ĩunctions
Ĩor the Wrovider in order Ĩor the Wrovider to provide the Services pursuant to the Service Agreement,
ǁherebǇ the Subprocessors agree to protect Student Data in a manner no less stringent than the terms
oĨ this DWA.

ARTICLE III: DUTIES OF LEA 

1. Provide Data in Compliance with Applicable Laws. L�A shall provide Student Data Ĩor the purposes oĨ
obtaining the Services in compliance ǁith all applicable Ĩederal, state, and local privacǇ laǁs, rules, and
regulations, all as maǇ be amended Ĩrom time to time.

2. Annual Notification of Rights. /Ĩ the L�A has a policǇ oĨ disclosing �ducation Zecords andͬor Student
Data under &�ZWA (34 C&Z Α ϵϵ.31(aͿ(1ͿͿ, L�A shall include a speciĨication oĨ criteria Ĩor determining ǁho
constitutes a school oĨĨicial and ǁhat constitutes a legitimate educational interest in its annual
notiĨication oĨ rights.

3. Reasonable Precautions. L�A shall taŬe reasonable precautions to secure usernames, passǁords, and
anǇ other means oĨ gaining access to the services and hosted Student Data.

4. Unauthorized Access Notification. L�A shall notiĨǇ Wrovider promptlǇ oĨ anǇ Ŭnoǁn unauthoriǌed access.
L�A ǁill assist Wrovider in anǇ eĨĨorts bǇ Wrovider to investigate and respond to anǇ unauthoriǌed access.

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance. The Wrovider shall complǇ ǁith all applicable Ĩederal, state, and local laǁs, rules, and
regulations pertaining to Student Data privacǇ and securitǇ, all as maǇ be amended Ĩrom time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent uniƋue
identiĨiers, shall be used Ĩor no purpose other than the Services outlined in �ǆhibit A or stated in the
Service Agreement andͬor otherǁise authoriǌed under the statutes reĨerred to herein this DWA.

3. Provider Employee Obligation. Wrovider shall reƋuire all oĨ Wrovider͛s emploǇees and agents ǁho have
access to Student Data to complǇ ǁith all applicable provisions oĨ this DWA ǁith respect to the Student
Data shared under the Service Agreement. Wrovider agrees to reƋuire and maintain an appropriate
conĨidentialitǇ agreement Ĩrom each emploǇee or agent ǁith access to Student Data pursuant to the
Service Agreement.

4. No Disclosure.  Wrovider acŬnoǁledges and agrees that it shall not maŬe anǇ re-disclosure oĨ anǇ Student
Data or anǇ portion thereoĨ, including ǁithout limitation, user content or other non-public inĨormation
andͬor personallǇ identiĨiable inĨormation contained in the Student Data other than as directed or
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permitted bǇ the L�A or this DWA. This prohibition against disclosure shall not applǇ to aggregate 
summaries oĨ De-/dentiĨied inĨormation, Student Data disclosed pursuant to a laǁĨullǇ issued subpoena 
or other legal process, or to subprocessors perĨorming services on behalĨ oĨ the Wrovider pursuant to this 
DWA. Wrovider ǁill not Sell Student Data to anǇ third partǇ. 

5. De-Identified Data͗ Wrovider agrees not to attempt to re-identiĨǇ de-identiĨied Student Data. De-/dentiĨied
Data maǇ be used bǇ the Wrovider Ĩor those purposes alloǁed under &�ZWA and the Ĩolloǁing purposes͗
(1Ϳ assisting the L�A or other governmental agencies in conducting research and other studies͖ and (ϮͿ
research and development oĨ the WroviderΖs educational sites, services, or applications, and to
demonstrate the eĨĨectiveness oĨ the Services͖ and (3Ϳ  Ĩor adaptive learning purpose and Ĩor customiǌed
student learning. WroviderΖs use oĨ De-/dentiĨied Data shall survive termination oĨ this DWA or anǇ reƋuest
bǇ L�A to return or destroǇ Student Data. �ǆcept Ĩor Subprocessors, Wrovider agrees not to transĨer de-
identiĨied Student Data to anǇ partǇ unless (aͿ that partǇ agrees in ǁriting not to attempt re-identiĨication,
and (bͿ prior ǁritten notice has been given to the L�A ǁho has provided prior ǁritten consent Ĩor such
transĨer.  Wrior to publishing anǇ document that names the L�A eǆplicitlǇ or indirectlǇ, the Wrovider shall
obtain the L�A͛s ǁritten approval oĨ the manner in ǁhich de-identiĨied data is presented.

6. Disposition of Data. Upon ǁritten reƋuest Ĩrom the L�A, Wrovider shall dispose oĨ or provide a mechanism
Ĩor the L�A to transĨer Student Data obtained under the Service Agreement, ǁithin siǆtǇ (60Ϳ daǇs oĨ the
date oĨ said reƋuest and according to a schedule and procedure as the Warties maǇ reasonablǇ agree.
Upon termination oĨ this DWA, iĨ no ǁritten reƋuest Ĩrom the L�A is received, Wrovider shall dispose oĨ all
Student Data aĨter providing the L�A ǁith reasonable prior notice. The dutǇ to dispose oĨ Student Data
shall not eǆtend to Student Data that had been De-/dentiĨied or placed in a separate student account
pursuant to section // 3. The L�A maǇ emploǇ a ͞Directive Ĩor Disposition oĨ Data͟ Ĩorm, a copǇ oĨ ǁhich
is attached hereto as Exhibit “D”. /Ĩ the L�A and Wrovider emploǇ �ǆhibit ͞D,͟ no Ĩurther ǁritten reƋuest
or notice is reƋuired on the part oĨ either partǇ prior to the disposition oĨ Student Data described in �ǆhibit
͞D.

7. Advertising Limitations. Wrovider is prohibited Ĩrom using, disclosing, or selling Student Data to (aͿ inĨorm,
inĨluence, or enable Targeted Advertising͖ or (bͿ develop a proĨile oĨ a student, ĨamilǇ memberͬguardian
or group, Ĩor anǇ purpose other than providing the Service to L�A. This section does not prohibit Wrovider
Ĩrom using Student Data (iͿ Ĩor adaptive learning or customiǌed student learning (including generating
personaliǌed learning recommendationsͿ͖ or (iiͿ to maŬe product recommendations to teachers or L�A
emploǇees͖ or (iiiͿ to notiĨǇ account holders about neǁ education product updates, Ĩeatures, or services
or Ĩrom otherǁise using Student Data as permitted in this DWA and its accompanǇing eǆhibits

ARTICLE V: DATA PROVISIONS 

1. Data Storage. there reƋuired bǇ applicable laǁ, Student Data shall be stored ǁithin the United States.
Upon reƋuest oĨ the L�A, Wrovider ǁill provide a list oĨ the locations ǁhere Student Data is stored.

2. Audits. No more than once a Ǉear, or Ĩolloǁing unauthoriǌed access, upon receipt oĨ a ǁritten reƋuest
Ĩrom the L�A ǁith at least ten (10Ϳ business daǇs͛ notice and upon the eǆecution oĨ an appropriate
conĨidentialitǇ agreement, the Wrovider ǁill alloǁ the L�A to audit the securitǇ and privacǇ measures that
are in place to ensure protection oĨ Student Data or anǇ portion thereoĨ as it pertains to the deliverǇ oĨ
services to the L�A . The Wrovider ǁill cooperate reasonablǇ ǁith the L�A and anǇ local, state, or Ĩederal
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agencǇ ǁith oversight authoritǇ or ũurisdiction in connection ǁith anǇ audit or investigation oĨ the Wrovider 
andͬor deliverǇ oĨ Services to students andͬor L�A, and shall provide reasonable access to the Wrovider͛s 
Ĩacilities, staĨĨ, agents and L�A͛s Student Data and all records pertaining to the Wrovider, L�A and deliverǇ 
oĨ Services to the L�A. &ailure to reasonablǇ cooperate shall be deemed a material breach oĨ the DWA. 

3. Data Security. The Wrovider agrees to utiliǌe administrative, phǇsical, and technical saĨeguards designed
to protect Student Data Ĩrom unauthoriǌed access, disclosure, acƋuisition, destruction, use, or
modiĨication. The Wrovider shall adhere to anǇ applicable laǁ relating to data securitǇ. The provider shall
implement an adeƋuate CǇbersecuritǇ &rameǁorŬ based on one oĨ the nationallǇ recogniǌed standards
set Ĩorth in Exhibit “F”. �ǆclusions, variations, or eǆemptions to the identiĨied CǇbersecuritǇ &rameǁorŬ
must be detailed in an attachment.  AdditionallǇ, Wrovider maǇ choose to Ĩurther detail its securitǇ
programs and measures that augment or are in addition to the CǇbersecuritǇ &rameǁorŬ in Exhibit “F”.
Wrovider shall provide, in the Standard Schedule to the DWA, contact inĨormation oĨ an emploǇee ǁho L�A
maǇ contact iĨ there are anǇ data securitǇ concerns or Ƌuestions.

4. Data Breach. /n the event oĨ an unauthoriǌed release, disclosure or acƋuisition oĨ Student Data that
compromises the securitǇ, conĨidentialitǇ or integritǇ oĨ the Student Data maintained bǇ the Wrovider the
Wrovider shall provide notiĨication to L�A ǁithin seventǇ-tǁo (7ϮͿ hours oĨ conĨirmation oĨ the incident,
unless notiĨication ǁithin this time limit ǁould disrupt investigation oĨ the incident bǇ laǁ enĨorcement.
/n such an event, notiĨication shall be made ǁithin a reasonable time aĨter the incident. Wrovider shall
Ĩolloǁ the Ĩolloǁing process͗

(1) The securitǇ breach notiĨication described above shall include, at a minimum, the Ĩolloǁing
inĨormation to the eǆtent Ŭnoǁn bǇ the Wrovider and as it becomes available͗

i. The name and contact inĨormation oĨ the reporting L�A subũect to this section.
ii. A list oĨ the tǇpes oĨ personal inĨormation that ǁere or are reasonablǇ believed to have

been the subũect oĨ a breach.
iii. /Ĩ the inĨormation is possible to determine at the time the notice is provided, then either

(1Ϳ the date oĨ the breach, (ϮͿ the estimated date oĨ the breach, or (3Ϳ the date range
ǁithin ǁhich the breach occurred. The notiĨication shall also include the date oĨ the
notice.

iv. thether the notiĨication ǁas delaǇed as a result oĨ a laǁ enĨorcement investigation, iĨ
that inĨormation is possible to determine at the time the notice is provided͖ and

v. A general description oĨ the breach incident, iĨ that inĨormation is possible to determine
at the time the notice is provided.

(ϮͿ Wrovider agrees to adhere to all Ĩederal and state reƋuirements ǁith respect to a data breach
related to the Student Data, including, ǁhen appropriate or reƋuired, the reƋuired responsibilities
and procedures Ĩor notiĨication and mitigation oĨ anǇ such data breach.

(3Ϳ Wrovider Ĩurther acŬnoǁledges and agrees to have a ǁritten incident response plan that reĨlects
best practices and is consistent ǁith industrǇ standards and Ĩederal and state laǁ Ĩor responding
to a data breach, breach oĨ securitǇ, privacǇ incident or unauthoriǌed acƋuisition or use oĨ Student
Data or anǇ portion thereoĨ, including personallǇ identiĨiable inĨormation and agrees to provide
L�A, upon reƋuest, ǁith a summarǇ oĨ said ǁritten incident response plan.
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(4Ϳ L�A shall provide notice and Ĩacts surrounding the breach to the aĨĨected students, parents or
guardians.

(5) /n the event oĨ a breach originating Ĩrom L�A͛s use oĨ the Service, Wrovider shall cooperate ǁith
L�A to the eǆtent necessarǇ to eǆpeditiouslǇ secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS 

Wrovider maǇ, bǇ signing the attached Ĩorm oĨ ͞'eneral KĨĨer oĨ WrivacǇ Terms͟ ('eneral KĨĨer, attached hereto 
as Exhibit “E”Ϳ, be bound bǇ the terms oĨ Exhibit “E” to anǇ other L�A ǁho signs the acceptance on said �ǆhibit. 
The Ĩorm is limited bǇ the terms and conditions described therein.  

ARTICLE VII: MISCELLANEOUS 

1. Termination. /n the event that either WartǇ seeŬs to terminate this DWA, theǇ maǇ do so bǇ mutual ǁritten
consent so long as the Service Agreement has lapsed or has been terminated. �ither partǇ maǇ terminate
this DWA and anǇ service agreement or contract iĨ the other partǇ breaches anǇ terms oĨ this DWA.

2. Effect of Termination Survival. /Ĩ the Service Agreement is terminated, the Wrovider shall destroǇ all oĨ
L�A͛s Student Data pursuant to Article /s, section 6.

3. Priority of Agreements. This DWA shall govern the treatment oĨ Student Data in order to complǇ ǁith the
privacǇ protections, including those Ĩound in &�ZWA and all applicable privacǇ statutes identiĨied in this
DWA. /n the event there is conĨlict betǁeen the terms oĨ the DWA and the Service Agreement, Terms oĨ
Service, WrivacǇ Wolicies, or ǁith anǇ other bidͬZ&W, license agreement, or ǁriting, the terms oĨ this DWA
shall applǇ and taŬe precedence.  /n the event oĨ a conĨlict betǁeen the SDWC Standard Clauses and the
Supplemental State Terms, the Supplemental State Terms ǁill control.  �ǆcept as described in this
paragraph herein, all other provisions oĨ the Service Agreement shall remain in eĨĨect.

4. Entire Agreement. This DWA and the Service Agreement constitute the entire agreement oĨ the Warties
relating to the subũect matter hereoĨ and supersedes all prior communications, representations, or
agreements, oral or ǁritten, bǇ the Warties relating thereto. This DWA maǇ be amended and the
observance oĨ anǇ provision oĨ this DWA maǇ be ǁaived (either generallǇ or in anǇ particular instance and
either retroactivelǇ or prospectivelǇͿ onlǇ ǁith the signed ǁritten consent oĨ both Warties. Neither Ĩailure
nor delaǇ on the part oĨ anǇ WartǇ in eǆercising anǇ right, poǁer, or privilege hereunder shall operate as a
ǁaiver oĨ such right, nor shall anǇ single or partial eǆercise oĨ anǇ such right, poǁer, or privilege preclude
anǇ Ĩurther eǆercise thereoĨ or the eǆercise oĨ anǇ other right, poǁer, or privilege.
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5. Severability. AnǇ provision oĨ this DWA that is prohibited or unenĨorceable in anǇ ũurisdiction shall, as to
such ũurisdiction, be ineĨĨective to the eǆtent oĨ such prohibition or unenĨorceabilitǇ ǁithout invalidating
the remaining provisions oĨ this DWA, and anǇ such prohibition or unenĨorceabilitǇ in anǇ ũurisdiction shall
not invalidate or render unenĨorceable such provision in anǇ other ũurisdiction. Notǁithstanding the
Ĩoregoing, iĨ such provision could be more narroǁlǇ draǁn so as not to be prohibited or unenĨorceable in
such ũurisdiction ǁhile, at the same time, maintaining the intent oĨ the Warties, it shall, as to such
ũurisdiction, be so narroǁlǇ draǁn ǁithout invalidating the remaining provisions oĨ this DWA or aĨĨecting
the validitǇ or enĨorceabilitǇ oĨ such provision in anǇ other ũurisdiction.

6. Governing Law; Venue and Jurisdiction. TH/S DWA t/LL B� 'Ks�ZN�D Bz AND CKNSTZU�D /N
ACCKZDANC� t/TH TH� LAtS K& TH� STAT� K& TH� L�A, t/THKUT Z�'AZD TK CKN&L/CTS K& LAt
WZ/NC/WL�S. �ACH WAZTz CKNS�NTS AND SUBM/TS TK TH� SKL� AND �yCLUS/s� :UZ/SD/CT/KN TK TH�
STAT� AND &�D�ZAL CKUZTS &KZ TH� CKUNTz K& TH� L�A &KZ ANz D/SWUT� AZ/S/N' KUT K& KZ
Z�LAT/N' TK TH/S DWA KZ TH� TZANSACT/KNS CKNT�MWLAT�D H�Z�Bz.

7. Successors Bound͗ This DWA is and shall be binding upon the respective successors in interest to Wrovider
in the event oĨ a merger, acƋuisition, consolidation or other business reorganiǌation or sale oĨ all or
substantiallǇ all oĨ the assets oĨ such business /n the event that the Wrovider  sells, merges, or otherǁise
disposes oĨ its business to a successor during the term oĨ this DWA, the Wrovider shall provide ǁritten
notice  to the L�A no later than siǆtǇ (60Ϳ daǇs aĨter the closing date oĨ sale, merger, or disposal. Such
notice shall include a ǁritten, signed assurance that the successor ǁill assume the obligations oĨ the DWA
and anǇ obligations ǁith respect to Student Data ǁithin the Service Agreement. The L�A has the authoritǇ
to terminate the DWA iĨ it disapproves oĨ the successor to ǁhom the Wrovider is selling, merging, or
otherǁise disposing oĨ its business.

8. Authority.  �ach partǇ represents that it is authoriǌed to bind to the terms oĨ this DWA, including
conĨidentialitǇ and destruction oĨ Student Data and anǇ portion thereoĨ contained therein, all related or
associated institutions, individuals, emploǇees or contractors ǁho maǇ have access to the Student Data
andͬor anǇ portion thereoĨ.

9. Waiver. No delaǇ or omission bǇ either partǇ to eǆercise anǇ right hereunder shall be construed as a
ǁaiver oĨ anǇ such right and both parties reserve the right to eǆercise anǇ such right Ĩrom time to time,
as oĨten as maǇ be deemed eǆpedient.
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EXHIBIT “A” 

DESCRIPTION OF SERVICES 

Teaching.com educational products including but not limited to:

Reading.com
Typing.com
EduTec
Nitro Type
Flashcards.com

Typing.com PLUS is an ad-free, online typing tutor.
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EXHIBIT “B”   
SCHEDULE OF DATA 

Category of Data Elements Check if Used by 
Your System 

Application TechnologǇ 
Meta Data 

/W Addresses oĨ users, Use oĨ cooŬies, etc. 
Kther application technologǇ meta data-Wlease speciĨǇ͗ 

Application Use Statistics Meta data on user interaction ǁith application 

Assessment Standardiǌed test scores 

Kbservation data 
Kther assessment data-Wlease speciĨǇ͗ 

Attendance Student school (dailǇͿ attendance data 

Student class attendance data 

Communications Knline communications captured (emails, blog entriesͿ 

Conduct Conduct or behavioral data 

Demographics Date oĨ Birth 

Wlace oĨ Birth 

'ender 

�thnicitǇ or race 

Language inĨormation (native, or primarǇ language spoŬen bǇ studentͿ 
Kther demographic inĨormation-Wlease speciĨǇ͗ 

�nrollment Student school enrollment 

Student grade level 

Homeroom 

'uidance counselor 

SpeciĨic curriculum programs 

zear oĨ graduation 
Kther enrollment inĨormation-Wlease speciĨǇ͗ 

Warentͬ'uardian Contact 
/nĨormation 

Address 

�mail 

Whone 

Warentͬ'uardian /D Warent /D number (created to linŬ parents to studentsͿ 

x
x Browser 
version, OS 
version

x

x Typing test 
statistics

x

x
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Category of Data Elements Check if Used by 
Your System 

Warentͬ'uardian Name &irst andͬor Last 

Schedule Student scheduled courses 

Teacher names 

Special /ndicator �nglish language learner inĨormation 

Loǁ income status 

Medical alertsͬ health data 

Student disabilitǇ inĨormation 

Specialiǌed education services (/�W or 504Ϳ 

Living situations (homelessͬĨoster careͿ 
Kther indicator inĨormation-Wlease speciĨǇ͗ 

Student Contact 
/nĨormation 

Address 

�mail 

Whone 

Student /dentiĨiers Local (School districtͿ /D number 

State /D number 

WroviderͬApp assigned student /D number 

Student app username 

Student app passǁords 

Student Name &irst andͬor Last 

Student /n App 
WerĨormance 

Wrogramͬapplication perĨormance (tǇping program-student tǇpes 60 
ǁpm, reading program-student reads beloǁ grade levelͿ 

Student Wrogram 
Membership 

Academic or eǆtracurricular activities a student maǇ belong to or 
participate in 

Student SurveǇ Zesponses Student responses to surveǇs or Ƌuestionnaires 

Student ǁorŬ Student generated content͖ ǁriting, pictures, etc. 
Kther student ǁorŬ data -Wlease speciĨǇ͗ 

Transcript Student course grades 

Student course data 

Student course gradesͬ perĨormance scores 
Kther transcript data - Wlease speciĨǇ͗ 

Transportation Student bus assignment 

x

x

x

x

x

x

x

x
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Category of Data Elements Check if Used by 
Your System 

Student pick up and/or drop off location 

Student bus card ID number 
Other transportation data – Please specify: 

Other Please list each additional data element used, stored, or collected by 
your application: 

None No Student Data collected at this time. Provider will immediately 
notify LEA if this designation is no longer applicable. 
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EXHIBIT “C” 
DEFINITIONS 

De-Identified Data and De-Identification͗ Zecords and inĨormation are considered to be de-identiĨied ǁhen all 
personallǇ identiĨiable inĨormation has been removed or obscured, such that the remaining inĨormation does not 
reasonablǇ identiĨǇ a speciĨic individual, including, but not limited to, anǇ inĨormation that, alone or in 
combination is linŬable to a speciĨic student and provided that the educational agencǇ, or other partǇ, has made 
a reasonable determination that a student͛s identitǇ is not personallǇ identiĨiable, taŬing into account reasonable 
available inĨormation.

Educational Records͗ �ducational Zecords are records, Ĩiles, documents, and other materials directlǇ related to a 
student and maintained bǇ the school or local education agencǇ, or bǇ a person acting Ĩor such school or local 
education agencǇ, including but not limited to, records encompassing all the material Ŭept in the student͛s 
cumulative Ĩolder, such as general identiĨǇing data, records oĨ attendance and oĨ academic ǁorŬ completed, 
records oĨ achievement, and results oĨ evaluative tests, health data, disciplinarǇ status, test protocols and 
individualiǌed education programs.  

Metadata͗ means inĨormation that provides meaning and conteǆt to other data being collected͖ including, but not 
limited to͗ date and time records and purpose oĨ creation Metadata that have been stripped oĨ all direct and 
indirect identiĨiers are not considered WersonallǇ /dentiĨiable /nĨormation. 

Operator͗ means the operator oĨ an internet ǁebsite, online service, online application, or mobile application ǁith 
actual Ŭnoǁledge that the site, service, or application is used Ĩor <ʹ1Ϯ school purposes. AnǇ entitǇ that operates 
an internet ǁebsite, online service, online application, or mobile application that has entered into a signed, ǁritten 
agreement ǁith an L�A to provide a service to that L�A shall be considered an ͞operator͟ Ĩor the purposes oĨ this 
section.  

Originating L�A͗ An L�A ǁho originallǇ eǆecutes the DWA in its entiretǇ ǁith the Wrovider. 

Provider͗ &or purposes oĨ the DWA, the term ͞ Wrovider͟ means provider oĨ digital educational soĨtǁare or services, 
including cloud-based services, Ĩor the digital storage, management, and retrieval oĨ Student Data. tithin the DWA 
the term ͞Wrovider͟ includes the term ͞Third WartǇ͟ and the term ͞Kperator͟ as used in applicable state statutes. 

Student Generated Content͗ The term ͞student-generated content͟ means materials or content created bǇ a 
student in the services including, but not limited to, essaǇs, research reports, portĨolios, creative ǁriting, music or 
other audio Ĩiles, photographs, videos, and account inĨormation that enables ongoing oǁnership oĨ student 
content.  

School Official͗ &or the purposes oĨ this DWA and pursuant to 34 C&Z Α ϵϵ.31(bͿ, a School KĨĨicial is a contractor 
that͗ (1Ϳ WerĨorms an institutional service or Ĩunction Ĩor ǁhich the agencǇ or institution ǁould otherǁise use 
emploǇees͖ (ϮͿ /s under the direct control oĨ the agencǇ or institution ǁith respect to the use and maintenance oĨ 
Student Data including �ducation Zecords͖ and (3Ϳ /s subũect to 34 C&Z Α ϵϵ.33(aͿ governing the use and re-
disclosure oĨ personallǇ identiĨiable inĨormation Ĩrom �ducation Zecords.  

Service Agreement͗ ZeĨers to the Contract, Wurchase Krder or Terms oĨ Service or Terms oĨ Use. 

Student Data͗ Student Data includes anǇ data, ǁhether gathered bǇ Wrovider or provided bǇ L�A or its users, 
students, or students͛ parentsͬguardians, that is descriptive oĨ the student including, but not limited to, 
inĨormation in the student͛s educational record or email, Ĩirst and last name, birthdate, home or other phǇsical 
address, telephone number, email address, or other inĨormation alloǁing phǇsical or online contact, discipline 
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records, videos, test results, special education data, ũuvenile dependencǇ records, grades, evaluations, criminal 
records, medical records, health records, social securitǇ numbers, biometric inĨormation, disabilities, 
socioeconomic inĨormation, individual purchasing behavior or preĨerences, Ĩood purchases, political aĨĨiliations, 
religious inĨormation, teǆt messages, documents, student identiĨiers, search activitǇ, photos, voice recordings, 
geolocation inĨormation, parents͛ names, or anǇ other inĨormation or identiĨication number that ǁould provide 
inĨormation about a speciĨic student. Student Data includes Meta Data. Student Data Ĩurther includes ͞personallǇ 
identiĨiable inĨormation (W//Ϳ,͟ as deĨined in 34 C.&.Z. Α ϵϵ.3 and as deĨined under anǇ applicable state laǁ. Student 
Data shall constitute �ducation Zecords Ĩor the purposes oĨ this DWA, and Ĩor the purposes oĨ Ĩederal, state, and 
local laǁs and regulations. Student Data as speciĨied in Exhibit “B” is conĨirmed to be collected or processed bǇ 
the Wrovider pursuant to the Services. Student Data shall not constitute that inĨormation that has been 
anonǇmiǌed or de-identiĨied, or anonǇmous usage data regarding a student͛s use oĨ Wrovider͛s services.  

Subprocessor: &or the purposes oĨ this DWA, the term ͞Subprocessor͟ (sometimes reĨerred to as the 
͞Subcontractor͟Ϳ means a partǇ other than L�A or Wrovider, ǁho Wrovider uses Ĩor data collection, analǇtics, 
storage, or other service to operate andͬor improve its service, and ǁho has access to Student Data.  

Subscribing LEA͗ An L�A that ǁas not partǇ to the original Service Agreement and ǁho accepts the Wrovider͛s 
'eneral KĨĨer oĨ WrivacǇ Terms.

Targeted Advertising: means presenting an advertisement to a student ǁhere the selection oĨ the advertisement 
is based on Student Data or inĨerred over time Ĩrom the usage oĨ the operatorΖs /nternet ǁeb site, online service 
or mobile application bǇ such student or the retention oĨ such studentΖs online activities or reƋuests over time Ĩor 
the purpose oĨ targeting subseƋuent advertisements. ΗTargeted advertisingΗ does not include anǇ advertising to 
a student on an /nternet ǁeb site based on the content oĨ the ǁeb page or in response to a studentΖs response or 
reƋuest Ĩor inĨormation or ĨeedbacŬ.

Third Party͗ The term ͞Third WartǇ͟ means a provider oĨ digital educational soĨtǁare or services, including cloud-
based services, Ĩor the digital storage, management, and retrieval oĨ �ducation Zecords andͬor Student Data, as 
that term is used in some state statutes. Hoǁever, Ĩor the purpose oĨ this DWA, the term ͞Third WartǇ͟ ǁhen used 
to indicate the provider oĨ digital educational soĨtǁare or services is replaced bǇ the term ͞Wrovider.͟
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EXHIBIT “D” 
DIRECTIVE FOR DISPOSITION OF DATA 

Insert Name of District or LEA Wrovider to dispose oĨ data obtained bǇ Wrovider pursuant to the terms oĨ the 
Service Agreement betǁeen L�A and Wrovider. The terms oĨ the Disposition are set Ĩorth beloǁ͗ 

1. �ǆtent oĨ Disposition
ͺͺͺͺͺ Disposition is partial. The categories oĨ data to be disposed oĨ are set Ĩorth beloǁ or are Ĩound in 
an attachment to this Directive͗ 

Insert categories of data here 
ͺͺͺͺͺ Disposition is Complete. Disposition eǆtends to all categories oĨ data. 

Ϯ. Nature oĨ Disposition
ͺͺͺͺͺ Disposition shall be bǇ destruction or deletion oĨ data. 
ͺͺͺͺͺ Disposition shall be bǇ a transĨer oĨ data. The data shall be transĨerred to the Ĩolloǁing site as 
Ĩolloǁs͗ 

Insert or attach special instructions 

3. Schedule oĨ Disposition
Data shall be disposed oĨ bǇ the Ĩolloǁing date͗

ͺͺͺͺͺ As soon as commerciallǇ practicable. 
ͺͺͺͺͺ BǇ Insert Date 

4. Signature

ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
Authoriǌed Zepresentative oĨ L�A Date 

5. seriĨication oĨ Disposition oĨ Data

ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ ͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
Authoriǌed Zepresentative oĨ CompanǇ  Date 
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EXHIBIT “F” 
DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

The �ducation SecuritǇ and WrivacǇ �ǆchange (͞�dspeǆ͟Ϳ ǁorŬs in partnership ǁith the Student Data WrivacǇ 
Consortium and industrǇ leaders to maintain a list oĨ Ŭnoǁn and credible cǇbersecuritǇ ĨrameǁorŬs ǁhich can 
protect digital learning ecosǇstems chosen based on a set oĨ guiding cǇbersecuritǇ principlesΎ (͞CǇbersecuritǇ 
&rameǁorŬs͟Ϳ that maǇ be utiliǌed bǇ Wrovider .  

CǇbersecuritǇ &rameǁorŬs 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

National /nstitute oĨ Standards and 
TechnologǇ 

N/ST CǇbersecuritǇ &rameǁorŬ sersion 1.1 

National /nstitute oĨ Standards and 
TechnologǇ 

N/ST SW 800-53, CǇbersecuritǇ &rameǁorŬ Ĩor 
/mproving Critical /nĨrastructure CǇbersecuritǇ 
(CS&Ϳ, Special Wublication 800-171 

/nternational Standards Krganiǌation /nĨormation technologǇ Ͷ SecuritǇ techniƋues 
Ͷ /nĨormation securitǇ management sǇstems 
(/SK Ϯ7000 seriesͿ 

Secure Controls &rameǁorŬ Council, LLC SecuritǇ Controls &rameǁorŬ (SC&Ϳ 

Center Ĩor /nternet SecuritǇ C/S Critical SecuritǇ Controls (CSC, C/S Top Ϯ0Ϳ 

KĨĨice oĨ the Under SecretarǇ oĨ DeĨense Ĩor 
AcƋuisition and Sustainment (KUSD(AΘSͿͿ 

CǇbersecuritǇ MaturitǇ Model CertiĨication 
(CMMC, Ε&AZͬD&AZͿ 

Please visit http://www.edspex.org for further details about the noted frameworks. 
ΎCǇbersecuritǇ Wrinciples used to choose the CǇbersecuritǇ &rameǁorŬs are located here

x
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EXHIBIT “G” 
Massachusetts

WHEREAS, the documents and data transĨerred Ĩrom L�As and created bǇ the Wrovider͛s Services are also subũect 
to several state laǁs in Massachusetts.  SpeciĨicallǇ, those laǁs are 603 C.M.Z. Ϯ3.00, Massachusetts 'eneral Laǁ, 
Chapter 71, Sections 34D to 34H and 603 CMZ Ϯ8.00͖ and  

WHEREAS, the Warties ǁish to enter into these supplemental terms to the DWA to ensure that the Services 
provided conĨorm to the reƋuirements oĨ the privacǇ laǁs reĨerred to above and to establish implementing 
procedures and duties͖ 

WHEREAS, the Warties ǁish these terms to be herebǇ incorporated bǇ reĨerence into the DWA in their entiretǇ Ĩor 
Massachusetts͖

NOW THEREFORE, Ĩor good and valuable consideration, the parties agree as Ĩolloǁs͗

1. /n Article /s, Section Ϯ, replace ͞otherǁise authoriǌed,͟ ǁith ͞otherǁise reƋuired͟ and delete ͞or stated in
the Service Agreement.͟

Ϯ. All emploǇees oĨ the Wrovider ǁho ǁill have direct contact ǁith students shall pass criminal bacŬground
checŬs.

3. /n Article s, Section 1 Data Storage͗ Massachusetts does not reƋuire data to be stored ǁithin the United
States.
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EXHIBIT “G” 
Maine

WHEREAS, the documents and data transĨerred Ĩrom L�As and created bǇ the Wrovider͛s Services are also subũect to several 
state laǁs in Maine.  SpeciĨicallǇ, those laǁs are Ϯ0-A M.Z.S. Α6001-6005.͖ Ϯ0-A M.Z.S. Αϵ51 et. seƋ., Maine UniĨied Special 
�ducation Zegulations, Maine Dep͛t oĨ �du. Zule Ch. 101͖ and  

WHEREAS, the Warties ǁish to enter into these supplemental terms to the DWA to ensure that the Services provided 
conĨorm to the reƋuirements oĨ the privacǇ laǁs reĨerred to above and to establish implementing procedures and duties͖ 

WHEREAS, the Warties ǁish these terms to be herebǇ incorporated bǇ reĨerence into the DWA in their entiretǇ Ĩor Maine͖ 

NOW THEREFORE, Ĩor good and valuable consideration, the parties agree as Ĩolloǁs͗ 

1. /n Article /s, Section Ϯ, replace ͞otherǁise authoriǌed,͟ ǁith ͞otherǁise reƋuired͟ and delete ͞or stated in the Service
Agreement.͟

Ϯ. All emploǇees oĨ the Wrovider ǁho ǁill have direct contact ǁith students shall pass criminal bacŬground checŬs.

3. /n Article s, Section 1 Data Storage͗ Maine does not reƋuire data to be stored ǁithin the United States.

4. The Wrovider maǇ not publish on the /nternet or provide Ĩor publication on the /nternet anǇ Student Data.

5. /Ĩ the Wrovider collects student social securitǇ numbers, the Wrovider shall notiĨǇ the L�A oĨ the purpose the social
securitǇ number ǁill be used and provide an opportunitǇ not to provide a social securitǇ number iĨ the parent andͬor
student elects.

6. The parties agree that the deĨinition oĨ Student Data in �ǆhibit ͞C͟ includes the name oĨ the student͛s ĨamilǇ members,
the student͛s place oĨ birth, the student͛s mother͛s maiden name, results oĨ assessments administered bǇ the State, L�A or
teacher, including participating inĨormation, course transcript inĨormation, including, but not limited to, courses taŬen and
completed, course grades and grade point average, credits earned and degree, diploma, credential attainment or other
school eǆit inĨormation, attendance and mobilitǇ inĨormation betǁeen and ǁithin L�As ǁithin Maine, studentΖs gender,
race and ethnicitǇ, educational program participation inĨormation reƋuired bǇ state or Ĩederal laǁ and email.

7. The parties agree that the deĨinition oĨ Student Data in �ǆhibit ͞C͟ includes inĨormation that͗

a. /s created bǇ a student or the studentΖs parent or provided to an emploǇee or agent oĨ the L�A or a Wrovider in
the course oĨ the studentΖs or parentΖs use oĨ the Wrovider͛s ǁebsite, service or application Ĩor Ŭindergarten to
grade 1Ϯ school purposes͖

b. /s created or provided bǇ an emploǇee or agent oĨ the L�A, including inĨormation provided to the Wrovider in
the course oĨ the emploǇeeΖs or agentΖs use oĨ the Wrovider͛s ǁebsite, service or application Ĩor Ŭindergarten to
grade 1Ϯ school purposes͖ or

c. /s gathered bǇ the Wrovider through the operation oĨ the Wrovider͛s ǁebsite, service or application Ĩor
Ŭindergarten to grade 1Ϯ school purposes.



EXHIBIT “G” 
Missouri 

WHEREAS, the documents and data transĨerred Ĩrom L�As and created bǇ the Wrovider͛s 
Services are also subũect to several state laǁs in Missouri. SpeciĨicallǇ, those laǁs are Sections 
16Ϯ.1475 and 407.1500 ZSMo͖ and 

WHEREAS, the Warties ǁish to enter into these supplemental terms to the DWA to ensure that 
the Services provided conĨorm to the reƋuirements oĨ the privacǇ laǁs reĨerred to above and to 
establish implementing procedures and duties͖  

WHEREAS, the Warties ǁish these terms to be herebǇ incorporated bǇ reĨerence into the DWA in 
their entiretǇ Ĩor Missouri͖ 

NOW THEREFORE, Ĩor good and valuable consideration, the parties agree as Ĩolloǁs͗ 

1. /n Article /s, Section Ϯ, replace ͞otherǁise authoriǌed,͟ ǁith ͞otherǁise reƋuired͟ and
delete ͞or stated in the Service Agreement.͟

Ϯ. All emploǇees oĨ the Wrovider ǁho ǁill have direct contact ǁith students shall pass criminal
bacŬground checŬs.

3. /n Article s, Section 1 Data Storage͗ Missouri does not reƋuire data to be stored ǁithin the
United States.

4. Zeplace Article s, Section 4(1Ϳ ǁith the Ĩolloǁing͗
a. /n the event oĨ a breach oĨ data maintained in an electronic Ĩorm that includes

personal inĨormation oĨ a student or a student͛s ĨamilǇ member, Wrovider shall
notiĨǇ L�A ǁithin seventǇ-tǁo (7ϮͿ hours.  The notice shall include͗

i. Details oĨ the incident, including ǁhen it occurred and ǁhen it ǁas
discovered͖

ii. The tǇpe oĨ personal inĨormation that ǁas obtained as a result oĨ the breach͖
and

iii. The contact person Ĩor Wrovider ǁho has more inĨormation about the
incident.

b. ͞Breach͟ shall mean the unauthoriǌed access to or unauthoriǌed acƋuisition oĨ
personal inĨormation that compromises the securitǇ, conĨidentialitǇ, or integritǇ oĨ
the personal inĨormation.  'ood Ĩaith acƋuisition oĨ personal inĨormation bǇ a
person emploǇed bǇ or contracted ǁith, or an agent oĨ, Wrovider is not a breach
provided that the personal inĨormation is not used in violation oĨ applicable &ederal
or Missouri laǁ, or in a manner that harms or poses an actual threat to the securitǇ,
conĨidentialitǇ, or integritǇ oĨ the personal inĨormation.

c. ͞Personal information͟ is the Ĩirst name or initial and last name oĨ a student or a
ĨamilǇ member oĨ a student in combination ǁith anǇ one or more oĨ the Ĩolloǁing
data items that relate to the student or a ĨamilǇ member oĨ the student iĨ anǇ oĨ the
data elements are not encrǇpted, redacted, or otherǁise altered bǇ anǇ method or
technologǇ such that the name or data elements are unreadable or unusable͗

i. Social SecuritǇ Number͖
ii. Driver͛s license number or other uniƋue identiĨication number created or

collected bǇ a government bodǇ͖

Ϯ1



iii. &inancial account inĨormation, credit card number, or debit card number in
combination ǁith anǇ reƋuired securitǇ code, access code, or passǁord that
ǁould permit access to an individual͛s Ĩinancial account͖

iv. UniƋue electronic identiĨier or routing code in combination ǁith anǇ reƋuired
securitǇ code, access code, or passǁord that ǁould permit access to an
individual͛s Ĩinancial account͖

v. Medical inĨormation͖ or
vi. Health insurance inĨormation.

ϮϮ
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EXHIBIT “G”
Rhode Island

WHEREAS, the documents and data transĨerred Ĩrom L�As and created bǇ the Wrovider͛s Services are also subũect 
to several state laǁs in Zhode /sland.  SpeciĨicallǇ, those laǁs are Z./.'.L. 16-71-1, et. seƋ., Z./.'.L. 16-104-1, and 
Z./.'.L., 11-4ϵ.3 et. seƋ.͖ and

WHEREAS, the Warties ǁish to enter into these supplemental terms to the DWA to ensure that the Services 
provided conĨorm to the reƋuirements oĨ the privacǇ laǁs reĨerred to above and to establish implementing 
procedures and duties͖ 

WHEREAS, the Warties ǁish these terms to be herebǇ incorporated bǇ reĨerence into the DWA in their entiretǇ Ĩor 
Zhode /sland͖

NOW THEREFORE, Ĩor good and valuable consideration, the parties agree as Ĩolloǁs͗

1. /n Article /s, Section Ϯ, replace ͞otherǁise authoriǌed,͟ ǁith ͞otherǁise reƋuired͟ and delete ͞or stated
in the Service Agreement.͟

Ϯ. All emploǇees oĨ the Wrovider ǁho ǁill have direct contact ǁith students shall pass criminal bacŬground
checŬs.

3. /n Article s, Section 1 Data Storage͗ Zhode /sland does not reƋuire data to be stored ǁithin the United
States.

4. The Wrovider agrees that this DWA serves as its ǁritten certiĨication oĨ its compliance ǁith Z./.'.L. 16-
104-1.

5. The Wrovider agrees to implement and maintain a risŬ-based inĨormation securitǇ program that contains
reasonable securitǇ procedures.

6. /n the case oĨ a data breach, as a part oĨ the securitǇ breach notiĨication outlined in Article s, Section
4(1Ϳ, the Wrovider agrees to provide the Ĩolloǁing additional inĨormation͗

i. /nĨormation about ǁhat the Wrovider has done to protect individuals ǁhose inĨormation
has been breached, including toll Ĩree numbers and ǁebsites to contact͗

1. The credit reporting agencies
Ϯ. Zemediation service providers
3. The attorneǇ general

ii. Advice on steps that the person ǁhose inĨormation has been breached maǇ taŬe to
protect himselĨ or herselĨ.

iii. A clear and concise description oĨ the aĨĨected parent, legal guardian, staĨĨ member, or
eligible student͛s abilitǇ to Ĩile or obtain a police report͖ hoǁ an aĨĨected parent, legal
guardian, staĨĨ member, or eligible student͛s reƋuests a securitǇ Ĩreeǌe and the
necessarǇ inĨormation to be provided ǁhen reƋuesting the securitǇ Ĩreeǌe͖ and that Ĩees
maǇ be reƋuired to be paid to the consumer reporting agencies.
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EXHIBIT “G” 
Vermont 

WHEREAS, the documents and data transĨerred Ĩrom L�As and created bǇ the Wrovider͛s Services are also subũect 
to several state laǁs in sermont.  SpeciĨicallǇ, those laǁs are ϵ sSA Ϯ443 to Ϯ443Ĩ͖ 16 sSA 13Ϯ1 to 13Ϯ4͖ and

WHEREAS, the Warties ǁish to enter into these supplemental terms to the DWA to ensure that the Services 
provided conĨorm to the reƋuirements oĨ the privacǇ laǁs reĨerred to above and to establish implementing 
procedures and duties͖  

WHEREAS, the Warties ǁish these terms to be herebǇ incorporated bǇ reĨerence into the DWA in their entiretǇ Ĩor 
sermont͖ 

NOW THEREFORE, Ĩor good and valuable consideration, the parties agree as Ĩolloǁs͗ 

1. /n Article /s, Section Ϯ, replace ͞otherǁise authoriǌed,͟ ǁith ͞otherǁise reƋuired͟ and delete ͞or stated in
the Service Agreement.͟

Ϯ. All emploǇees oĨ the Wrovider ǁho ǁill have direct contact ǁith students shall pass criminal bacŬground
checŬs.

3. /n Article s, Section 1 Data Storage͗ sermont does not reƋuire data to be stored ǁithin the United States.
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EXHIBIT “G” 
New Hampshire 

WHEREAS, the documents and data transĨerred Ĩrom L�As and created bǇ the Wrovider͛s Services are also subũect 
to several state laǁs in Neǁ Hampshire.  SpeciĨicallǇ, those laǁs are ZSA 18ϵ͗1-e and 18ϵ͗65-68-a͖ ZSA 186͖ NH 
Admin. Code �d. 300 and NH Admin. Code �d. 1100͖ and  

WHEREAS, the Warties ǁish to enter into these supplemental terms to the DWA to ensure that the Services 
provided conĨorm to the reƋuirements oĨ the privacǇ laǁs reĨerred to above and to establish implementing 
procedures and duties͖ 

WHEREAS, the Warties ǁish these terms to be herebǇ incorporated bǇ reĨerence into the DWA in their entiretǇ Ĩor 
Neǁ Hampshire͖

NOW THEREFORE, Ĩor good and valuable consideration, the parties agree as Ĩolloǁs͗

1. All reĨerences in the DWA to ͞Student Data͟ shall be amended to state ͞Student Data and Teacher Data.͟
“Teacher Data͟ is deĨined as at least the Ĩolloǁing͗

Social securitǇ number.  
Date oĨ birth.  
Wersonal street address.  
Wersonal email address.  
Wersonal telephone number 
WerĨormance evaluations.  

Kther inĨormation that, alone or in combination, is linŬed or linŬable to a speciĨic teacher, paraproĨessional, 
principal, or administrator that ǁould alloǁ a reasonable person in the school communitǇ, ǁho does not have 
personal Ŭnoǁledge oĨ the relevant circumstances, to identiĨǇ anǇ ǁith reasonable certaintǇ.  

/nĨormation reƋuested bǇ a person ǁho the department reasonablǇ believes or Ŭnoǁs the identitǇ oĨ the 
teacher, paraproĨessional, principal, or administrator to ǁhom the education record relates.  

͞Teacher͟ means teachers, paraproĨessionals, principals, school emploǇees, contractors, and other 
administrators. 

2. /n order to perĨorm the Services described in the DWA, the L�A shall provide the categories oĨ Teacher Data
described in the Schedule oĨ Data, attached hereto as Exhibit “I”.

3. /n Article /s, Section Ϯ, replace ͞otherǁise authoriǌed,͟ ǁith ͞otherǁise reƋuired͟ and delete ͞or stated in
the Service Agreement.͟

4. /n Article /s, Section 7 amend each reĨerence to ͞students,͟ to state͗ ͞students, teachers,͙͟

5. All emploǇees oĨ the Wrovider ǁho ǁill have direct contact ǁith students shall pass criminal bacŬground
checŬs.

6. Wrovider is prohibited Ĩrom leasing, renting, or trading Student Data or Teacher Data to (aͿ marŬet or
advertise to students, teachers, or Ĩamiliesͬguardians͖ (bͿ inĨorm, inĨluence, or enable marŬeting,
advertising or other commercial eĨĨorts bǇ a Wrovider͖ (cͿ develop a proĨile oĨ a student, teacher, ĨamilǇ
memberͬguardian or group, Ĩor anǇ commercial purpose other than providing the Service to L�A͖ or (dͿ use
the Student Data and Teacher Data Ĩor the development oĨ commercial products or services, other than as
necessarǇ to provide the Service to the L�A.  This section does not prohibit Wrovider Ĩrom using Student
Data and Teacher Data Ĩor adaptive learning or customiǌed student learning purposes.
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7. The Wrovider agrees to the Ĩolloǁing privacǇ and securitǇ standards.  SpeciĨicallǇ, the Wrovider agrees to͗

(1Ϳ Limit sǇstem access to the tǇpes oĨ transactions and Ĩunctions that authoriǌed users, such as
students, parents, and L�A are permitted to eǆecute͖

(ϮͿ Limit unsuccessĨul logon attempts͖

(3Ϳ �mploǇ crǇptographic mechanisms to protect the conĨidentialitǇ oĨ remote access sessions͖

(4Ϳ Authoriǌe ǁireless access prior to alloǁing such connections͖

(5Ϳ Create and retain sǇstem audit logs and records to the eǆtent needed to enable the
monitoring, analǇsis, investigation, and reporting oĨ unlaǁĨul or unauthoriǌed sǇstem
activitǇ͖

(6Ϳ �nsure that the actions oĨ individual sǇstem users can be uniƋuelǇ traced to those users so
theǇ can be held accountable Ĩor their actions͖

(7Ϳ �stablish and maintain baseline conĨigurations and inventories oĨ organiǌational sǇstems
(including hardǁare, soĨtǁare, Ĩirmǁare, and documentationͿ throughout the respective
sǇstem development liĨe cǇcles͖

(8Ϳ Zestrict, disable, or prevent the use oĨ nonessential programs, Ĩunctions, ports, protocols,
and services͖

(ϵͿ �nĨorce a minimum passǁord compleǆitǇ and change oĨ characters ǁhen neǁ passǁords
are created͖

(10Ϳ WerĨorm maintenance on organiǌational sǇstems͖

(11Ϳ Wrovide controls on the tools, techniƋues, mechanisms, and personnel used to conduct
sǇstem maintenance͖

(1ϮͿ �nsure eƋuipment removed Ĩor oĨĨ-site maintenance is sanitiǌed oĨ anǇ Student Data or
Teacher Data in accordance ǁith N/ST SW 800-88 Zevision 1͖

(13Ϳ Wrotect (i.e., phǇsicallǇ control and securelǇ storeͿ sǇstem media containing Student Data or
Teacher Data, both paper and digital͖

(14Ϳ Sanitiǌe or destroǇ sǇstem media containing Student Data or Teacher Data in accordance
ǁith N/ST SW 800-88 Zevision 1 beĨore disposal or release Ĩor reuse͖

(15Ϳ Control access to media containing Student Data or Teacher Data and maintain
accountabilitǇ Ĩor media during transport outside oĨ controlled areas͖

(16Ϳ WeriodicallǇ assess the securitǇ controls in organiǌational sǇstems to determine iĨ the
controls are eĨĨective in their application and develop and implement plans oĨ action
designed to correct deĨiciencies and reduce or eliminate vulnerabilities in organiǌational
sǇstems͖
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(17Ϳ Monitor, control, and protect communications (i.e., inĨormation transmitted or received bǇ
organiǌational sǇstemsͿ at the eǆternal boundaries and ŬeǇ internal boundaries oĨ
organiǌational sǇstems͖

(18Ϳ DenǇ netǁorŬ communications traĨĨic bǇ deĨault and alloǁ netǁorŬ communications traĨĨic
bǇ eǆception (i.e., denǇ all, permit bǇ eǆceptionͿ͖

(1ϵͿ Wrotect the conĨidentialitǇ oĨ Student Data and Teacher Data at rest͖

(Ϯ0Ϳ /dentiĨǇ, report, and correct sǇstem Ĩlaǁs in a timelǇ manner͖

(Ϯ1Ϳ Wrovide protection Ĩrom malicious code (i.e. Antivirus and AntimalǁareͿ at designated
locations ǁithin organiǌational sǇstems͖

(ϮϮͿ Monitor sǇstem securitǇ alerts and advisories and taŬe action in response͖ and

(Ϯ3Ϳ Update malicious code protection mechanisms ǁhen neǁ releases are available.

AlternativelǇ, the Wrovider agrees to complǇ ǁith one oĨ the Ĩolloǁing standards͗  (1Ϳ N/ST SW 800-171 rev Ϯ, 
Basic and Derived ZeƋuirements͖ (ϮͿ N/ST SW 800-53 rev 4 or neǁer, Loǁ /mpact Baseline or higher͖ (3Ϳ &edZAMW 
(&ederal ZisŬ and Authoriǌation Management WrogramͿ͖ (4Ϳ /SKͬ/�C Ϯ7001͗Ϯ013͖ (5Ϳ Center Ĩor /nternet SecuritǇ 
(C/SͿ Controls, v. 7.1, /mplementation 'roup 1 or higher͖ (6Ϳ A/CWA SǇstem and Krganiǌation Controls (SKCͿ Ϯ, 
TǇpe Ϯ͖ and (7Ϳ WaǇment Card /ndustrǇ Data SecuritǇ Standard (WC/ DSSͿ, v3.Ϯ.1.  The Wrovider ǁill provide to the 
L�A on an annual basis and upon ǁritten reƋuest demonstration oĨ successĨul certiĨication oĨ these alternative 
standards in the Ĩorm oĨ a national or international CertiĨication document͖ an Authoriǌation to Kperate (ATKͿ 
issued bǇ a state or Ĩederal agencǇ, or bǇ a recogniǌed securitǇ standards bodǇ͖ or a WreliminarǇ Authoriǌation to 
Kperate (WATKͿ issued bǇ the &edZAMW :oint Authoriǌation Board (:ABͿ.   

8. /n the case oĨ a data breach, as a part oĨ the securitǇ breach notiĨication outlined in Article s, Section 4(1Ϳ,
the Wrovider agrees to provide the Ĩolloǁing additional inĨormation͗

i. The estimated number oĨ students and teachers aĨĨected bǇ the breach, iĨ anǇ.

ϵ. The parties agree to add the Ĩolloǁing categories into the deĨinition oĨ Student Data͗ the name oĨ the
studentΖs parents or other ĨamilǇ members, place oĨ birth, social media address, uniƋue pupil identiĨier, and
credit card account number, insurance account number, and Ĩinancial services account number.

10. /n Article s, Section 1 Data Storage͗ Neǁ Hampshire does not reƋuire data to be stored ǁithin the United
States.



EXHIBIT “I” – TEACHER DATA 

Category of Data Elements 
Check if used 

by your 
system 

Application 
TechnologǇ Meta 

Data 

/W Addresses oĨ users, Use oĨ cooŬies etc. 

Kther application technologǇ meta data-Wlease speciĨǇ͗ 

Application Use 
Statistics 

Meta data on user interaction ǁith application 

Communications Knline communications that are captured (emails, blog entriesͿ 

Demographics 

Date oĨ Birth 
Wlace oĨ Birth 
Social SecuritǇ Number 
�thnicitǇ or race 
Kther demographic inĨormation-Wlease speciĨǇ͗ 

Wersonal Contact 
/nĨormation 

Wersonal Address 
Wersonal �mail 
Wersonal Whone 

WerĨormance 
evaluations 

WerĨormance �valuation /nĨormation 

Schedule 
Teacher scheduled courses 
Teacher calendar 

Special 
/nĨormation 

Medical alerts 
Teacher disabilitǇ inĨormation 
Kther indicator inĨormation-Wlease speciĨǇ͗ 

Teacher 
/dentiĨiers 

Local (School districtͿ /D number 
State /D number 
sendorͬApp assigned student /D number 
Teacher app username 
Teacher app passǁords 

Teacher /n App 
WerĨormance 

Wrogramͬapplication perĨormance 

Teacher SurveǇ 
Zesponses Teacher responses to surveǇs or Ƌuestionnaires 

Teacher ǁorŬ 
Teacher generated content͖ ǁriting, pictures etc. 
Kther teacher ǁorŬ data -Wlease speciĨǇ͗ 

�ducation 
Course grades Ĩrom schooling 
Kther transcript data -Wlease speciĨǇ͗ 

Kther Wlease list each additional data element used, stored  or collected bǇ Ǉour application 

Ϯ8

x

x Browser version, OS version

x

x

x
x

x
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Exhibit “G” 
New York 

WHEREAS, the documents and data transĨerred Ĩrom L�As and created bǇ the Wrovider͛s Services are also subũect 
to several state laǁs in Neǁ zorŬ.  SpeciĨicallǇ, those laǁs are Neǁ zorŬ �ducation Laǁ Α Ϯ-d͖ and the Zegulations 
oĨ the Commissioner oĨ �ducation at 8 NzCZZ Wart 1Ϯ1͖ and  
WHEREAS, the Warties ǁish to enter into these additional terms to the DWA to ensure that the Services provided 
conĨorm to the reƋuirements oĨ the privacǇ laǁs reĨerred to above and to establish implementing procedures and 
duties͖  
WHEREAS, the Warties ǁish these terms to be herebǇ incorporated bǇ reĨerence into the DWA in their entiretǇ Ĩor 
Neǁ zorŬ͖ 
NOW THEREFORE, Ĩor good and valuable consideration, the parties agree as Ĩolloǁs͗ 

1. All emploǇees oĨ the Wrovider ǁho ǁill have direct contact ǁith students shall pass criminal bacŬground
checŬs.

Ϯ. Student Data ǁill be used bǇ Wrovider eǆclusivelǇ to provide the Services identiĨied in �ǆhibit A to the
DWA.

3. Wrovider agrees to maintain the conĨidentialitǇ and securitǇ oĨ Student Data in accordance ǁith L�A͛s
Data SecuritǇ and WrivacǇ WolicǇ.  The L�A͛s Data SecuritǇ WolicǇ is attached hereto as �ǆhibit :.  �ach
Subscribing L�A ǁill provide its Data SecuritǇ WolicǇ to the Wrovider upon eǆecution oĨ �ǆhibit ͞�͟.
Wrovider shall use industrǇ standard securitǇ measures including encrǇption protocols that complǇ ǁith
Neǁ zorŬ laǁ and regulations to preserve and protect Student Data and AWWZ Data. Wrovider must
�ncrǇpt Student Data and AWWZ Data at rest and in transit in accordance ǁith applicable Neǁ zorŬ laǁs
and regulations.

4. Wrovider represents that their Data WrivacǇ and SecuritǇ Wlan can be Ĩound at the UZL linŬ listed in
�ǆhibit < and is incorporated into this DWA.  Wrovider ǁarrants that its Data SecuritǇ and WrivacǇ Wlan, at
a minimum͗ (aͿimplements all applicable state, Ĩederal and local data privacǇ and securitǇ reƋuirements͖
(bͿ has operational technical saĨeguards and controls in place to protect W// that it ǁill receive under the
service agreement͖ (cͿ complies ǁith the L�A͛s parents bill oĨ rights Ĩor data privacǇ and securitǇ͖  (dͿ
reƋuires training oĨ all providers͛ emploǇees, assignees and subprocessors ǁho have Access to student
data or AWWZ data͖ (eͿ ensures subprocessors are reƋuired to protect W// received under this service
agreement͖ (ĨͿ speciĨies hoǁ data securitǇ and privacǇ incidents that implicate W// ǁill be managed and
ensuring prompt notiĨication to the L�A, and (gͿ addresses Student Data return, deletion and
destruction.

5. /n addition to the reƋuirements described in Waragraph 3 above, the WroviderΖs Data SecuritǇ and WrivacǇ
Wlan shall be deemed to incorporate the L�AΖs Warents Bill oĨ Zights Ĩor Data SecuritǇ and WrivacǇ, as
Ĩound at the UZL linŬ identiĨied in �ǆhibit :.  The Subscribing L�A ǁill provide its Warents Bill oĨ Zights Ĩor
Data SecuritǇ and WrivacǇ to the Wrovider upon eǆecution oĨ �ǆhibit ͞�͟.
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6. All reĨerences in the DWA to ͞Student Data͟ shall be amended to include and state, ͞Student Data and
AWWZ Data.͟

7. To amend Article //, Section 5 to add͗  Wrovider shall ensure that its subprocessors agree that theǇ do not
have anǇ propertǇ, licensing or oǁnership rights or claims to Student Data or AWWZ data and that theǇ
ǁill complǇ ǁith the L�A͛s   Data WrivacǇ and SecuritǇ WolicǇ. Wrovider shall eǆamine the data privacǇ and
securitǇ measures oĨ its Subprocessors. /Ĩ at anǇ point a Subprocessor Ĩails to materiallǇ complǇ ǁith the
reƋuirements oĨ this DWA, Wrovider shall͗ (iͿ notiĨǇ L�A, (iiͿ as applicable, remove such Subprocessor͛s
Access to Student Data and AWWZ Data͖ and (iiiͿ as applicable, retrieve all Student Data and AWWZ Data
received or stored bǇ such Subprocessor andͬor ensure that Student Data and AWWZ Data has been
securelǇ deleted or securelǇ destroǇed in accordance ǁith this DWA. /n the event there is an incident in
ǁhich Student Data and AWWZ Data held, possessed, or stored bǇ the Subprocessor is compromised, or
unlaǁĨullǇ Accessed or disclosed, Wrovider shall Ĩolloǁ the Data Breach reporting reƋuirements set Ĩorth
in the DWA.

8. /n Article /s, Section Ϯ, replace ͞otherǁise authoriǌed,͟ ǁith ͞otherǁise reƋuired͟ and delete ͞or stated
in the Service Agreement.͟

ϵ. To amend Article /s, Section 3 to add͗ Wrovider shall ensure that all its emploǇees and subprocessors
ǁho have Access to or ǁill receive Student Data and AWWZ Data ǁill be trained on the Ĩederal and state
laǁs governing conĨidentialitǇ oĨ such Student Data and AWWZ Data prior to receipt. Access to or
Disclosure oĨ Student Data and AWWZ Data shall onlǇ be provided to Wrovider͛s emploǇees and
subprocessors ǁho need to Ŭnoǁ the Student Data and AWWZ Data to provide the services and such
Access andͬor Disclosure oĨ Student Data and AWWZ Data shall be limited to the eǆtent necessarǇ to
provide such services.

10. To replace Article /s, Section 6 (Disposition oĨ DataͿ ǁith the Ĩolloǁing͗ Upon ǁritten reƋuest
Ĩrom the L�A, Wrovider shall dispose oĨ or provide a mechanism Ĩor the L�A to transĨer Student
Data obtained under the Service Agreement, ǁithin ninetǇ (ϵ0Ϳ daǇs oĨ the date oĨ said reƋuest
and according to a schedule and procedure as the Warties maǇ reasonablǇ agree. Wrovider is
prohibited Ĩrom retaining disclosed Student Data or continuing to Access Student Data beǇond
the term oĨ the Service Agreement unless such retention is eǆpresslǇ authoriǌed Ĩor a prescribed period
bǇ the Service Agreement, necessarǇ Ĩor purposes oĨ Ĩacilitating the transĨer oĨ disclosed Student Data
to the L�A, or eǆpresslǇ reƋuired bǇ laǁ. The conĨidentialitǇ and data securitǇ
obligations oĨ Wrovider under this DWA shall survive anǇ termination oĨ this contract to ǁhich this
DWA is attached but shall terminate upon Wrovider͛s certiĨǇing that it and it͛s subprocessors, as
applicable͗ (aͿ no longer have the abilitǇ to Access anǇ Student Data provided to Wrovider
pursuant to the Service Agreement andͬor (bͿ have destroǇed all Student Data and AWWZ Data provided
to Wrovider pursuant to this DWA.  The Wrovider agrees that the timelines Ĩor disposition
oĨ data ǁill be modiĨied bǇ anǇ Assurance oĨ Discontinuation, ǁhich ǁill control in the case oĨ a conĨlict.
Upon termination oĨ this DWA, iĨ no ǁritten reƋuest Ĩrom the L�A is received, Wrovider shall
dispose oĨ all student data aĨter providing the L�A ǁith ninetǇ (ϵ0Ϳ daǇs prior notice.



31

The dutǇ to dispose oĨ student data shall not eǆtend to Student Data that had been de-identiĨied 
or placed in a separate student account pursuant to section // 3.  The L�A maǇ emploǇ a 
͞DiƌĞĐtiǀĞ ĨŽƌ DiƐƉŽƐitiŽŶ ŽĨ DĂtĂ” Ĩorm, a copǇ oĨ ǁhich is attached hereto as Exhibit “D”͕ or, 
ǁith reasonable notice to the Wrovider, other Ĩorm oĨ its choosing.  No Ĩurther ǁritten reƋuest or 
notice is reƋuired on the part oĨ either partǇ prior to the disposition oĨ Student Data described in
“Exhibit D". 

11. To amend Article /s, Section 7 to add͗ ͚Notǁithstanding the Ĩoregoing, Wrovider is prohibited Ĩrom using
Student Data or AWWZ data Ĩor anǇ Commercial or MarŬeting Wurpose as deĨined herein.  And add aĨter
(iiiͿ account holder, ͞ǁhich term shall not include students.͟

1Ϯ. To replace Article s, Section 1 (Data StorageͿ to state͗ Student Data and AWWZ Data shall be stored
ǁithin the United States and Canada onlǇ. Upon reƋuest oĨ the L�A, Wrovider ǁill provide a list oĨ the
locations ǁhere Student Data is stored.

13. To replace Article s, Section Ϯ (AuditsͿ to state͗ No more than once a Ǉear or Ĩolloǁing an unauthoriǌed
Access, upon receipt oĨ a ǁritten reƋuest Ĩrom the L�A ǁith at least ten (10Ϳ business daǇs͛ notice and
upon the eǆecution oĨ an appropriate conĨidentialitǇ agreement, the Wrovider ǁill alloǁ the L�A to audit
the securitǇ and privacǇ measures that are in place to ensure protection oĨ Student Data or anǇ portion
thereoĨ as it pertains to the deliverǇ oĨ services to the L�A. The Wrovider ǁill cooperate reasonablǇ ǁith
the L�A and anǇ local, state, or Ĩederal agencǇ ǁith oversight authoritǇ or ũurisdiction in connection ǁith
anǇ audit or investigation oĨ the Wrovider andͬor deliverǇ oĨ Services to students andͬor L�A, and shall
provide reasonable Access to the Wrovider͛s Ĩacilities, staĨĨ, agents and L�A͛s Student Data and all
records pertaining to the Wrovider, L�A and deliverǇ oĨ Services to the L�A.

Upon reƋuest bǇ the Neǁ zorŬ State �ducation Department͛s ChieĨ WrivacǇ KĨĨicer (NzS�D CWKͿ, 
Wrovider shall provide the NzS�D CWK ǁith copies oĨ its policies and related procedures that pertain to 
the protection oĨ inĨormation. /n addition, the NzS�D CWK maǇ reƋuire Contractor to undergo an audit 
oĨ its privacǇ and securitǇ saĨeguards, measures, and controls as theǇ pertain to alignment ǁith the 
reƋuirements oĨ Neǁ zorŬ State laǁs and regulations, and alignment ǁith the N/ST CǇbersecuritǇ 
&rameǁorŬ. AnǇ audit reƋuired bǇ the NzS�D CWK must be perĨormed bǇ an independent third partǇ at 
Wrovider͛s eǆpense and the audit report must be provided to the NzS�D CWK. /n lieu oĨ being subũect to a 
reƋuired audit, Wrovider maǇ provide the NzS�D CWK ǁith an industrǇ standard independent audit 
report oĨ Wrovider͛s privacǇ and securitǇ practices that ǁas issued no more than tǁelve months beĨore 
the date that the NzS�D CWK inĨormed Wrovider that it reƋuired Wrovider to undergo an audit.  &ailure to 
reasonablǇ cooperate ǁith anǇ oĨ the reƋuirements in this provision shall be deemed a material breach 
oĨ the DWA. 

To amend the third sentence oĨ Article s. Section 3 (Data SecuritǇͿ to read͗ The Wrovider shall implement 
securitǇ practices that are in alignment ǁith the N/ST CǇbersecuritǇ &rameǁorŬ v1.1 or anǇ update to 
this &rameǁorŬ that is adopted bǇ the Neǁ zorŬ State Department oĨ �ducation. 

14. To replace Article s. Section 4 (Data BreachͿ to state͗ /n the event oĨ a Breach as deĨined in 8 NzCZZ Wart
1Ϯ1.1 Wrovider shall provide notiĨication to L�A ǁithin seventǇ-tǁo (7ϮͿ hours oĨ conĨirmation oĨ the
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incident, unless notiĨication ǁithin this time limit ǁould disrupt investigation oĨ the incident bǇ laǁ 
enĨorcement.  /n such an event, notiĨication shall be made ǁithin a reasonable time aĨter the incident. 
Wrovider shall Ĩolloǁ the Ĩolloǁing process͗  

(1Ϳ The securitǇ breach notiĨication described above shall include, at a minimum, the Ĩolloǁing
inĨormation to the eǆtent Ŭnoǁn bǇ the Wrovider and as it becomes available͗
i. The name and contact inĨormation oĨ the reporting L�A subũect to this section.
ii. A list oĨ the tǇpes oĨ personal inĨormation that ǁere or are reasonablǇ believed to have been the
subũect oĨ a breach.
iii. /Ĩ the inĨormation is possible to determine at the time the notice is provided, then either (1Ϳ the
date oĨ the breach, (ϮͿ the estimated date oĨ the breach, or (3Ϳ the date range ǁithin ǁhich the
breach occurred. The notiĨication shall also include the date oĨ the notice.
iv. thether the notiĨication ǁas delaǇed as a result oĨ a laǁ enĨorcement investigation, iĨ that
inĨormation is possible to determine at the time the notice is provided͖ and
v. A general description oĨ the breach incident, iĨ that inĨormation is possible to determine at the
time the notice is provided͖ and
vi. The number oĨ records aĨĨected, iĨ Ŭnoǁn͖ and
vii. A description oĨ the investigation undertaŬen so Ĩar͖ and
viii. The name oĨ a point oĨ contact Ĩor Wrovider.
(ϮͿ Wrovider agrees to adhere to all Ĩederal and state reƋuirements ǁith respect to a data breach
related to the Student Data, including, ǁhen appropriate or reƋuired, the reƋuired responsibilities
and procedures Ĩor notiĨication and mitigation oĨ anǇ such data breach.
(3Ϳ Wrovider Ĩurther acŬnoǁledges and agrees to have a ǁritten incident response plan that reĨlects
best practices and is consistent ǁith industrǇ standards and Ĩederal and state laǁ Ĩor responding to
a data breach, breach oĨ securitǇ, privacǇ incident or unauthoriǌed acƋuisition or use oĨ Student
Data or anǇ portion thereoĨ, including personallǇ identiĨiable inĨormation and agrees to provide L�A,
upon reƋuest, ǁith a summarǇ oĨ said ǁritten incident response plan.
(4Ϳ L�A shall provide notice and Ĩacts surrounding the breach to the aĨĨected students, parents or
guardians. there a Breach oĨ Student Data andͬor AWWZ Data occurs that is attributable to Wrovider
andͬor its Subprocessors, Wrovider shall paǇ Ĩor or promptlǇ reimburse L�A Ĩor the Ĩull cost oĨ
notiĨication to Warents, �ligible Students, teachers, andͬor principals.
(5Ϳ /n the event oĨ a breach originating Ĩrom L�A͛s use oĨ the Service, Wrovider shall cooperate ǁith
L�A to the eǆtent necessarǇ to eǆpeditiouslǇ secure Student Data.
(6Ϳ Wrovider and its subprocessors ǁill cooperate ǁith the L�A, the NzS�D ChieĨ WrivacǇ KĨĨicer and
laǁ enĨorcement ǁhere necessarǇ, in anǇ investigations into a Breach. AnǇ costs incidental to the
reƋuired cooperation or participation oĨ the Wrovider ǁill be the sole responsibilitǇ oĨ the Wrovider iĨ
such Breach is attributable to Wrovider or its subprocessors.

15. To amend the deĨinitions in �ǆhibit ͞C͟ as Ĩolloǁs͗

- ͞Subprocessor͟ is eƋuivalent to subcontractor.  /t is a third partǇ ǁho the provider uses Ĩor data
collection, analǇtics, storage, or other service to alloǁ Wrovider to operate andͬor improve its
service, and ǁho has access to Student Data.
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- ͞Wrovider͟ is also Ŭnoǁn as third partǇ contractor.  /t anǇ person or entitǇ, other than an
educational agencǇ, that receives student data or teacher or principal data Ĩrom an educational
agencǇ pursuant to a contract or other ǁritten agreement Ĩor purposes oĨ providing services to
such educational agencǇ, including but not limited to data management or storage services,
conducting studies Ĩor or on behalĨ oĨ such educational agencǇ, or audit or evaluation oĨ publiclǇ
Ĩunded programs. Such term shall include an educational partnership organiǌation that receives
student andͬor teacher or principal data Ĩrom a school district to carrǇ out its responsibilities and
is not an educational agencǇ and a not-Ĩor-proĨit corporation or other non-proĨit organiǌation,
other than an educational agencǇ.

16. To add to �ǆhibit ͞C͟ the Ĩolloǁing deĨinitions͗
- Access:  The abilitǇ to vieǁ or otherǁise obtain, but not copǇ or save, Student Data andͬor

AWWZ Data arising Ĩrom the on-site use oĨ an inĨormation sǇstem or Ĩrom a personal meeting.
- APPR Data͗ WersonallǇ /dentiĨiable /nĨormation Ĩrom the records oĨ an �ducational AgencǇ

relating to the annual proĨessional perĨormance revieǁs oĨ classroom teachers or principals
that is conĨidential and not subũect to release under the provisions oĨ �ducation Laǁ ΑΑ 
301Ϯ-c and 301Ϯ-d

- Commercial or Marketing Purpose:  /n accordance ǁith Α 1Ϯ1.1(cͿ oĨ the regulations oĨ the
Neǁ zorŬ Commissioner oĨ �ducation, the Disclosure, sale, or use oĨ Student or AWWZ Data
Ĩor the purpose oĨ directlǇ or indirectlǇ receiving remuneration, including the Disclosure,
sale, or use oĨ Student Data or AWWZ Data Ĩor advertising purposes, or the Disclosure, sale, or
use oĨ Student Data to develop, improve, or marŬet products or services to Students.

- Disclose or Disclosure͗ The intentional or unintentional communication, release, or transĨer
oĨ Student Data andͬor AWWZ Data bǇ anǇ means, including oral, ǁritten, or electronic.

- Encrypt or Encryption͗ As deĨined in the Health /nsurance WortabilitǇ and AccountabilitǇ Act
oĨ 1ϵϵ6 SecuritǇ Zule at 45 C&Z Α 164.304, encrǇpt means the use oĨ an algorithmic process
to transĨorm WersonallǇ /dentiĨiable /nĨormation into an unusable, unreadable, or
indecipherable Ĩorm in ǁhich there is a loǁ probabilitǇ oĨ assigning meaning ǁithout use oĨ a
conĨidential process or ŬeǇ.

- Release: Shall have the same meaning as Disclose
- LEA:   As used in this DWA and all �ǆhibits, the term L�A shall mean the educational agencǇ, as

deĨined in �ducation Laǁ Section Ϯ-d, that has eǆecuted the DWA͖ iĨ the L�A is a board oĨ cooperative
educational services, then the term L�A shall also include Warticipating School Districts Ĩor purposes
oĨ the Ĩolloǁing provisions oĨ the DWA͗ Article /, Section Ϯ͖ Article //, Sections 1 and 3͖ and Sections 1,
Ϯ, and 3 oĨ Article ///.

- Participating School District͗ As used in �ǆhibit ' and other �ǆhibits to the DWA, the term
Warticipating School District shall mean a Neǁ zorŬ State educational agencǇ, as that term is deĨined
in �ducation Laǁ Section Ϯ-d, that obtains access to the Services through a CoSer agreement ǁith
L�A, and shall include L�A iĨ it uses the Services in its oǁn educational or operational programs.

-
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Exhibit “:” 
LEA Documents 

Neǁ zorŬ L�As ǁill provide linŬs to their Data SecuritǇ and WrivacǇ WolicǇ, Warents Bill oĨ
Zights Ĩor Data SecuritǇ and WrivacǇ, and supplemental inĨormation Ĩor this service
agreement in their �ǆhibit �s.
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Exhibit “<” 
Provider Security Policy 

Wrovider͛s Data SecuritǇ and WrivacǇ Wlan can be accessed at͗ 

ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ 
https://www.typing.com/privacypolicy
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