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This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective Date”) 
and is entered into by and between: Concord School District, located at 38 Liberty Street, Concord, NH 03301  
(the “Local Education Agency” or “LEA”) and Teaching.com, located at PO BOX 9241, San Juan, PR 00909 (the 
“Provider”).

WHEREAS, the Provider is providing educational or digital services to LEA. 
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the Family 
Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online 
Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations 
and 
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regulations. 
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions.  Check if Required

If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby 
incorporated by reference into this DPA in their entirety. 
If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as 
General Offer of Privacy Terms  

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
In the event there is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” (the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.
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The designated representative or the rovider or this D A is   

Name  Title   

Address   

hone   

mail   

The designated representative or the L A or this D A is  
Technology Department
38 Liberty Street, Concord, NH 03301
(603) 225.0811
dalbert@sau8.org

IN WITNESS WHEREOF, L A and rovider e ecute this D A as o  the ective Date. 

Concord School District

B   
Date   

rinted Name    
Title osition   

Teaching.com

B   
Date   

rinted Name   
Title osition   

Lead Account Manager

207 Calle del Parque, 7th fl, San Juan, PR 00912

fernando@teaching.com

04/02/2024

Fernando Cote
Lead Account Manager

Fernando Cote

Joey Gatta (Jul 16, 2024 08:32 EDT)
Joey Gatta

07/16/24

Joey Gatta
District Technology Coordinator
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STANDARD CLAUSES 
ersion 1.0 

ARTICLE I: PURPOSE AND SCOPE 

1. Purpose of DPA. The purpose o  this D A is to describe the duties and responsibilities to protect Student
Data including compliance ith all applicable ederal, state, and local privac  la s, rules, and regulations,
all as ma  be amended rom time to time. n per orming these services, the rovider shall be considered
a School icial ith a legitimate educational interest, and per orming services other ise provided b
the L A. rovider shall be under the direct control and supervision o  the L A, ith respect to its use o
Student Data

2. Student Data to Be Provided. n order to per orm the Services described above, L A shall provide
Student Data as identi ied in the Schedule o  Data, attached hereto as Exhibit “B”.

3. DPA Definitions. The de inition o  terms used in this D A is ound in Exhibit “C”. n the event o  a con lict,
de initions used in this D A shall prevail over terms used in an  other riting, including, but not limited
to the Service Agreement, Terms o  Service, rivac  olicies etc.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA. All Student Data transmitted to the rovider pursuant to the Service
Agreement is and ill continue to be the propert  o  and under the control o  the L A. The rovider
urther ac no ledges and agrees that all copies o  such Student Data transmitted to the rovider,

including an  modi ications or additions or an  portion thereo  rom an  source, are sub ect to the
provisions o  this D A in the same manner as the original Student Data. The arties agree that as bet een
them, all rights, including all intellectual propert  rights in and to Student Data contemplated per the
Service Agreement, shall remain the e clusive propert  o  the L A. or the purposes o  A, the

rovider shall be considered a School icial, under the control and direction o  the L A as it pertains to
the use o  Student Data, not ithstanding the above.

2. Parent Access. To the e tent re uired b  la  the L A shall establish reasonable procedures b  hich a
parent, legal guardian, or eligible student ma  revie  ducation ecords and or Student Data correct
erroneous in ormation, and procedures or the trans er o  student-generated content to a personal
account, consistent ith the unctionalit  o  services. rovider shall respond in a reasonabl  timel
manner (and no later than ort  ive (45  da s rom the date o  the re uest or pursuant to the time rame
re uired under state la  or an L A to respond to a parent or student, hichever is sooner  to the L A s
re uest or Student Data in a student s records held b  the rovider to vie  or correct as necessar . n
the event that a parent o  a student or other individual contacts the rovider to revie  an  o  the Student
Data accessed pursuant to the Services, the rovider shall re er the parent or individual to the L A, ho

ill ollo  the necessar  and proper procedures regarding the re uested in ormation.

3. Separate Account.  Student- enerated Content is stored or maintained b  the rovider, rovider shall,
at the re uest o  the L A, trans er, or provide a mechanism or the L A to trans er, said Student-

enerated Content to a separate account created b  the student.
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4. Law Enforcement Requests. Should la  en orcement or other government entities ( e uesting
art (ies  contact rovider ith a re uest or Student Data held b  the rovider pursuant to the Services,

the rovider shall noti  the L A in advance o  a compelled disclosure to the e uesting art , unless
la ull  directed b  the e uesting art  not to in orm the L A o  the re uest.

5. Subprocessors. rovider shall enter into ritten agreements ith all Subprocessors per orming unctions
or the rovider in order or the rovider to provide the Services pursuant to the Service Agreement,
hereb  the Subprocessors agree to protect Student Data in a manner no less stringent than the terms

o  this D A.

ARTICLE III: DUTIES OF LEA 

1. Provide Data in Compliance with Applicable Laws. L A shall provide Student Data or the purposes o
obtaining the Services in compliance ith all applicable ederal, state, and local privac  la s, rules, and
regulations, all as ma  be amended rom time to time.

2. Annual Notification of Rights.  the L A has a polic  o  disclosing ducation ecords and or Student
Data under A (34 C   .31(a (1 , L A shall include a speci ication o  criteria or determining ho
constitutes a school o icial and hat constitutes a legitimate educational interest in its annual
noti ication o  rights.

3. Reasonable Precautions. L A shall ta e reasonable precautions to secure usernames, pass ords, and
an  other means o  gaining access to the services and hosted Student Data.

4. Unauthorized Access Notification. L A shall noti  rovider promptl  o  an  no n unauthori ed access.
L A ill assist rovider in an  e orts b  rovider to investigate and respond to an  unauthori ed access.

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance. The rovider shall compl  ith all applicable ederal, state, and local la s, rules, and
regulations pertaining to Student Data privac  and securit , all as ma  be amended rom time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent uni ue
identi iers, shall be used or no purpose other than the Services outlined in hibit A or stated in the
Service Agreement and or other ise authori ed under the statutes re erred to herein this D A.

3. Provider Employee Obligation. rovider shall re uire all o  rovider s emplo ees and agents ho have
access to Student Data to compl  ith all applicable provisions o  this D A ith respect to the Student
Data shared under the Service Agreement. rovider agrees to re uire and maintain an appropriate
con identialit  agreement rom each emplo ee or agent ith access to Student Data pursuant to the
Service Agreement.

4. No Disclosure.  rovider ac no ledges and agrees that it shall not ma e an  re-disclosure o  an  Student
Data or an  portion thereo , including ithout limitation, user content or other non-public in ormation
and or personall  identi iable in ormation contained in the Student Data other than as directed or
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permitted b  the L A or this D A. This prohibition against disclosure shall not appl  to aggregate 
summaries o  De- denti ied in ormation, Student Data disclosed pursuant to a la ull  issued subpoena 
or other legal process, or to subprocessors per orming services on behal  o  the rovider pursuant to this 
D A. rovider ill not Sell Student Data to an  third part . 

5. De-Identified Data  rovider agrees not to attempt to re-identi  de-identi ied Student Data. De- denti ied
Data ma  be used b  the rovider or those purposes allo ed under A and the ollo ing purposes
(1 assisting the L A or other governmental agencies in conducting research and other studies  and (
research and development o  the rovider s educational sites, services, or applications, and to
demonstrate the e ectiveness o  the Services  and (3   or adaptive learning purpose and or customi ed
student learning. rovider s use o  De- denti ied Data shall survive termination o  this D A or an  re uest
b  L A to return or destro  Student Data. cept or Subprocessors, rovider agrees not to trans er de-
identi ied Student Data to an  part  unless (a  that part  agrees in riting not to attempt re-identi ication,
and (b  prior ritten notice has been given to the L A ho has provided prior ritten consent or such
trans er.  rior to publishing an  document that names the L A e plicitl  or indirectl , the rovider shall
obtain the L A s ritten approval o  the manner in hich de-identi ied data is presented.

6. Disposition of Data. Upon ritten re uest rom the L A, rovider shall dispose o  or provide a mechanism
or the L A to trans er Student Data obtained under the Service Agreement, ithin si t  (60  da s o  the

date o  said re uest and according to a schedule and procedure as the arties ma  reasonabl  agree.
Upon termination o  this D A, i  no ritten re uest rom the L A is received, rovider shall dispose o  all
Student Data a ter providing the L A ith reasonable prior notice. The dut  to dispose o  Student Data
shall not e tend to Student Data that had been De- denti ied or placed in a separate student account
pursuant to section  3. The L A ma  emplo  a Directive or Disposition o  Data  orm, a cop  o  hich
is attached hereto as Exhibit “D”.  the L A and rovider emplo  hibit D,  no urther ritten re uest
or notice is re uired on the part o  either part  prior to the disposition o  Student Data described in hibit
D.

7. Advertising Limitations. rovider is prohibited rom using, disclosing, or selling Student Data to (a  in orm,
in luence, or enable Targeted Advertising  or (b  develop a pro ile o  a student, amil  member guardian
or group, or an  purpose other than providing the Service to L A. This section does not prohibit rovider
rom using Student Data (i  or adaptive learning or customi ed student learning (including generating

personali ed learning recommendations  or (ii  to ma e product recommendations to teachers or L A
emplo ees  or (iii  to noti  account holders about ne  education product updates, eatures, or services
or rom other ise using Student Data as permitted in this D A and its accompan ing e hibits

ARTICLE V: DATA PROVISIONS 

1. Data Storage. here re uired b  applicable la , Student Data shall be stored ithin the United States.
Upon re uest o  the L A, rovider ill provide a list o  the locations here Student Data is stored.

2. Audits. No more than once a ear, or ollo ing unauthori ed access, upon receipt o  a ritten re uest
rom the L A ith at least ten (10  business da s  notice and upon the e ecution o  an appropriate

con identialit  agreement, the rovider ill allo  the L A to audit the securit  and privac  measures that
are in place to ensure protection o  Student Data or an  portion thereo  as it pertains to the deliver  o
services to the L A . The rovider ill cooperate reasonabl  ith the L A and an  local, state, or ederal
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agenc  ith oversight authorit  or urisdiction in connection ith an  audit or investigation o  the rovider 
and or deliver  o  Services to students and or L A, and shall provide reasonable access to the rovider s 
acilities, sta , agents and L A s Student Data and all records pertaining to the rovider, L A and deliver  

o  Services to the L A. ailure to reasonabl  cooperate shall be deemed a material breach o  the D A. 

3. Data Security. The rovider agrees to utili e administrative, ph sical, and technical sa eguards designed
to protect Student Data rom unauthori ed access, disclosure, ac uisition, destruction, use, or
modi ication. The rovider shall adhere to an  applicable la  relating to data securit . The provider shall
implement an ade uate C bersecurit  rame or  based on one o  the nationall  recogni ed standards
set orth in Exhibit “F”. clusions, variations, or e emptions to the identi ied C bersecurit  rame or
must be detailed in an attachment.  Additionall , rovider ma  choose to urther detail its securit
programs and measures that augment or are in addition to the C bersecurit  rame or  in Exhibit “F”.

rovider shall provide, in the Standard Schedule to the D A, contact in ormation o  an emplo ee ho L A
ma  contact i  there are an  data securit  concerns or uestions.

4. Data Breach. n the event o  an unauthori ed release, disclosure or ac uisition o  Student Data that
compromises the securit , con identialit  or integrit  o  the Student Data maintained b  the rovider the

rovider shall provide noti ication to L A ithin sevent -t o (7  hours o  con irmation o  the incident,
unless noti ication ithin this time limit ould disrupt investigation o  the incident b  la  en orcement.
n such an event, noti ication shall be made ithin a reasonable time a ter the incident. rovider shall
ollo  the ollo ing process

(1) The securit  breach noti ication described above shall include, at a minimum, the ollo ing
in ormation to the e tent no n b  the rovider and as it becomes available

i. The name and contact in ormation o  the reporting L A sub ect to this section.
ii. A list o  the t pes o  personal in ormation that ere or are reasonabl  believed to have

been the sub ect o  a breach.
iii.  the in ormation is possible to determine at the time the notice is provided, then either

(1 the date o  the breach, (  the estimated date o  the breach, or (3  the date range
ithin hich the breach occurred. The noti ication shall also include the date o  the

notice.
iv. hether the noti ication as dela ed as a result o  a la  en orcement investigation, i

that in ormation is possible to determine at the time the notice is provided  and
v. A general description o  the breach incident, i  that in ormation is possible to determine

at the time the notice is provided.

( rovider agrees to adhere to all ederal and state re uirements ith respect to a data breach
related to the Student Data, including, hen appropriate or re uired, the re uired responsibilities
and procedures or noti ication and mitigation o  an  such data breach.

(3 rovider urther ac no ledges and agrees to have a ritten incident response plan that re lects
best practices and is consistent ith industr  standards and ederal and state la  or responding
to a data breach, breach o  securit , privac  incident or unauthori ed ac uisition or use o  Student
Data or an  portion thereo , including personall  identi iable in ormation and agrees to provide
L A, upon re uest, ith a summar  o  said ritten incident response plan.
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(4 L A shall provide notice and acts surrounding the breach to the a ected students, parents or
guardians.

(5) n the event o  a breach originating rom L A s use o  the Service, rovider shall cooperate ith
L A to the e tent necessar  to e peditiousl  secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS 

rovider ma , b  signing the attached orm o  eneral er o  rivac  Terms  ( eneral er, attached hereto 
as Exhibit “E” , be bound b  the terms o  Exhibit “E” to an  other L A ho signs the acceptance on said hibit. 
The orm is limited b  the terms and conditions described therein.  

ARTICLE VII: MISCELLANEOUS 

1. Termination. n the event that either art  see s to terminate this D A, the  ma  do so b  mutual ritten
consent so long as the Service Agreement has lapsed or has been terminated. ither part  ma  terminate
this D A and an  service agreement or contract i  the other part  breaches an  terms o  this D A.

2. Effect of Termination Survival.  the Service Agreement is terminated, the rovider shall destro  all o
L A s Student Data pursuant to Article , section 6.

3. Priority of Agreements. This D A shall govern the treatment o  Student Data in order to compl  ith the
privac  protections, including those ound in A and all applicable privac  statutes identi ied in this
D A. n the event there is con lict bet een the terms o  the D A and the Service Agreement, Terms o
Service, rivac  olicies, or ith an  other bid , license agreement, or riting, the terms o  this D A
shall appl  and ta e precedence.  n the event o  a con lict bet een the SD C Standard Clauses and the
Supplemental State Terms, the Supplemental State Terms ill control.  cept as described in this
paragraph herein, all other provisions o  the Service Agreement shall remain in e ect.

4. Entire Agreement. This D A and the Service Agreement constitute the entire agreement o  the arties
relating to the sub ect matter hereo  and supersedes all prior communications, representations, or
agreements, oral or ritten, b  the arties relating thereto. This D A ma  be amended and the
observance o  an  provision o  this D A ma  be aived (either generall  or in an  particular instance and
either retroactivel  or prospectivel  onl  ith the signed ritten consent o  both arties. Neither ailure
nor dela  on the part o  an  art  in e ercising an  right, po er, or privilege hereunder shall operate as a

aiver o  such right, nor shall an  single or partial e ercise o  an  such right, po er, or privilege preclude
an  urther e ercise thereo  or the e ercise o  an  other right, po er, or privilege.



 

5. Severability. An  provision o  this D A that is prohibited or unen orceable in an  urisdiction shall, as to
such urisdiction, be ine ective to the e tent o  such prohibition or unen orceabilit  ithout invalidating
the remaining provisions o  this D A, and an  such prohibition or unen orceabilit  in an  urisdiction shall
not invalidate or render unen orceable such provision in an  other urisdiction. Not ithstanding the
oregoing, i  such provision could be more narro l  dra n so as not to be prohibited or unen orceable in

such urisdiction hile, at the same time, maintaining the intent o  the arties, it shall, as to such
urisdiction, be so narro l  dra n ithout invalidating the remaining provisions o  this D A or a ecting

the validit  or en orceabilit  o  such provision in an  other urisdiction.

6. Governing Law; Venue and Jurisdiction. TH S D A LL B  N D B  AND C NST U D N
ACC DANC  TH TH  LA S  TH  STAT   TH  L A, TH UT A D T  C N L CTS  LA

NC L S. ACH A T  C NS NTS AND SUBM TS T  TH  S L  AND CLUS  U SD CT N T  TH
STAT  AND D AL C U TS  TH  C UNT   TH  L A  AN  D S UT  A S N  UT  

LAT N  T  TH S D A  TH  T ANSACT NS C NT M LAT D H B .

7. Successors Bound  This D A is and shall be binding upon the respective successors in interest to rovider
in the event o  a merger, ac uisition, consolidation or other business reorgani ation or sale o  all or
substantiall  all o  the assets o  such business n the event that the rovider  sells, merges, or other ise
disposes o  its business to a successor during the term o  this D A, the rovider shall provide ritten
notice  to the L A no later than si t  (60  da s a ter the closing date o  sale, merger, or disposal. Such
notice shall include a ritten, signed assurance that the successor ill assume the obligations o  the D A
and an  obligations ith respect to Student Data ithin the Service Agreement. The L A has the authorit
to terminate the D A i  it disapproves o  the successor to hom the rovider is selling, merging, or
other ise disposing o  its business.

8. Authority.  ach part  represents that it is authori ed to bind to the terms o  this D A, including
con identialit  and destruction o  Student Data and an  portion thereo  contained therein, all related or
associated institutions, individuals, emplo ees or contractors ho ma  have access to the Student Data
and or an  portion thereo .

9. Waiver. No dela  or omission b  either part  to e ercise an  right hereunder shall be construed as a
aiver o  an  such right and both parties reserve the right to e ercise an  such right rom time to time,

as o ten as ma  be deemed e pedient.
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EXHIBIT “A” 

DESCRIPTION OF SERVICES 

Teaching.com educational products including but not limited to:

Reading.com
Typing.com
EduTec
Nitro Type
Flashcards.com

Typing.com PLUS is an ad-free, online typing tutor.
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EXHIBIT “B”   
SCHEDULE OF DATA 

Category of Data Elements Check if Used by 
Your System 

Application Technolog  
Meta Data 

 Addresses o  users, Use o  coo ies, etc. 
ther application technolog  meta data- lease speci  

Application Use Statistics Meta data on user interaction ith application 

Assessment Standardi ed test scores 

bservation data 
ther assessment data- lease speci  

Attendance Student school (dail  attendance data 

Student class attendance data 

Communications nline communications captured (emails, blog entries  

Conduct Conduct or behavioral data 

Demographics Date o  Birth 

lace o  Birth 

ender 

thnicit  or race 

Language in ormation (native, or primar  language spo en b  student  
ther demographic in ormation- lease speci  

nrollment Student school enrollment 

Student grade level 

Homeroom 

uidance counselor 

Speci ic curriculum programs 

ear o  graduation 
ther enrollment in ormation- lease speci  

arent uardian Contact 
n ormation 

Address 

mail 

hone 

arent uardian D arent D number (created to lin  parents to students  

x
x Browser 
version, OS 
version

x

x Typing test 
statistics

x

x
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Category of Data Elements Check if Used by 
Your System 

arent uardian Name irst and or Last 

Schedule Student scheduled courses 

Teacher names 

Special ndicator nglish language learner in ormation 

Lo  income status 

Medical alerts  health data 

Student disabilit  in ormation 

Speciali ed education services (  or 504  

Living situations (homeless oster care  
ther indicator in ormation- lease speci  

Student Contact 
n ormation 

Address 

mail 

hone 

Student denti iers Local (School district  D number 

State D number 

rovider App assigned student D number 

Student app username 

Student app pass ords 

Student Name irst and or Last 

Student n App 
er ormance 

rogram application per ormance (t ping program-student t pes 60 
pm, reading program-student reads belo  grade level  

Student rogram 
Membership 

Academic or e tracurricular activities a student ma  belong to or 
participate in 

Student Surve  esponses Student responses to surve s or uestionnaires 

Student or  Student generated content  riting, pictures, etc. 
ther student or  data - lease speci  

Transcript Student course grades 

Student course data 

Student course grades  per ormance scores 
ther transcript data - lease speci  

Transportation Student bus assignment 

x

x

x

x

x

x

x

x



13 

Category of Data Elements Check if Used by 
Your System 

Student pick up and/or drop off location 

Student bus card ID number 
Other transportation data – Please specify: 

Other Please list each additional data element used, stored, or collected by 
your application: 

None No Student Data collected at this time. Provider will immediately 
notify LEA if this designation is no longer applicable. 
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EXHIBIT “C” 
DEFINITIONS 

De-Identified Data and De-Identification  ecords and in ormation are considered to be de-identi ied hen all 
personall  identi iable in ormation has been removed or obscured, such that the remaining in ormation does not 
reasonabl  identi  a speci ic individual, including, but not limited to, an  in ormation that, alone or in 
combination is lin able to a speci ic student and provided that the educational agenc , or other part , has made 
a reasonable determination that a student s identit  is not personall  identi iable, ta ing into account reasonable 
available in ormation.

Educational Records  ducational ecords are records, iles, documents, and other materials directl  related to a 
student and maintained b  the school or local education agenc , or b  a person acting or such school or local 
education agenc , including but not limited to, records encompassing all the material ept in the student s 
cumulative older, such as general identi ing data, records o  attendance and o  academic or  completed, 
records o  achievement, and results o  evaluative tests, health data, disciplinar  status, test protocols and 
individuali ed education programs.  

Metadata  means in ormation that provides meaning and conte t to other data being collected  including, but not 
limited to  date and time records and purpose o  creation Metadata that have been stripped o  all direct and 
indirect identi iers are not considered ersonall  denti iable n ormation. 

Operator  means the operator o  an internet ebsite, online service, online application, or mobile application ith 
actual no ledge that the site, service, or application is used or 1  school purposes. An  entit  that operates 
an internet ebsite, online service, online application, or mobile application that has entered into a signed, ritten 
agreement ith an L A to provide a service to that L A shall be considered an operator  or the purposes o  this 
section.  

Originating L A  An L A ho originall  e ecutes the D A in its entiret  ith the rovider. 

Provider  or purposes o  the D A, the term rovider  means provider o  digital educational so t are or services, 
including cloud-based services, or the digital storage, management, and retrieval o  Student Data. ithin the D A 
the term rovider  includes the term Third art  and the term perator  as used in applicable state statutes. 

Student Generated Content  The term student-generated content  means materials or content created b  a 
student in the services including, but not limited to, essa s, research reports, port olios, creative riting, music or 
other audio iles, photographs, videos, and account in ormation that enables ongoing o nership o  student 
content.  

School Official  or the purposes o  this D A and pursuant to 34 C   .31(b , a School icial is a contractor 
that  (1  er orms an institutional service or unction or hich the agenc  or institution ould other ise use 
emplo ees  (  s under the direct control o  the agenc  or institution ith respect to the use and maintenance o  
Student Data including ducation ecords  and (3  s sub ect to 34 C   .33(a  governing the use and re-
disclosure o  personall  identi iable in ormation rom ducation ecords.  

Service Agreement  e ers to the Contract, urchase rder or Terms o  Service or Terms o  Use. 

Student Data  Student Data includes an  data, hether gathered b  rovider or provided b  L A or its users, 
students, or students  parents guardians, that is descriptive o  the student including, but not limited to, 
in ormation in the student s educational record or email, irst and last name, birthdate, home or other ph sical 
address, telephone number, email address, or other in ormation allo ing ph sical or online contact, discipline 
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records, videos, test results, special education data, uvenile dependenc  records, grades, evaluations, criminal 
records, medical records, health records, social securit  numbers, biometric in ormation, disabilities, 
socioeconomic in ormation, individual purchasing behavior or pre erences, ood purchases, political a iliations, 
religious in ormation, te t messages, documents, student identi iers, search activit , photos, voice recordings, 
geolocation in ormation, parents  names, or an  other in ormation or identi ication number that ould provide 
in ormation about a speci ic student. Student Data includes Meta Data. Student Data urther includes personall  
identi iable in ormation ( ,  as de ined in 34 C. . .  .3 and as de ined under an  applicable state la . Student 
Data shall constitute ducation ecords or the purposes o  this D A, and or the purposes o  ederal, state, and 
local la s and regulations. Student Data as speci ied in Exhibit “B” is con irmed to be collected or processed b  
the rovider pursuant to the Services. Student Data shall not constitute that in ormation that has been 
anon mi ed or de-identi ied, or anon mous usage data regarding a student s use o  rovider s services.  

Subprocessor: or the purposes o  this D A, the term Subprocessor  (sometimes re erred to as the 
Subcontractor  means a part  other than L A or rovider, ho rovider uses or data collection, anal tics, 

storage, or other service to operate and or improve its service, and ho has access to Student Data.  

Subscribing LEA  An L A that as not part  to the original Service Agreement and ho accepts the rovider s 
eneral er o  rivac  Terms.

Targeted Advertising: means presenting an advertisement to a student here the selection o  the advertisement 
is based on Student Data or in erred over time rom the usage o  the operator s nternet eb site, online service 
or mobile application b  such student or the retention o  such student s online activities or re uests over time or 
the purpose o  targeting subse uent advertisements. Targeted advertising  does not include an  advertising to 
a student on an nternet eb site based on the content o  the eb page or in response to a student s response or 
re uest or in ormation or eedbac .

Third Party  The term Third art  means a provider o  digital educational so t are or services, including cloud-
based services, or the digital storage, management, and retrieval o  ducation ecords and or Student Data, as 
that term is used in some state statutes. Ho ever, or the purpose o  this D A, the term Third art  hen used 
to indicate the provider o  digital educational so t are or services is replaced b  the term rovider.
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EXHIBIT “D” 
DIRECTIVE FOR DISPOSITION OF DATA 

Insert Name of District or LEA  rovider to dispose o  data obtained b  rovider pursuant to the terms o  the 
Service Agreement bet een L A and rovider. The terms o  the Disposition are set orth belo  

1. tent o  Disposition
 Disposition is partial. The categories o  data to be disposed o  are set orth belo  or are ound in 

an attachment to this Directive  
Insert categories of data here  

 Disposition is Complete. Disposition e tends to all categories o  data. 

. Nature o  Disposition
 Disposition shall be b  destruction or deletion o  data. 
 Disposition shall be b  a trans er o  data. The data shall be trans erred to the ollo ing site as 

ollo s  
Insert or attach special instructions  

3. Schedule o  Disposition
Data shall be disposed o  b  the ollo ing date

 As soon as commerciall  practicable. 
 B  Insert Date  

4. Signature

  
Authori ed epresentative o  L A Date 

5. eri ication o  Disposition o  Data

  
Authori ed epresentative o  Compan   Date 
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EXHIBIT “F” 
DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

The ducation Securit  and rivac  change ( dspe  or s in partnership ith the Student Data rivac  
Consortium and industr  leaders to maintain a list o  no n and credible c bersecurit  rame or s hich can 
protect digital learning ecos stems chosen based on a set o  guiding c bersecurit  principles  ( C bersecurit  

rame or s  that ma  be utili ed b  rovider .  

C bersecurit  rame or s 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

National nstitute o  Standards and 
Technolog  

N ST C bersecurit  rame or  ersion 1.1 

National nstitute o  Standards and 
Technolog  

N ST S  800-53, C bersecurit  rame or  or 
mproving Critical n rastructure C bersecurit  

(CS , Special ublication 800-171 

nternational Standards rgani ation n ormation technolog   Securit  techni ues 
 n ormation securit  management s stems 

( S  7000 series  

Secure Controls rame or  Council, LLC Securit  Controls rame or  (SC  

Center or nternet Securit  C S Critical Securit  Controls (CSC, C S Top 0  

ice o  the Under Secretar  o  De ense or 
Ac uisition and Sustainment ( USD(A S  

C bersecurit  Maturit  Model Certi ication 
(CMMC, A D A  

Please visit http://www.edspex.org for further details about the noted frameworks. 
C bersecurit  rinciples used to choose the C bersecurit  rame or s are located here

x
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EXHIBIT “G” 
Massachusetts

WHEREAS, the documents and data trans erred rom L As and created b  the rovider s Services are also sub ect 
to several state la s in Massachusetts.  Speci icall , those la s are 603 C.M. . 3.00, Massachusetts eneral La , 
Chapter 71, Sections 34D to 34H and 603 CM  8.00  and  

WHEREAS, the arties ish to enter into these supplemental terms to the D A to ensure that the Services 
provided con orm to the re uirements o  the privac  la s re erred to above and to establish implementing 
procedures and duties  

WHEREAS, the arties ish these terms to be hereb  incorporated b  re erence into the D A in their entiret  or 
Massachusetts

NOW THEREFORE, or good and valuable consideration, the parties agree as ollo s

1. n Article , Section , replace other ise authori ed,  ith other ise re uired  and delete or stated in
the Service Agreement.

. All emplo ees o  the rovider ho ill have direct contact ith students shall pass criminal bac ground
chec s.

3. n Article , Section 1 Data Storage  Massachusetts does not re uire data to be stored ithin the United
States.
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EXHIBIT “G” 
Maine

WHEREAS, the documents and data trans erred rom L As and created b  the rovider s Services are also sub ect to several 
state la s in Maine.  Speci icall , those la s are 0-A M. .S. 6001-6005.  0-A M. .S. 51 et. se ., Maine Uni ied Special 

ducation egulations, Maine Dep t o  du. ule Ch. 101  and  

WHEREAS, the arties ish to enter into these supplemental terms to the D A to ensure that the Services provided 
con orm to the re uirements o  the privac  la s re erred to above and to establish implementing procedures and duties  

WHEREAS, the arties ish these terms to be hereb  incorporated b  re erence into the D A in their entiret  or Maine  

NOW THEREFORE, or good and valuable consideration, the parties agree as ollo s  

1. n Article , Section , replace other ise authori ed,  ith other ise re uired  and delete or stated in the Service
Agreement.

. All emplo ees o  the rovider ho ill have direct contact ith students shall pass criminal bac ground chec s.

3. n Article , Section 1 Data Storage  Maine does not re uire data to be stored ithin the United States.

4. The rovider ma  not publish on the nternet or provide or publication on the nternet an  Student Data.

5.  the rovider collects student social securit  numbers, the rovider shall noti  the L A o  the purpose the social
securit  number ill be used and provide an opportunit  not to provide a social securit  number i  the parent and or
student elects.

6. The parties agree that the de inition o  Student Data in hibit C  includes the name o  the student s amil  members,
the student s place o  birth, the student s mother s maiden name, results o  assessments administered b  the State, L A or
teacher, including participating in ormation, course transcript in ormation, including, but not limited to, courses ta en and
completed, course grades and grade point average, credits earned and degree, diploma, credential attainment or other
school e it in ormation, attendance and mobilit  in ormation bet een and ithin L As ithin Maine, student s gender,
race and ethnicit , educational program participation in ormation re uired b  state or ederal la  and email.

7. The parties agree that the de inition o  Student Data in hibit C  includes in ormation that

a. s created b  a student or the student s parent or provided to an emplo ee or agent o  the L A or a rovider in
the course o  the student s or parent s use o  the rovider s ebsite, service or application or indergarten to
grade 1  school purposes

b. s created or provided b  an emplo ee or agent o  the L A, including in ormation provided to the rovider in
the course o  the emplo ee s or agent s use o  the rovider s ebsite, service or application or indergarten to
grade 1  school purposes  or

c. s gathered b  the rovider through the operation o  the rovider s ebsite, service or application or
indergarten to grade 1  school purposes.



EXHIBIT “G” 
Missouri 

WHEREAS, the documents and data trans erred rom L As and created b  the rovider s 
Services are also sub ect to several state la s in Missouri. Speci icall , those la s are Sections 
16 .1475 and 407.1500 SMo  and 

WHEREAS, the arties ish to enter into these supplemental terms to the D A to ensure that 
the Services provided con orm to the re uirements o  the privac  la s re erred to above and to 
establish implementing procedures and duties   

WHEREAS, the arties ish these terms to be hereb  incorporated b  re erence into the D A in 
their entiret  or Missouri  

NOW THEREFORE, or good and valuable consideration, the parties agree as ollo s  

1. n Article , Section , replace other ise authori ed,  ith other ise re uired  and
delete or stated in the Service Agreement.

. All emplo ees o  the rovider ho ill have direct contact ith students shall pass criminal
bac ground chec s.

3. n Article , Section 1 Data Storage  Missouri does not re uire data to be stored ithin the
United States.

4. eplace Article , Section 4(1  ith the ollo ing
a. n the event o  a breach o  data maintained in an electronic orm that includes

personal in ormation o  a student or a student s amil  member, rovider shall
noti  L A ithin sevent -t o (7  hours.  The notice shall include

i. Details o  the incident, including hen it occurred and hen it as
discovered

ii. The t pe o  personal in ormation that as obtained as a result o  the breach
and

iii. The contact person or rovider ho has more in ormation about the
incident.

b. Breach  shall mean the unauthori ed access to or unauthori ed ac uisition o
personal in ormation that compromises the securit , con identialit , or integrit  o
the personal in ormation.  ood aith ac uisition o  personal in ormation b  a
person emplo ed b  or contracted ith, or an agent o , rovider is not a breach
provided that the personal in ormation is not used in violation o  applicable ederal
or Missouri la , or in a manner that harms or poses an actual threat to the securit ,
con identialit , or integrit  o  the personal in ormation.

c. Personal information  is the irst name or initial and last name o  a student or a
amil  member o  a student in combination ith an  one or more o  the ollo ing

data items that relate to the student or a amil  member o  the student i  an  o  the
data elements are not encr pted, redacted, or other ise altered b  an  method or
technolog  such that the name or data elements are unreadable or unusable

i. Social Securit  Number
ii. Driver s license number or other uni ue identi ication number created or

collected b  a government bod

1



iii. inancial account in ormation, credit card number, or debit card number in
combination ith an  re uired securit  code, access code, or pass ord that

ould permit access to an individual s inancial account
iv. Uni ue electronic identi ier or routing code in combination ith an  re uired

securit  code, access code, or pass ord that ould permit access to an
individual s inancial account

v. Medical in ormation  or
vi. Health insurance in ormation.
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EXHIBIT “G”
Rhode Island

WHEREAS, the documents and data trans erred rom L As and created b  the rovider s Services are also sub ect 
to several state la s in hode sland.  Speci icall , those la s are . . .L. 16-71-1, et. se ., . . .L. 16-104-1, and 

. . .L., 11-4 .3 et. se .  and

WHEREAS, the arties ish to enter into these supplemental terms to the D A to ensure that the Services 
provided con orm to the re uirements o  the privac  la s re erred to above and to establish implementing 
procedures and duties  

WHEREAS, the arties ish these terms to be hereb  incorporated b  re erence into the D A in their entiret  or 
hode sland

NOW THEREFORE, or good and valuable consideration, the parties agree as ollo s

1. n Article , Section , replace other ise authori ed,  ith other ise re uired  and delete or stated
in the Service Agreement.

. All emplo ees o  the rovider ho ill have direct contact ith students shall pass criminal bac ground
chec s.

3. n Article , Section 1 Data Storage  hode sland does not re uire data to be stored ithin the United
States.

4. The rovider agrees that this D A serves as its ritten certi ication o  its compliance ith . . .L. 16-
104-1.

5. The rovider agrees to implement and maintain a ris -based in ormation securit  program that contains
reasonable securit  procedures.

6. n the case o  a data breach, as a part o  the securit  breach noti ication outlined in Article , Section
4(1 , the rovider agrees to provide the ollo ing additional in ormation

i. n ormation about hat the rovider has done to protect individuals hose in ormation
has been breached, including toll ree numbers and ebsites to contact

1. The credit reporting agencies
. emediation service providers

3. The attorne  general

ii. Advice on steps that the person hose in ormation has been breached ma  ta e to
protect himsel  or hersel .

iii. A clear and concise description o  the a ected parent, legal guardian, sta  member, or
eligible student s abilit  to ile or obtain a police report  ho  an a ected parent, legal
guardian, sta  member, or eligible student s re uests a securit  ree e and the
necessar  in ormation to be provided hen re uesting the securit  ree e  and that ees
ma  be re uired to be paid to the consumer reporting agencies.
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EXHIBIT “G” 
Vermont 

WHEREAS, the documents and data trans erred rom L As and created b  the rovider s Services are also sub ect 
to several state la s in ermont.  Speci icall , those la s are  SA 443 to 443  16 SA 13 1 to 13 4  and

WHEREAS, the arties ish to enter into these supplemental terms to the D A to ensure that the Services 
provided con orm to the re uirements o  the privac  la s re erred to above and to establish implementing 
procedures and duties   

WHEREAS, the arties ish these terms to be hereb  incorporated b  re erence into the D A in their entiret  or 
ermont  

NOW THEREFORE, or good and valuable consideration, the parties agree as ollo s  

1. n Article , Section , replace other ise authori ed,  ith other ise re uired  and delete or stated in
the Service Agreement.

. All emplo ees o  the rovider ho ill have direct contact ith students shall pass criminal bac ground
chec s.

3. n Article , Section 1 Data Storage  ermont does not re uire data to be stored ithin the United States.



5

EXHIBIT “G” 
New Hampshire 

WHEREAS, the documents and data trans erred rom L As and created b  the rovider s Services are also sub ect 
to several state la s in Ne  Hampshire.  Speci icall , those la s are SA 18 1-e and 18 65-68-a  SA 186  NH 
Admin. Code d. 300 and NH Admin. Code d. 1100  and  

WHEREAS, the arties ish to enter into these supplemental terms to the D A to ensure that the Services 
provided con orm to the re uirements o  the privac  la s re erred to above and to establish implementing 
procedures and duties  

WHEREAS, the arties ish these terms to be hereb  incorporated b  re erence into the D A in their entiret  or 
Ne  Hampshire

NOW THEREFORE, or good and valuable consideration, the parties agree as ollo s

1. All re erences in the D A to Student Data  shall be amended to state Student Data and Teacher Data.
“Teacher Data  is de ined as at least the ollo ing

Social securit  number.  
Date o  birth.  

ersonal street address.  
ersonal email address.  
ersonal telephone number 
er ormance evaluations.  

ther in ormation that, alone or in combination, is lin ed or lin able to a speci ic teacher, parapro essional, 
principal, or administrator that ould allo  a reasonable person in the school communit , ho does not have 
personal no ledge o  the relevant circumstances, to identi  an  ith reasonable certaint .  

n ormation re uested b  a person ho the department reasonabl  believes or no s the identit  o  the 
teacher, parapro essional, principal, or administrator to hom the education record relates.  

Teacher  means teachers, parapro essionals, principals, school emplo ees, contractors, and other 
administrators. 

2. n order to per orm the Services described in the D A, the L A shall provide the categories o  Teacher Data
described in the Schedule o  Data, attached hereto as Exhibit “I”.

3. n Article , Section , replace other ise authori ed,  ith other ise re uired  and delete or stated in
the Service Agreement.

4. n Article , Section 7 amend each re erence to students,  to state  students, teachers,

5. All emplo ees o  the rovider ho ill have direct contact ith students shall pass criminal bac ground
chec s.

6. rovider is prohibited rom leasing, renting, or trading Student Data or Teacher Data to (a  mar et or
advertise to students, teachers, or amilies guardians  (b  in orm, in luence, or enable mar eting,
advertising or other commercial e orts b  a rovider  (c  develop a pro ile o  a student, teacher, amil
member guardian or group, or an  commercial purpose other than providing the Service to L A  or (d  use
the Student Data and Teacher Data or the development o  commercial products or services, other than as
necessar  to provide the Service to the L A.  This section does not prohibit rovider rom using Student
Data and Teacher Data or adaptive learning or customi ed student learning purposes.
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7. The rovider agrees to the ollo ing privac  and securit  standards.  Speci icall , the rovider agrees to

(1 Limit s stem access to the t pes o  transactions and unctions that authori ed users, such as
students, parents, and L A are permitted to e ecute

( Limit unsuccess ul logon attempts

(3 mplo  cr ptographic mechanisms to protect the con identialit  o  remote access sessions

(4 Authori e ireless access prior to allo ing such connections

(5 Create and retain s stem audit logs and records to the e tent needed to enable the
monitoring, anal sis, investigation, and reporting o  unla ul or unauthori ed s stem
activit

(6 nsure that the actions o  individual s stem users can be uni uel  traced to those users so
the  can be held accountable or their actions

(7 stablish and maintain baseline con igurations and inventories o  organi ational s stems
(including hard are, so t are, irm are, and documentation  throughout the respective
s stem development li e c cles

(8 estrict, disable, or prevent the use o  nonessential programs, unctions, ports, protocols,
and services

( n orce a minimum pass ord comple it  and change o  characters hen ne  pass ords
are created

(10  er orm maintenance on organi ational s stems

(11  rovide controls on the tools, techni ues, mechanisms, and personnel used to conduct
s stem maintenance

(1  nsure e uipment removed or o -site maintenance is saniti ed o  an  Student Data or
Teacher Data in accordance ith N ST S  800-88 evision 1

(13  rotect (i.e., ph sicall  control and securel  store  s stem media containing Student Data or
Teacher Data, both paper and digital

(14  Saniti e or destro  s stem media containing Student Data or Teacher Data in accordance
ith N ST S  800-88 evision 1 be ore disposal or release or reuse

(15  Control access to media containing Student Data or Teacher Data and maintain
accountabilit  or media during transport outside o  controlled areas

(16  eriodicall  assess the securit  controls in organi ational s stems to determine i  the
controls are e ective in their application and develop and implement plans o  action
designed to correct de iciencies and reduce or eliminate vulnerabilities in organi ational
s stems
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(17  Monitor, control, and protect communications (i.e., in ormation transmitted or received b
organi ational s stems  at the e ternal boundaries and e  internal boundaries o
organi ational s stems

(18  Den  net or  communications tra ic b  de ault and allo  net or  communications tra ic
b  e ception (i.e., den  all, permit b  e ception

(1  rotect the con identialit  o  Student Data and Teacher Data at rest

( 0  denti , report, and correct s stem la s in a timel  manner

( 1  rovide protection rom malicious code (i.e. Antivirus and Antimal are  at designated
locations ithin organi ational s stems

(  Monitor s stem securit  alerts and advisories and ta e action in response  and

( 3  Update malicious code protection mechanisms hen ne  releases are available.

Alternativel , the rovider agrees to compl  ith one o  the ollo ing standards   (1  N ST S  800-171 rev , 
Basic and Derived e uirements  (  N ST S  800-53 rev 4 or ne er, Lo  mpact Baseline or higher  (3  ed AM  
( ederal is  and Authori ation Management rogram  (4  S C 7001 013  (5  Center or nternet Securit  
(C S  Controls, v. 7.1, mplementation roup 1 or higher  (6  A C A S stem and rgani ation Controls (S C  , 
T pe  and (7  a ment Card ndustr  Data Securit  Standard ( C  DSS , v3. .1.  The rovider ill provide to the 
L A on an annual basis and upon ritten re uest demonstration o  success ul certi ication o  these alternative 
standards in the orm o  a national or international Certi ication document  an Authori ation to perate (AT  
issued b  a state or ederal agenc , or b  a recogni ed securit  standards bod  or a reliminar  Authori ation to 

perate ( AT  issued b  the ed AM  oint Authori ation Board ( AB .   

8. n the case o  a data breach, as a part o  the securit  breach noti ication outlined in Article , Section 4(1 ,
the rovider agrees to provide the ollo ing additional in ormation

i. The estimated number o  students and teachers a ected b  the breach, i  an .

. The parties agree to add the ollo ing categories into the de inition o  Student Data  the name o  the
student s parents or other amil  members, place o  birth, social media address, uni ue pupil identi ier, and
credit card account number, insurance account number, and inancial services account number.

10. n Article , Section 1 Data Storage  Ne  Hampshire does not re uire data to be stored ithin the United
States.



EXHIBIT “I” – TEACHER DATA 

Category of Data Elements 
Check if used 

by your 
system 

Application 
Technolog  Meta 

Data 

 Addresses o  users, Use o  coo ies etc. 

ther application technolog  meta data- lease speci  

Application Use 
Statistics 

Meta data on user interaction ith application 

Communications nline communications that are captured (emails, blog entries  

Demographics 

Date o  Birth 
lace o  Birth 

Social Securit  Number 
thnicit  or race 
ther demographic in ormation- lease speci  

ersonal Contact 
n ormation 

ersonal Address 
ersonal mail 
ersonal hone 

er ormance 
evaluations 

er ormance valuation n ormation 

Schedule 
Teacher scheduled courses 
Teacher calendar 

Special 
n ormation 

Medical alerts 
Teacher disabilit  in ormation 

ther indicator in ormation- lease speci  

Teacher 
denti iers 

Local (School district  D number 
State D number 

endor App assigned student D number 
Teacher app username 
Teacher app pass ords 

Teacher n App 
er ormance 

rogram application per ormance 

Teacher Surve  
esponses Teacher responses to surve s or uestionnaires 

Teacher or  
Teacher generated content  riting, pictures etc. 

ther teacher or  data - lease speci  

ducation 
Course grades rom schooling 

ther transcript data - lease speci  

ther lease list each additional data element used, stored  or collected b  our application 
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x Browser version, OS version
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x
x
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Exhibit “G” 
New York 

WHEREAS, the documents and data trans erred rom L As and created b  the rovider s Services are also sub ect 
to several state la s in Ne  or .  Speci icall , those la s are Ne  or  ducation La   -d  and the egulations 
o  the Commissioner o  ducation at 8 N C  art 1 1  and  
WHEREAS, the arties ish to enter into these additional terms to the D A to ensure that the Services provided 
con orm to the re uirements o  the privac  la s re erred to above and to establish implementing procedures and 
duties   
WHEREAS, the arties ish these terms to be hereb  incorporated b  re erence into the D A in their entiret  or 
Ne  or  
NOW THEREFORE, or good and valuable consideration, the parties agree as ollo s  

1. All emplo ees o  the rovider ho ill have direct contact ith students shall pass criminal bac ground
chec s.

. Student Data ill be used b  rovider e clusivel  to provide the Services identi ied in hibit A to the
D A.

3. rovider agrees to maintain the con identialit  and securit  o  Student Data in accordance ith L A s
Data Securit  and rivac  olic .  The L A s Data Securit  olic  is attached hereto as hibit .  ach
Subscribing L A ill provide its Data Securit  olic  to the rovider upon e ecution o  hibit .

rovider shall use industr  standard securit  measures including encr ption protocols that compl  ith
Ne  or  la  and regulations to preserve and protect Student Data and A  Data. rovider must

ncr pt Student Data and A  Data at rest and in transit in accordance ith applicable Ne  or  la s
and regulations.

4. rovider represents that their Data rivac  and Securit  lan can be ound at the U L lin  listed in
hibit  and is incorporated into this D A.  rovider arrants that its Data Securit  and rivac  lan, at

a minimum  (a implements all applicable state, ederal and local data privac  and securit  re uirements
(b has operational technical sa eguards and controls in place to protect  that it ill receive under the
service agreement  (c  complies ith the L A s parents bill o  rights or data privac  and securit   (d
re uires training o  all providers  emplo ees, assignees and subprocessors ho have Access to student
data or A  data  (e  ensures subprocessors are re uired to protect  received under this service
agreement  (  speci ies ho  data securit  and privac  incidents that implicate  ill be managed and
ensuring prompt noti ication to the L A, and (g  addresses Student Data return, deletion and
destruction.

5. n addition to the re uirements described in aragraph 3 above, the rovider s Data Securit  and rivac
lan shall be deemed to incorporate the L A s arents Bill o  ights or Data Securit  and rivac , as
ound at the U L lin  identi ied in hibit .  The Subscribing L A ill provide its arents Bill o  ights or

Data Securit  and rivac  to the rovider upon e ecution o  hibit .
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6. All re erences in the D A to Student Data  shall be amended to include and state, Student Data and
A  Data.

7. To amend Article , Section 5 to add   rovider shall ensure that its subprocessors agree that the  do not
have an  propert , licensing or o nership rights or claims to Student Data or A  data and that the

ill compl  ith the L A s   Data rivac  and Securit  olic . rovider shall e amine the data privac  and
securit  measures o  its Subprocessors.  at an  point a Subprocessor ails to materiall  compl  ith the
re uirements o  this D A, rovider shall  (i  noti  L A, (ii  as applicable, remove such Subprocessor s
Access to Student Data and A  Data  and (iii  as applicable, retrieve all Student Data and A  Data
received or stored b  such Subprocessor and or ensure that Student Data and A  Data has been
securel  deleted or securel  destro ed in accordance ith this D A. n the event there is an incident in

hich Student Data and A  Data held, possessed, or stored b  the Subprocessor is compromised, or
unla ull  Accessed or disclosed, rovider shall ollo  the Data Breach reporting re uirements set orth
in the D A.

8. n Article , Section , replace other ise authori ed,  ith other ise re uired  and delete or stated
in the Service Agreement.

. To amend Article , Section 3 to add  rovider shall ensure that all its emplo ees and subprocessors
ho have Access to or ill receive Student Data and A  Data ill be trained on the ederal and state

la s governing con identialit  o  such Student Data and A  Data prior to receipt. Access to or
Disclosure o  Student Data and A  Data shall onl  be provided to rovider s emplo ees and
subprocessors ho need to no  the Student Data and A  Data to provide the services and such
Access and or Disclosure o  Student Data and A  Data shall be limited to the e tent necessar  to
provide such services.

10. To replace Article , Section 6 (Disposition o  Data  ith the ollo ing  Upon ritten re uest
rom the L A, rovider shall dispose o  or provide a mechanism or the L A to trans er Student

Data obtained under the Service Agreement, ithin ninet  ( 0  da s o  the date o  said re uest
and according to a schedule and procedure as the arties ma  reasonabl  agree. rovider is
prohibited rom retaining disclosed Student Data or continuing to Access Student Data be ond
the term o  the Service Agreement unless such retention is e pressl  authori ed or a prescribed period
b  the Service Agreement, necessar  or purposes o  acilitating the trans er o  disclosed Student Data
to the L A, or e pressl  re uired b  la . The con identialit  and data securit
obligations o  rovider under this D A shall survive an  termination o  this contract to hich this
D A is attached but shall terminate upon rovider s certi ing that it and it s subprocessors, as
applicable  (a  no longer have the abilit  to Access an  Student Data provided to rovider
pursuant to the Service Agreement and or (b  have destro ed all Student Data and A  Data provided
to rovider pursuant to this D A.  The rovider agrees that the timelines or disposition
o  data ill be modi ied b  an  Assurance o  Discontinuation, hich ill control in the case o  a con lict.
Upon termination o  this D A, i  no ritten re uest rom the L A is received, rovider shall
dispose o  all student data a ter providing the L A ith ninet  ( 0  da s prior notice.
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The dut  to dispose o  student data shall not e tend to Student Data that had been de-identi ied 
or placed in a separate student account pursuant to section  3.  The L A ma  emplo  a 
Directive for Disposition of Data” orm, a cop  o  hich is attached hereto as Exhibit “D”, or, 
ith reasonable notice to the rovider, other orm o  its choosing.  No urther ritten re uest or 

notice is re uired on the part o  either part  prior to the disposition o  Student Data described in
“Exhibit D". 

11. To amend Article , Section 7 to add  Not ithstanding the oregoing, rovider is prohibited rom using
Student Data or A  data or an  Commercial or Mar eting urpose as de ined herein.  And add a ter
(iii account holder, hich term shall not include students.

1 . To replace Article , Section 1 (Data Storage  to state  Student Data and A  Data shall be stored
ithin the United States and Canada onl . Upon re uest o  the L A, rovider ill provide a list o  the

locations here Student Data is stored.

13. To replace Article , Section  (Audits  to state  No more than once a ear or ollo ing an unauthori ed
Access, upon receipt o  a ritten re uest rom the L A ith at least ten (10  business da s  notice and
upon the e ecution o  an appropriate con identialit  agreement, the rovider ill allo  the L A to audit
the securit  and privac  measures that are in place to ensure protection o  Student Data or an  portion
thereo  as it pertains to the deliver  o  services to the L A. The rovider ill cooperate reasonabl  ith
the L A and an  local, state, or ederal agenc  ith oversight authorit  or urisdiction in connection ith
an  audit or investigation o  the rovider and or deliver  o  Services to students and or L A, and shall
provide reasonable Access to the rovider s acilities, sta , agents and L A s Student Data and all
records pertaining to the rovider, L A and deliver  o  Services to the L A.

Upon re uest b  the Ne  or  State ducation Department s Chie  rivac  icer (N S D C , 
rovider shall provide the N S D C  ith copies o  its policies and related procedures that pertain to 

the protection o  in ormation. n addition, the N S D C  ma  re uire Contractor to undergo an audit 
o  its privac  and securit  sa eguards, measures, and controls as the  pertain to alignment ith the 
re uirements o  Ne  or  State la s and regulations, and alignment ith the N ST C bersecurit  

rame or . An  audit re uired b  the N S D C  must be per ormed b  an independent third part  at 
rovider s e pense and the audit report must be provided to the N S D C . n lieu o  being sub ect to a 

re uired audit, rovider ma  provide the N S D C  ith an industr  standard independent audit 
report o  rovider s privac  and securit  practices that as issued no more than t elve months be ore 
the date that the N S D C  in ormed rovider that it re uired rovider to undergo an audit.  ailure to 
reasonabl  cooperate ith an  o  the re uirements in this provision shall be deemed a material breach 
o  the D A. 

To amend the third sentence o  Article . Section 3 (Data Securit  to read  The rovider shall implement 
securit  practices that are in alignment ith the N ST C bersecurit  rame or  v1.1 or an  update to 
this rame or  that is adopted b  the Ne  or  State Department o  ducation. 

14. To replace Article . Section 4 (Data Breach  to state  n the event o  a Breach as de ined in 8 N C  art
1 1.1 rovider shall provide noti ication to L A ithin sevent -t o (7  hours o  con irmation o  the
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incident, unless noti ication ithin this time limit ould disrupt investigation o  the incident b  la  
en orcement.  n such an event, noti ication shall be made ithin a reasonable time a ter the incident. 

rovider shall ollo  the ollo ing process   
(1 The securit  breach noti ication described above shall include, at a minimum, the ollo ing
in ormation to the e tent no n b  the rovider and as it becomes available
i. The name and contact in ormation o  the reporting L A sub ect to this section.
ii. A list o  the t pes o  personal in ormation that ere or are reasonabl  believed to have been the
sub ect o  a breach.
iii.  the in ormation is possible to determine at the time the notice is provided, then either (1  the
date o  the breach, (  the estimated date o  the breach, or (3  the date range ithin hich the
breach occurred. The noti ication shall also include the date o  the notice.
iv. hether the noti ication as dela ed as a result o  a la  en orcement investigation, i  that
in ormation is possible to determine at the time the notice is provided  and
v. A general description o  the breach incident, i  that in ormation is possible to determine at the
time the notice is provided  and
vi. The number o  records a ected, i  no n  and
vii. A description o  the investigation underta en so ar  and
viii. The name o  a point o  contact or rovider.
( rovider agrees to adhere to all ederal and state re uirements ith respect to a data breach
related to the Student Data, including, hen appropriate or re uired, the re uired responsibilities
and procedures or noti ication and mitigation o  an  such data breach.
(3 rovider urther ac no ledges and agrees to have a ritten incident response plan that re lects
best practices and is consistent ith industr  standards and ederal and state la  or responding to
a data breach, breach o  securit , privac  incident or unauthori ed ac uisition or use o  Student
Data or an  portion thereo , including personall  identi iable in ormation and agrees to provide L A,
upon re uest, ith a summar  o  said ritten incident response plan.
(4 L A shall provide notice and acts surrounding the breach to the a ected students, parents or
guardians. here a Breach o  Student Data and or A  Data occurs that is attributable to rovider
and or its Subprocessors, rovider shall pa  or or promptl  reimburse L A or the ull cost o
noti ication to arents, ligible Students, teachers, and or principals.
(5 n the event o  a breach originating rom L A s use o  the Service, rovider shall cooperate ith
L A to the e tent necessar  to e peditiousl  secure Student Data.
(6 rovider and its subprocessors ill cooperate ith the L A, the N S D Chie  rivac  icer and
la  en orcement here necessar , in an  investigations into a Breach. An  costs incidental to the
re uired cooperation or participation o  the rovider ill be the sole responsibilit  o  the rovider i
such Breach is attributable to rovider or its subprocessors.

15. To amend the de initions in hibit C  as ollo s

- Subprocessor  is e uivalent to subcontractor.  t is a third part  ho the provider uses or data
collection, anal tics, storage, or other service to allo  rovider to operate and or improve its
service, and ho has access to Student Data.
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- rovider  is also no n as third part  contractor.  t an  person or entit , other than an
educational agenc , that receives student data or teacher or principal data rom an educational
agenc  pursuant to a contract or other ritten agreement or purposes o  providing services to
such educational agenc , including but not limited to data management or storage services,
conducting studies or or on behal  o  such educational agenc , or audit or evaluation o  publicl
unded programs. Such term shall include an educational partnership organi ation that receives

student and or teacher or principal data rom a school district to carr  out its responsibilities and
is not an educational agenc  and a not- or-pro it corporation or other non-pro it organi ation,
other than an educational agenc .

16. To add to hibit C  the ollo ing de initions
- Access:  The abilit  to vie  or other ise obtain, but not cop  or save, Student Data and or

A  Data arising rom the on-site use o  an in ormation s stem or rom a personal meeting.
- APPR Data  ersonall  denti iable n ormation rom the records o  an ducational Agenc

relating to the annual pro essional per ormance revie s o  classroom teachers or principals
that is con idential and not sub ect to release under the provisions o  ducation La   
301 -c and 301 -d

- Commercial or Marketing Purpose:  n accordance ith  1 1.1(c  o  the regulations o  the
Ne  or  Commissioner o  ducation, the Disclosure, sale, or use o  Student or A  Data
or the purpose o  directl  or indirectl  receiving remuneration, including the Disclosure,

sale, or use o  Student Data or A  Data or advertising purposes, or the Disclosure, sale, or
use o  Student Data to develop, improve, or mar et products or services to Students.

- Disclose or Disclosure  The intentional or unintentional communication, release, or trans er
o  Student Data and or A  Data b  an  means, including oral, ritten, or electronic.

- Encrypt or Encryption  As de ined in the Health nsurance ortabilit  and Accountabilit  Act
o  1 6 Securit  ule at 45 C   164.304, encr pt means the use o  an algorithmic process
to trans orm ersonall  denti iable n ormation into an unusable, unreadable, or
indecipherable orm in hich there is a lo  probabilit  o  assigning meaning ithout use o  a
con idential process or e .

- Release: Shall have the same meaning as Disclose
- LEA:   As used in this D A and all hibits, the term L A shall mean the educational agenc , as

de ined in ducation La  Section -d, that has e ecuted the D A  i  the L A is a board o  cooperative
educational services, then the term L A shall also include articipating School Districts or purposes
o  the ollo ing provisions o  the D A  Article , Section  Article , Sections 1 and 3  and Sections 1,

, and 3 o  Article .
- Participating School District  As used in hibit  and other hibits to the D A, the term

articipating School District shall mean a Ne  or  State educational agenc , as that term is de ined
in ducation La  Section -d, that obtains access to the Services through a CoSer agreement ith
L A, and shall include L A i  it uses the Services in its o n educational or operational programs.

-
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Exhibit “J” 
LEA Documents 

Ne  or  L As ill provide lin s to their Data Securit  and rivac  olic , arents Bill o
ights or Data Securit  and rivac , and supplemental in ormation or this service

agreement in their hibit s.



35

Exhibit “K” 
Provider Security Policy 

rovider s Data Securit  and rivac  lan can be accessed at  

 
https://www.typing.com/privacypolicy
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