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This Student Data Privacy Agreement (“ ”) is entered into on the date of full execution (the “ ”) 

(the “ ” or “ ”) and
(the “ ”).

Educational Rights and Privacy Act (“ ”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online 
Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501

“ ”

Exhibit “E”

“ ”
“ ”)
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Exhibit “ ”

Exhibit “ ”

for an LEA to respond to a parent or student, whichever is sooner) to the LEA’s
’s records held by the Provider to view or correct as necessary. In



Should law enforcement or other government entities (“Requesting
Party(ies)”) contact Provider with a request for 

. Provider shall require all of Provider’s employees and agents who have



obtain the LEA’s written approval of the manner in which de

The LEA may employ a “Directive for Disposition of Data” form, a copy of which
Exhibit “D” If the LEA and Provider employ Exhibit “D,” no further written request

“D.

days’ notice



very of Services to students and/or LEA, and shall provide reasonable access to the Provider’s 
facilities, staff, agents and LEA’s Student Data and all records pertaining to the Provider, LEA and delivery 

Exhibit “ ”

Exhibit “ ”



In the event of a breach originating from LEA’s 

Provider may, by signing the attached form of “General Offer of Privacy Terms” (General Offer, attach
“ ” “ ”

LEA’s 





“ ”



“ ”

X
A code for students to access and play the game



X

X

Nickname X



–



“ ”

a reasonable determination that a student’s id

education agency, including but not limited to, records encompassing all the material kept in the student’s 

–

agreement with an LEA to provide a service to that LEA shall be considered an “operator” for the purposes of this 

, the term “Provider” means

the term “Provider” includes the term “Third Party” and the term “Operator” as used in applicable state statutes.

The term “student generated content” means materials or content created by a 

students’
nformation in the student’s educational record or email, first and last name, birthdate, home or other physical 



geolocation information, parents’ names, or any other information or identification number that woul
Student Data further includes “personally 

,” as defined in 34 C.F.R. § 99.3 and as defined under any applicable state law. 

Exhibit “B”

identified, or anonymous usage data regarding a student’s use of Provider’s services. 

, the term “ ” (sometimes referred t
“Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics, 

t party to the original Service Agreement and who accepts the Provider’s 

: The term “Third Party” means a provider of dig

“Third Party” when used 
to indicate the provider of digital educational software or services is replaced by the term “Provider.”



“ ”



“ ”

The Education Security and Privacy Exchange (“Edspex”) works in partnership with the Stude

protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* (“Cybersecurity 
Frameworks”) that may

—
—



“ ”

the documents and data transferred from LEAs and created by the Provider’s Services are also subject 

Section 2, replace “otherwise authorized,” with “otherwise required” and delete “
the Service Agreement.”



“ ”

, the documents and data transferred from LEAs and created by the Provider’s Services are also subject to several 

Education Regulations, Maine Dep’t of Edu. Rule Ch. 101; and 

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in the Service
Agreement.”

6. The parties agree that the definition of Student Data in Exhibit “C” includes the name of the student’s family members,
the student’s place of birth, the student’s mother’s maiden name, results of asse

7. The parties agree that the definition of Student Data in Exhibit “C” includes information that:

t's use of the Provider’s website, service or application for kindergarten to

s use of the Provider’s website, service or application for kindergarten to

c. Is gathered by the Provider through the operation of the Provider’s website, service or application for
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“ ”

the documents and data transferred from LEAs and created by the Provider’s Services are also subject 

“otherwise authorized,” with “otherwise required” and delete “
in the Service Agreement.”

eligible student’s ability to file or obtain a police report; how an affected pare
guardian, staff member, or eligible student’s requests a security freeze and the



EXHIBIT “G”

the documents and data transferred from LEAs and created by the Provider’s Services are also subject 

In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “
the Service Agreement.”
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“ ”

the documents and data transferred from LEAs and created by the Provider’s Services are also subject 

DPA to “Student Data” shall be amended to state “Student Data and Teacher Data.”
“Teacher Data” is defined as 

“Teacher” means teachers, paraprofessionals, principals, school employees, contractors, and other 

Exhibit “I”
In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “
the Service Agreement.”

In Article IV, Section 7 amend each reference to “students,” to state: “students, teachers,…”



 

 

 

 

 

 

 



 

 

 

 

 

 

 



EXHIBIT “I” –

X

X

X

X

Teacher



Exhibit “G”

the documents and data transferred from LEAs and created by the Provider’s Services are also subject 

Provider agrees to maintain the confidentiality and security of Student Data in accordance with LEA’s
Data Security and Privacy Policy.  The LEA’s Data Security Policy is attached hereto as Exhibit J.  Each

licy to the Provider upon execution of Exhibit “E”.

service agreement; (c) complies with the LEA’s parents bill of rights for data privacy and security;  (d)
requires training of all providers’ employees, assignees and subprocessors who have Access to student

Data Security and Privacy to the Provider upon execution of Exhibit “E”.



All references in the DPA to “Student Data” shall be amended to include and state, “Student Data and
APPR Data.”

h the LEA’s   Data Privacy and Security Policy. Provider shall examine the data privacy and

(ii) as applicable, remove such Subprocessor’s

In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “
in the Service Agreement.”

shall only be provided to Provider’s employees and

DPA is attached but shall terminate upon Provider’s certifying that it and it’s subprocessors, as



“Directive for Disposition of Data” Exhibit “D”, 

“

To amend Article IV, Section 7 to add: ‘Notwithstanding the foregoing, Provider is prohibited from using

account holder, “which term shall not include students.”

written request from the LEA with at least ten (10) business days’ notice and

provide reasonable Access to the Provider’s
facilities, staff, agents and LEA’s Student Data and all

Upon request by the New York State Education Department’s Chief Privacy Officer (NYSED CPO),

Provider’s expense and the audit report must be provided to the NYSED CPO. In lieu of being subject to a

report of Provider’s privacy and security practices that was issued no more than twelve months before



(5) In the event of a breach originating from LEA’s use of the Service, Provider shall cooperate with

To amend the definitions in Exhibit “C” as follows:

“Subprocessor” is equivalent to subcontractor.  It 



“Provider” is also known as third party contractor.  It 

To add to Exhibit “C” the following definitions:



Exhibit “J”

LEA Data Security and Privacy Policy Parents Bill of
Rights for Data Security and Privacy  and supplemental information for



Exhibit “K”

Provider’s Data Security and Privacy Plan can be accessed at:

https://groovelit.com/data-plan.pdf




