
Dltl SHlnrxc AND CoNFTDENTtALtTy AGREEMENT

INcLUDTNc
BILL OF RIcHTS FOR DATA SECURITY AND PRIV^CY

AND

SUPPLEMENTAL INFORMATION ABOUT A CONTRACT

BETwEEN HEARTLAND ScHooL soLU'floNs AND ERIE I BOCES

This Data Sharing and Confidentiality Agreement ("DSC Agre€ment") is made and entered into by
and bctween Hcartland Sehool Solutions ("Vendor"), having its principal oflices at 1620 W. Fountainhead
Pkwy, Suite 501, Tempe, AZ 85282. and the Board of Cooperative Educational Servic€s l'or the First
Supervisory Districi, Erie County ("Erie I BOCES"), having its principal offices at 355 [{arlem Road, West
Seneca NY I4224 (collectivcly refened to as the "Parlies").

t frrpsscs{Ics
(a) Erie I BC lliS and Verdor are parties to an earlier agreement commencing on April l,

2019, and rcnews annually f 'Ihe Contract"). This DSC Agreement is entered into in order to conlbrm the
ContrBct to the requirements ofNew York State Education Law Section 2-d and Part l2l ofthe Regulations
of the NYS Commissioner of Education (collectively relerrcd to as "S'ection 2-d"). This DSC Agreement
consists of the terms and conditions set fonh hercin, a copy of "[rie I BOCES Bill of Rights for Data
Security and Privacy" signed b1'Vendor, and the "Supplemental lnformation about a Contract hetween
Vendor and Erie I BOCES" that is required to be posted on Erie I BOCES' website.

(b) By sflixing their signalures lo this DSC Agreement below, Erie I BOCFIS and Vendor
agree that the term of this DSC Agrcement shall commence as ofthe datc ofmutual cxccution of this DSC

Agreement by the Parties, and shall continue through and unlil the date of expiration of ths Contmct (or.
thmugh and until the date of expiration of an authorized renewal lerm or other authorized amendment of
the Conh8ct, ifany) (the *Term"), Vendor shall comply with all terms, conditions and obligstions as scl
forth in this DSC Agrrement, including those set forth in Erie i BOCES' Bill olRights for Data Security
and Privacy and the Supplementsl lnformation about a Conlract between Vendor and Erie I BOCES.

throughout the duration of the Term ofthis DSC Agreement, and this DSC Agreement shall suJrersede and

take the plac€ ofany DSC Agreement entered hrto, or any similar dsta shEring and confidentisliry language

previously agreed to by the Parties (within 0re Contract or otherwise), prior to the date of mutual execution

ofthis DSC Agreemcnt.

(c) -fo 
the extent that any terms contained within the Conrract, or an)r' terms contained within

any other agreements or exhibits attached to and made a pan of the Contract, conflict with the terms of
this DSC Agreemenr, the terms of this DSC Agreement will apply and bc given ell'ect. ln thc event that

Vendor has online or written Privacy Policies or Terms of Service (collectively. "TOS") that would

olherwise be applicable to its customcrs or users of its Product that is the subject of the Contracl, to the

exteflt that any lerm of thc 'lOS (irr effect as of the date of commencemetll of thc C-ontract. and,ior as

subsequently amended) conflicls with the terms ofthis DSC Agrcement, the terms of this f)SC ASreement

willapply and be given efiect.
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2. U!$!LE!

Any capitalizcd term uscd within this DSC AS,reem€nt rhat is also found in the Contract. if any.
will have the same definition as contained whhin lhe Contract.

In addition, as used in this DSC Agre€ment:

(a) "Student Da6" means personally identifisble information, as defined in Section 2d. t'rom

student records that Vendor receives hom a Panicipating Educational Agency pursuant to the Conlract.

(b) "'l'eacher or Principal Data" means personally identifiable information relating lo the

onnual professional performance reviews of classroom teachers or principals thst is confidentisl snd not

subjecl to release under the provisions ofNew York Education Law Sections 3012-c or 3012{, that Vendor
rcccivcs lrom a Panicipating Educational ABency pursusnt to the Conlract.

(c) "Pmtccted Data" means Studcnt Data and/or Teachcr or Principal Data to the extent
spplis&ble to Veodor's Product.

(d) "Pa(icipating Educationsl Agenc.".'" means a school district 1{ithin Ncw York Stsle that

purchases certain shored technologr services and software lhrough a Cooperative Educalional Services

AgEemenr ("CoSer") with Erie I BOCliS, and os a r€sult is licensed to use Vendor's Product purcuant to

the terms ofihe Contracl. For purposes oflhis DSC Ageemenl. the term also includes Erie I I]OCES if
licensed to use Vendor's Product pursuant to the Contract to suppon its orvn educatioral programs or
oP€rations.

(e) 'NIST Cybersecurity Framewo*" meons the U.S. Department of Commercc National

Institute for Standards f,nd'ltchnolo$/ Framework for lmproving Criticsl lnfrastructure Cybersecurity
Version L I ."

-1, Conlldetrti.lity of Protected lhtl

(a) Vendor acknowledges that the Prot€cted Data it receives pursuant to the Cortract may
originate from several Participating Education&l Agencies located within New York State, and that this
Protected Dala belongs to and is owned by the Paniciluting F/rrcstional Agency from which it originates.

(b) Vcndor will mnintain the confidentiality of all Pmtected Dala it receives in accordance
with 8pplicsble federal and state law (including bul not limited b Section 2-d) and this DSC Agreement.
as may be amended by the parries. Vendor acknowledges that Erie I BOCES is obligated under Section
2-d to adopt a policy on data security and privacy, but that adopion may not occur until a date subsequenl
to thc cffcctivc dale ofthis I,SC Agrcement. Erie t BOCESwill provide Vendor with acopyof its policy
as soon as procticable following adoption, and Vendor and Erie I BOCES agrcc to engagc in good l'aith
negotiations to modif this DSC Agcemcnt to the cxtcnt necessary to ensure the p8rties' continued
compliance with Scction 2d. Such modifications will bccomc binding on thc parties when made in wriling
and signed by both Parties.

4. Verdor'r Data Socuritv and Prlvgcv Plan

Vendor agrees that it will protect the confidentialiS,. privacy and security ofthe Protected Data il
rcceivcs liom Participsting Educational Agencies in accordance with Erie I BOCES' Bill of Rights fior
L)ata Privacy and Security, a copv of which has been signed by the Vendor and is sei lbrth below.
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Additioml clements ofVendor's Data S€curity and Privacy Plan arc as follows:

(a) In order to implement 8ll st8tc, federal, and loqal data sccurity and privacy rcquirtments,

including those contsined within this DSC Agreemen|. consistent wilh Erie I BOCES'data security and

privacy policy, Vendor will: Review its data security and privacy policy 8nd Practic€s to ensute thst th€y

are ir ionformsnce with all applicsble fcderal, sratc, and local laws and the terms of this DSc

Agr€ment. ln rhc evsnt Vcndor's policy and practices Ire not in conformanc€, the Vendor will implcment

commercially reasonable cfforts to cnsurc such comPliance.

(b) As contained in the N lSl' Cybersecurity Framework, in order to Protect the securit),

confidcntiality and integdty ofthe Protacted Data thrt it roc€ivos undcr the Contract, Vcndor will havc the

following reasonablc sdministrstive, technical. operational and physical safeguards and prsctices in pla{,je

thmughoui the tcrm of the ConEact:

Data Sec.ltriry:
. Data-al-rcsl & dats-in-ttansil is eocryfled
. Data leak protections are implemenied

tnforrrulion Proleclion Prucesses und Pracedures:
. Dats d6truction is pcrformed according to contracl and sSreemerts

. A pl6n for vulnerability m8nagement is developed sltd implemented

Proteclive Technolog:
. L,og/audit records &rc ascenain€d, implemented, documented and rsviewed rccording to

plicy
. Netlvork communications arc protcctcd

Identity Management, Aulhenlication ond Access Contol;
o Crcde ials and identities are issuerl verified. managed, audited and revoked, as

applicable, for authorized devices, processes and users

. Remote access is managed

(c) Vendor will comply \4 ith all obligations set forth in Erie I BOCES' "Supplemenul

lnformalion sbout s Contract between Vendor and Erie I BOCES." below.

(d) For any of its oflicers or emplrryees (or ollicers or employees ofany of its subcontractors

or assignees) who have accccs to Protcctcd Data. Vendor has provided or will provide trainingon the federal

and staic lrws governing confidentiality of such datE prior to their recciving access, as follows: Annually,

Vendor will require that all of its ernployees (or oflicers or cmployees of any of its subcontractors or

assign€as) undcrgo data securiry and privacy training to ensure that these individuals ar€ awarc of and

l'smilisr with sll spplicable data securitv and privacy lavs.

(e) Vendor [clra.t orcl X will __will not utilize sut]contracloni fi.rr the purpose of
fulfilling one or more of its obligations under lhe Contract. .ln the evenl that Vcndor cn888cs an)

,ub"onti"too, ,r.ignees, or other authorized agents to perlbrm its obligations under the Contracl, it will

rrquire such subcon-t?ctors, assignees, or other aulhorized sgents to execut€ written a8reements as more

i'"ify J*Ub€a in the 'suppleme-ntal Information sbout I Contr8ct between Vcndor and Erie I BOCES."

belou.

l'age 3 of8



(f) Vendor will manage dBla soouriry and privacy incidents that impli€ate Protected Dsta
including identiling brcachcs and unauthorized disclosures, and Vendor will prcvide prompt notification
of any breaches or unauthorizd disclosures of Protected Data in accordance with Section 6 of this DSC
Agrcement,

(g) Vendor will implement proc€dures forth€ retum. transition. deletion and/or destruction of
Prot€cted Data at such time that the Contract is terminated or expires, as more fully described in the
'Sopplemental lnformation aboul a Contract b€tw€en vendor and Erie I BOCES." below.

5. Additionrl St tutorv .!d Rczul.ton, Oblimtiong

Vendor acknowledSes that it has the tbllowing additional obligations with resp€ct to any Protected
Data received from Participating Educational Agencies, and that any failurc to fulfill one or more ofthese
statutory or r€gulatory obligations shall be a breach ofthe Contracl and the terms of this DSC Agre€ment:

(a) Limit inlemal acc€ss to education records to those individuals that are detennined to have
legitimate educational interests within thc meaning ofSection 2-d and the Famity' Educational Rights and
Privacy Act (FERPA).

(b) Limit intemal access to Protected Dat8 to only those employees or subcontractors that need

ac€€ss in order to assist Vendor in fulfilling one or more of ks obligations under the Contract.

(c) Not use Protected Data for ony purposes other than those explicitly authorized in this DSC
Agreement.

(d) Not disclose any personally identifiable irrformation to any other party, cxccpt for
authorized representatives of Vendor using the information to crrry out Vendor's obligations under the
Contract. unless:

(i) the parent or r:ligible student has provided prior written consenl; or
(ii) the disclosure is required by statut€ or court ordcr and notice ofthc disclosure is

pmvided to Panicipating Educational Agency no later than the time of disclosure
unless such notice is expressly prohibired by the statute or courl order.

(e) Maintain reasonable administrative, lechnical, and physical satbguards to protect the
security, confidcntiality, and integrity of Pmtectcd Data in its custod)';

(0 Use encryption technolory that complies with Section 2-d, as more fully set forth in thc
"Supplemental lnformstion about I Contrsct between Vendor and Erie I BOCES," below.

(g) Provide notification to Erie I BOCES (and Panicipating Educational Agencies. to thc
extent requircd by, and in accordarce with, Stction 6 ol this DSC Ageement) of any breach of security
resulting in an unauthorized release of Protected Dala by Vendor or its assignees or subeontractors in
violstion of stale or lederal law or other obligations relating to data privacy and security contained herein.

(h) Promptly rcimburse Erie I BOCES or I Participating School District for the full cost of
notificstion, in the event they art required under Section 2{ to notiry affected parents, students, teachers
or principals ofa breach or unauthorizrd release of Protected Daa *tributed to Vendor or its subcotrtraclors
or assignees.
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6. Notilicrrion of Brerch rDd Uneuthorized R.elere

(a) Vendor shall promptly notiry Eric I BOCES of any brcach or unauthorized release of
Protected Data in the most expedient way possible and without unreasonable delay, but no more than seven
(7) calendar days after Vendor has discovercd or been informed ofthe breach or unauthorizr:d release.

(b) Vendor will provide such notification to Erie I BOCFIS by contacting Rosanne Huffcut,
Dir€ctor, Erie I BOCES/WNYRIC directly by email st rhuffcut@e I b.org, or by calling (716) 821-7028
(ofiice).

(c) Vendor will cooperate with Erie I BOCES and provide as much inlormation as possible
directly to Rmanne Huffcul or her designee about the incident, including but not limited to: a description
of the incidenr. the date of the incident, the date Vendor discovered or was informed of the incident, a

description of the types of personally identifiable information involved, an estimate of the number of
records affected, the Participating Educational Agencies affected, what the Vendor has done or plans to do
to investigate the incid€nt, stop the breach and mitigate any lurther unauthorized access or release r.rf

Protccted Dat . and contact information for Vendor r€presentatives who can assist Erie I EOCES or its
Particip8ting Districts if they have additional questions.

(d) Vendor acknowledges that upon initial notification fiom Vendor, Erie I BOCES, as the
cducstional sgcncy with which Vendor contracts, has an obligation under Section 2-d ao in turn notiry the
Chief Privacy Officer in the New York State Education f)€partment ("CPO"). Vendor shall not provide
this notification to the CPO directly. In th€ event the CPO contacts Vendor directly or requests morE
information from Vendor regarding the incident afler having been initially informed ofthe incidenr by Erie
I BOCES, Vendor will promptly inform Rosanne Huffcut or her designee.

(e) Vendor will consult directly with Rosanne Huffcut or her designee prior to providing any
funher notice ofthe incident (written or otherwise) directly lo any other BOCES or Regional lnformation
Center, or any affected Panicipating Educational Agency.

IN WITNESS WHEREOF. the Parties have caused this DSC Agreement to be cxecuted by their duly
authorized representatives as ofthe dates set forth below.

H EART ERIE I BOCDS

By:

Prinlc Name: Jeremtl,ogi

Title: SVP & General Manaqer. School Solutions Tirle: 6r?e. D,nol".

B)':

f)aie: 7l11r20 D^,, 'rf\ l2o
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DlTe Stattlc AND CoNFlDENTIAI,try AGREr,trr,N t- (coN'r'tNt,ID)

ERIE I BOCES

Bll.t. oF RrcHTs FoR DATA SF:cURrry AND PRrvAcy

Erie I BOCES is committed to prDtecting the privacy and security o[ student, teacher, and principal data.
ln accordance with New York Fducstion l-8w $ 2d, the BC)CF,S wishes to inform thc community of the
following:

(l) A student's personslly identifiable information cannot be sold or released for any comrnercial
purposes.

(2) Psrcnis havc thc right to inspect ind rcview the completc conteflts oftheir child's educstion rccord.

(3) State and federal laws protect the confidcntialily of personally identifiable information, and
safeguards associared with industry standards and bcst practices. including but not limitcd to, e{cryplion,
firewalls, and password prot€ction. musl be in place when data is slored or transferred.

(4) A completc list ofsll srud€nl data clemcnts collcctcd by lhc State is available for public revieu
al httr,:/l$'N \t.n\ scd.sov,data-pri!'A$:!q!i!i!t/sl!!S$:44!L1!]J!_tl'-Dt, or by writing to lhe Office of
lnformukm & Rcponing Services. New York Slale F/ucation Depanment. Room 863 EBA, 89
Washington Avenue, Albany. New York 12234.

(5) Parcnts have the right to have complaints about possible breaches of studcnl dst8 addresscd.
Complains should be directcd in writing to the Chief Privacy Ofticcr, New York State F/ucalion
Depadment. t9 Washington Avenue, A lb y, New Yort 12234. Complsints may also be submiued using
the lbrm available al the following uebsite: http:,r! tylLltysgd.g(.,t i datq-pri\irc) -seruri,tyn:I'ltrtlrnllqpgf--
d isck)sur!.

1it7no

Titlr
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DATA SHARING AND CoNFIDENTIALTTY AGRf,EMENT (coNTINUED)

SUppLEMENTAL INFoRMATtoN ABoUT A CoNTRAcT
BerwpeN uranrlAND scHooL soLUTroNs AND ERrE I BOCES

Erie I BOCES has entered into a Contrsct with Heanland School Solutions which govems the availability
to Participating Educational Agencies ofthe following Product(s):

WebSMAR'I'I/Mosaic Cafeteria Management System

Pursurnt to this Corltract, Participating Educational Agencies (r.e., those educational agencies that arr
authorized to use the above Product(s) by purchasing certain sharcd technolos/ services and softwarc
through a Coop€rative Educational Services Agreement with Erie I BOCES) mav pmvide to Vendor, and
Vendor will receive, personally idenrifiable information about students, or teachers and principals. that is
protected by Section 2i ofthe New York State Education l,aw ("Protected Data"). Vendor has also entered
into a scparate Data SharinS and Confidentiality Agr€ement ("DSC Agreement") with Erie I BOCES
setling forth Vendor's obligations to protect the confidentialilv. privacy and security of Protected Data it
receives pursuant to the Contract.

Erclusive Purpose for which Protected Deta will be [Jsed: I'he exclusive pur;nse for which Vendor is
being provided access to the Prolected Data is to provide Participating Educational Agencies with thc
functionalitv ofthe Product(s) listed above. Vendor sgrees that it will not use the Protected Data for any
other purposes not explicitly authorized above or in the DSC Agreement. Protected Data received by
Vendor, or any of Vendor's subcontractoG. assignees, or other authorized agens, will not be sold, or
released or used for any commerciaI or marketing purposes.

Ovenighr of Subconlracton: ln the event that Vendor engages subcontractors, assignces, or olhcr
iuthorizrd agenls lo perform one or more of its otrligations under the Contract (including any hosting
service provider), it will require those to whom it discloses Protected Data to erecute legally binding
agrcements acknowledging iheir obtigation under Section 2d of the New York State Education Law to
comply with the same dala security and privacy slandards required of Vendor under the Contract snd
applicable state and federal law. Vendorwill ensure that such subcontractors. assignees, or other authoriz€d
agents abide by the provisions of these agreements by: [Subconlractors 8re an extension of our company
and are required to abide by the same policies and agreements.l

Durrtion of CoDtrsct snd Protected Drlr Upotr Erpiration:

. The Contract commences on April 1.2019. and renews annually.
o Upon expiration ot the Contract without renewal, or upon termination of the Contract prior to

expiration, Vendor will securely delete or other*'ise destroy any and all Prolected Data remaining
in the possession of Vendor or its assignees or subcontraclors or other authorized p€rsons or
entities to whom it has disclosed Protected Data. lf rcquested by Erie I BOCES and./or an-v

Participating Educalional Agency, Vendor will assist a Participaling Educational Agenc_r" in

exporting all Protected Data preyiously received back to the Panicipaling Educational Agency tbr
its own use, prior to deletion, in such formats as may be requested by lhe Panicipating Educational
Agencl.
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o ln the cvent the Contract is assigned to a successor Vendor (to the extent authorized hy the

Contract). the Vendor will cooperate 1+ith Erie I BOCES as necessary to transition Protected Dats

to the successor Vendor prior to delelion.
o Neither Vendor nor any of iLs subcontractors or other authorizcd persons or entities to whom it

has disclosed Pmtectcd Data will retain any Protected Data. copies, summaries or extracts of the

Protcctsd Dat8, or any de-identificd Protectcd Drl8, on any storsSe medium whatsoever. []pon
rcquesl. Vendor and/or its suhcontractors or other authorizrd p€rsons or entiti€s to whom it has

disclosed Protected Data. as applicable, will provide Erie I BOCFIS with a ccrtification from 8n

appropriate offrcer that lhese requirements have been satisfied in full.

Chslletrgltrg Accurrcy of Proteclcd Dets: l'arEnls or eligible students can challen8c the accuracy ofany
Protected Dala providcd by a Participaring Educational Agcncy lo Vcndor, by contacting the student's

district ofrcsidence regarding procedures for requesting amendmenl ofeducstion records under the Fomily
F/ucational Rights ald Privacy Act (FERPA). Teachers orprincipals may be able to challeng€ the ac.uracy
ofany APPR data provided to Vendor by following the appeal process in tieir employing school district's
applicable APPR Plan.

Drb Stor.ge end Sccurity Protcctlonr: Any Protacted Data Vcndor roceives will be stored on systems

maintained by Vendor, or by a subconttctor under the dircct control of Vendor, in a securc dau center

facility located within the United States. The measurcs that Vendor ryill take to protect Pmtect€d Data

inelude adoption of ter:hnologies, saf'eguards and practiccs that alitn with the NIS'| Cybersecurity
Framework and indusr,y- b€st practices including, bu1 not necessarily limitcd to, disk cncryption, filc
encryption, firewalls, and passwotd protection.

Encryptioa of Protectcd Drt : Vendor (or. ifapplicable, its subconractors) will protect Protected Data in
its custody from unauthorized disclosure while in motion or 8t res! using a technologr or methdology
spccifrcd by thc secretary ofthe U.S. Dcplnmenl of HHS in guidance issued under Seclion 13402(HX2) of
P.t.. I It-5.
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