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EXHIBIT "A" 

DESCRIPTION OF SERVICES 

Common Goal Systems, Inc provides student information system (Schoollnsight) and gradebook  
(TeacherEase) solutions for K12 schools and school districts. 
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EXHIBIT “H”

Additional Terms or Modifications

Version __3.0__

LEA and Provider agree to the following additional terms and modifications:

Article II.2 Parent Access is hereby stricken and replaced with the following:

Parent Access. To the extent required by law the LEA shall establish reasonable procedures by

which a parent, legal guardian, or eligible student may review Education Records and/or

Student Data and correct erroneous information; and procedures for the transfer of

student-generated content to a personal account, consistent with the functionality of the

services. LEA will use the available tools within the service to review, correct, and/or export

data. In the event that a parent of a student or other individual contacts the Provider to review

any of the student data accessed pursuant to the Services, other than that available on the

student or parent portal, the Provider shall refer the parent or individual to the LEA, who will

follow the necessary and proper procedures regarding the requested information.

Article II.3 Separate Account is deleted. Provider does not offer accounts to students directly.

Article II.5 Subprocessors is hereby stricken and replaced with the following:

Subprocessors. Provider shall enter into written agreements with all Subprocessors performing

functions for the Provider to provide Services pursuant to the Service Agreement, and who have

access to decrypted non-anonymized student data, whereby the Subprocessors agree to protect

Student Data in a manner no less stringent than the terms of this DPA.

Article III.4 Unauthorized Access Notification is hereby stricken and replaced with the following:

Unauthorized Access Notification. LEA shall notify Provider promptly, but no later than five (5)

business days, of any known unauthorized access. LEA will assist Provider in all efforts to

investigate and respond to any unauthorized access. LEA will be responsible for any expenses

accrued by LEA as part of assisting Provider in the investigation.

Article IV.5 De-Identified Data is hereby stricken. “Provider agrees not to attempt to re-identify

de-identified Student Data” is replaced with “Provider agrees not to attempt to re-identify

de-identified Student Data unless at the request of the LEA.”

Article IV.6 Disposition of Data is stricken and hereby replaced as follows:

Disposition of Data. The Provider maintains Student Data in two (2) separate locations:

1 - On our production system available to end users on the Internet



2 - In backup files, stored offline for disaster recovery

LEA can delete Student Data from the production system (#1) by using the available tools in the

Service. Data deleted from the production system (#1) will be maintained in the backup files

(#2) for one (1) year. After one (1) year it will be automatically forever deleted from backup files

(#2).

Upon termination of this DPA, LEA will have the option to purchase former customer licenses to

have the data maintained in our production system (#1) and backup files (#2). If LEA fails to

purchase former customer licenses, the LEA’s account will be considered expired on the final

date of the DPA. Thirty (30) days after the expiration date, Provider will begin deleting the

account and all associated data. LEA acknowledges that once data is deleted, Provider has no

means of retrieving it under any circumstances.

Article V.2 Audits is hereby stricken. Provider will not provide audits to LEAs.

Article V.4 Data Breach is hereby stricken.

“Seventy-two (72) hours” is replaced with “fourteen (14) days.”

1.iv is amended to add “unless such notice is not against the advice of law enforcement.”

“5. In the event of a breach originating from LEA’s use of the Service, Provider shall cooperate

with LEA to the extent necessary to expeditiously secure Student Data.” is replaced with “5. In

the event of a breach originating from LEA’s use of the Service, Provider shall reasonably

cooperate with LEA to the extent necessary to expeditiously secure Student Data.”

Article Vll.6 Governing Law, Venue, and Jurisdiction is hereby stricken. This shall be covered by

the Provider's Service Agreement.

Exhibit G Limitations on Re-Disclosure is hereby stricken and replaced with the following:

Limitations on Re-Disclosure. The Provider shall not re-disclose Student Data to any other party

or affiliate without the express written permission of the LEA or pursuant to court order, unless

such disclosure is otherwise permitted under SOPPA, ISSRA, FERPA, and MHDDCA. Provider will

not sell or rent Student Data. In the event another party, including law enforcement or a

government entity, contacts the Provider with a request or subpoena for Student Data in the

possession of the Provider, the Provider shall redirect the other party to seek the data directly

from the LEA. In the event the Provider is compelled to produce Student Data to another party



in compliance with a court order, Provider shall notify the LEA of the court ordered disclosure

and, upon request, provide the LEA with a copy of the court order requiring such disclosure.

Exhibit G Parent Right to Access and Challenge Student Data is hereby stricken and replaced

with the following:

Parent Right to Access and Challenge Student Data. The LEA shall establish reasonable

procedures pursuant to which a parent, as that term is defined in 105 ILCS 10/2(g), may inspect

and/or copy Student Data and/or challenge the accuracy, relevance or propriety of Student

Data, pursuant to Sections 5 and 7 of ISSRA (105 ILCS 10/5; 105 ILCS 10/7) and Section 33 of

SOPPA (105 ILCS 85/33). In the event that a parent contacts the Provider directly to inspect

and/or copy Student Data not available on the student or parent portals within the service, the

Provider shall refer the parent to the LEA, which shall follow the necessary and proper

procedures regarding the requested Student Data.

Exhibit G 7. Corrections to Factual Inaccuracies is hereby stricken and replaced with the

following:

7. Corrections to Factual Inaccuracies. In the event that the LEA determines that the Provider is

maintaining Student Data that contains a factual inaccuracy, LEA shall use the tools available

within the Service to correct the factual inaccuracy.

Exhibit G 9. Security Breach Notification is hereby stricken to remove “The name and contact

information for an employee of the Provider who parents may contact to inquire about the

breach.”

Exhibit G 10. Reimbursement of Expenses Associated with Security Breach is hereby stricken

and replaced with the following:

10. Reimbursement of Expenses Associated with Security Breach. In the event of a Security

Breach that is attributable to the Provider, the Provider shall reimburse and indemnify the LEA

for any and all costs and expenses that the LEA incurs in investigating and remediating the

Security Breach up to the limit of Provider’s cyber liability insurance plan, without regard to any

additional limitation of liability provision otherwise agreed to between Provider and LEA. Such

costs and expenses may include:

a. Providing notification to the parents of those students whose Student Data was

compromised and regulatory agencies or other entities as required by law or

contract;



b. Providing credit monitoring to those students whose Student Data was exposed

in a manner during the Security Breach that a reasonable person would believe may

impact the student's credit or financial security;

c. Legal fees, audit costs, fines, and any other fees or damages imposed against the

LEA

Exhibit G 11. Transfer or Deletion of Student Data is hereby stricken and replaced with the

following:

11. Transfer or Deletion of Student Data. The LEA is solely responsible for managing its own

Student Data stored inside the Provider's service. If at any time the LEA determines that Student

Data is no longer required, it may delete that data using the existing capabilities of the Service.

If the LEA requires its own copy of Student Data, it may download or print data from the

Provider's service through existing software capabilities.

If the LEA receives a request from a parent for data deletion, and determines that the deletion

should proceed, the LEA is solely responsible for performing the deletion. The Provider shall not

be responsible for deleting Student Data on a LEAs behalf.

The Provider will not review Student Data, nor will the Provider delete Student Data, except in

cases of termination.

Exhibit G 13. Subcontractor is hereby stricken and replaced with the following:

13. Subcontractors. By no later than (5) business days after the date of execution of the DPA the

Provider shall provide the LEA with a list of any subcontractors to whom descriptive and

non-anonymized Student Data may be disclosed or a link to a page on the Provider's website

that clearly lists any and all subcontractors to whom Student Data may be disclosed. This list

shall, at a minimum, be updated and provided to the LEA by the beginning of each fiscal year

(July 1) and at the beginning of each calendar year (January 1).

In addition to the modifications above, the following terms are added:

Reliance by Provider. LEA acknowledges that Provider depends on LEA to provide accurate

information regarding Student Data. LEA agrees to use the site, and associated fields, as they

are designed and that it will not store sensitive student data in custom fields, fields not



designed for sensitive data, or file uploads. LEA further acknowledges that Provider also

depends on LEA to ensure LEA's compliance with applicable state and federal law, including

FERPA, regarding the disclosure of any Student Data that will be shared with Provider and users

of the Service.

Consent to Electronic Signature, Counterparts. This Agreement may be executed and delivered

by electronic signature and in two or more counterparts, each of which will be deemed an

original, but all of which together will constitute one and the same instrument. The LEA(s)

(including the Originating LEA and any Subscribing LEA(s)) and Provider agree and consent that

delivery and execution of this Agreement and any modifications or amendments thereto may be

accomplished electronically and that electronic signatures (within the meaning of the Electronic

Signatures in Global and National Commerce Act) to this Agreement by their respective

signatories are intended to authenticate such signatures and to give rise to a valid, enforceable,

and fully effective Agreement.
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