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STANDARD STUDENT DATA PRIVACY AGREEMENT 

MASSACHUSETTS, MAINE, MISSOURI, NEW HAMPSHIRE, NEW YORK, O IO, 
RHODE ISLAND, AND VERMONT

MA-ME-MO-NH-NY-O -RI-VT-NDPA, Standard Version 1.0

o t am ton li  S ool

and  

Audible Genius, LLC
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This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective Date”) 
and is entered into by and between: Northampton  hoo , located at  a n t  n  oor  
Northampton     (the “Local Education Agency” or “LEA”) and Audible Genius, LLC  located at 
6223 Cockspur Dr, Alexandria, VA 22310  (the “Provider”).

WHEREAS, the Provider is providing educational or digital services to LEA. 
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the Family 
Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online 
Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations 
and 
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regulations. 
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions.  Check if Required

If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby 
incorporated by reference into this DPA in their entirety. 
If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as 
General Offer of Privacy Terms  

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
In the event there is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” (the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.
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at  a   ta  t ra   omp t r n  r tor

 a n t  n  oor  Northampton   
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IN WITNESS WHEREOF   an  ro r t  th   a  o  th  t  at  

o t am ton li  S ool

  
at   

r nt  Nam    
t o t on   

Audible Genius, LLC

  
at   

r nt  Nam   
t o t on   

Owner

(760) 505-6819

6223 Cockspur Dr, Alexandria, VA 22310

joe@audiblegenius.com

4/12/24

Joe Hanley
Owner

Joe Hanley

Katelyn Zak (Apr 13, 2024 07:51 EDT)

04/13/24

Katelyn Zak

Digital Literacy and Computer Science Director



 

STANDARD CLAUSES 
r on  

ARTICLE I: PURPOSE AND SCOPE 

1. Purpose of DPA  h  p rpo  o  th    to r  th  t  an  r pon t  to prot t t nt
ata n n  omp an  th a  app a  ra  tat  an  o a  pr a  a  r  an  r at on

a  a  ma   am n  rom t m  to t m  n p r orm n  th  r  th  ro r ha   on r
a hoo  a  th a t mat  at ona  nt r t  an  p r orm n  r  oth r  pro  
th   ro r ha   n r th  r t ontro  an  p r on o  th   th r p t to t   o

t nt ata

2. Student Data to Be Provided  n or r to p r orm th  r  r  a o   ha  pro
t nt ata a  nt  n th  h  o  ata  atta h  h r to a  Exhibit “B”

3. DPA Definitions  h  n t on o  t rm   n th    o n  n Exhibit “C”. n th  nt o  a on t
n t on   n th   ha  pr a  o r t rm   n an  oth r r t n  n n  t not m t

to th  r  r m nt  rm  o  r  r a  o  t

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA   t nt ata tran m tt  to th  ro r p r ant to th  r
r m nt  an   ont n  to  th  prop rt  o  an  n r th  ontro  o  th   h  ro r
rth r a no  an  a r  that a  op  o  h t nt ata tran m tt  to th  ro r

n n  an  mo at on  or a t on  or an  port on th r o  rom an  o r  ar  t to th
pro on  o  th   n th  am  mann r a  th  or na  t nt ata  h  art  a r  that a  t n
th m  a  r ht  n n  a  nt t a  prop rt  r ht  n an  to t nt ata ont mp at  p r th

r  r m nt  ha  r ma n th   prop rt  o  th   or th  p rpo  o   th
ro r ha   on r  a hoo  a  n r th  ontro  an  r t on o  th   a  t p rta n  to

th   o  t nt ata  not th tan n  th  a o

2. Parent Access  o th  t nt r r   a  th   ha  ta h r a ona  pro r   h h a
par nt  a  ar an  or  t nt ma  r  at on or  an or t nt ata orr t

rron o  n ormat on  an  pro r  or th  tran r o  t nt n rat   ont nt to a p r ona
a o nt  on t nt th th  n t ona t  o  r  ro r ha  r pon  n a r a ona  t m
mann r an  no at r than ort    a  rom th  at  o  th  r t or p r ant to th  t m  ram
r r  n r tat  a  or an  to r pon  to a par nt or t nt  h h r  oon r  to th  
r t or t nt ata n a t nt  r or  h   th  ro r to  or orr t a  n ar  n
th  nt that a par nt o  a t nt or oth r n a  onta t  th  ro r to r  an  o  th  t nt

ata a  p r ant to th  r  th  ro r ha  r r th  par nt or n a  to th   ho
 o o  th  n ar  an  prop r pro r  r ar n  th  r t  n ormat on

3. Separate Account   t nt n rat  ont nt  tor  or ma nta n   th  ro r  ro r ha
at th  r t o  th   tran r  or pro  a m han m or th   to tran r  a  t nt

n rat  ont nt to a parat  a o nt r at   th  t nt



 

4. Law Enforcement Requests  ho  a  n or m nt or oth r o rnm nt nt t  t n
art  onta t ro r th a r t or t nt ata h   th  ro r p r ant to th  r

th  ro r ha  not  th   n a an  o  a omp  o r  to th  t n  art  n
a  r t   th  t n  art  not to n orm th   o  th  r t

5. Subprocessors  ro r ha  nt r nto r tt n a r m nt  th a  pro or  p r orm n  n t on
or th  ro r n or r or th  ro r to pro  th  r  p r ant to th  r  r m nt
h r  th  pro or  a r  to prot t t nt ata n a mann r no  tr n nt than th  t rm

o  th  

ARTICLE III: DUTIES OF LEA 

1. Provide Data in Compliance with Applicable Laws   ha  pro  t nt ata or th  p rpo  o
o ta n n  th  r  n omp an  th a  app a  ra  tat  an  o a  pr a  a  r  an
r at on  a  a  ma   am n  rom t m  to t m

2. Annual Notification of Rights   th   ha  a po  o  o n  at on or  an or t nt
ata n r     a   ha  n  a p at on o  r t r a or t rm n n  ho
on t t t  a hoo  o a  an  hat on t t t  a t mat  at ona  nt r t n t  ann a

not at on o  r ht

3. Reasonable Precautions   ha  ta  r a ona  pr a t on  to r  rnam  pa or  an
an  oth r m an  o  a n n  a  to th  r  an  ho t  t nt ata

4. Unauthorized Access Notification   ha  not  ro r prompt  o  an  no n na thor  a
  a t ro r n an  ort   ro r to n t at  an  r pon  to an  na thor  a

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance  h  ro r ha  omp  th a  app a  ra  tat  an  o a  a  r  an
r at on  p rta n n  to t nt ata pr a  an  r t  a  a  ma   am n  rom t m  to t m

2. Authorized Use  h  t nt ata har  p r ant to th  r  r m nt  n n  p r t nt n
nt r  ha    or no p rpo  oth r than th  r  o t n  n h t  or tat  n th

r  r m nt an or oth r  a thor  n r th  tat t  r rr  to h r n th  

3. Provider Employee Obligation  ro r ha  r r  a  o  ro r  mp o  an  a nt  ho ha
a  to t nt ata to omp  th a  app a  pro on  o  th   th r p t to th  t nt

ata har  n r th  r  r m nt  ro r a r  to r r  an  ma nta n an appropr at
on nt a t  a r m nt rom a h mp o  or a nt th a  to t nt ata p r ant to th

r  r m nt

4. No Disclosure   ro r a no  an  a r  that t ha  not ma  an  r o r  o  an  t nt
ata or an  port on th r o  n n  tho t m tat on  r ont nt or oth r non p  n ormat on

an or p r ona  nt a  n ormat on onta n  n th  t nt ata oth r than a  r t  or



 

p rm tt   th   or th   h  proh t on a a n t o r  ha  not app  to a r at  
mmar  o  nt  n ormat on  t nt ata o  p r ant to a a   po na 

or oth r a  pro  or to pro or  p r orm n  r  on ha  o  th  ro r p r ant to th  
 ro r  not  t nt ata to an  th r  part  

5. De-Identified Data  ro r a r  not to att mpt to r nt  nt  t nt ata  nt
ata ma     th  ro r or tho  p rpo  a o  n r  an  th  o o n  p rpo

a t n  th   or oth r o rnm nta  a n  n on t n  r ar h an  oth r t  an  
r ar h an  opm nt o  th  ro r  at ona  t  r  or app at on  an  to

mon trat  th  t n  o  th  r  an    or a apt  arn n  p rpo  an  or tom
t nt arn n  ro r   o  nt  ata ha  r  t rm nat on o  th   or an  r t

  to r t rn or tro  t nt ata  pt or pro or  ro r a r  not to tran r 
nt  t nt ata to an  part  n  a  that part  a r  n r t n  not to att mpt r nt at on

an   pr or r tt n not  ha  n n to th   ho ha  pro  pr or r tt n on nt or h
tran r   r or to p h n  an  o m nt that nam  th   p t  or n r t  th  ro r ha
o ta n th   r tt n appro a  o  th  mann r n h h nt  ata  pr nt

6. Disposition of Data  pon r tt n r t rom th   ro r ha  po  o  or pro  a m han m
or th   to tran r t nt ata o ta n  n r th  r  r m nt  th n t   a  o  th
at  o  a  r t an  a or n  to a h  an  pro r  a  th  art  ma  r a ona  a r
pon t rm nat on o  th    no r tt n r t rom th    r  ro r ha  po  o  a
t nt ata a t r pro n  th   th r a ona  pr or not  h  t  to po  o  t nt ata
ha  not t n  to t nt ata that ha  n nt  or p a  n a parat  t nt a o nt

p r ant to t on   h   ma  mp o  a r t  or po t on o  ata  orm  a op  o  h h
 atta h  h r to a  Exhibit “D”   th   an  ro r mp o  h t  no rth r r tt n r t

or not   r r  on th  part o  th r part  pr or to th  po t on o  t nt ata r  n h t

7. Advertising Limitations. ro r  proh t  rom n  o n  or n  t nt ata to a  n orm
n n  or na  ar t  rt n  or  op a pro  o  a t nt  am  m m r ar an

or ro p  or an  p rpo  oth r than pro n  th  r  to  h  t on o  not proh t ro r
rom n  t nt ata  or a apt  arn n  or tom  t nt arn n  n n  n rat n

p r ona  arn n  r omm n at on  or  to ma  pro t r omm n at on  to t a h r  or 
mp o  or  to not  a o nt ho r  a o t n  at on pro t p at  at r  or r

or rom oth r  n  t nt ata a  p rm tt  n th   an  t  a ompan n  h t

ARTICLE V: DATA PROVISIONS 

1. Data Storage  h r  r r   app a  a  t nt ata ha   tor  th n th  n t  tat
pon r t o  th   ro r  pro  a t o  th  o at on  h r  t nt ata  tor

2. Audits. No mor  than on  a ar  or o o n  na thor  a  pon r pt o  a r tt n r t
rom th   th at a t t n  n  a  not  an  pon th  t on o  an appropr at
on nt a t  a r m nt  th  ro r  a o  th   to a t th  r t  an  pr a  m a r  that

ar  n p a  to n r  prot t on o  t nt ata or an  port on th r o  a  t p rta n  to th  r  o
r  to th    h  ro r  oop rat  r a ona  th th   an  an  o a  tat  or ra



 

a n  th o r ht a thor t  or r t on n onn t on th an  a t or n t at on o  th  ro r 
an or r  o  r  to t nt  an or  an  ha  pro  r a ona  a  to th  ro r  
a t  ta  a nt  an   t nt ata an  a  r or  p rta n n  to th  ro r   an  r  

o  r  to th   a r  to r a ona  oop rat  ha   m  a mat r a  r a h o  th   

3. Data Security  h  ro r a r  to t  a m n trat  ph a  an  t hn a  a ar  n
to prot t t nt ata rom na thor  a  o r  a t on  tr t on   or
mo at on  h  ro r ha  a h r  to an  app a  a  r at n  to ata r t  h  pro r ha
mp m nt an a at  r r t  ram or  a  on on  o  th  nat ona  r o n  tan ar

t orth n Exhibit “F”  on  ar at on  or mpt on  to th  nt  r r t  ram or
m t  ta  n an atta hm nt   t ona  ro r ma  hoo  to rth r ta  t  r t
pro ram  an  m a r  that a m nt or ar  n a t on to th  r r t  ram or  n Exhibit “F”

ro r ha  pro  n th  tan ar  h  to th   onta t n ormat on o  an mp o  ho 
ma  onta t  th r  ar  an  ata r t  on rn  or t on

4. Data Breach  n th  nt o  an na thor  r a  o r  or a t on o  t nt ata that
omprom  th  r t  on nt a t  or nt r t  o  th  t nt ata ma nta n   th  ro r th
ro r ha  pro  not at on to  th n nt t o  ho r  o  on rmat on o  th  n nt
n  not at on th n th  t m  m t o  r pt n t at on o  th  n nt  a  n or m nt

n h an nt  not at on ha   ma  th n a r a ona  t m  a t r th  n nt  ro r ha
o o  th  o o n  pro

(1) h  r t  r a h not at on r  a o  ha  n  at a m n m m  th  o o n
n ormat on to th  t nt no n  th  ro r an  a  t om  a a a

i. h  nam  an  onta t n ormat on o  th  r port n   t to th  t on
ii.  t o  th  t p  o  p r ona  n ormat on that r  or ar  r a ona   to ha

n th  t o  a r a h
iii.  th  n ormat on  po  to t rm n  at th  t m  th  not   pro  th n th r

th  at  o  th  r a h   th  t mat  at  o  th  r a h  or  th  at  ran
th n h h th  r a h o rr  h  not at on ha  a o n  th  at  o  th

not
iv. h th r th  not at on a  a  a  a r t o  a a  n or m nt n t at on  

that n ormat on  po  to t rm n  at th  t m  th  not   pro  an
v.  n ra  r pt on o  th  r a h n nt   that n ormat on  po  to t rm n

at th  t m  th  not   pro

ro r a r  to a h r  to a  ra  an  tat  r r m nt  th r p t to a ata r a h
r at  to th  t nt ata  n n  h n appropr at  or r r  th  r r  r pon t
an  pro r  or not at on an  m t at on o  an  h ata r a h

ro r rth r a no  an  a r  to ha  a r tt n n nt r pon  p an that r t
t pra t  an   on t nt th n tr  tan ar  an  ra  an  tat  a  or r pon n

to a ata r a h  r a h o  r t  pr a  n nt or na thor  a t on or  o  t nt
ata or an  port on th r o  n n  p r ona  nt a  n ormat on an  a r  to pro

 pon r t  th a mmar  o  a  r tt n n nt r pon  p an



 

 ha  pro  not  an  a t  rro n n  th  r a h to th  a t  t nt  par nt  or
ar an

(5) n th  nt o  a r a h or nat n  rom   o  th  r  ro r ha  oop rat  th
 to th  t nt n ar  to p t o  r  t nt ata

ARTICLE VI: GENERAL OFFER OF TERMS 

ro r ma   n n  th  atta h  orm o  n ra  r o  r a  rm  n ra  r  atta h  h r to 
a  Exhibit “E”   o n   th  t rm  o  Exhibit “E” to an  oth r  ho n  th  a ptan  on a  h t  

h  orm  m t   th  t rm  an  on t on  r  th r n   

ARTICLE VII: MISCELLANEOUS 

1. Termination  n th  nt that th r art   to t rm nat  th   th  ma  o o  m t a  r tt n
on nt o on  a  th  r  r m nt ha  ap  or ha  n t rm nat  th r part  ma  t rm nat

th   an  an  r  a r m nt or ontra t  th  oth r part  r a h  an  t rm  o  th  

2. Effect of Termination Survival   th  r  r m nt  t rm nat  th  ro r ha  tro  a  o
 t nt ata p r ant to rt   t on 

3. Priority of Agreements  h   ha  o rn th  tr atm nt o  t nt ata n or r to omp  th th
pr a  prot t on  n n  tho  o n  n  an  a  app a  pr a  tat t  nt  n th

 n th  nt th r   on t t n th  t rm  o  th   an  th  r  r m nt  rm  o
r  r a  o  or th an  oth r  n  a r m nt  or r t n  th  t rm  o  th  

ha  app  an  ta  pr n   n th  nt o  a on t t n th   tan ar  a  an  th
pp m nta  tat  rm  th  pp m nta  tat  rm   ontro   pt a  r  n th

para raph h r n  a  oth r pro on  o  th  r  r m nt ha  r ma n n t

4. Entire Agreement  h   an  th  r  r m nt on t t t  th  nt r  a r m nt o  th  art
r at n  to th  t matt r h r o  an  p r  a  pr or omm n at on  r pr ntat on  or
a r m nt  ora  or r tt n   th  art  r at n  th r to  h   ma   am n  an  th
o r an  o  an  pro on o  th   ma   a  th r n ra  or n an  part ar n tan  an

th r r troa t  or pro p t  on  th th  n  r tt n on nt o  oth art  N th r a r
nor a  on th  part o  an  art  n r n  an  r ht  po r  or pr  h r n r ha  op rat  a  a

a r o  h r ht  nor ha  an  n  or part a  r  o  an  h r ht  po r  or pr  pr
an  rth r r  th r o  or th  r  o  an  oth r r ht  po r  or pr



 

5. Severability  n  pro on o  th   that  proh t  or n n or a  n an  r t on ha  a  to
h r t on   n t  to th  t nt o  h proh t on or n n or a t  tho t n a at n

th  r ma n n  pro on  o  th   an  an  h proh t on or n n or a t  n an  r t on ha
not n a at  or r n r n n or a  h pro on n an  oth r r t on  Not th tan n  th
or o n   h pro on o   mor  narro  ra n o a  not to  proh t  or n n or a  n

h r t on h  at th  am  t m  ma nta n n  th  nt nt o  th  art  t ha  a  to h
r t on   o narro  ra n tho t n a at n  th  r ma n n  pro on  o  th   or a t n

th  a t  or n or a t  o  h pro on n an  oth r r t on

6. Governing Law; Venue and Jurisdiction      N   N  N  N
N              N   

N    N N  N      N   N  
 N      N      N   N    
N       N N  N  

7. Successors Bound  h    an  ha   n n  pon th  r p t  or  n nt r t to ro r
n th  nt o  a m r r  a t on  on o at on or oth r n  r or an at on or a  o  a  or

tant a  a  o  th  a t  o  h n  n th  nt that th  ro r   m r  or oth r
po  o  t  n  to a or r n  th  t rm o  th   th  ro r ha  pro  r tt n

not   to th   no at r than t   a  a t r th  o n  at  o  a  m r r  or po a  h
not  ha  n  a r tt n  n  a ran  that th  or  a m  th  o at on  o  th  
an  an  o at on  th r p t to t nt ata th n th  r  r m nt  h   ha  th  a thor t
to t rm nat  th    t appro  o  th  or to hom th  ro r  n  m r n  or
oth r  po n  o  t  n

8. Authority.  a h part  r pr nt  that t  a thor  to n  to th  t rm  o  th   n n
on nt a t  an  tr t on o  t nt ata an  an  port on th r o  onta n  th r n  a  r at  or

a o at  n t t t on  n a  mp o  or ontra tor  ho ma  ha  a  to th  t nt ata
an or an  port on th r o

9. Waiver  No a  or om on  th r part  to r  an  r ht h r n r ha   on tr  a  a
a r o  an  h r ht an  oth part  r r  th  r ht to r  an  h r ht rom t m  to t m

a  o t n a  ma   m  p nt



 

EXHIBIT “A” 

DESCRIPTION OF SERVICES 

  Building Blocks-a digital platform that offers an interactive music theory and composition course 
tailored to the needs of music makers.



 

EXHIBIT “B”   
SCHEDULE OF DATA 

Category of Data Elements Check if Used by 
Your System 

pp at on hno o  
ta ata 

 r  o  r   o  oo  t  
th r app at on t hno o  m ta ata a  p  

pp at on  tat t  ta ata on r nt ra t on th app at on 

m nt tan ar  t t or  

r at on ata 
th r a m nt ata a  p  

tt n an  t nt hoo  a  att n an  ata 

t nt a  att n an  ata 

omm n at on  n n  omm n at on  apt r  ma  o  ntr  

on t on t or ha ora  ata 

mo raph  at  o  rth 

a  o  rth 

n r 

thn t  or ra  

an a  n ormat on nat  or pr mar  an a  po n  t nt  
th r mo raph  n ormat on a  p  

nro m nt t nt hoo  nro m nt 

t nt ra   

om room 

an  o n or 

p  rr m pro ram  

ar o  ra at on 
th r nro m nt n ormat on a  p  

ar nt ar an onta t 
n ormat on 

r  

ma  

hon  

ar nt ar an  ar nt  n m r r at  to n  par nt  to t nt  

Y

Y



 

Category of Data Elements Check if Used by 
Your System 

ar nt ar an Nam  r t an or a t 

h  t nt h  o r  

a h r nam  

p a  n ator n h an a  arn r n ormat on 

o  n om  tat  

a  a rt  h a th ata 

t nt a t  n ormat on 

p a  at on r   or  

n  t at on  hom o t r ar  
th r n ator n ormat on a  p  

t nt onta t 
n ormat on 

r  

ma  

hon  

t nt nt r  o a  hoo  tr t   n m r 

tat   n m r 

ro r pp a n  t nt  n m r 

t nt app rnam  

t nt app pa or  

t nt Nam  r t an or a t 

t nt n pp 
r orman  

ro ram app at on p r orman  t p n  pro ram t nt t p   
pm  r a n  pro ram t nt r a  o  ra   

t nt ro ram 
m r h p 

a m  or tra rr ar a t t  a t nt ma  on  to or 
part pat  n 

t nt r  pon  t nt r pon  to r  or t onna r  

t nt or  t nt n rat  ont nt  r t n  p t r  t  
th r t nt or  ata a  p  

ran r pt t nt o r  ra  

t nt o r  ata 

t nt o r  ra  p r orman  or  
th r tran r pt ata  a  p  

ran portat on t nt  a nm nt 

Y

Y

Y

Y

Y

Y

Yes, but hashed so it can’t 
be read from our database



 

Category of Data Elements Check if Used by 
Your System 

t nt p  p an or rop o  o at on 

t nt  ar   n m r 
th r tran portat on ata  a  p  

th r a  t a h a t ona  ata m nt  tor  or o t   
o r app at on  

Non  No t nt ata o t  at th  t m  ro r  mm at  
not    th  nat on  no on r app a  



 

EXHIBIT “C” 
DEFINITIONS 

De-Identified Data and De-Identification  or  an  n ormat on ar  on r  to  nt  h n a  
p r ona  nt a  n ormat on ha  n r mo  or o r  h that th  r ma n n  n ormat on o  not 
r a ona  nt  a p  n a  n n  t not m t  to  an  n ormat on that  a on  or n 
om nat on  n a  to a p  t nt an  pro  that th  at ona  a n  or oth r part  ha  ma  

a r a ona  t rm nat on that a t nt  nt t   not p r ona  nt a  ta n  nto a o nt r a ona  
a a a  n ormat on

Educational Records  at ona  or  ar  r or   o m nt  an  oth r mat r a  r t  r at  to a 
t nt an  ma nta n   th  hoo  or o a  at on a n  or  a p r on a t n  or h hoo  or o a  

at on a n  n n  t not m t  to  r or  n ompa n  a  th  mat r a  pt n th  t nt  
m at  o r  h a  n ra  nt n  ata  r or  o  att n an  an  o  a a m  or  omp t  

r or  o  a h m nt  an  r t  o  a at  t t  h a th ata  p nar  tat  t t proto o  an  
n a  at on pro ram   

Metadata  m an  n ormat on that pro  m an n  an  ont t to oth r ata n  o t  n n  t not 
m t  to  at  an  t m  r or  an  p rpo  o  r at on ta ata that ha  n tr pp  o  a  r t an  

n r t nt r  ar  not on r  r ona  nt a  n ormat on  

Operator  m an  th  op rator o  an nt rn t t  on n  r  on n  app at on  or mo  app at on th 
a t a  no  that th  t  r  or app at on   or  hoo  p rpo  n  nt t  that op rat  
an nt rn t t  on n  r  on n  app at on  or mo  app at on that ha  nt r  nto a n  r tt n 
a r m nt th an  to pro  a r  to that  ha   on r  an op rator  or th  p rpo  o  th  

t on   

Originating  n  ho or na  t  th   n t  nt r t  th th  ro r  

Provider  or p rpo  o  th   th  t rm ro r  m an  pro r o  ta  at ona  o t ar  or r  
n n  o a  r  or th  ta  tora  mana m nt  an  r tr a  o  t nt ata  th n th   

th  t rm ro r  n  th  t rm h r  art  an  th  t rm p rator  a   n app a  tat  tat t  

Student Generated Content  h  t rm t nt n rat  ont nt  m an  mat r a  or ont nt r at   a 
t nt n th  r  n n  t not m t  to  a  r ar h r port  port o o  r at  r t n  m  or 

oth r a o  photo raph  o  an  a o nt n ormat on that na  on o n  o n r h p o  t nt 
ont nt   

School Official  or th  p rpo  o  th   an  p r ant to     a hoo  a   a ontra tor 
that   r orm  an n t t t ona  r  or n t on or h h th  a n  or n t t t on o  oth r   

mp o    n r th  r t ontro  o  th  a n  or n t t t on th r p t to th   an  ma nt nan  o  
t nt ata n n  at on or  an    t to    a  o rn n  th   an  r

o r  o  p r ona  nt a  n ormat on rom at on or   

Service Agreement  r  to th  ontra t  r ha  r r or rm  o  r  or rm  o   

Student Data  t nt ata n  an  ata  h th r ath r   ro r or pro    or t  r  
t nt  or t nt  par nt ar an  that  r pt  o  th  t nt n n  t not m t  to  
n ormat on n th  t nt  at ona  r or  or ma  r t an  a t nam  rth at  hom  or oth r ph a  

a r  t phon  n m r  ma  a r  or oth r n ormat on a o n  ph a  or on n  onta t  p n  



 

r or  o  t t r t  p a  at on ata  n  p n n  r or  ra  a at on  r m na  
r or  m a  r or  h a th r or  o a  r t  n m r  om tr  n ormat on  a t  
o o onom  n ormat on  n a  p r ha n  ha or or pr r n  oo  p r ha  po t a  a at on  

r o  n ormat on  t t m a  o m nt  t nt nt r  ar h a t t  photo  o  r or n  
o o at on n ormat on  par nt  nam  or an  oth r n ormat on or nt at on n m r that o  pro  

n ormat on a o t a p  t nt  t nt ata n  ta ata  t nt ata rth r n  p r ona  
nt a  n ormat on  a  n  n     an  a  n  n r an  app a  tat  a  t nt 

ata ha  on t t t  at on or  or th  p rpo  o  th   an  or th  p rpo  o  ra  tat  an  
o a  a  an  r at on  t nt ata a  p  n Exhibit “B”  on rm  to  o t  or pro   

th  ro r p r ant to th  r  t nt ata ha  not on t t t  that n ormat on that ha  n 
anon m  or nt  or anon mo  a  ata r ar n  a t nt   o  ro r  r   

Subprocessor: or th  p rpo  o  th   th  t rm pro or  om t m  r rr  to a  th  
ontra tor  m an  a part  oth r than  or ro r  ho ro r  or ata o t on  ana t  

tora  or oth r r  to op rat  an or mpro  t  r  an  ho ha  a  to t nt ata   

Subscribing LEA  n  that a  not part  to th  or na  r  r m nt an  ho a pt  th  ro r  
n ra  r o  r a  rm

Targeted Advertising: m an  pr nt n  an a rt m nt to a t nt h r  th  t on o  th  a rt m nt 
 a  on t nt ata or n rr  o r t m  rom th  a  o  th  op rator  nt rn t  t  on n  r  

or mo  app at on  h t nt or th  r t nt on o  h t nt  on n  a t t  or r t  o r t m  or 
th  p rpo  o  tar t n  nt a rt m nt  ar t  a rt n  o  not n  an  a rt n  to 
a t nt on an nt rn t  t  a  on th  ont nt o  th   pa  or n r pon  to a t nt  r pon  or 
r t or n ormat on or a

Third Party  h  t rm h r  art  m an  a pro r o  ta  at ona  o t ar  or r  n n  o
a  r  or th  ta  tora  mana m nt  an  r tr a  o  at on or  an or t nt ata  a  

that t rm   n om  tat  tat t  o r  or th  p rpo  o  th   th  t rm h r  art  h n  
to n at  th  pro r o  ta  at ona  o t ar  or r   r p a   th  t rm ro r



 

EXHIBIT “D” 
DIRECTIVE FOR DISPOSITION OF DATA 

Insert Name of District or LEA  ro r to po  o  ata o ta n   ro r p r ant to th  t rm  o  th  
r  r m nt t n  an  ro r  h  t rm  o  th  po t on ar  t orth o  

t nt o  po t on
 po t on  part a  h  at or  o  ata to  po  o  ar  t orth o  or ar  o n  n 

an atta hm nt to th  r t  
Insert categories of data here  

 po t on  omp t  po t on t n  to a  at or  o  ata  

Nat r  o  po t on
 po t on ha    tr t on or t on o  ata  
 po t on ha    a tran r o  ata  h  ata ha   tran rr  to th  o o n  t  a  

o o  
Insert or attach special instructions  

h  o  po t on
ata ha   po  o   th  o o n  at

  oon a  omm r a  pra t a  
  Insert Date  

nat r

  
thor  pr ntat  o   at  

r at on o  po t on o  ata

  
thor  pr ntat  o  ompan   at  



 

EXHIBIT “F” 
DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

h  at on r t  an  r a  han  p  or  n partn r h p th th  t nt ata r a  
on ort m an  n tr  a r  to ma nta n a t o  no n an  r  r r t  ram or  h h an 

prot t ta  arn n  o t m  ho n a  on a t o  n  r r t  pr n p  r r t  
ram or  that ma   t   ro r   

r r t  ram or  

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

Nat ona  n t t t  o  tan ar  an  
hno o  

N  r r t  ram or  r on  

Nat ona  n t t t  o  tan ar  an  
hno o  

N    r r t  ram or  or 
mpro n  r t a  n ra tr t r  r r t  

 p a  at on  

nt rnat ona  tan ar  r an at on n ormat on t hno o   r t  t hn  
 n ormat on r t  mana m nt t m  

  r  

r  ontro  ram or  o n   r t  ontro  ram or   

nt r or nt rn t r t   r t a  r t  ontro    op  

 o  th  n r r tar  o  n  or 
t on an  ta nm nt  

r r t  at r t  o  rt at on 
  

Please visit http://www.edspex.org for further details about the noted frameworks. 
r r t  r n p   to hoo  th  r r t  ram or  ar  o at  h r



 

EXHIBIT “G” 
Massachusetts

WHEREAS, th  o m nt  an  ata tran rr  rom  an  r at   th  ro r  r  ar  a o t 
to ra  tat  a  n a a h tt   p a  tho  a  ar     a a h tt  n ra  a  

hapt r  t on   to  an     an  

WHEREAS, th  art  h to nt r nto th  pp m nta  t rm  to th   to n r  that th  r  
pro  on orm to th  r r m nt  o  th  pr a  a  r rr  to a o  an  to ta h mp m nt n  
pro r  an  t  

WHEREAS, th  art  h th  t rm  to  h r  n orporat   r r n  nto th   n th r nt r t  or 
a a h tt

NOW THEREFORE, or oo  an  a a  on rat on  th  part  a r  a  o o

1. n rt   t on  r p a  oth r  a thor  th oth r  r r  an  t  or tat  n
th  r  r m nt

 mp o  o  th  ro r ho  ha  r t onta t th t nt  ha  pa  r m na  a ro n
h
n rt   t on  ata tora  a a h tt  o  not r r  ata to  tor  th n th  n t
tat



 

EXHIBIT “G” 
Maine

WHEREAS  th  o m nt  an  ata tran rr  rom  an  r at   th  ro r  r  ar  a o t to ra  
tat  a  n a n   p a  tho  a  ar        t   a n  n  p a  

at on at on  a n  p t o    h   an   

WHEREAS  th  art  h to nt r nto th  pp m nta  t rm  to th   to n r  that th  r  pro  
on orm to th  r r m nt  o  th  pr a  a  r rr  to a o  an  to ta h mp m nt n  pro r  an  t  

WHEREAS  th  art  h th  t rm  to  h r  n orporat   r r n  nto th   n th r nt r t  or a n  

NOW THEREFORE  or oo  an  a a  on rat on  th  part  a r  a  o o  

n rt   t on  r p a  oth r  a thor  th oth r  r r  an  t  or tat  n th  r
r m nt

 mp o  o  th  ro r ho  ha  r t onta t th t nt  ha  pa  r m na  a ro n  h

n rt   t on  ata tora  a n  o  not r r  ata to  tor  th n th  n t  tat

h  ro r ma  not p h on th  nt rn t or pro  or p at on on th  nt rn t an  t nt ata

 th  ro r o t  t nt o a  r t  n m r  th  ro r ha  not  th   o  th  p rpo  th  o a
r t  n m r    an  pro  an opport n t  not to pro  a o a  r t  n m r  th  par nt an or

t nt t

h  part  a r  that th  n t on o  t nt ata n h t  n  th  nam  o  th  t nt  am  m m r
th  t nt  p a  o  rth  th  t nt  moth r  ma n nam  r t  o  a m nt  a m n t r   th  tat   or
t a h r  n n  part pat n  n ormat on  o r  tran r pt n ormat on  n n  t not m t  to  o r  ta n an
omp t  o r  ra  an  ra  po nt a ra  r t  arn  an  r  p oma  r nt a  atta nm nt or oth r
hoo  t n ormat on  att n an  an  mo t  n ormat on t n an  th n  th n a n  t nt  n r

ra  an  thn t  at ona  pro ram part pat on n ormat on r r   tat  or ra  a  an  ma

h  part  a r  that th  n t on o  t nt ata n h t  n  n ormat on that

a  r at   a t nt or th  t nt  par nt or pro  to an mp o  or a nt o  th   or a ro r n
th  o r  o  th  t nt  or par nt   o  th  ro r  t  r  or app at on or n r art n to

ra   hoo  p rpo

 r at  or pro   an mp o  or a nt o  th   n n  n ormat on pro  to th  ro r n
th  o r  o  th  mp o  or a nt   o  th  ro r  t  r  or app at on or n r art n to

ra   hoo  p rpo  or

 ath r   th  ro r thro h th  op rat on o  th  ro r  t  r  or app at on or
n r art n to ra   hoo  p rpo



EXHIBIT “G” 
Missouri 

WHEREAS  th  o m nt  an  ata tran rr  rom  an  r at   th  ro r  
r  ar  a o t to ra  tat  a  n o r  p a  tho  a  ar  t on  

 an   o  an  

WHEREAS  th  art  h to nt r nto th  pp m nta  t rm  to th   to n r  that 
th  r  pro  on orm to th  r r m nt  o  th  pr a  a  r rr  to a o  an  to 

ta h mp m nt n  pro r  an  t   

WHEREAS  th  art  h th  t rm  to  h r  n orporat   r r n  nto th   n 
th r nt r t  or o r  

NOW THEREFORE  or oo  an  a a  on rat on  th  part  a r  a  o o  

n rt   t on  r p a  oth r  a thor  th oth r  r r  an
t  or tat  n th  r  r m nt

 mp o  o  th  ro r ho  ha  r t onta t th t nt  ha  pa  r m na
a ro n  h

n rt   t on  ata tora  o r  o  not r r  ata to  tor  th n th
n t  tat
p a  rt   t on  th th  o o n

a n th  nt o  a r a h o  ata ma nta n  n an tron  orm that n
p r ona  n ormat on o  a t nt or a t nt  am  m m r  ro r ha
not   th n nt t o  ho r   h  not  ha  n

ta  o  th  n nt  n n  h n t o rr  an  h n t a
o r

h  t p  o  p r ona  n ormat on that a  o ta n  a  a r t o  th  r a h
an

h  onta t p r on or ro r ho ha  mor  n ormat on a o t th
n nt

Breach  ha  m an th  na thor  a  to or na thor  a t on o
p r ona  n ormat on that omprom  th  r t  on nt a t  or nt r t  o
th  p r ona  n ormat on   oo  a th a t on o  p r ona  n ormat on  a
p r on mp o   or ontra t  th  or an a nt o  ro r  not a r a h
pro  that th  p r ona  n ormat on  not  n o at on o  app a  ra
or o r  a  or n a mann r that harm  or po  an a t a  thr at to th  r t
on nt a t  or nt r t  o  th  p r ona  n ormat on
Personal information   th  r t nam  or n t a  an  a t nam  o  a t nt or a
am  m m r o  a t nt n om nat on th an  on  or mor  o  th  o o n
ata t m  that r at  to th  t nt or a am  m m r o  th  t nt  an  o  th
ata m nt  ar  not n r pt  r a t  or oth r  a t r   an  m tho  or

t hno o  h that th  nam  or ata m nt  ar  nr a a  or n a
o a  r t  N m r
r r  n  n m r or oth r n  nt at on n m r r at  or
o t   a o rnm nt o



nan a  a o nt n ormat on  r t ar  n m r  or t ar  n m r n
om nat on th an  r r  r t  o  a  o  or pa or  that
o  p rm t a  to an n a  nan a  a o nt
n  tron  nt r or ro t n  o  n om nat on th an  r r

r t  o  a  o  or pa or  that o  p rm t a  to an
n a  nan a  a o nt

a  n ormat on  or
a th n ran  n ormat on



EXHIBIT “G”
Rhode Island

WHEREAS, th  o m nt  an  ata tran rr  rom  an  r at   th  ro r  r  ar  a o t 
to ra  tat  a  n ho  an   p a  tho  a  ar    t     an  

  t   an

WHEREAS, th  art  h to nt r nto th  pp m nta  t rm  to th   to n r  that th  r  
pro  on orm to th  r r m nt  o  th  pr a  a  r rr  to a o  an  to ta h mp m nt n  
pro r  an  t  

WHEREAS, th  art  h th  t rm  to  h r  n orporat   r r n  nto th   n th r nt r t  or 
ho  an

NOW THEREFORE, or oo  an  a a  on rat on  th  part  a r  a  o o

1. n rt   t on  r p a  oth r  a thor  th oth r  r r  an  t  or tat
n th  r  r m nt

 mp o  o  th  ro r ho  ha  r t onta t th t nt  ha  pa  r m na  a ro n
h
n rt   t on  ata tora  ho  an  o  not r r  ata to  tor  th n th  n t
tat

4. h  ro r a r  that th   r  a  t  r tt n rt at on o  t  omp an  th  

h  ro r a r  to mp m nt an  ma nta n a r a  n ormat on r t  pro ram that onta n
r a ona  r t  pro r

n th  a  o  a ata r a h  a  a part o  th  r t  r a h not at on o t n  n rt   t on
 th  ro r a r  to pro  th  o o n  a t ona  n ormat on

i. n ormat on a o t hat th  ro r ha  on  to prot t n a  ho  n ormat on
ha  n r a h  n n  to  r  n m r  an  t  to onta t

h  r t r port n  a n
m at on r  pro r

h  attorn  n ra

ii.  on t p  that th  p r on ho  n ormat on ha  n r a h  ma  ta  to
prot t h m  or h r

iii.  ar an  on  r pt on o  th  a t  par nt  a  ar an  ta  m m r  or
 t nt  a t  to  or o ta n a po  r port  ho  an a t  par nt  a

ar an  ta  m m r  or  t nt  r t  a r t  r  an  th
n ar  n ormat on to  pro  h n r t n  th  r t  r  an  that 
ma   r r  to  pa  to th  on m r r port n  a n



EXHIBIT “G” 
Vermont 

WHEREAS, th  o m nt  an  ata tran rr  rom  an  r at   th  ro r  r  ar  a o t 
to ra  tat  a  n rmont   p a  tho  a  ar     to     to  an   

WHEREAS, th  art  h to nt r nto th  pp m nta  t rm  to th   to n r  that th  r  
pro  on orm to th  r r m nt  o  th  pr a  a  r rr  to a o  an  to ta h mp m nt n  
pro r  an  t   

WHEREAS, th  art  h th  t rm  to  h r  n orporat   r r n  nto th   n th r nt r t  or 
rmont  

NOW THEREFORE, or oo  an  a a  on rat on  th  part  a r  a  o o  

n rt   t on  r p a  oth r  a thor  th oth r  r r  an  t  or tat  n
th  r  r m nt

 mp o  o  th  ro r ho  ha  r t onta t th t nt  ha  pa  r m na  a ro n
h
n rt   t on  ata tora  rmont o  not r r  ata to  tor  th n th  n t  tat
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EXHIBIT “G” 
Ohio 

WHEREAS  th  o m nt  an  ata tran rr  rom  an  r at   th  ro r  
r  ar  a o t to ra  tat  a  n h o  p a  tho  a  ar    

      an  

WHEREAS  th  art  h to nt r nto th  pp m nta  t rm  to th   to n r  that 
th  r  pro  on orm to th  r r m nt  o  th  pr a  a  r rr  to a o  an  to 

ta h mp m nt n  pro r  an  t   

WHEREAS  th  art  h th  t rm  to  h r  n orporat   r r n  nto th   n 
th r nt r t  or h o  

NOW THEREFORE  or oo  an  a a  on rat on  th  part  a r  a  o o  

n rt   t on  r p a  oth r  a thor  th oth r  r r  an
t  or tat  n th  r  r m nt

 mp o  o  th  ro r ho  ha  r t onta t th t nt  ha  pa  r m na
a ro n  h

n rt   t on  ata tora  h o o  not r r  ata to  tor  th n th
n t  tat

25



EXHIBIT “G” 
New Hampshire 

WHEREAS, th  o m nt  an  ata tran rr  rom  an  r at   th  ro r  r  ar  a o t 
to ra  tat  a  n N  amp h r   p a  tho  a  ar    an  a    N  

m n  o    an  N  m n  o    an  

WHEREAS, th  art  h to nt r nto th  pp m nta  t rm  to th   to n r  that th  r  
pro  on orm to th  r r m nt  o  th  pr a  a  r rr  to a o  an  to ta h mp m nt n  
pro r  an  t  

WHEREAS, th  art  h th  t rm  to  h r  n orporat   r r n  nto th   n th r nt r t  or 
N  amp h r

NOW THEREFORE, or oo  an  a a  on rat on  th  part  a r  a  o o

 r r n  n th   to t nt ata  ha   am n  to tat  t nt ata an  a h r ata
“ a h r ata   n  a  at a t th  o o n

o a  r t  n m r   
at  o  rth   
r ona  tr t a r   
r ona  ma  a r   
r ona  t phon  n m r 
r orman  a at on   

th r n ormat on that  a on  or n om nat on   n  or n a  to a p  t a h r  parapro ona  
pr n pa  or a m n trator that o  a o  a r a ona  p r on n th  hoo  omm n t  ho o  not ha  
p r ona  no  o  th  r ant r m tan  to nt  an  th r a ona  rta nt   

n ormat on r t   a p r on ho th  partm nt r a ona   or no  th  nt t  o  th  
t a h r  parapro ona  pr n pa  or a m n trator to hom th  at on r or  r at   

a h r  m an  t a h r  parapro ona  pr n pa  hoo  mp o  ontra tor  an  oth r 
a m n trator  

2. n or r to p r orm th  r  r  n th   th   ha  pro  th  at or  o  a h r ata
r  n th  h  o  ata  atta h  h r to a  Exhibit “I”.

n rt   t on  r p a  oth r  a thor  th oth r  r r  an  t  or tat  n
th  r  r m nt

4. n rt   t on  am n  a h r r n  to t nt  to tat  t nt  t a h r

5.  mp o  o  th  ro r ho  ha  r t onta t th t nt  ha  pa  r m na  a ro n
h

6. ro r  proh t  rom a n  r nt n  or tra n  t nt ata or a h r ata to a  mar t or
a rt  to t nt  t a h r  or am ar an   n orm  n n  or na  mar t n
a rt n  or oth r omm r a  ort   a ro r   op a pro  o  a t nt  t a h r  am
m m r ar an or ro p  or an  omm r a  p rpo  oth r than pro n  th  r  to  or  
th  t nt ata an  a h r ata or th  opm nt o  omm r a  pro t  or r  oth r than a
n ar  to pro  th  r  to th    h  t on o  not proh t ro r rom n  t nt

ata an  a h r ata or a apt  arn n  or tom  t nt arn n  p rpo



h  ro r a r  to th  o o n  pr a  an  r t  tan ar   p a  th  ro r a r  to

m t t m a  to th  t p  o  tran a t on  an  n t on  that a thor  r  h a
t nt  par nt  an   ar  p rm tt  to t

m t n  o on att mpt

mp o  r pto raph  m han m  to prot t th  on nt a t  o  r mot  a  on

thor  r  a  pr or to a o n  h onn t on

r at  an  r ta n t m a t o  an  r or  to th  t nt n  to na  th
mon tor n  ana  n t at on  an  r port n  o  n a  or na thor  t m
a t t

n r  that th  a t on  o  n a  t m r  an  n  tra  to tho  r  o
th  an  h  a o nta  or th r a t on

ta h an  ma nta n a n  on rat on  an  n ntor  o  or an at ona  t m
n n  har ar  o t ar  rm ar  an  o m ntat on  thro ho t th  r p t

t m opm nt  

tr t  a  or pr nt th   o  non nt a  pro ram  n t on  port  proto o
an  r

n or  a m n m m pa or  omp t  an  han  o  hara t r  h n n  pa or
ar  r at

 r orm ma nt nan  on or an at ona  t m

 ro  ontro  on th  too  t hn  m han m  an  p r onn   to on t
t m ma nt nan

 n r  pm nt r mo  or o t  ma nt nan   an t  o  an  t nt ata or
a h r ata n a or an  th N    on 

 rot t  ph a  ontro  an  r  tor  t m m a onta n n  t nt ata or
a h r ata  oth pap r an  ta

 an t  or tro  t m m a onta n n  t nt ata or a h r ata n a or an
th N    on  or  po a  or r a  or r

 ontro  a  to m a onta n n  t nt ata or a h r ata an  ma nta n
a o nta t  or m a r n  tran port o t  o  ontro  ar a

 r o a  a  th  r t  ontro  n or an at ona  t m  to t rm n   th
ontro  ar  t  n th r app at on an  op an  mp m nt p an  o  a t on

n  to orr t n  an  r  or m nat  n ra t  n or an at ona
t m



 on tor  ontro  an  prot t omm n at on   n ormat on tran m tt  or r  
or an at ona  t m  at th  t rna  o n ar  an   nt rna  o n ar  o
or an at ona  t m

 n  n t or  omm n at on  tra   a t an  a o  n t or  omm n at on  tra
 pt on  n  a  p rm t  pt on

 rot t th  on nt a t  o  t nt ata an  a h r ata at r t

 nt  r port  an  orr t t m a  n a t m  mann r

 ro  prot t on rom ma o  o   nt r  an  nt ma ar  at nat
o at on  th n or an at ona  t m

 on tor t m r t  a rt  an  a or  an  ta  a t on n r pon  an

 p at  ma o  o  prot t on m han m  h n n  r a  ar  a a a

t rnat  th  ro r a r  to omp  th on  o  th  o o n  tan ar    N    r   
a  an  r  r m nt   N    r   or n r  o  mpa t a n  or h h r    

ra   an  thor at on ana m nt ro ram      nt r or nt rn t r t  
 ontro    mp m ntat on ro p  or h h r    t m an  r an at on ontro    

p   an   a m nt ar  n tr  ata r t  tan ar      h  ro r  pro  to th  
 on an ann a  a  an  pon r tt n r t mon trat on o   rt at on o  th  a t rnat  

tan ar  n th  orm o  a nat ona  or nt rnat ona  rt at on o m nt  an thor at on to p rat   
  a tat  or ra  a n  or  a r o n  r t  tan ar  o  or a r m nar  thor at on to 

p rat     th   o nt thor at on oar     

n th  a  o  a ata r a h  a  a part o  th  r t  r a h not at on o t n  n rt   t on 
th  ro r a r  to pro  th  o o n  a t ona  n ormat on

i. h  t mat  n m r o  t nt  an  t a h r  a t   th  r a h   an

h  part  a r  to a  th  o o n  at or  nto th  n t on o  t nt ata  th  nam  o  th
t nt  par nt  or oth r am  m m r  p a  o  rth  o a  m a a r  n  p p  nt r  an
r t ar  a o nt n m r  n ran  a o nt n m r  an  nan a  r  a o nt n m r
n rt   t on  ata tora  N  amp h r  o  not r r  ata to  tor  th n th  n t
tat



EXHIBIT “I” – TEACHER DATA 

Category of Data Elements 
Check if used 

by your 
system 

pp at on 
hno o  ta 

ata 

 r  o  r   o  oo  t  

th r app at on t hno o  m ta ata a  p  

pp at on  
tat t  

ta ata on r nt ra t on th app at on 

omm n at on  n n  omm n at on  that ar  apt r  ma  o  ntr  

mo raph  

at  o  rth 
a  o  rth 

o a  r t  N m r 
thn t  or ra  
th r mo raph  n ormat on a  p  

r ona  onta t 
n ormat on 

r ona  r  
r ona  ma  
r ona  hon  

r orman  
a at on  

r orman  a at on n ormat on 

h  
a h r h  o r  
a h r a n ar 

p a  
n ormat on 

a  a rt  
a h r a t  n ormat on 

th r n ator n ormat on a  p  

a h r 
nt r  

o a  hoo  tr t   n m r 
tat   n m r 

n or pp a n  t nt  n m r 
a h r app rnam  
a h r app pa or  

a h r n pp 
r orman  

ro ram app at on p r orman  

a h r r  
pon  a h r r pon  to r  or t onna r  

a h r or  
a h r n rat  ont nt  r t n  p t r  t  

th r t a h r or  ata a  p  

at on 
o r  ra  rom hoo n  
th r tran r pt ata a  p  

th r a  t a h a t ona  ata m nt  tor   or o t   o r app at on 

Y

Y

Y

Y

Y

Y

Y

Yes, but hashed so it can’t be 
read from our database



Exhibit “G” 
New York 

WHEREAS, th  o m nt  an  ata tran rr  rom  an  r at   th  ro r  r  ar  a o t 
to ra  tat  a  n N  or   p a  tho  a  ar  N  or  at on a    an  th  at on  
o  th  omm on r o  at on at  N  art  an   
WHEREAS, th  art  h to nt r nto th  a t ona  t rm  to th   to n r  that th  r  pro  
on orm to th  r r m nt  o  th  pr a  a  r rr  to a o  an  to ta h mp m nt n  pro r  an  

t   
WHEREAS, th  art  h th  t rm  to  h r  n orporat   r r n  nto th   n th r nt r t  or 
N  or  
NOW THEREFORE, or oo  an  a a  on rat on  th  part  a r  a  o o  

1.  mp o  o  th  ro r ho  ha  r t onta t th t nt  ha  pa  r m na  a ro n
h

t nt ata     ro r  to pro  th  r  nt  n h t  to th

ro r a r  to ma nta n th  on nt a t  an  r t  o  t nt ata n a or an  th 
ata r t  an  r a  o   h   ata r t  o   atta h  h r to a  h t   a h

r n    pro  t  ata r t  o  to th  ro r pon t on o  h t 
ro r ha   n tr  tan ar  r t  m a r  n n  n r pt on proto o  that omp  th

N  or  a  an  r at on  to pr r  an  prot t t nt ata an   ata  ro r m t
n r pt t nt ata an   ata at r t an  n tran t n a or an  th app a  N  or  a

an  r at on

ro r r pr nt  that th r ata r a  an  r t  an an  o n  at th   n  t  n
h t  an   n orporat  nto th    ro r arrant  that t  ata r t  an  r a  an  at

a m n m m  a mp m nt  a  app a  tat  ra  an  o a  ata pr a  an  r t  r r m nt
ha  op rat ona  t hn a  a ar  an  ontro  n p a  to prot t  that t  r  n r th

r  a r m nt   omp  th th   par nt   o  r ht  or ata pr a  an  r t   
r r  tra n n  o  a  pro r  mp o  a n  an  pro or  ho ha   to t nt

ata or  ata   n r  pro or  ar  r r  to prot t  r  n r th  r
a r m nt   p  ho  ata r t  an  pr a  n nt  that mp at     mana  an

n r n  prompt not at on to th   an   a r  t nt ata r t rn  t on an
tr t on

n a t on to th  r r m nt  r  n ara raph  a o  th  ro r  ata r t  an  r a
an ha   m  to n orporat  th   ar nt   o  ht  or ata r t  an  r a  a

o n  at th   n  nt  n h t   h  r n    pro  t  ar nt   o  ht  or
ata r t  an  r a  to th  ro r pon t on o  h t 



 r r n  n th   to t nt ata  ha   am n  to n  an  tat  t nt ata an
 ata

o am n  rt   t on  to a   ro r ha  n r  that t  pro or  a r  that th  o not
ha  an  prop rt  n n  or o n r h p r ht  or a m  to t nt ata or  ata an  that th

 omp  th th     ata r a  an  r t  o  ro r ha  am n  th  ata pr a  an
r t  m a r  o  t  pro or   at an  po nt a pro or a  to mat r a  omp  th th

r r m nt  o  th   ro r ha   not    a  app a  r mo  h pro or
 to t nt ata an   ata  an   a  app a  r tr  a  t nt ata an   ata

r  or tor   h pro or an or n r  that t nt ata an   ata ha  n
r  t  or r  tro  n a or an  th th   n th  nt th r   an n nt n

h h t nt ata an   ata h  po  or tor   th  pro or  omprom  or
n a   or o  ro r ha  o o  th  ata r a h r port n  r r m nt  t orth

n th  

n rt   t on  r p a  oth r  a thor  th oth r  r r  an  t  or tat
n th  r  r m nt

o am n  rt   t on  to a  ro r ha  n r  that a  t  mp o  an  pro or
ho ha   to or  r  t nt ata an   ata   tra n  on th  ra  an  tat

a  o rn n  on nt a t  o  h t nt ata an   ata pr or to r pt   to or
o r  o  t nt ata an   ata ha  on   pro  to ro r  mp o  an

pro or  ho n  to no  th  t nt ata an   ata to pro  th  r  an  h
 an or o r  o  t nt ata an   ata ha   m t  to th  t nt n ar  to

pro  h r

o r p a  rt   t on  po t on o  ata  th th  o o n  pon r tt n r t
rom th   ro r ha  po  o  or pro  a m han m or th   to tran r t nt
ata o ta n  n r th  r  r m nt  th n n n t   a  o  th  at  o  a  r t

an  a or n  to a h  an  pro r  a  th  art  ma  r a ona  a r  ro r 
proh t  rom r ta n n  o  t nt ata or ont n n  to  t nt ata on
th  t rm o  th  r  r m nt n  h r t nt on  pr  a thor  or a pr r  p r o

 th  r  r m nt  n ar  or p rpo  o  a tat n  th  tran r o  o  t nt ata
to th   or pr  r r   a  h  on nt a t  an  ata r t
o at on  o  ro r n r th   ha  r  an  t rm nat on o  th  ontra t to h h th

  atta h  t ha  t rm nat  pon ro r  rt n  that t an  t  pro or  a
app a  a  no on r ha  th  a t  to  an  t nt ata pro  to ro r
p r ant to th  r  r m nt an or  ha  tro  a  t nt ata an   ata pro
to ro r p r ant to th    h  ro r a r  that th  t m n  or po t on
o  ata   mo   an  ran  o  ont n at on  h h  ontro  n th  a  o  a on t

pon t rm nat on o  th    no r tt n r t rom th    r  ro r ha
po  o  a  t nt ata a t r pro n  th   th n n t   a  pr or not



h  t  to po  o  t nt ata ha  not t n  to t nt ata that ha  n nt  
or p a  n a parat  t nt a o nt p r ant to t on    h   ma  mp o  a 
Directive for Disposition of Data” orm  a op  o  h h  atta h  h r to a  Exhibit “D”, or  

th r a ona  not  to th  ro r  oth r orm o  t  hoo n   No rth r r tt n r t or 
not   r r  on th  part o  th r part  pr or to th  po t on o  t nt ata r  n
“Exhibit D". 

o am n  rt   t on  to a  Not th tan n  th  or o n  ro r  proh t  rom n
t nt ata or  ata or an  omm r a  or ar t n  rpo  a  n  h r n   n  a  a t r

a o nt ho r  h h t rm ha  not n  t nt

o r p a  rt   t on  ata tora  to tat  t nt ata an   ata ha   tor
th n th  n t  tat  an  ana a on  pon r t o  th   ro r  pro  a t o  th

o at on  h r  t nt ata  tor

o r p a  rt   t on  t  to tat  No mor  than on  a ar or o o n  an na thor
 pon r pt o  a r tt n r t rom th   th at a t t n  n  a  not  an

pon th  t on o  an appropr at  on nt a t  a r m nt  th  ro r  a o  th   to a t
th  r t  an  pr a  m a r  that ar  n p a  to n r  prot t on o  t nt ata or an  port on
th r o  a  t p rta n  to th  r  o  r  to th   h  ro r  oop rat  r a ona  th
th   an  an  o a  tat  or ra  a n  th o r ht a thor t  or r t on n onn t on th
an  a t or n t at on o  th  ro r an or r  o  r  to t nt  an or  an  ha
pro  r a ona   to th  ro r  a t  ta  a nt  an   t nt ata an  a
r or  p rta n n  to th  ro r   an  r  o  r  to th  

pon r t  th  N  or  tat  at on partm nt  h  r a  r N   
ro r ha  pro  th  N   th op  o  t  po  an  r at  pro r  that p rta n to 

th  prot t on o  n ormat on  n a t on  th  N   ma  r r  ontra tor to n r o an a t 
o  t  pr a  an  r t  a ar  m a r  an  ontro  a  th  p rta n to a nm nt th th  
r r m nt  o  N  or  tat  a  an  r at on  an  a nm nt th th  N  r r t  

ram or  n  a t r r   th  N   m t  p r orm   an n p n nt th r  part  at 
ro r  p n  an  th  a t r port m t  pro  to th  N   n  o  n  t to a 

r r  a t  ro r ma  pro  th  N   th an n tr  tan ar  n p n nt a t 
r port o  ro r  pr a  an  r t  pra t  that a   no mor  than t  month  or  
th  at  that th  N   n orm  ro r that t r r  ro r to n r o an a t   a r  to 
r a ona  oop rat  th an  o  th  r r m nt  n th  pro on ha   m  a mat r a  r a h 
o  th   

o am n  th  th r  nt n  o  rt   t on  ata r t  to r a  h  ro r ha  mp m nt 
r t  pra t  that ar  n a nm nt th th  N  r r t  ram or   or an  p at  to 

th  ram or  that  a opt   th  N  or  tat  partm nt o  at on  

o r p a  rt   t on  ata r a h  to tat  n th  nt o  a r a h a  n  n  N  art
 ro r ha  pro  not at on to  th n nt t o  ho r  o  on rmat on o  th



n nt  n  not at on th n th  t m  m t o  r pt n t at on o  th  n nt  a  
n or m nt   n h an nt  not at on ha   ma  th n a r a ona  t m  a t r th  n nt  
ro r ha  o o  th  o o n  pro   

h  r t  r a h not at on r  a o  ha  n  at a m n m m  th  o o n
n ormat on to th  t nt no n  th  ro r an  a  t om  a a a

h  nam  an  onta t n ormat on o  th  r port n   t to th  t on
 t o  th  t p  o  p r ona  n ormat on that r  or ar  r a ona   to ha  n th

t o  a r a h
 th  n ormat on  po  to t rm n  at th  t m  th  not   pro  th n th r  th

at  o  th  r a h   th  t mat  at  o  th  r a h  or  th  at  ran  th n h h th
r a h o rr  h  not at on ha  a o n  th  at  o  th  not

h th r th  not at on a  a  a  a r t o  a a  n or m nt n t at on   that
n ormat on  po  to t rm n  at th  t m  th  not   pro  an

 n ra  r pt on o  th  r a h n nt   that n ormat on  po  to t rm n  at th
t m  th  not   pro  an

h  n m r o  r or  a t   no n  an
 r pt on o  th  n t at on n rta n o ar  an
h  nam  o  a po nt o  onta t or ro r

ro r a r  to a h r  to a  ra  an  tat  r r m nt  th r p t to a ata r a h
r at  to th  t nt ata  n n  h n appropr at  or r r  th  r r  r pon t
an  pro r  or not at on an  m t at on o  an  h ata r a h

ro r rth r a no  an  a r  to ha  a r tt n n nt r pon  p an that r t
t pra t  an   on t nt th n tr  tan ar  an  ra  an  tat  a  or r pon n  to

a ata r a h  r a h o  r t  pr a  n nt or na thor  a t on or  o  t nt
ata or an  port on th r o  n n  p r ona  nt a  n ormat on an  a r  to pro  
pon r t  th a mmar  o  a  r tt n n nt r pon  p an

 ha  pro  not  an  a t  rro n n  th  r a h to th  a t  t nt  par nt  or
ar an  h r  a r a h o  t nt ata an or  ata o r  that  attr ta  to ro r

an or t  pro or  ro r ha  pa  or or prompt  r m r   or th   o t o
not at on to ar nt   t nt  t a h r  an or pr n pa

n th  nt o  a r a h or nat n  rom   o  th  r  ro r ha  oop rat  th
 to th  t nt n ar  to p t o  r  t nt ata
ro r an  t  pro or   oop rat  th th   th  N  h  r a  r an

a  n or m nt h r  n ar  n an  n t at on  nto a r a h  n  o t  n nta  to th
r r  oop rat on or part pat on o  th  ro r   th  o  r pon t  o  th  ro r 

h r a h  attr ta  to ro r or t  pro or

o am n  th  n t on  n h t  a  o o

- pro or   a nt to ontra tor   t  a th r  part  ho th  pro r  or ata
o t on  ana t  tora  or oth r r  to a o  ro r to op rat  an or mpro  t

r  an  ho ha  a  to t nt ata



- ro r   a o no n a  th r  part  ontra tor   t an  p r on or nt t  oth r than an
at ona  a n  that r  t nt ata or t a h r or pr n pa  ata rom an at ona

a n  p r ant to a ontra t or oth r r tt n a r m nt or p rpo  o  pro n  r  to
h at ona  a n  n n  t not m t  to ata mana m nt or tora  r

on t n  t  or or on ha  o  h at ona  a n  or a t or a at on o  p
n  pro ram  h t rm ha  n  an at ona  partn r h p or an at on that r

t nt an or t a h r or pr n pa  ata rom a hoo  tr t to arr  o t t  r pon t  an
 not an at ona  a n  an  a not or pro t orporat on or oth r non pro t or an at on

oth r than an at ona  a n

o a  to h t  th  o o n  n t on
Access:  h  a t  to  or oth r  o ta n  t not op  or a  t nt ata an or

 ata ar n  rom th  on t   o  an n ormat on t m or rom a p r ona  m t n
APPR Data  r ona  nt a  n ormat on rom th  r or  o  an at ona  n
r at n  to th  ann a  pro ona  p r orman  r  o  a room t a h r  or pr n pa
that  on nt a  an  not t to r a  n r th  pro on  o  at on a   

 an  
Commercial or Marketing Purpose:  n a or an  th   o  th  r at on  o  th
N  or  omm on r o  at on  th  o r  a  or  o  t nt or  ata
or th  p rpo  o  r t  or n r t  r n  r m n rat on  n n  th  o r
a  or  o  t nt ata or  ata or a rt n  p rpo  or th  o r  a  or

 o  t nt ata to op  mpro  or mar t pro t  or r  to t nt
Disclose or Disclosure  h  nt nt ona  or n nt nt ona  omm n at on  r a  or tran r
o  t nt ata an or  ata  an  m an  n n  ora  r tt n  or tron
Encrypt or Encryption   n  n th  a th n ran  orta t  an  o nta t  t
o   r t   at     n r pt m an  th   o  an a or thm  pro
to tran orm r ona  nt a  n ormat on nto an n a  nr a a  or
n ph ra  orm n h h th r   a o  pro a t  o  a n n  m an n  tho t  o  a
on nt a  pro  or 

Release: ha  ha  th  am  m an n  a  o
LEA:     n th   an  a  h t  th  t rm  ha  m an th  at ona  a n  a

n  n at on a  t on  that ha  t  th    th    a oar  o  oop rat
at ona  r  th n th  t rm  ha  a o n  art pat n  hoo  tr t  or p rpo

o  th  o o n  pro on  o  th   rt   t on  rt   t on   an   an  t on  
 an   o  rt  

Participating School District    n h t  an  oth r h t  to th   th  t rm
art pat n  hoo  tr t ha  m an a N  or  tat  at ona  a n  a  that t rm  n

n at on a  t on  that o ta n  a  to th  r  thro h a o r a r m nt th
 an  ha  n    t  th  r  n t  o n at ona  or op rat ona  pro ram



Exhibit “J” 
LEA Documents 

N  or    pro  n  to th r ata r t  an  r a  o  ar nt   o
ht  or ata r t  an  r a  an  pp m nta  n ormat on or th  r

a r m nt n th r h t 



Exhibit “K” 
Provider Security Policy 

ro r  ata r t  an  r a  an an  a  at  

 
https://www.iubenda.com/privacy-policy/93651210https://www.audiblegenius.com/termsOfUse
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