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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Bfandard Varsion 1.0

This Student Data Privacy Agreement ("DPA") is entered into on the date of full execution (the "Effective
Date™) and is entered into by and between:

The School Board of Duval County, Flonids , located at 1701 Prudential Drive, Jacksonville, FL 32207
{the “Local Education Agency” or "LEA")

And .
PowerSchool Group, LLC located gt 1" Parkshore Drive, Folsom, CA 65630 (the "Pravider”).
Provider Name Streat, City, State

WHEREAS, the Provider is providing educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student
information and other regulated data exchanged between them as required by applicable laws and
regulations, such as the Family Educational Rights and Privacy Act (FERPA®) al 20 U.5.C. § 12329 (34
CFR Part 99); the Children's Online Privacy Protection Act ("COPPA") at 15 U.5.C. § 6501-6506 (16 CFR
Part 312}, applicable state privacy laws and regulations and

WHEREAS, the Provider and LEA desire lo enter into this DPA for the purpese of establishing their
raspective obligations and duties in order to comply with applicable laws and regulations

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. A description of the Services to be provided, the categornies of Student Data that may be provided
by LEA to Provider, and other information specific to this DPA are contained in the Standard
Clauses herefo.

2. Special Provisions. Check Box if Required
X If checked. the Supplemental Stale Terms and altached hereto as Exhibit "G" are hereby

incorporated by reference into this DPA, in their entiraty.

¥ |:| If Checked, the Provider, has signed Exhibit “E" to the Standard Clauses, olherwisa
known as General Ofer of Privacy Terms

3. In the event of a conflict between the SDPC Standard Clauses, the Stale or Special Provisions
will control. In the event there is conflict between the terms of the DPA and any other writing,
including, but not limited lo the Service Agreement and Provider Terms of Service or Privacy
Palicy the terms of this DPA shall control.

4. This DPA shall stay in effect for three (3) years. Exhibif “E" will expire three (3) years from the
date the original DPA was signed.

6. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A"
(the “Services™).

6. MNotices. All notices or ather communication required or permitted to be given hereunder may be
given via e-mail transmission, or first-class mail, sent to the designated representatives below.
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MOPA Standaad Version 1.0

STANDARD STUDENT DATA PRIVACY AGREEMENT

The designated representative for the LEA for this DPA is:
name: D Dana Kriznar Tite: Superintendent

Address: 1701 Prudential Drive, Jacksonville, FL 32207

Friome; 904-380-2000 Email:

The designated representative for the Provider for this DPA is!
Titte:  Chief Privacy Officer

Mame: LDamon Flagg
Addrass: 150 Parkshore Drive, Folsom, CA 95630
Pruines 2100 ot Emal.  |Evalnotices@powerschool.com

IN WITMESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA The School Board of Duval County, Florida

District By: MEU Y

Priitad Name: Dr. Dana}, Kriznar Dints:

Titke/Position:  Superintendent of Schools

PowerSchool Group, LLC
Name of Provider

By: r.'é:h /}wﬂ— Date: APl 5, 2024

Chief Financial Officer

Eric Shander Title/Position:

Printed Mame:

Form Approval and Review of Terms and Conditions and Privacy Policy

The online educational service’s terms of senvice and privacy policy have been reviewed lo ensure compliance
with stale and federal privacy laws, including FERPA and its implementing regulations, the Children’s Online

e g
ion AGHCOPPA), 15 U.5.C. 55. 6501-6506, and Section 100222, F.5.

Office of General CnurmelD

Office4f Pglicy & Compliance

Vievsioniri 1 Page 3 of 101

£ Apcess 4 Leaming (A4L) Communily



STANDARD STUDENT DATA PRIVACY AGREEMENT NORA Standard Vivsigen 1.0

STANDARD CLAUSES
Version 1.0
ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA The purpose of this DPA is to describe the duties and responsibilities to protect
Student Data including compliance with all applicable federal, state, and local privacy laws, rules,
and regulations, all as may be amended from time to time. In performing the Services, the Provider
ghall be considered a School Official with a legitimate educational interest, and performing
services otherwise provided by the LEA, Provider shall be under the direct control and supervision
of the LEA, with respect to its use of Student Data

2. Student Data to Be Provided. In order to perform the Services described above, LEA shall
provide Student Data as identified in the Schedule of Data, aftached hereto as Exhibit"B".

3. DPA Definitions The definition of terms used in this DPA is found in_Exhibit “C". In the event
of a conflict, definitions used in this DPA shall prevail over terms used in any ofher writing,
including, but not imited to the Service Agreement, Terms of Sevice, Privacy Policies etc.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA,

The Provider further acknowledges and agrees that all copies of such Student Data transmitted
to the Provider, including any modifications or additions or any portion thereof from any source,
are subject to the provisions of this DPA in the same manner as the onginal Student Data. The
Parties agree that as between them, all rights, including all intellectual property rights in and to
Student Data contemplated per the Service Agreement, shall rerain the exclusive property of the
LEA. For the purposes of FERPA, the Provider shall be consideraed a Schoal Official, under the
control and direction of the LEA as it pertains to the use of Student Data, notwithstanding the
above.

2. Parent Access. To the extent required by law the LEA shall establish reasonable procedures by
which a parent, legal guardian, or eligible student may review Education Records and/or Student
Data correct erroneous information, and procedures for the transfer of student-generated content
to a personal account, consistent with the functionality of services. Provider shall respond in a
reasonably timely manner (and no later than forty-five (45) days from the date of the request or
pursuant to the time frame required under state law for an LEA to respond lo a parent or student,
whichaver is sooner) to the LEA's request for Student Data in a student's records held by the
Provider to view or correct as necessary. In the event that a paren! of a student or other individual
contacts the Provider to review any of the Student Data accessed pursuant to the Services, the
Provider shall refer the parent or individual to the LEA, whe will follow the necessary and proper
procedures regarding the requested information,
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STANCARD STUDENT DATA PRIVACY AGREEMENT MDPA Standard Varson 1.0

3. Separate Account If Student-Generated Content is stored or maintained by the Provider,
Provider shall, at the request of the LEA, transfer, or provide a mechanism for the LEA to transfar,
said Student-Generated Conlent to a separate account created by the student.

4. Law Enforcement Reguests. Should law enforcement or other government enfities ("Requesling
Party(ies)”) contact Provider with a request for Student Data held by the Provider pursuant ta the
Services, the Provider shall natify the LEA in advance of a compelled disclosure to the Requesting
Party, unless lawfully directed by the Requesting Party not to inform the LEA of the request.

5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions for the Provider in order for the Provider to provide the Services pursuant to the
Service Agreement, whereby the Subprocessors agree to protect Student Data in a manner no
less stringent than the terms of this DPA.

ARTICLE Ill: DUTIES OF LEA

1. Provide Data in Compliance with Applicable Laws L EA shall provide Student Data for the
purposes of oblaining the Services in compliance with all applicable federal, stale, and local
privacy laws, rules, and reguiations, all as may be amended from time to time,

2. Annual Motification of Rights. If the LEA has a policy of disclosing Education Records and/or
Student Data under FERPA (34 CFR § 90.31(a){1)), LEA shall include a specification of criteria

for determining who constilutes a school official and what constitutes a legitimale educational
interest in its annual notification of rights.

3. Beasonable Precautions LEA shall lake reasonable precautions to securé usemames,
passwords, and any other means of gaining access to the services and hosted Student Data.

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known
unauthorized access. LEA will assist Provider in any efforts by Provider to investigate and respond
to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance The Provider shall comply with all applicable federal, stale, and local laws,
rules, and regulations pertaining to Student Data privacy and security, all as may be amended
from time to lime.

2. Authorized Use The Student Data shared pursuant to the Service Agreement, including
persistent unigue identifiers, shall be used for no purpose other than the Services oullined in
Exhibit “A" or staled in the Service Agreement andfor otherwise authorized under the statutes
referred to herein this DPA,

3. Provider Employee Obligation. Provider shall require all of Provider's employees and agents
who have access 1o Student Data to comply with all applicable provisions of this DPA with respect
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STANCMRD STUDENT DATA PRIVACY AGREEMENT NOPA Sfandard Virsion 1.0

6.

[

to the Student Data shared under the Service Agreement. Provider agrees to require and maintain
an appropriate confidentiality agreement from each employee or agent with access to Student
Data pursuant to the Service Agreement.

Mo Disclosure. Provider acknowledges and agrees that it shall nol make any re-disclosure of any
Student Data or any porfion thereof, including without limitation, user content or other non- public
information andior persenally identifiable information contained in the Student Data other than as
directed or permitted by the LEA or this DPA. This prohibition against disclosure shall not apply lo
agoregate summaries of De-ldentified information, Student Data disclosed pursuant 1o a landully
issued subpoena or other legal process, or to Subprocessors performing services on behalf of the
Provider pursuant to this DPA. Provider will not Sell Student Data to any third party.

De-ldentified Data: Provider agrees not to attempt to re-identify De-ldentified Student Data. De-
Identified Data may be used by the Provider for those purposes allowed under FERPA and the
following purposes: (1) assisting the LEA or other governmental agencies in conducting research
and other studies; and (2) research and development of the Provider's educational sites, services,
or applications, and to demonstrate the effectiveness of the Services; and (3) for adaptive learning
purpose and for customized student learning. Provider's use of De-ldentified Data shall survive
termination of this DPA or any request by LEA to retumn or destroy Student Data. Except for
Subprocessars, Provider agrees not to fransfer de-identified Student Data to any parly unless

(a) that party agrees in writing not to attempt re-identification, and (b) priar written notice has been
given to the LEA who has provided prior written consent for such transfer. Frior to publishing any
document that names the LEA explicilly or indirectly, the Provider shall oblain the LEA's written
approval of the manner in which De-ldentified Data is presented.

Disposition of Data. Upon written requeslt from the LEA, Provider shall dispose of or provide a
mechanism for the LEA to transfer Student Data obtained under the Service Agreement, within
sixty (60) days of the date of said request and according to a schedule and procedure as the
Parties may reasonably agree. Upon termination of this DPA, if no written request from the LEA
is recaived, Provider shall dispose of all Student Data after providing the LEA with reasonable
prior notice. The duty to dispose of Student Data shall not extend to Student Data that had been
De-ldentified or placed in a separate student account pursuant to section Il 3. The LEA may
employ a “Directive for Dispositi Data" form, a copy of which is attached harato as Exhibit
“D". If the LEA and Provider employ_Exhibit “D”, no further written request or notice is required
on the part of either party prior to the disposition of Student Data described in Exhibit “D".

Advertising Limitations, Provider is prohibited from using, disclosing, or selling Student Data to
{a) inform, influence, or enable Targated Advertising; or (b) develop a profile of a student, family
memberiguardian or group, for any purpose other than providing the Service to LEA. This section
does not prohibit Provider from using Student Data (i) for adaplive learning or customized sludent
learning {including generating personalized learning recommendations), or (i) to make product
recommendations to teachers or LEA employees; or (i} to notify account holders about new
education product updates, features, or services or from otherwise using Student Dala as
parmitted in this DPA and its accompanying exhibits
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LETANDARD STUDENT DATA PRIVACY AGREEMENT NOPA Standard Version .0

ARTICLE V: DATA PROVISIONS

1. Data Storage. Where required by applicable law, Student Data shall be stored within the United
States. Upon request of the LEA, Provider will provide a list of the locations where Student Data
is stored

2. Audits. Mo more than once a year, or following unauthorized access, upon receipl of a written
request from the LEA with at least ten (10) business days' nolice and upon the execution of an
appropriate confidentiality agreement, the Provider will allow the LEA to audit the security and
privacy measures that are in place to ensure protection of Student Data or any portion thereof as
it pertains to the delivery of services to the LEA _ The Provider will cooperate reasonably with the
LEA and any local, state, or federal agency with oversight avthority or jurisdiction in connection
with any audit or investigation of the Pravider andfor delivery of Services to students andfor LEA,
and shall provide reasonable access lo the Provider's facilities, stalf, agents and LEA's Student
Diata and all records pertaining to the Provider, LEA and delivery of Services to the LEA. Failure
to reascnably cooperate shall be deemed a material breach of the DPA.

3. Data Security. The Provider agrees to utilize administrative, physical. and technical safeguards
designed to protect Student Data from unauthorized access, disclosure, acquisition, destruction,
use, or modification. The Provider shall adhere to any applicable law relating to data security, The
provider shall implement an adequate Cybersecurity Framework based on one of the nationally
recognized standards set forth in_Exhibit “F" Additionally, Provider may choose to further
detail its security programs and measures that augment or are in addition to the Cybersecurity
Framework in Exhibit “E”. Provider shall provide, in the Standard Schedule to the DPA, contact
information of an employee who LEA may contact if thare are any data security concermns or
questions.

4. Data Breach. In the event of an unauthorized release, disclosure or acquisition of Student Data
that compromises the security, confidentiality or integrity of the Student Diata maintained by the
Provider the Provider shall provide nofification lo LEA within seventy-two (72) hours of
confirmation of the incident, unless notification within this time limit would disrept investigation of
the incident by law enforcement. In such an evenl, notification shall be made within a reasonable
time after the incident. Provider shall follow the following process:

(1} The security breach notification described above shall inclede, at a minimum, the follewing
information to the extent known by the Provider and as it becomes available;
i Thename and contact information of the reporting LEA subject 1o this section

i. A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.

ii. If the information is possible to determine at the time the notice is provided, then
either (1) the date of the breach, (2) the estimated date of the breach, or (3) the
dale range within which the breach occurred. The nolification shall also include the
date of the notice.
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STANDARD STUDENT DATA PRIVACY AGREEMENT MNP Slanndang Version 1.0

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice 15
provided; and

v. A general description of the breach incident, if thal information is possible to
determine at the time the notica is provided.

(2} Provider agrees to adhere to all federal and state requirements with respect to a data
breach related to the Student Data, including, when appropriate or required, the required
responsibilities and procedures for notification and mitigation of any such data breach.

(3) Provider further acknowledges and agrees to have a wrillen incident response plan that
reflects best practices and is consistent with industry standards and federal and state law
for responding to a data breach, breach of security, privacy incident or unauthorized
acquisition or use of Student Data or any portion thereof, including personally identifiable
information and agrees to provide LEA, upon request, with a summary of said written
incident response plan,

(4) LEA shall provide nolice and facts surrounding the breach to the affected students,
parents or guardians.

(5) In the event of a breach originating from LEA's use of the Service, Provider shall cooperate
with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of "General Offer of Privacy Terms® (General Offer, attached

hereto as Exhibit “E™), be bound by the terms of Exhibit “E" to any other LEA who signs the acceptance
on said Exhibit. The form is limited by the terms and conditions describedtherain.

ARTICLE VII: MISCELLANEOUS

1. Termination. In the event that either Parly seeks to terminate this DPA, they may do so by mutual
written consent 20 long as the Service Agreement has lapsed or has been terminated. Either party
may terminate this DPA and any service agreement or contract if the other party breaches any
terms of this DPA

2. Effect of Termination Egmivﬁ. If the Service Agreement is lerminated, the Provider shall
destroy all of LEA's Student Data pursuant to Article [V, section 6.

3. Priority of Agreements, This DPA shall govern the treatment of Student Data in arder to comply
with the privacy protections, including those found in FERPA and all applicable privacy statutes
identified in this DPA. In the event there is conflict between the terms of the DPA and the Service
Agreement, Terms of Senvice, Privacy Policies, or with any other bid/RFP, icense agreeament, of
writing, the terms of this DPA shall apply and take precedence.
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Slandard Varsion 1.0

4. Entire Agreement. This DPA and the Service Agreement constilute the entire agreement of the
Parties relating to the subject matter hereof and supersedes all prior communications,
representations, or agreements, oral or written, by the Parties relating thereto, This DPA may be
amended and the observance of any provision of this DPA may be waived (either generally or in
any particular instance and either retreactively or prospectively) only with the signed written
consent of both Parties. Neither failure nor delay on the part of any Parly in exercizing any righl,
power, of privilege hereunder shall operate as a waiver of such right, nor shall any single or partial
exercise of any such right, power, or privilege preclude any further exercise thereof or the exercise
of any other right, power, or privilege.

5. Severability. Any provision of this DPA thatis prohibited or unenforceable in any jurisdiction shall,
as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without
invalidating the remaining provisions of this DPA, and any such prohibition or unenforceability in
any jurisdiction shall not invalidate or render unenforceable such provision in any other
jurisdiction. Motwithstanding the faregaing, if such provision could be more narrowly drawn so as
nol to be prohibited or unenfarceable in such jurisdiction while, at the same time, maintaining the
intent of the Parties, it shall, as to such jurisdiction, be so namowly drawn without invalidating the
remaining provisions of this DPA or affecting the validity or enforceability of such provision in any
other jurisdiction,

6. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
COMNSTRUED IM ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT

REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS
TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS
FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

7. Successors Bound: This DPA is and shall be binding upon the respective successors in inferest
to Provider in the event of a merger, acquisition, consolidation or other business reorganization
or sale of all or substantially all of the assets of such business In the event that the Provider salis,
merges, or otherwise disposes of its business o a successor during the term of this DPA, the
Provider shall provide written nofice to the LEA no later than sixty (G0) days after the closing dale
of sale, merger, or disposal. Such notica shall include a written, signed assurance that the
successor will assume the obligations of the DPA and any obligations with respect to Student
Data within the Service Agreement, The LEA has the authority to lerminate the DPA if it
disapproves of the successor to whom the Provider is selling, merging, or otherwise disposing of
its business.

8. Authorily. Each party represenis that it is authorized to bind to the terms of this DPA, including
confidentiality and destruction of Student Data and any portion thereof contained therein, all
related or associated institutions, individuals, employees or contractors who may have access to
the Student Data andlor any portion thereof.
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STANDARD STUDENT DATA PRIVACY AGREEMENT MNOEA Standard Version 1.0

9. Walver No delay or omission by either party to exercise any right hereunder shall be conslrued
as a waiver of any such right and bolh parties reserve the right to exercise any such right from
fime 1o Lime, as often as may be deemed expadiant,
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XHIBIT "A"
DESCRIPTION OF SERVICES

Analytics and Insights: Analytics and Insights provides a comprehensive analytics platform with
actionable insights across key aspects of schoal and district operations and allows district staff to extract
student data, create notifications, gain access with mobile devices, and distribute reports throughout
the entire district.

BusinessPlus: BusinessPlus helps business managers, CFOs, and HR staff manage complex business
processes, employees, and workflows, and provides district staff the ability to manage budget, make
important allocation decisions, run payroll, and manage employees, vendors, and other third parties in
one integrated solution, BusinessPlus is used by larger districts (25K+ enrollment) with extremely
complex and highly configurable and customizable workflows and ather business functions.

Communicate: Communicate is the trust platform for managing parent and community engagement.
Communicate is a multi-channel, mass notification platform that allows schools and districts to quickly
and easily communicate with their school community.

Connected Intelligence: Connected Intelligence is a data as a service [Daas) platform to help K-12
districts securely centralize their data for insights, analytics, and data-informed decision-making.

Curriculum & Instruction is a curriculum mapping and teacher lesson planning solution. Districls create
and centralize their curriculum plan, supported by pacing guides, Build and share a curriculum
framiework that is cohesive and provides improved vertical alignment between instruction and national
and state standards.

ContentMav is a learning object repositary that centralizes instructional resources from publishers and
districts. The platform allows for the creation and ingestion of content, tagged to metadata and
standards, that facilitate global search. Contenthav integrates into the Schoology Learning platform,
providing educators access to a complete library of school- or district-approved, standards-aligned
instructional content, all in one location.

CustomApp: CustomApp is a platform that allows districts to create custemized and branded school
district K05 and Android mobile apps. CustomApp selutions are integrated with notifications, website
content, social media, and other content to provide their parents and community with a comprehensive
mobike experience,

Ecollect: Ecollect allows districts to create, edit and share online K-12 forms to support their initiatives.
The product is a plugin within PowerSchool 515, so any user (regardless of persona) that uses the product
would have had to go through the PowerSchool 515 account creationfactivalion process.

eFinancePlus: eFinancePlus helps business managers and HR staff manage complex business processes
and workflows making it easier to process departmental tasks across various functions. eFinancePlus
lets district staff manage budgel, make allocation decisions, run payroll, and manage employees,
vendors, and other third parties in one integration solution.
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Enrollment (fka Registration): Enrallment is an enterprise enroliment product that facilitates student
acquisition and registration business process through data collection fram parents, administrative
workflows, data integration with various 515s, and lotteries, streamlining related business processes,
Registration is a multitenant cloud-based web application,

Enrollment Express: Enrollment Express is a student enrollment management system inside
Powerschool 515,

eSchoolPlus: eSchoolPlus 515 solution provides functionality across PowerSchool solutions empowering
users to configure the administrative and instructional tools for their unique needs, from managing
classroom data and assignments to family engagement, student enrollment and registration, student
analytics, and special education,

Headed?: By connecting Headed?2's college, career, military, and ife readiness platform to
PowerSchool's industry,-leading suite of solutions, students of all ages will benefit from intuitive
planning tools designed to help them explore options as they research and prepare for future success,

Naviance: Naviance is 2 college and career readiness platform that Maviance helps students explore goal
setting, career Interests, academic planning, and college preparation, while operating as the system of
records for schools and districts.

Naviance for Elementary: Naviance for Elementary is a career and life exploration platform for
elementary students focused on early pathway equity. 1t provides built-in CCLR lessons, career
exploration centent, and a gamified experience for career awareness.

PowerBuddy: PowerBuddy is a role-specific Conversational Al assistant for everyone in education. With
thelr very own PowerBuddy, each student, parent, educator, counselor, and administrator will now have
safe and secure access to individualized guidance, information, and resources at their fingertips, helping
students receive the most optimal social, emotional, and academic support in a way never experienced
before.

PowerBuddy will initially be incorporated into Schoology Learning offering students on-demand, one-on-
one assistance with their assignments and tailored pathways transforming traditional learning into an
immersive and engaging experience, Teachers will be able to use PowerBuddy to generate lesson plans,
automate the ceeation of quizzes and assessments in Performance Malters, and personalize homework
at scale, saving them time to focus on what's most important — interaction with students. Additionally, it
will offer individualized college and career guidance through Naviance CCLR for both counselors and
students. Parents can leverage PowerBuddy in My PewerSchool to inguire about their child's academic
performance and other relevant information. They will receive proactive alerts if their child is falling
behind, fostering transparency and empowering parents to participate in their child’s education,
Additionally, PowerBuddy will offer personalized, district-approved academic and social-emotional
learning resources from ContentNav to actively suppert them in their child's learning. Furthermore,
administrators can ask natural language questions about their data within Analytics &

Insights and PowerSchool S15 to truly democratize information for decision-making. PowerBuddy will
eventually be expanded across the entire PowerSchool ecosystem. It will be system-agnostic and will
integrate with most education technology took, including non-PowerSchool products,
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PowerSchool DEX (Data Exchange) facilitates data integration and interoperability with state
compliance required by the Texas Education Agency via the Hosted Ed-Fi Operational Data Store,

PowerSchool 515: Our 515 solution provides deep functionality acrass Powerschool solutions
empawering schools 1o configure the administrative and instructional tooks for their unique needs, from
managing classroom data and assignments to family engagement, student enrollment and registration,
student analytics, and special education,

Presence: Presence provides clients with an innovative and comprehensive CMS platform that sim plifies
the task of maintaining a school or district website.

SafeArrival: Safedrrival makes attendance management faster and easier. Clients utilize SafeArrival to
quickly gather information about absences, as well as providing parents with a way to proactively report
upcoming ahsences.

Schoology LMS: Schoology LMS provides learning management, assessment, and professional
development all in one integrated platform.

Special Education: Special Education gives special education stalf the support they need to simplify case
management, collaborate with general education staff, save time, and meet compliance requirements
with confidence. This allows special education staff the ability to provide high-guality instruction,
services, and appropriate modifications and accommodations for students with disabilities.

Unified Classroom: Unified Classroom i a comprehensive software solution that eliminates traditional
technology silos [gradebook, LMS, assessment, analytics, student information, and special education]—
empowering teachers to manage the entire instructional process more efficiently and from anywhere.

Unified Talent: PowerSchool Unified Talent solution gives schoals, districts, and boards the tools to
attract, hire, support, develop, and retain talent, including: (1} use research-backed hiring tools to quickly
find the right educators and staff; (i} tailoring professional learning with student achievernent insights
and performance evaluations to maximize growth and teacher retention; (i) empeowering HR staff with
a full suite of flexible tools to streamling and automate averyday processes so they can focus on what
matters; and (iv) an ability to scale with the customer’s existing systems and processes.
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EXHIBIT “B"

SCHEDULE OF DATA
Analytics and Insights
; TE R “Check if Used.
Category of Data - Elements by Your System
Application Technology | IP Addresses of users, Use of cookies, ete.
Meta Data Other application technology meta data-Please specify:
Application Use Statistics | Meta data on user interaction with application .

husessment Standardized test scares B
Observation data
Other assessment data-Please specily:

Attendance t: |

_Studem:u:hnm (daily} attendance data

Student class attendance data

Communications

Online communications captured (emails, blog entries)

Conduct

Conduct ar behavioral data

Demographics

Drate of Birth

Flace of Birth

Gender

Ethmnicity or race

_l.:nguagﬂ information [native, or primary language spoken by
student]

Other demographic information-Please specify:

Enrodlment

Student school enrallment

Student grade level

Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enrollment information-Please specifiy:

Parent/Guardian Contact
Information

Aildress

Email

Phone

Weamean el

Page 14 of 101



Category of Data

Elements

SR

by Your System

Parent/Guardian D

Parent ID number (created to link parents to students)

Parent/Guardian Name

First and/or Last

Schedule

Student scheduled courses

Teacher names

Special Indicator

English language learner information

TEe R

Low income status

Medical alerts/ health data

Student disability information

Specialized education services [IEP or 504)

Living situations {homeless/foster care)

P = = - =N =
Ll

Other indicator infarmation-Flease specify:

Student Contact Address [¢
Information Email he
Phone e
Student identifiers Local [School district) ID number P
State ID number .
Provider/App assigned student 1D number .
Student app usésndnms
Student app passwords
Stedent Name First andor Last i
Student In App Program/application performance (typing program-student
Performance types 60 wpm, reading program-student reads below grade |
level)
Student Program Academic or extracurricular activities a student may belong to EI
Membership ar participate m |
ARERAL SUrvey Student responses 10 Survéys of questionnaires E
Responseas
Student work Student generated content; writing, pictures, ete,
Other student work data -Please specify:
Transcripd Student course grades
Student course data

Student course grades/ performance scores

Yarsion Trn1
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Gatseord of Dot - Elements UTCAAN IR b ‘-l%:‘!m

Other transcriph data - Please specify:

Transportation Student bus assignment o
Student pick up and/or drop off location X

Student bus card ID number
Other transportation data — Please specify:

Oither Please Hst each additional data element used, stored, or
collected by your application:

Mane Mo Stedent Data collected at this time. Provider will
immediately notify LEA if this designation is no longer
applicable.
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EXHIBIT “B"

SCHEDULE OF DATA
Bminesﬂ’:m
: A T . Ifuud
Amlh:at;lnn Technulug'.' IP Addresses of users, Use of cookies, etc. S
hieta Data Other application technology meta data-Please specify:
application Use Statistics | Meta data on user interaction with application
Assassment Standardized LEst Soones
Obeervation data
CHher assessment data-Please specify:
Attendance Student school (daily) attendance data
Student class attoncdance data
Communications Online communications captured (emails, blog entries)
Conduc Conduct or behavioral data
Demographics Date of Birth %
Place of Birth
Gender | H
Ethnicity or race X
I_aﬁéiuage information (native, or primary language spoken by :]
student) = —
| Other demographic information-Please specify:
Enrallment Student schoal enrallment
Student grade level
Homearoom i
Guidance counselor
Specific curriculum programs
Year of graduation -
Other enrollment information-Please specify;
Parent/Guardian Contact | Address
Information Email
Phone
"'EIEII:H1F1| I'-'nge”bHIH




-----------

)

Parent/Guardian ID

Parent 1D number (created to link parents to students)

ParentfGuardian Mame

First and/or Last

Schedule

Student scheduled courses

Teachir names

Special Indicator

Englizh language learner information

| Low |ﬁﬂﬁ'I& status

| IS

| Medical alerts/ health data

Student disability information
specialived education services (IEP or 504)

Living situations (homeless/faster care)

_mher indicator information-Please specify:

Student Contack
Infarmation

Address

Ermail

P hewne

Student identifiers

Local {Scheol district) 1D number

State ID number

Provider/App assigned student ID number

Student app wsername

Student app passwords
Student Name First and/or Last
Student In App Program/application performance (typing program-stedent
Performance types 60 wpm, reading program-student reads below grade |:
level)
Student Program Academic or extracurricular activities a student may belong to D
Pt rmlership or participate in
Student Survey Student respanses to surveys or questionnaires |:|
Responses |
Student work Student generated content; writing, pictures, etc. | |_
Other student work data -Please specify:
Transcript Student course grades
Student course data
Student course grades) performance scores
Wersion 1r11 Page 18 of 101



Transportation

Student bus assignment

Student pick up and/for drop off lecation

Student bus card 1D number

Other transportation data = Please specify:

Other

Flease list each additional data element used, stored, or
collected by your application:

Mo

Mo Student Data collected at this time. Provider will
immediately natify LEA if this designation is no longer
applicable.

wgasaon 1rl 1
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EXHIBIT "B"
SCHEDULEOF DATA
Cammunitate

Category of Data

 Elements

Check 1 Used
by Your System

Application Technology
tleta Data

IP Addresses of users, Use of cookies, etc.

Y

Other application technology meta data-Please specify:

Application Use Statistics

Weta data on user interaction with application

Agsesamen

Standardized test scores

Observation data

Other assessment data-Please specify;

Attendance

Student school [daily) attendance data

Ctudent class attendance data

Communications

Online communications captured {emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

--:-c:-{-é'l-c

Place of Birth

Gender

=0

Ethnicity or race

_c

Language information {native, or primary language spoken by
student]

Other demographic information-Please specify.

Enrcdlment

Stuclent school enroliment

Student grade level

Homersom

Guidance counselor

Specific curriculum programs

=z =] =|=

Year of graduation

Other enroliment information-Please specify:

Parent,/Guardian Contact
information

Aldiress

Ermail

Phomne

Sersiom 101
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Category of Data

Elements

Check if Used
by Your System

Parent/Guardian ID

Parent ID number (created to ink parents to students)

Parent/Guardian Mame

First andfor Last

Schedule

Student scheduled courses

Teacher names

Special Indicator

English language bearner information

Ko Inconm slatis

Medical alerts/ health data

T

Student disability information

specialized education services {IEP or 504)

Living sitwations (homelessfoster care)

Other indicator information-Please specify:

Student Contact
Infarmation

Achdress

Email

Phone

Student ldentifiers

Local (School district) ID number

State 10 number

Provider/app assigned student 1D number

L] = =] =] =<

Student app usemame

Student app passwords

Student Name

First and/or Last

Student In App
Performance

Program/application performance (typing program-student
types 60 wpm, reading program-student reads below grade
level)

] ] gy

Student Program Academic or extracurricular activities a student may belong to

Membership or participate in

Student Survey Student responses Lo sURveys OF questicnnaires

Responses

Student work Student penerated content; writing, pictures, etc
Other student work data -Please specify:

Transcript 5l:uder£mu rse grades N ¥
Student course data
Student course gradesy performance scores

Werion 171 Page 21 of 101




|

Check if Used
Category of Data Elements by Your System
Other transcript data - Please specify:
Transporiation Student bus assignment Y
Student pick up and/or drop off location A
Student bus card D number
Other transportation data - Please specify;
Other Please list each additional data elerment used, stored, or
cellected by your application:
Wersian 1ril Fage 22 ol 1M




Mane

Mo Student Data collected at this time. Provider will
immediately notify LEA if this designation is no longer
applicalle.

Wegsson 1rill
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EXHIBIT “B"

SCHEDULE OF DATA,
Connected Intelligence
. z Check if Used
Category of Data Elements ity il

Application Technology
Peta Data

I® Addresses of users, Use of cookies, etc.

ﬂth;‘;pplicatm n technology meta data-Please specify;

Application Lise Statistics

Meta data on user Interaction with application

Assessrment

Standardized test scores

Ohservation data

Other assessment data-Please specify:

Attendance

Student school {daily) attendance data

Student class attendance data

Communications

Online communications captured (emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Place of Birth

Gender

Ethnicity or race

Language information [nﬁi-.-e, or primary language spoken by
student)

Other demographic information-Please specify;

Enrollment

student school enrollment

Student grade level

Homeroom

Guidanoe counselor

Specific curriculum programs

Year of graduation

Dtl;!r enrcollment information-Please speciby:

Parent/Guardian Contact
Information

Address

Email

Phiamne

Wersion 1rif
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Check if Used

Category of Data Elements ||y ¥ olr Svstam .
PFarent/Guardian [D Parent ID numbser [created to link parents to students)
Parent/Guardian Mame First and/or Last
Schedule Student scheduled courses
Teacher names I
Special Indicator English language learner information
Low income status
~p—
Medical alertsy health data
Student disability information
Specialized education services {IEF or 504}
Living situations (homeless/faster care)
Other Indicator information-Please specify:
Student Contact Address
Information
Email
Fhone

Student ldentifers

Local {5chool district]) 1D number

state 1D number

Provider/App assigned student 1D number

Student app username

Student app passwords

Student Mame

First amdfor Last

Student In App Program/fapplication performance (typing program-studeant

Performance types 60 wpm, reading program-student reads below grade :l
lewel}

Student Prograrm Academic or extracurricular activities a student may belong to

Mermbership of participate in

Stucent Survey Student responses to surveys or questionnaires I_

Responses

Student weork Student generated content; writing, plctures, etc.
Other student work data -Please specify:

Transcripl Student course grades | E
Student course data
Student course grades/ performance scores
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Category of Data

Elements

Check if Used
by Your System

Other transcript data - Please specify:

Transportation

Student bus assignment

Student pick up and/or drop off location

Student bus card 1D number

Other transportation data - Please specify:

Oither Please list each additional data element used, stored, or
collected by your application:

Mone Mo Student Data collected at this time. Provider will !
immediately notify LEA if this designation is no longer E
applicable.
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EXHIBIT “B"
SCHEDULE OF DATA
Curriciilum 8 Instruction

. T A Check if Used
Category of Data Elements by Your System
Application Technology IP Addresses of users, Use of cookies, etc.
Meta Data Other application technolagy meta data-Flease specify:
Application Use Statistics | peta data on user interaction with application
Assessment Standardized test scores
Ohservation data
Other assessment data-Flease spacify:
Attendance Student school (daily) attendance data

Student class attencdance data

Commumnicaticns

Online communications caplured {emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Place af Birth

Gepniler

Ethnicity or race

Language information {n:Ei'.'E, or primary language spaken by
student]

Dher demographic information-Please specify:

Enrallment

Student school enrollment

Student grade level

Homersom

Guidance counselor

Specific curriculum programs

Year of graduation

[ Other enroliment information-Please specify:

Parent/Guardian Contact
Information

Address

Email

Phone

Wersion 111
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Elements

Check if Used

Category of Data by Your System
Parent/Guardian 1D Parent ID number {created to link parents to students)
Parent/Guardian Name | First and/or Last
Schedule Stuckent scheduled cowrses
Teacher names
N
Special Indicator English language learner information
Low income stalus
et
Medical abertsf health data
Spuclent disability information
specialized education services [IEP or 504)
Living situations [homeless/foster care)

Other indicator information-Please specify,;

Student Contact
Infarmation

Address

Email

PFhone

Ctudent ldentifiers

Local (School district] 1D number

State |0 number

Providerfdpp assigned student [D number

Student app username

Student app passwords

Student Mame

First and/or Last

Student In App Program/application performance (typing program-student _
Perfarmance types 60 wpm, reading program-student reads below grade
level)
Stuclent Program Academic or extracurricular activities a student may belong to [:|
Membership orf participate in
zl;;::nnntsi: d Student responses to surveys or guestionnaires [:I
Student work Student generated content; writing, pictures, etc.
Other student work data -Please specify:
Transcript Student course grades | |
Student course data
Student course grades) performance scores
Wedgaon 1ri Page 28 o 101




Category of Data

Elements

Check if Used
by Your System

Other transcript data - Please specify:

Transportation

Student bus assignment

Student pick up andfor drop off location

Student baus card ID number

Other transportation data — Please specify:

Other

Please list each additional data element vsed, stored, or
collected by yvour application:

Mone

Mo Student Data collected at this time, Provider will
immediately notify LEA If this designation is no longer
apphicable,

L]

Wersion 1r11
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EXHIBIT "B"
SCHEDULE OF DATA
ContentMNav

Check if Used

Category of Data Elements by Your System

Application Technology | IP Addresses of users, Use of cookies, etc.
Meta Data Other application technology meta data-Please specify:

Application Use Statistics | Meta data on user interaction with application

Assessment Standardized test scores

Obsenvation data

Other assessment data-Please specify;

Attendance Student school {daily) attendance data | |
Student class attendance data

Communications COnline communications captured (emails, blog entries)

Conduct Conduct or behavioral data

Demographics Date of Birth
Place of Birth

Gender

Ethnicity or race

Language information (native, or primary language spoken h-f
student)
Other demographic infarmation-Please specify

Enrallment Student school enrallment
Student grade level
Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enroliment information-Please specify:

Pareat/Guardian Contact | Address
Information

Email

Fhone

Version iri1 Fage 30 ol 10



Elements

Check if Used

farepoty.of pata by Your System
Parent/Guardian ID Parent ID number (created to link parents o students)
Parent/Guardian Name First andfor Last
schedule Student scheduled courses
Teacher names -
special Indicator English language learner information
Low income status | S I
Medical alerts) health data
Student disability Information
tpecialized education services [IEP or 504} q
Living situations [homeless/foster care)
Other indicator information-Please specify:
Student Contact Address
Information Emall
Phone
Student identifiers Local (School district]) 1D number
State 1D number

Provider/dpp assigned student 1D number

SEEPPPEY S

Student app username

Student app passwords
Student Name First and/or Last
Student In App Program/application performance (typing program-student
Performance types 60 wpm, reading program-student reads below grade

level)

Studadl Prograny

Acacdemic or extracurricular activities a student may belong to

() O

Memberihip or participate in

Student Survey : ;
Student responses to surveys or guestionnaires

Eespanses 3 Gl

Student work Student generabed content; writing, pictures, etc.
Orther stedent wark data -Please specify:

Transcript Student course grades | |
Student course dala
Student course grades) performance scores
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Category of Data

Elements

Check if Used
by Your System

Obher transcript data - Please specify:

Transpartation

Student bus assignment

Student pick up andfor drop off location

Student bus card 1D number

Other transportation data - Please specify:

Other

Mease list each additional data element used, stored, or
collected by your application:

Hone

Mo Student Data collected at this time. Provider will
immediately notify LEA if this designation is no longer
applicable,

Worskan 111
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EXHIBIT "B"

SCHEDULEOF DATA
Customapp
ox Checkif Used
Category of Data Elements by Your System
Application Technology I® Adedresses of users, Use of cookies, ete,
Meta Data

Other application technology meta data-Please specify:

Application Use Statistics

Meta data on vser nberaction with application

Agtesament

Standardized test scores

Observation data

Other assessment data-Please specify:

Attendance

Student school [F_'i t,-] attendance data

Siudent class attendance data

Communications

Online communications captured [emails, blog entries]

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Flace of Birth

Gender

Ethnicity or race

student)

Language information (native, or primary language spoken by

Other demographic information-Please specify:

Enrallment

Student school enrolliment

Student grade level

Homeroom

Specific ourriculum programs

Year of graduation

zz:—‘.zzz| st 22222-9:2‘I2 Z|Z|Z|= | =

Other enrgllment information-Please specify:

Parent/Guardian Contact
Infarmation

Address

Ernail

=1

Phone

Wargion il
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Category of Data

Elements

Check if Used
by Your System

Parent/Guardian 10

Parent ID number (created to link parents to students)

Parent/Guardian Mame

First and/or Last

Schedule

Student scheduled courses

Teacher names

Lpecial Indicator

English language learner information

Low inoome Status

fedical aleris health data

Student disability information

specialized education services (IEP or 504)

Living situations (homeless/foster cane)

'E'E;_z EI:: -Z-I-r: =1 21 =
|

Other indicator information-Please specify: i
Student Contact Address ™ ]
Information Erail ™
Phone M
Student ldentifiers Local {School district) 1D number N
State 1D number N
Provider/App assigned student 1D number N
Student app username ™
Student app passwords
Student Name First and/for Last &
Student In App Program/application performance (typing program-student
Performance types 60 wpm, reading program-student reads below grade
lewel)
Student Program Academic or extracurricular activities a student may belong to ’
tembership or participate in
Student Survey Student responses to surveys or questionnaines
Responses
Student wark Student generated content; writing, pictures, etc. N
Other student work data -Please specify: M
—
Transcript Student course grades -
Student course data N
Student course grades/ performance scores |
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L]

; : Check if Used
Category of Data Elements by Your System
Other transcript data - Please specify: ™
Transporiation Student bus assignment B
Student pick up and/or drop off location
Student bus card ID number F"
Other transportation data — Please specify: M
Other Please list =ach additional data element used, stored, or

collected by your application:

Wersion 1r11 Page 35 o4 1040



None o Student Data colbected at this time. Provider will
immediately notify LEA if this designation is no longer
applicable,
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EXHIBIT “B"

SCHEDLILE OF DATA
Ecollect
Application Technology IP Addresses of users, Use of cookies, etc. |"l
Meta Data Other application technology meta data-Please specify: I
Application Use Statistics | pMeta data on user interaction with application
Asseisment Standardized test scores
Observation data
Other assessment data-Please specify:
Attendance Student school [daily] attendance data
Student class attendance data
Communications Online communications captured [emaiks, blog entries) X
Conduct Conduct or behavioral data X
Demaographics Date of Birth X
Place of Birth. X 5
Gencder X
Ethnicity or race X
Language information {native, or primar'; language s poken by
student) r'rl
Other demographic information-Please specify: Ecollect Forms =
are customizable, so the customer can collect whatewver diata they
wramil,
Enrollment Student schoal enrallment X
5I:uE;1I. grade bevel X
‘Homeroom F
Guidance counselar i
Specific curriculum programs
Year of graduation %
' Other enrollment information-Please specify: Ecollect Forms are X
customizable, so the customer can collect whatever data they
wank.
ParentfGuardian Contact | Address
Information Emal
Phone
Version 1611 Page 37 of 101




v

“Check if Used

Category of Data _ Bements by Your System
Parent/Guardian 1D Parent ID number [created to link parents to students)
Parent/Guardian Name First and,n’n; Lart“- -
Schedule

Student sn:he;;lghd COUFSEs

Teacher names

Special Indicator

English language learner information

Low income status

mMedical alerts/ health data

| Student disability information

Specialized education services {IEP or 504}

Orthier in:ﬁcawr infarmation-Please specify: Ecollect Forms ara
customizable, 5o the customer can collect whatever data they
wiant,

Student Contact Address i _J
Information Ermail "
Fhane i
Student ldentifiers Local [School ;hsl:r'-[:l]l 1] r_mmher L -
| State ID number il I
-F:l.'c-r;lidt.l;,.mup assigned student 1D number
Student app username
Student app passwaords
Student Name First andfor Last M
Student In App Program/application performance (iyping program-student
Performance types 60 wpm, reading program-student reads below grade
level) Y
Studkent Program Academic or extracurricular activities a student may belong to
Membership | or participate in g
iz';:;zﬂm i Student responses to surveys or questionnaires ¥
Student wark | Student penerated content; writing, pictures, etc.
| Other student work data -Please specify;
Transcript Student course grades

Student course data

Student course grades/ performance scores

eason 1rl
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Category of Data

¥

Elements

CheckifUzed

by Your Syste

I:I'i

Other transcript data - Please specify:

Transportation

Student bus assignment

Student pick up and/or drop off location

Student bus card 1D number

Other transportation data = Please specify: Ecollect Forms are
customizable, 5o the customer can collect whatever data they
want,

ther

Please list cach additional data element used, stored, or
collected by your application:

Mone

Mo Student Data collected at this time. Provider will
immediately notify LEA §f this designation is no longer

applicable.

ersion 111
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EXHIBIT "B"
SCHEDLUILE OF DATA
eFI-nan:EHus

bt
- A

et 1‘@(‘“'&

if Used
Mi“ System

Application Technology
Meta Data

iP Addresses uf wsers, Use l:rf cookies, etc.

e

Other application technulug-.- meta data-Flease specify:

Application Use Statistics

keta data on user interaction with application

Agsetument

Standardized test scores

Obsercation data

Other assessment data-Please specify:

Attendance

Student schoel (daily] attendance data
Student class attendance data

Communications

Online communications captured [emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

Date :nl'_Eirlh

Place of Birth

Gender

Ethniciu.r O race

=

language- information {native, or primary language smten l.‘ﬂ.r
student)

Other demographic information-Please specify:
Address, phone numbers, contact info, 55N

Enrollment

| Student school enrallment

| student grade level

Homeroom

Guidance cwnse_lﬂr

Specific curriculum programs

Year of graduation

Othaer enrollment iﬁfﬂrmali;:n-al;ase specify:

Parent/Guardian Contact
information

Address

Email

Phnm':

‘ession 1611
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ik

 Category of Data Elements | |H by Vo systain
Parent/Guardian 1D Parent ID number (created to link parents to students)
Parent/Guardian Name FIr.'..I and/for Last
Schedule Student scheduled courses 3
Teacher names *

Special Indicator

English language learner information

Low income status

Medical alerts healtlj_-gi@ u

Student disability infermation

r_ specialized education services (IEP or 504)

Living situations (homeless/foster care)

- Other indicator information-Please spe:if';:

Student Contact | fuddress
Information Ernail -
Fhone
Student Identiflers Local {School district) 1D number

State 1D numbser

Provider/App assigned student 1D number

Student app username

Student app passwords

Student Name

First and/for Last

Student In App

Program/application performance [Iyping program-student

Performance types 60 wpm, reading program-student reads below grade
lewvel}
Student Program Academic or extracurricular activities a student may belong to
Membarship or participate in L
Student Survey = .
Student responses Lo surveys or guestionnaires
Rediinsis udent respo. W5 OT i |:|
Student work E.tuden_l_generated content; writing, pictures, etc, |
Other student work data -Please specify:
Transcript | Student course grades
| Student course data
Student course grades/ performance scores g
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| A TE AR Check if Used
Category of Data | Elements A by Yot System.

Other transeript data - Please specify:

Transportation _'_S_Iudent buis assignment

Student pick up andfor drop off lecation
Student bus card ID number

Othertra nspnvr::’ulnn data — Please spacify:

Other Please list each additional data element used, stored, or
collected by your application:

N e Mo Student Data collected at this time. Provider will
immediately notify LEA if this designation s ne longer
applicable.
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EXHIBIT "B"
SCHEDWILE OF DATA

tﬂf?&w‘rﬂ*m -

Enrollment
AT RO S

ChEckf Used
by Your System

dpplication Technology
keta Data

i Addresses of users, Use of cookies, eie,

Other application technolagy meta data-Please specify:
Ex. hrowser user agent string, selected language

Application Lse Statistics

Meta data on user interaction with application

fssassment

Standardired test scores

Observation data

Other assessment data-Please specify:

Attendance

Student school (daily] attendance data

PP

Student class attendance data

Communications

Online communications captured [emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

Drate of Birth

Place of Rirth

Gsender

Ethmicity or race

Language information (native, or primary language spoken by
student)

Other demographic information-Please specify:
Enrollment's forms are custormizable, so the customer can
codlect whatever data they want.

Enredlment

Student school enroliment

Student grade level

HeamEnooam

Guidance counselor

Specific curriculum programs

Year of graduation

Enrollment’s forms are customizable, so the customer can
collect whatever data they want.

Parent/Guardian Contact
Information

Acldress

Email

Phone

Worsen 11l
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Check if Used

Category of Data  Elements by Your System
Parent/Guardian ID Fl*a:e nt ID number (created to link parents to students) x
Parent/Guardian Name Fln:l.;ndil'u[ Last A
Schedule | Student scheduled courses

h Teacher names =
Special Indicatos i English language ieamerinl:;:r_m_atlun ¥
| Low Income status x |
| Medical alerts/ health data | I I
| Student disability information b
:?p;Ei;.Ii:-e.r.J-i.:éucal I selrl..'lfze_s (1EP or 504)
Living situations thmelﬁs,.fimter care) —ll;%
Other indicator information-Flease specify: x
Enroliment’s forms are customizable, so the customer can
calleet whatever data they want.
TStudent Contact Address z
Information Email ¥
Phoame W
Student Identifiers | Local (School district) 10 number B L
State D number A
i?.r.-;:u-'.;-hjerfﬁp]:l assigned student 1D number ¥
Student app usernames .
Student app passwords
Student Name First andfor Last

®
Student In App Prograrm/application perfarmance (typing program-student .
Performance types 60 wpm, reading program-student reads below grade r
level)
Ltudent Program Academic or extracurricular activities a student may belong Lo I:]
Membership or participabe in
Student Survey .
Student responses to surveys or questionnalres
HEspoinses e D
Student wark | Student generated content; writing, pictures, ete. l L I
Other student work data -Please specify; X
Ex. essay or artwork for an application.
Transcript Student course grades
Student course data
student course grades/ performance scores
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Eﬁﬁtﬁﬁgﬂf Data

Elements

check If Used
by Your System

Other transcript data - Please specify:

Transportation

Student bus assignment

Student pick up and/or drop off location

Student bus card 10 number

b - v r——

Other transportation data = Please specily:
Enrollment's forms are customizable, so the customer can
collect whatever data they want,

Other

Please list each additional data element used, stored, or
collected by your application:

Enrcdlment’s forms are customizable, so the cstomer an
collect whatever data they want.

HNone

Mo Student Data collected at this time, Provider will
immediately notify LEA if this designation is no longer

applicable,

Wigson Irid
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EXHIBIT "B"
SCHEDULE OF DATA

Category of Data.

Euwﬂnwni Expriss

i LS :E AL i
LEH TS . .":'i "R
I i b S bdt g TR

Application Technology
Meta Data

e

IP Acddresses of users, Use of cookies, etc.

Other application technology meta data-Flease specify:

Application Lise Statistics

Meta data on user interaction with application

Azsptsment

Standardized test scores

Observation data

Other assessment data-Please specify:

Attendance

Student school {daily) attendance data

Student class attendance data

Communications

Online communications captured [emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Place of Rirth

Gender

Ethnicity or race

Language information [native, or primary language spoken by
student)

Other demographic information-Please specify:

Enraliment Express’ forms are customizable, so the customer

can collect whatever data they want.

Enrallment

Student whqp]_enmllment

Student g-ra;:le vl

Homeroom

Gurdance counselor

Specific curriculum programs

Year of graduation

.l:ilher enrgllment information-Please specify:
Enrollment Express’ forms are customizable, 5o the customer
can collect whatever data they want.

ParentfGuardian Cantact
information

Address

£ mnall

Phone

Warsion 1011
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Check if Used

Parent/Guardian ID | Parent 1D number {created to link parents to students) 0
ParentfGuardian Mame First and/or Last ®
Schedule Student scheduled courses
Teacher names Lt
Special Indicator English language learner information n X
[_ Low income status o " |
| Medical alerts/ health data x
Student disability information _ .
Spen:ua.hr-ed education services [IEP or 504) -
| Living situations ihdl:melessj'fuster care) |%
| Other indicator information-Please specify; x
Enrollment Express’ forms ane customizabie, so the customer
can collect whatever data they want.
Student Contact Adidress %
Information Email u
Phone "

Student ldentiflers

Local {School district) ID number

State |0 number

At s

Student app username

Student app passwords
Student Mamse First amdfor Last X
Student In App Program/application performance [typing program-student
Performance types 60 wpm, reading program-student reads below grade :l
lewel}
Student Program Academic or extracurricular activities a student may belong to D
Membership or participate in
i:;i::um Survey Student responses Lo surveys or guestionnaires D
Student waork Student generated content; writing, pictures, etc. | I
Other student work data -Flease specify:
Transcript | Student course grades -
| Student course data
Student course grades/ performance scoqes L
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Category of Data

Eila-inm_mﬁ' :

 Checkif Used
by Your System

Other transcript data - Please specify:

Transporiation

Student bus assignment

Student pick up and/or drop off location

Siudent bus card ID number

Other transportation data — Please specify:
Enrollment Express’ forms are customizable, so the customer
can collect whatever data they want.

Other

Please list each additional data element used, stored, or
collected by your application:

Enrollment Express forms are customizable, so the customer can
collect whatewer data they want.

Mone

Mo Student Data collected at this time. Provider will

immediately notify LEAF this designation is nolonger
applicable.

Wershon 1rid
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EXHIBIT “B”
SCHEDULE OF DATA

eSchaalPlus SIS
- EHements

Application Technology
Meta Data

1

IP Addresses of users, Use of cookies, elc.

Other application technology meta data-Please specify:
Things like browser version, browser user agent string and
selected language are read but not stored or collected.

| Application Use Statistics

Meta data on user interaction with application

Agsadsmenl

Standardized test scanes

Observation data

Other H!i.;.i-E.EEH'IEI'l‘t data-Flease specify:

Attendance

Student school [daily) attendance data

Student class attendance data

Communications

Online communications captured [emails, Blog enfries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Place of Birth

Gender

Ethnicity or race

— e

-l..;nguage information [native, or primary language spoken by
student)

Mher demoﬁr.aphic information-Please specify:

Enrolbment

Student school enrollment

Student grade level

Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enrallment information-Please specify:

Parent/Guardian Contact
Information

Address

E rmail

Phane

Wiergian el
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i

e eoe: | temews v tem
Parent/Guardian 1D Parent ID number (created to link parents to students) *
Fﬂrﬁﬂiﬂﬁ:ﬂdhﬂn Name | First and/for Last %
Schedule Student scheduled courses "

Teacher names _:‘.-
Special Indicator English language learner information X
Low income status X |
r; Medical alerts/ health data ot
| Student disability information - (4 X
I Specialived Edufﬂ:iélﬂ servicoes (IEP or 504)
Living situations (homeless/foster care) 1%
Other indicator i;'l-l‘;:rrmati-:m-ﬂease specify: K
Student Contact Addreis %
Information Email ¥
; Phone h
Student Identifiers Local {Schoal dis.l:f'!u:_l} II_EII number . .
State |0 number B
Fm-.-id_edr..?_;;ép. assigned student 1D number * X
L_Student app username ]
Student app passwords ** X
Student Name First and/or Last X
Student In App | Program/application performance (typing program-student
Performance " types 60 wpm, reading program-student reads below grade j
| level) .
Student Program Academic or extracurricular activities a student may belong to
hMembership ar participate in g
;LT:::;;:”ET Student responses 1o surveys or questionnaines
Student work Student generated content; writing, pictures, ete | x|
Other student work data -Please 'J-pct;F'p': K
Transcript student course grades ¥
|-5.tu|:|ent course data 5"
_E:II.II:|EI'I| course grades/ perfnrmaqEE SCOMES i
Vieesaon Irifd Page 80 af 101



Category of Data

Elements

Check if Used
by Your System

Other transcript data - Please specify:

Transporiation

Student bus assignment

Student pick up and/or drop off location

......

.......

Student bus card 1D number could be a district defined field.

Other

Please list each additional data element used, stored, or
collected by your application:

*Could be a district defined field

**Hashed

Hone

No Student Data collected at this time. Provider will
immediately notify LEA if this designation is no langer
applicable.

Wersion rid
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EXHIBIT “B"

SCHEDULE OF DATA,
Headed2 . _ —

 Category of Data . Elements b Is ﬁ?ﬁ:m
Application Technology IP Addresses of users, Use of cookies, elc. X
Meta Data Other application technology meta data-Flease specify:
Application Use Statistics | peta data on user interaction with application
Assessment Standardized tect scores

Observation data

Other assessment data-Please specify:
Attendance Student school {daily) attendance data

Student class attendance data
Commumnications Online communications captured (emails, blog entries)
Conduct Conduct or behavioral data
Demographics Date of Birth

Place of Birth | .

Geercer

Ethnicity or race

Language information (native, or primary language spoken by
student)

Other demographic information-Please specify:

Enroliment

! Student school enrollment

Student prace level

Hameroom

Guidance counselor

Specific curriculum programs

Year of graduation

‘Other enroliment information-Please specify:

ParentfGuardian Contact
Information

Address

Ermail

Phone

“ersion 1r11
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Category of Data

Check if Used

by Your System
Parent/Guardian ID Parent ID number {created to link parents to students)
Parent/Guardian Name First andfor Last x
Schedule Student scheduled courses X
Teacher names
[

Special Indicator

English language learner information

Low income status

B oo

Student disability information

Specialized education services {IEF or 504]

Other indicator information-Flease specify:

Stwdent Contact Adddress -
Information Emall ¥
Phone
Student Identifiers Leecal {Scheol district] 1D number i
State |D number
_fn:q-,-_i-._lermpp assigned student 1D number X
Student app username
Student app passwords
Student Name First and/or Last x
Student In App Program/application performance (iyping program-student
Perfarmance types B0 wpm, reading program-student reads below grade |:|
lewel]
Student Program Academic or extracurricular activities a student may belong to
Membership or participate in D
Student Survey Student responses ba surveys or questionnaires D
Responses
Student work Student generated content; writing, pictures, stc. | x|
Other student work data -Please specify:
Transcript Student course grades
Student course data
Student course grades/ performance scores
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N AR : L th Used
Category of Data . Elements, w?ﬁi%ﬁﬂ

Other transcript data - Please specify:

Transpartation Student bus assignment

Student pick up and/or drep off location

5tud_enl bus card 1D number

Ciher transportation data = Please specify:

Crther Please list each additional data element used, stored, or
collected by your application;

None Mo Student Data collected at this time. Prowvider will
immiediately notify LEA if this designation is nolonger
applicable,
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EXHIBIT "B"

SCHEDLULE OF DATA
Navianoe
e L e il ¥ ifUsed
| Gategoryofbats |  Eements b vous Sl
Application Technology IP Acdresses of users, Use of cookies, etc. ¥
Meta Data Other application technology mieta data-Please specify:
Application Use Statistics | Meta data on user interaction with application o
Assessment Standardized test scones X
Ohservation data e
Other assessment data-Please specify:
Attendance Student school {daily) attendance data
Student class attendance data
Communications | Online communications captured (emails, blog entries) x
Conduct | Conduct or behavioral data &
Demographics | Date of Birth %
| Place of Birth
: Gender ¥
E Ethnicity or race A
| Language information [native, or primary language spoken by 1
| student) _E
| Other demographic information-Please specify: "
Citizenship
Enrollment Student school enrallment x
: ﬁtud:ni gride level
' Homeroom x| |
Guidance counselor | ®
Specific curriculum programs X
Year ni_.g;_r-id:uatinm ¥
Other enrollment information-Please specily:
Parent/Guardian Contact | Address "’
Information Emall Y
Phone X
Wersaan Iri1
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Check if Used

Category of Data . Elemems b Yalr Syatorm
Parent/Guardian 1D Farent 1D number {created to link parents to students) X
Parent/Guardian Name First and/or Last E
Schedule Student scheduled courses .5

Teacher names -
Special Indicator English language bearner information
Low income status X |
Medical alerts/ health data o
i Student disability information
Specialized education services (IEP or 504}
Living situations [homeless foster care)
Other indicator information-Please specify:
Student Contact Addrass g ]
Infarmaticn Emall :
Enne ¥
Student Identifiers Local {School district} ID number X
State 10 number =
Provider/App assigned student 1D number X
Student app username f
Student app passwords X
Student Name First and//or Last %
Student In App Programy/application performance [typing program-student .
Performance types 60 wpm, reading program-student reads below grade
level] T
Student Program Academic or extracurricular activities a student may belong to
Membership or participate in [ *]
z:;ml;::m Student responses (o surveys or questionnaires [x ]
Student work Student generated content; writing, pictures, elc ¥
_c-llther student work data -Please specify:
Transcript | Student course grades ~
Student course data X
%Edeﬁ::;lﬂ:l_t.tr:e_%rﬁag_ﬁ_f performance scores K
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Category of Data

Elements

 Check if Used
by Your System

Dther transcript data - Flease specily:

Full PDF transcripts with any transcript content included by
each school/district

Transportation

Student bus assignment

Student pick up and/or drop off locatien

Student bus card ID number

Ortheer trans portation data — Please spacify:

Other

Please list each additional data element used, stored, or
collected by your application:

Academic summary (GPA, rank, decile), schoelfdistrict defined
student group membership, alumni enrollment in HE
institutions {N5C), college interests (search criteria, colleges of
interest], college applications [institutions, app type, results,
HE enrallment}, scholarships (application tracking, awards),
career interests, career prep fresume, work based learning
opportunities], self discovery assessment results (strengths,
interests, personality, etc.), goals and action fems, post-
secondary planning {milestones, post-secondary path and
outcomes)

Mone

Ko Student Data collected at this time. Provider will
immediately notify LEAF this designation is no longer
applicable,

Wersion 1011
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EXHIBIT "B"

SCHEDULE OF DATA
Maviance for Elementary
G oo conens T

Application Technology
heta Data

I Addresses of users, Use of cookies, etc.

Other application technology meta data-Please specify;

Application Use Statistics

eta data on user interaction with application

Assessment Standardized test scores
Observation data
Other assessment data-Please specify:
Attendance Student school (daily) attendance data | |
Student class attendance data
Communications Online communications captured (emalls, blog entries)
Conduct Conduct or behavioral data
Demographics Date of Birth
Place of Birth
Gender
Ethmicity or race

Enguage information (native, or primary language spoken by
student)

Other demographic information-Please specify:

Enraliment

Student school enrolment

Student grade level

Homercom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enrollment information-Please specify:

ParentfGuandian Contact
Information

Acbdlress

Enmsail

Phane

Wersson Brll
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Eii-us#wufﬂi!ﬁ

Check if Used

by Your System
Parent/Guardian D Parent ID number {created to link parents to students)
Parent/Guardian Mame First and/or Last
Schedule Student scheduled courses
Teacher names -
Special Indicator English I“"EU"EE_!E'”H information
_Lm-.r income status -
Medical alerts/ health data
Student disability information
Specialized education services {IEP or 504) | I
Living situations (homelass/foster care)
Other indicator information-Please specify;
Student Contact fddress
Infarmation Email
Phone
Student Identifiers Local {School district) 1D number

State 10 number

Provider/App assigned student ID number

Student app username

Student app passwords

Student Name

First and/or Last

Student In App
Performance

Program/application performance (typing program-student
types 60 wpm, reéading program-student reads below grade
lewel)

Student Program

Academic or extracurricular activities a student may belong ta

rembership af participate in —
Stuclent Suneey Student responses to surveys or questionnaires
Responses —
Student wark ttudent generated content; writing, pictures, etc.

Other student waork data -Please specify:
Transcripd Student course grades I |

Student course data

Student course grades/ performance scores

ipgsaom 1r11
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Check if Used

Category of Data Elements T
Lolind ot o _ - by Your System
Other transcript data - Please specify:
Transportation Student bus assignment s
Student pick up and/or drop off location -
Student bus card ID number
COther transportation data - Please specify:
Other Ploase list each additional data element used, stored, or
collected by your application:
Mane Mo Student Data collected at this time. Provider will
immediately netify LEA if this designation is no longer |:|
applicable.
Warsmn Irid Paige 60 of 104



EXHIBIT "B

SCHEDULE OF DATA
Permission Click
Category of Data E_I_-l;_r:];ltr_h_r by Follrsaten

Application Technology
Meta Data

IP Addresses of users, Use of cookies, etc.

Other anpllmian technology meta data-Flease specify:

Application Use Statistics

Meta data on user interaction with apglication

Aszessment Standardized test scores

Observation data

Other assessment data-Please specify:
Attendance Stedent school [daily) attendance data

Student class attendance data

Communications

Online communications captured [emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Place of Rirth

Gender

Ethnicity or race

Language information {native, or primary language spoken by
student)

Other demographic information-Please specify:

Enrallment

Student school enrollment

Student grade leveal

Home rooam

Guidanoe counseloar

Specific curriculum programs

Year of graduation

Other eneellment information-Please specify:

ParentGuardian Contact
Infarmathan

Address

Email

Phane

Wession Trl 1
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Category of Data

Elements

Check if Used

by Your System
Parent/Guardian ID Parent ID number (created to link parents to students)
Parent/Guardian Name | First and/or Last
Schedule Student scheduled courses
Teacher names -

Special Indicator

English language learner information

Low income status

bedical alerts! health data

Student disability information

specialized education services (IEP or 504)

Living situations (homeless/foster care)

Other indicator information-Please specify:

Student Contact
Information

P.ddrES

Email

Fhone

Student identifiers

Local (School district) 1D number

State 1D number

Provider/App assigned student 1D number

Student app usermame

WP PR

Student app passwords

Student Hame

First and/or Last

Student In App

Program/application performance (typing program-student

Perfarmance types 80 wpm, reading program-student reads below grade D
level)

Student Program Academic or extracurricular activities a student may belong to

Membership or participabe in |

Student Survey Stuclent responses Bo surveys or questionnaires

Responses |

Student work

Student generated content; writing, pictures, ¢lc,

Other student work data -Please specify:

Tramscripd Student course grades | |
Student course data
Student course grades/ performance scores
WVevsion 1r1 Page 52 of 101




Elements

Check if Used

Other transcript data - Please specify:

Transportation Student bus assignment
Student pick up and/or drop off location —
Student bus card 1D number
Other transportation data = Please specify:

Other Please list each additional data element used, stored, or
collected by your application:

Mone Mo Student Data collected at this time. Provider will
immediately notify LEAF this designation is no longer
applicable,
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EXHIBIT “B"
SCHEDULE OF DATA

PowerBuddy for Assessmant

; : Checkf Used
Category of Data Elements by Your System
Application Technology | IP Addresses of users, Use of cookies, elc X

Meta Data

Other application technology meta data-Please specify;

Applcation Use Statistics

Meta data on user interaction with application

Assessment standardized test scores

Observation data

Cther assessment data-Please specify:
Atendancn

Student school{daily) attendance data

Student lass attendance dala

Communications

Online communications captured {emails, blog e ntries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Place of Birth

Gender

Ethmicity or race

Language information {native, or primary language spoken by
student)

Other demographic information-Please specify:

Enrollment

Student school enrollment

Student grade level

Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enrollment information-Please specify:

ParentfGuardian Contact
Imfarmation

Address

Email

Phan

Wersom 1l

Page B4 of 101



Category of Data

Elements

Check if Used
by Your System

Parent/Guardian 1D

Parent D number [created to link parents to students)

Parent/Guardian Name

First andfor Last

Schedule

Student scheduled courses

Teacher names

Special Indicator

English language learner information

Lowr income status

tedical alerts) health data

Student disabiity information

Specialized education sendices (IEP or 504]

Livimg situations [homelass/foster care)

Other indicator infarmation-Please specify:

Student Contact
Information

Address

Ermail

E'Dr"ll

Phone

Student ldentifiers

Local {School district) 1D number

State 1D number

Provider/App assigned student IDnumber

Student app username

Student app passwords

Student Mame

First amd/or Last

Student InApp
Performance

Programy/ application performance [typing program-student
types &0wpm, reading program-student reads below grade
level)

Student Program

Academic or extracurrioular activities a student may belong to

Membership ar participate in
SR SurVey Student responses to survays or guestannanes
Responses e

Student work

Student generated content; wriling, pictures, etc.

Otherstudent work data -Please specify:

Transcript Student course grades ’ |
Student course data
Student course grades/ performance scores
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Checkif Used

Category of Data Elements by Yout Systam
Other transcript data - Please specify:
Transportation Student bus assignment
Student pick up and/or drop off location
Student bus card 1D number
Other transportation data— Please specify:
Other Please list each additional data element used, stored, or
collected by your application:
Mone Mo Student Data collected at this time, Provider will
immediately notify LEA f this designation s no longer
applicable.
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EXHIBIT “B”
SCHEDULE OF DATA
PowerSchool DEX [Data Exchange)

. Check if Used
Category of Data Elements b Vol Sustar
Apgplication Technology IP Addresses of users, Use of cookies, etc.
Meta Data

Other application technology meta data-Please specify:

Application Use SLatstics

Meta data on user interaction with application

Assessment

Standarcized test scores

Observation data

Other assessment data-Please specify:

Attendance

Student school [daily) attendance data

Student class attencance data

Communications

Online communications captured [emalls, blog entries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Place of Birth

Gender

Ethnicity or race

student)

Language information (native, or primary language spoken by

Other demographic information-Flease specify:

Enrallment

Student school enrallment

Student grade level

Homerogm

Guidance counselor

specific curriculum programs

Year of graduation

Other enrollment information-Please specify:

Parent/Guardian Contact
Information

FAddress

Email

Phone

Werdion 111

Page 67 of 109



Category of Data

Elements

Check if Used
by Your System

Parent/Guardian |D

Parent ID numiber {created to link parents to students)

Parent/Guardian Mame

First and/or Last

Schedule

Student schedulad courses

Teacher names

special Indicator

English language learner information

Low income status

hiedical alerts/ health data

Student disability iInformation

specialized education services {IEP or 504)

Living situations (homeless/faster care)

Other indicator information-Please specify;

Student Contact
Iinformation

Auddress

Emeall

Phone

Student ldentifiers

Lecal (School district} ID number

Htate 1D number

Provider/App assigned student ID number

ttudent app username

Student app passwords

Student Mame

First andfor Last

Student In App

Program/application performance (typing program-student

Performance types 60 wpm, reading program-student reads below grade I:I
level)
Student Program Academic or extracurricular activities a student may belong to 1
Membearship ar parficipate in e
FIuciEnt urvey Student responses to surveys or questionnaires |
Responses
Liudent work Student generated content; writing, pictures, etc.
Other student work data -Please specify:
Transcript Student course grades i |
Student course data
Student course grades/ performance scores
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ar i o Check if Used
Category of Data Elements by Your System

Other transcript data - Please specify:

Transportation Student bus assignment

Student pick up and/or drop off location

Student bus card 1D number

Other transportation data = Please specify:

Oither Please list each additional data element used, stored, or
collected by your application:

Mone Ho Student Data collected at this time, Provider will
immediately notify LEA if this designation is no longer
applicable.
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EXHIBIT "B"

SCHEDULE OF DATA
PowerSchool 515
Categoryof Data | e ta e ment il ol b bis it
Application Technology IP Addresses of users, Use of cookies, etc. X
Meta Data Other application technology meta data-Please specify: A
Browser and browser version
Application Use Statistics | Meta data on user interaction with application ® :;
Assessment Standardized test scares H
Dbservation data "
Other assessment data-Please specify: X
Attendance Student school [daily) attendance data |
Student class attendance data X
Communications Online communications captured (emails, blog entries) X
Conduct Conduct or behavioral data X
Demographics Date of Birth X
Place of Birth B K
| Gender
| Ethnicity or race X
Language information [native, or primary language spoken by
student) |_~_
" Other demographic information-Please specify: X
Student photo
Enrollmant Student school enrollment X
S-I:udl.!nt- grache lewiel b
Homeroom i
Guidance counselor X
Specific curriculum programs |
Year of graduation X
Other enrallment information-Please sp-e-c'ifv.' E
District Entry Date, Entry Grade Level, Exit Code
ParentfGuardian Contact | Address X
Information Ernail b
Phane X
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Check if Used

Category of Data _ Elements by Your System
Parent/Guardian 1D Parent ID number {created to link parents to students) ®
Parent/Guardian Namea First andfor Last b
Schedule Student scheduled courses X

Teachar names X
Special Indicator English language learner information 3
Lo inl:um;i-l.tus T - ¥
Medical alertsf health data ¥
SEE;;’;.dlsahlhlflnfurmalmn A

Lpeclalized educatmn .uerw:es {IEP or S04)

LS L

Living 5ttuallun5 {hu-meless,u"fc-sler care)

Other indicator information-Please specify:

Student Contact
Information

Address

Ermail

Phone

Student ldentifiers

Local{School district) ID number

State |D number

Provider/App assigned student 1D numl:mr

.....

Student app username

Student app passwords

Student Nanme

First andfor Last

Student In App

Program/application performance (typing program-student

Performance types B0 wipm, reading program-student reads below grade ¥
level]

Stucent Program Academic or extracurricular activities a student may belong to

Membership o participate in E

Sturdent Survey Student responses to surveys or guestionnaires %1

Responses

Student work Student generatgd cmtf_n_l_, wWriting, peclures, etc. X
Other student work data -Please specify: ¥

Transcript Student course grades x
| Student course data ¥
Student course gtal:le:ul' performance soores X
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~ Category of Data |

- Check if Used
by Your System

Other transcript data - Please specify:

Transportation

Student bus assignment

Siudent pick up andfor drop off location

Student bus card 10 number

Other trans portation data = Please spacify:

Qther

Please list each additional data element used, stored, or
collected by your application:

Fee balance

*Track date and time of access, IP address by user to debect changes
In usage patterns.

Mone

Mo Student Data collected at this time. Provider will
immediately notify LEAf this designation is no longer

| applicable.

Warsion 1111
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EXHIBIT "B"
SCHEDLULE OF DATA
Predictive Enrallment Analytics

X n T Check if L:
Category of Data . Elements by Your System
Application Technology | IP Addresses of users, Uise of cookies, etc.
Meta Data

Other application technology meta data-Please specify:

Application Use Stalistics

Meta data on user interaction with application

Assessmenl

Standardized test scores

Obsencation data

Other assessment data-Please specify:

Attendance

Student school (daily] attendance data

Student class attendance data

Communications

COnline communications captured (emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

Date of Birth

Place of Birth

Gender

Ethnicity or race

Language information (native, or p{imar\rl:inguaat spoken by
_student)
Other demographic infarmation-Please specify

Enrallment

Student school earallment

Student grade level

Harmeroom

Guidance counselor

specific curriculum programs

Year of graduation

Other enrallment infarmation-Please specifiy:

Parant/Guardian Contact
Infarmation

Address

Phone

Wergaon Trid
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Category of Data

Elements

Check if Used

. | by Your Systermn
Parent/Guardian 1D Parent ID number {created to link parents to students)
Parent/Guardian Name | First and/or Last
Schedule Student scheduled courses

Teacher names -k

Special Indicator

Englizh language learner information

Loww income status

kedical alerts/ health data

Student disability information

Specialized education services [IEP ar S04)

Living situations {homeless/foster care)

Other indicator information-Please specify;

Student Contact
Information

Auddress

Email

Phone

Student ldentifiers

Local {School district} ID number

State D number

ProviderfApp assigned student ID number

Student app usernama

PSS SR

Student app passwords

Student Mame

First and/for Last

Student In App

Program/application performance [typing program-student

Performance types 60 wpm, reading program-student reads below grade
level]
Student Program Academic or extracurricular activities a student may belong to —
Membership or participate in L .|
Student Survey . . |
Student responses to surveys or guestionnaires
Responses P By Or g L
Student work Student generated content; writing, pictures, etc.
Other student waork data -Please specify:
Transcript Student course grades | |
Student course data
Student course grades/ performance scores
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Elements

Check if Used

saegory of Dann Uy TosiE Systam
Other transcripk data - Please specify:
Transportaticn Student bus assignmeant .
student pick up andfor drop off lacation
Student bus card 1D number

Other transportation data — Please specify:

Other Please list each additional data elament used, stored, or
callected by your application:
MNone Mo Student Data collected at this time, Provider will

immediately notify LEA if this designation is no longer
applicable.

Vermen 1rll
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EXHIBIT “B"

SCHEDULE OF DATA
Presence
- Check if Used
Category of Data Elements by Your System
Application Technology IP Addresses of users, Use of cookies, et K
Meta Data Other application technology meta data-Please specify:
Application Use Statistics | Meta data on user interaction with application a

Assessment

Standardized best seores

Obcervation data

Other assessment data-Please specify;

Attendance Student school {daily} attendance data _ [
Student class attendance data

Communications Online communications captured (emails, blog entries) x

Conduct Conduct or behavioral data

Demographics Date of Birth -
Place of Blrth
Gender .
Ethnicity or race i

Language information [native, or primary language spoken by
student)

Lo

Other demographic information-Please specify:

Profile:Addresses,
phone numbers

Enroliment

Student school enrollment

—

Student grade level

Homeroom

Gubkdance counsebor

Specific curriculum programs

Year of graduation

Other enrallment information-Please specify:

Parent/Guardian Contact
Information

Address

Emmail

Phone

WVersion Tril
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Category of Data

Elements

Check if Used

by Your System
Parent/Guardian 1D Parent ID number [created to link parents to students) i
Parent/Guardian Name First andfar Last P
Schedule Student scheduled courses
Teacher names :H
=

Special Indicator

English language learner information

Low income status.

MWedical aleris! health data

Student disability information

Specialized education services (IEP or 504)

Living situations (homebessfoster cane)

Other indicator information-Please specify:

Student Contact Address %
Infarmation Email .
Phone X
Student identifiers _Local (School district) 1D number
State ID number
Provider/App assigned student I number
Student app username X
Student app passwords 5
Student Mame First and/or Last "
Student In App Program/application performance (typing program-student o
Performance types 60 wpm, reading program-student reads below grade -
leval)
Student Program Academic or extracurricular activities a student may belong to I:I
Membership or participate in
:L";';::‘si:m Student responses to surveys or questionnaires :{D
Student work Student generated content; writing, pictures, el K
Other stJdent work data -Please specify:
Transcripit Student course grades

Student course data

Student course grades) performance scores

Wersion 1r11
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Elzmeqﬂl:ﬁ

Check if Used

Category of Data by Yaur System

Oither transcript data - Please specify:

Transportation Student bus assignment
Student pick up and/or drop off location .
Student bus card 1D number
Other transportation data = Please specify; X

Hiis status

Otk Please list each additional data element used, stored, or
collected by vour application:

Hone Mo Student Data collected at this time. Provider will

immediately notify LEA if this designation is no longer
applicable,

[]

Werssan 1ril
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EXHIBIT “B”

SCHEDULE OF DATA
SafeArrival
] H Check if Used
Category of Data Elements by Your System

Application Technology IP Addresses of users, Use of cookies, etc. i
Meta Data Other application technology meta data-Please spacify:

Device type (105, Android, Web) =¥
Application Use Statistics | Meta data on user interaction with application -lN
Assesornant Stanmdardized test scores M

Observation data N

Other assessment data-Please specily: M
Atlendance Student school (daily) attendance data

Student class stiendance data

Communications

Online communications captured [emails, blog entries)

|
1
¥
Conduct Conduct or behavioral data |N
Demographics Date of Birth &
Place of Birth i
Gender I
Ethnicity or race IN
Language information {native, or primary language spaken by "
student)
Other demographic information-Please specify: NAA
———
Envrellment Student school enrollment Y
Student grade level ¥
- l;nlmerr:nnm T
Guidance counselor i
Specific curriculum programs i
Year of graduation ]
Other enrollment information-Please specify: A
Parent/Guardian Contact | Address b‘_
Information Emall ¥
Phone Ls
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Check if Used

Category of Data Elements by Your System
Parent/Guardian ID Parent ID number [created to link parents to students) M
Parent/Guardian Mame First and/or Last M
Schedule Student scheduled courses ™
Teacher names M
i

Special Indicator | English language learner information M
Lowr income status M
Medical alerts) health data M
Student disability information N
sSpecialized education services (IEP or 50:4) M
Living situations {homeless/Toster care) N
Other indicator information-Please specify: M/A

Student Contact Address A

Information Ermail >
Phane ¥

Student Identifiers Local {School district) 10 number ¥
State 1D number iy
Provider/App assigned student ID number [
Student app wiernamea M
Student app passwords

Student Name First and/for Last ¥

Student In App Program/application performance (typing program-student

Performance types &0 wpm, reading program-student reads below grade M
level]

Student Program Academic or extracurricular activities a student may belong to "

Membership ar participate in

;Liﬂi?:ﬁi:ww Student responses (o sunveys of questionnaines "

Student work Student generated content; writing, pictures, etc. N
Other 5tl.-|dent work data -Please 55;21:“1,': NIA

Transcript Student course grades N
Student course data M
Student course grades) performance scores | N
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Category of Data

Elements

Checkif Used
by Your System

Other transcript data - Please specify:

Transportation

Student bus assignment

Student pick up andfor drop off lacation

Student bus card 1D number

MIA

Other transportation data — Please specify:

Other

Please list each additional data element used, stored, or
colkected by your application:

Type of Absence (full day, late arrival etc.]

Reason for Absence [Appointment, vacation elc,)

Time of departure andfor arrival (if applicable)

Results of Qutreach Attempts (Sent, delivered, etc.)

Opticnal comments for repsons for absence created by
guardians,

Oiptional Attachments of supporting documentation relating to
absences [Le. Doctors notes).

Mone

Mo Stucent Data collected at this time. Provider will
immediately notify LEA if this designation is no longer
applicable,

Warsaai Tri1
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EXHIBIT “B"

SCHEDULE OF DATA
Schoology LMS
Category of Data i R by Yol e
Application Technology | IP Addresses of users, Use of cookies, etc. z
Meta Data | Gther application technology meta data-Please specify:
Application Use Statistics | Meta data on user interaction with application X
Assessment Standardized test scores
Observation data %
Other assessment data-Please specify:
aftendance Student school {daily) attendance data
Student class attendance data X
Communications Online communications captured (emails, blog entries) X
Conduct Conduct or behavioral data
Demographics Date of Birth %
Place of Birth =
_EEndtr X
L E';h nicity or race o
[ Language information [native, or primary language spoken by
| student]
E Other demographic information-Please specify;
Enroliment | Student school enrollment "
Student grade level o
Homeroom I
' Guidance counselor |
| Specific curniculum programs
| Year of graduation X
ﬁl}f enral_lﬁentlléurmaliun-i‘lease specify:
Parent/Guardian Contact | Address
Information Email "
Phone X
Wigvsmon i Page &2 of 101




Cl'ludl.' if Used

Category of Data.  Elements _ by Your System
Parent/Guardian 1D Parent ID number (created to link parents to students) A~
Parent/Guardian Mame First and for Last - *
Schedule Student scheduled courses ]

Teacher names ;
Special Indicator English language learmer information
Low incame stalus
F_Medin:a!;hrts,-" health data
Student disability information L
5|:IEEIEI| ized education services {|EP or 504)
meg situations [homeless/foster care)
Other md-cat:-r information-Please specify:
Student Contact Address
Informatson Email "
Phone a
Student identifiers ' Local (School district) 1D number N E
! Etate ID number
5| Provider/App assigned student | number X
! SIi..I;.‘le-ntapp UsETnanme ®
| Student app passwords x
Student Name | First and/or Last "

Student In App
Performance

Program fapplcation performance (typing program-student
types 60 wpm, reading program-student reads below grade
level)

Student Program

Academic or extracurricular activities a student may belong to

pembership or participate in n

Student Survey .
Student responses to sundeys or questionnaires x

Besponses " G 3

Student work Student generated content; writing, pictures, ¢ic. X
Other student work data -Please specify:

Transcript Student course grades X
Student course data R
Student course grades) performance scores X
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Category of Data | E_I:.-ﬁu'n_n_:l : ¥l ¥aur Sy ari
Other transcript data - Please spacify:

Transportation Student bus assignment
Student pick up and/or drop off location —_!
Student bus card D rrumbtr
Other transportation data — Please specify:

Other Please list each additional data element used, stored, or
collected by your application:

Mone Mo Student Data collected at this time. Provider will :
immediately notify LEA if this designation is no longer []
applicable.
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EXHIBIT g~
SCHEDULE OF DATA
special Programs/Special El:lll.lﬂ"’lhﬂ

EMEEGHM Data

Check if Used
by Your System

Application Technology
Meta Data

I Addresses of users, Use of cookies, etc.

Other application technology meta data-Please specify:

application Use Statistics

Meta data on user interaction with application

Assessment

Standardized test soores

¥hservation data

Other assessment data-Please specify:

Attendance

Student school {q_a;ill_'r] attendance data

Student class attendance data

Cammunications

Online communications captured [emails, blog entries)

Canduct

Conduct or behavioral data

Demographics

Date of Bn‘th

Pace of Birth

Gender

Ethmnicity or race

Language information {native, or primary language spoken by
student)

Other demographic information-Please specify:

Enralliment

Student school enrallment

Student grade level

H o

Guidance counselor

Specific curriculum programs

Year of graduation

Other enrallment information-Flease specify:

ParentfGuardian Contact
Infarmation

Address

Email

Phone

Wgrsion Tril
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Category of Data Elements i e
Parent/Guardian 1D Parent ID number {created to link parents to students) X
Parent/Guardian H;me First and/or Last I
Schedule - Student scheduled courses o

! Teacher namas é
Special Indicator | English Iangua_g,_g learner information X
Low incn;e.;tji!u!-
| Medical alerts/ health data
Student disability information %
.j._';pet;lallzed education services 1-I-E.I." oF 504}
Living situations {homelessfoster care) ﬁ
Other indicator information-Please specify: *
Migrant Status
Student Contact i Address <
Information Ermail %
Phone 5
Student identifiers Local (School district) 1D number L
State ID number *
| Provider/App assigned student 1D number X
i Student app username i
I Student app passwords X
Student Name First and/or Last P
Student In App Program/application performance (typing program-student
Performance types 60 wpm, reading program-student reads below grade h=
level) —
Student Program Acadermic or extracurricular activities a student may belong to
Membership or participate in E
iﬁiﬁ‘:ﬁm Student responses 1o Surveys or questionnaires D
Student wark Student generated content; writing, pictures, etc. |
Other 5tud-|1-r;|r\-v-;rt data -Please specify:
Transcript Student course grades i
Student course data
Student course grades/ performance scores ]
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Category of Data

Elements

Check i Used

: S _by Your System
Other transcript data - Please specify:
Transportation Student bus assignment L
Student pick up and/for drop off lecation |
Student bus card 1D number
Other transportation data — Please specify:
Oither Please list each additional data element used, stored, or
collected by your application:
MNone Mo Student Data collected at this time. Provider will

immediately notify LEAF this designation is no longer
applicable,

Warsion 111
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EXHIBIT “B"

SCHEDULE OF DATA
thﬁ!dﬂhﬁ&rmm
ey "y N -.c hﬂ
Category of Data Elements LS
Application Technology | IP Addresses of users, l.l_g.-_r.'_rf coakies, etc. x
Meta Data Other application technology meta data-Please specify:
Application Use Statistics | Meta data on user interaction with application X
Azsesement Standardized test scores
Dh-sm'atuun data ®
Ellher assessment data-Please specify:
Attendance i Stm:legl school [daily] attendance data
Student class attendance data
Communications Online communications captured {emails, blog entries) K
Conduct Conduct or behavioral data
Demagraphics Date of Birth N
Flace of Birth
Gender X
Ethnicity or race _
Language information (native, or primary language spoken by D
| student)
Other demographic information-Flease specify:
Enrallment Student school enrollment i
Student grade level E
Homeroom - X
Guidance counselor %
Specific curriculum programs X
Year of graduatu:m
Cther enmllmenl ln[nrmatlu-n Please specify:
Parent/Guardian Contact | Address
Information Email "
Fhome %
horsion 1011 Page B8 of 101




S

hFafelnfg’Guardia n D Parent ID number (created to link parents to students) L
Parent/Guardian Name | First and/or Last p
Schedule Student scheduled courses "‘

Teacher names X
=
Special Indicator English language learner information
Low incame status
Medical alerts/ health data '
Student disability information Ed

specialized education services (IEP or 504)

Living sltu;.tlﬂns {homebessfoster care)

Other indicator information-Please specify:

Student Contact Address
Inif
el el Email N

Plone X

Student identifiers Local (School district) I number X
State ID number X
Provider/App assigned student 1D number
Student app username x
Student app passwords i

Student Name First and/or Last &

Student In App Program/application performance (typing program-student

Performance types 60 wpm, reading program-student reads below grade D

| level)
Student Program | Academic or extracurricular activities a student may belong to
; | X3 i

klembership | oF participate in E

;Lﬂ:::;;w“ l: Student responses to surveys or questionnaires |:

Student work i Student generated content; writing, pictures, etc. ¥

| Other student work data -Please specify:
Transcript Student course grades

Student course data

Student course grades/ performance scores

Wedsion el
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 Check if Used

Other transcript data - Please specify:
Transportation Student bus assignment
Student pick up and/er drop off location N
Student bus card 1D number
Cther transportation data = Please specify:
Other Please list each additional data element used, stored, or
collected by your application:
Hone Mo Student Data collected at this time. Provider will

immediately notify LEA if this designation s nolonger
applicable,

Wargion 1ri
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EXHIBIT “B"

SCHEDULE OF DATA
Linified Talent
T T T SR l:he:hiﬂ.lﬂtl
Category of Data  Elements by Your Systam

Application Technaology IP Addresses of users, Use of cookies, etc. K
Meta Data Other application technology meta data-Please specify:
Application Use Statistics | Meta data on user interaction with application X
Ascesament Standardized test scores

Observation data

Other assessment data-Please specify:
Attendance Student school (daily] attendance data

Studant class attendznce data

Communications

Online communications captured [emails, blog entries)

Conduct

Conduct or behavioral data

Demographics

rate of Birth

Place of Elfth

Ethmicity or race

Language information [native, or priman;-lan;g.uag;e spoken by
student)

Other demographic information-Please specify:

Enrallment

Stedent school enrallment

Student grade level

Hameraam

Guidance counselor

Specific curriculum programs

Year of graduation

Other enroliment information-Please specify:

ParantfGuardian Contact
infarmation

| Address

Email

Phone

Sersion 1r11
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EI:E' .\,I

Check if Used

Category of Data | Elements by Your System
Parent/Guardian 1D Parent ID number (created to link parents to students)
Parent/Guardian Name | First and/or Last
Schedule Student scheduled courses
| Teacher names f o —

Special Indicator

English language learner information

Low income status

e

Pedical alerts) health data

Student disability information
Specialized education services {|EP or S04)

Living situations [humeh&ﬂfusl;!; care)

Other indicator information-Please specify;

Student Contact
information

Address

Email

Fhone

Student dentifiers

Local (School district) ID number

State ID number

Provider/App assigned student 1D number

| Student app usermame

Student app passwords

Student Mame First and/or Last
Student In App Program/application performance (typing pregram-student
Performance types 60 wpm, reading program-student reads below grade |:|
level)
Student Program Arcademic or extracurricular activities a stedent may belong to D
Membership ar participate in f:c]
Student Survey i :
Student responses 1o surveys or questionnaires
Responses £ s ks D
Student work Student generated content; writing, pictures, etc. | |
Other student waork data -Please specify:
Transcript | Student course grades
student course data
Student course grades) performance scores
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Category of Data

by Your Syste

Other transcript data - Please specify:

Transportation

Stuchent hlhi:ji!;_gl_gnment

I

Srudent bus card ID numhef _

Other transportation data ~ Please spacify:

Other Please list each additional data element used, stared, or
collected by your application:
Mone Mo Student Data collected at this time, Provider will

immediately notify LEA I this designation is no longer

applicable,

Vergn iril
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0

A

DEFINITIONS

De-ldentified Data and De-ldentification: Records and information are considered to be De-ldentified
when all personally identifiable information has been removed or obscured, such that the remaining
information does not reasonably identify a specific individual, including, but not limited to, any infarmation
that, alone or in combination is linkable to a specific student and provided that the educational agency,
or other party, has made a reasonable determination that a student’s identity is not personally identifiable,
taking into account reasonable available information.

Educational Records: Educational Records are records, files, documents, and other materials directly
related to a student and maintained by the schoaol or local education agency, or by a person acting for
such school or local education agency, including but not limited to, records encompassing all the material
kept in the student's cumulative folder, such as general ientifying data, records of attendance and of
academic work completed, records of achievement, and resulls of evaluative tests, heallh data,
disciplinary status, test protocols and individualized education programs.

Metadata: means information that provides meaning and context to other data being collected including,
but not limited to: date and time records and purpose of creation Metadata that have been stripped of all
direct and indirect identifiers are not considered Personally (dentifiable Information,

Operator: means the operator of an internet website, online senvice. online application, or mobile
application with actual knowledge that the site, service, or application is used for K=12 school purposes.
Any entity that operates an internet websile, online service, online application, or mobidle application that
has entered into a signed, wrilten agreement with an LEA to provide a service 1o that LEA shall be
considered an “operator” for the purposes of this section.

Originating LEA: An LEA who ariginally executes the DPA in its entraly with the Provider.

Provider For purposes of the DPA, the term "Provider” means provider of digital educational software
or services, including cloud-based services, for the digital storage, management, and refrieval of Student
Diata, Within the DPA the term *Provider” includes the term “Third Parly” and the term "Operator” as used
in applicable state statutes.

Student Generated Content: The term “Student-Generated Conten” means materials or content
crealed by a student in the services including, but not limited to, essays, research reports, porifolios,
creative writing, music or other audio files, photographs, videos, and account information that enables
ongoing ownarship of student content

School Official: For the purposes of this DPA and pursuant lo 34 CFR § 99.31(b), a School Official is a
contractor that: (1) Performs an institutional service or function for which the agency or institution would
olherwise use employees, (2) Is under the direct control of the agency or institution with respect to the
use and maintenance of Student Data including Education Records; and (3) |s subject to 34 CFR §
89.33(a) governing the use and re-disclosure of Personally Identifiable Information from Educalion
Records.

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use.

B Access 4 Loarning (AdL) Comminity
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STANDARD STUDENT DATA PRIVACY AGREEMENT NOPA Standard Viersian 1.0

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, students, or students’ parentsiguardians, that is descriptive of the student including, but nat limited
to, information in the student's educational record or email, first and last name, birthdate, home or other
physical address, telephone number, email address, or other information allowing physical or online
contact, discipline records, videos, test results, special education data, juvenile dependency records,
grades, evaluations, criminal records, medical records, health records, social security numbers, biometric
information, disabilities, sociceconomic information, individual purchasing behavior or preferences, food
purchasas, political affikations, religious information, text messages, documents, student identifiers,
search aclivily, photos, voice recordings, geolocation information, parents’ names, or any other
information or identification number that would provide information about a specific student. Student Data
includes Meta Data. Student Data further includes “Personally ldentifiable Infarmation (PIl),” as defined
in 34 C F.R. § 99.3 and as defined under any applicable slate law. Student Data shall constitute Education
Records for the purposes of this DPA, and for the purposes of federal, state, and local laws and
regulations. Student Data as specified in_Exhibit "B" is confirmed 1o be collected or processed by the
Provider pursuant to the Services. Student Data shall not constitute that information thal has been
anonymized or De-ldentified, or anonymous usage data regarding a student’s use of Provider's services.

Subprocessor: For the purposes of this DPA, the lerm “Subprocessor” (semetimes referred 1o as the
“Subcontractor”) means a parly other than LEA or Provider, who Provider uses for data collection,
analylics, storage, or other service lo operate andfor improve its service, and who has access to Student
Data.

Subscribing LEA: An LEA thal was not party to the original Service Agreement and who accepts the
Provider's General Offer of Privacy Terms.

Targeted Advertising: means presenting an adverisement to a student where the selection of the
advertisement is based on Student Data or inferred over time from the wsaga of the operator's Intarnet
web site, online service or mobile application by such student or the retention of such student’s online
activities or requests over time for the purpose of targeting subsequent advertisements. “Targeted
Adverising” does nol include any advertising to a student on an Internel web site based on the content
of the web page or in response lo a student's response or request for infermation or feedback.

Third Party: The term "Third Party” means a provider of digital educational software or services, including
cloud-based services, for the digital storage, management, and refrieval of Education Records andlor
Student Data, as that term is used in some state statutes. However, for the purpose of this DFA, the term
“Third Party” when used to indicate the provider of digital educational sofiware or services is replaced by
the term “Provider.”

& Accass 4 Leaming f-ﬂ_iﬂl Commiunily
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ETANDARD STUDENT DATA BPRIVACY AGREEMENT NOPA Sfamdard Varsion 1.0

EXHIBIT “D"
DIRECTIVE FOR DISPOSITION OF DATA
The Schogl Board of Duval County, Flarida Provider to dispose of data obtained by Provider pursuant to

the terms of the Service Agreement between LEA and Provider. The terms of the Disposition are
sat forth below:

1. Extent of Disposilion

Disposition is partial. The categories of data to be disposed of are sel forth below or are
found in an attachment to this Directive:

Categories of data
Disposition is Complete. Dispasition extends to all calegonies of data.

2. Nature of Disposition
Dispasition shall be by destruction or deletion of data.

Disposition shall ba by a transfer of data. The data shall be fransferred to the following site
as follows:

Describe here or attach special instructions

3. Schedule of Disposition
Data shall be dispased of by the following date:

Az zoon as commercially praclicable,

By Date:
4. Sgnature
ﬁ A.,{JH April 5, 2024
Authorized Representative of LEA Date

5. Verification of Disposition of Data

D

Authorized Representative of Provider Date

B Access 4 Loaming (AdL ) Comaumly
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDEA Standard Version 1.0

EXHIBIT "E"
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and e School Boand of Duval County, Florida
("Originating LEA™ which is dated 452024 to any other LEA ("Subscribing LEA") who
accepls this General Cffer of Privacy Terms ("General Offer”) through its signature below. This
General Offer shall extend only to privacy protections, and Provider's signature shall not necessarily bind
Provider fo other terms, such as price, term, or schedule of services, or to any other provision nat
addressed in this DPA. The Provider and the Subscribing LEA may also agree to change the data
provided by Subscribing LEA to the Provider to suil the unigue needs of the Subscribing LEA. The
Provider may withdraw the General Offer in the event of. (1) a material change in the applicable
privacy statues; (2) a material change in the services and producls listed in the originating
Senvice Agreement; or three (3) years after the date of Provider's signature to this Form. Subscribing
LEAs should send the signed Exhibit “E" to Provider at the following email address:

egalnotcasBpowerschool.com
PowarSchool Group, LLG
Name of Provider
BY: Gba Date: April 5, 2024
Printed Name: Eric Shander Title/Pasition: Chief Financial Officer

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA for the tarm of the DPA betwesn

{Originating LEA) and the Provider. *PRIOR TO ITS EFFECTIVEMESS, SUBSCRIBING LEA
MUST DELIVER MWOTICE OF ACCEPTAMCE TO PROVIDER PURSUANT TO ARTICLE VII, SECTION
g v

BY Crate:

Prinfed Narme: TitleiPosfion:

SCHOOL DISTRICT NAME:

DESIGNATED REPRESENTATIVE OF LEA:

Mame:_Dr, Dana Kriznar Tille: _ Superintendant
Address: 1701 Prudential Drive, Jacksonville _ Florida, 32207
Telephone Mumber._904-390-200{ Email:

O Access 4 Learming (A4L) Commuaiy
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STANDARD STUDENT DATA PRIVACY AGREEMENT

MO Standard Verslon T ﬂ'

EXHIBIT "F"
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
212412020

The Education Security and Privacy Exchange ("Edspex”) works in parinership with the Student Dala
Privacy Consortium and industry leaders to maintain a list of known and credible cybersecurity
frameworks which can protect digital leaming ecosystems chosen based on a set of guiding cybersecurity

principles® ("Cybersacurity Framewaorks®) thal may be utilized by Provider.

Cybersecurity Framaworks

MAINTAINING ORGANIZATION/GROUP

FRAMEWORK(S)

Mational Institule of Slandards and
Technology (NIST)

MIST Cybersecurity Framework Viarsion 1.1

Mational Institute of Standards and
Technology (MIST)

MNIST SP 800-53, Cybersecurity Framework
for  Improving  Critical  Infrastructure
Cybersecurity (CSF), Special Publication
a00-171

-:l:l Infernational  Standards  Organization
(1S0)

Information  technology —  Security
technigues —  Information  sacurity
management systems (150 27000 series)

Secure Contrals Framewaork Council, LLG

Security Confrols Framework (SCF)

Center for Internet Security (CIS)

IS Critical Security Contrals (C5C, CIS Top
20

— | Office of the Under Secretary of Defense
| |for  Acquisition and  Suslainment
(OUSDHALS))

Cybersecurity Maturity Model Certification
(CMMC, ~FAR/DFAR)

Plaase visidl hilpwww edspex.org for further detalls about the noted frameworks,
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are lacated hare

£ Access 4 Leaming (A4L) Communily
Weraen 1111
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STANDARD STUDENT DATA PRIVACY AGREEMENT ANOEA Stendard Version 1.0

EXHIBIT "G

Supplemental SDPC State Terms for Florida

Varsion 1

Providers/Operators are to comply with the Florida Student Online Personal Information
Protection Act, Florida Statute 1006.1494. This Act (effective 7/1/2023 and initiated from
SB 662 in 2023) establishes new and different terms than those oullined in the National
Student Data Privacy Agreement contained herein. Providers/Operators are subject to all of
the Act's privacy terms, including, but not limited to the following:

1) An operator many not knowingly do any of the following:

a) Engage in targeted adverlising on the operalor's site, service, or application, or
targeted advertising on any other site, service, or application if the targeting of the
adverlising is based on any information, including covered information and persistent
unigque identifiers, which the operater has acquired because of the use of that operator's
site, service or application for K-12 school purposes.

b) Use covered information, including persistent unigque identifiers, created, or gatheied
by the operator's site service, or application to amass a profile of a student, except in
furtherance of k-12 school purposes. ...

¢} Share, sell, or rent a student's information, including covered informalion ...

2) An operator shall do all the following:

a) Collect no more covered information that is reasonably necessary to operate an
Internet website, online service, online application, or mobile application....

b} Implement and maintain reasonable security procedures and practices appropriate to
the nature of the covered information which are designed to protect it from unauthorized
access destruction, use, modification, or disclosure.

¢} Unless a parent or guardian expressly consents to the operator retaining a student's
covered information, delete the covered information at the conclusion of the course, or
comesponding program and no later than 90 days after a sludent is no longer enrolled in a
school within the district, upon notice by the school district.
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EXHIBIT “"H"
Additional Terms or Modifications
Version 1.0

LEA and Provider agree o the following additional terms and modifications:

Motwithstanding anything in the contrary in the DPA or ather Exhibits thereto, LEA and Provider agres to the
fallowing terms and medifications;

1. With respect to the DPA's STANDARD CLAUSES:

1.1, Article ll, 7 1. (Student Data Property of LEA) is amended by striking ®, including any modifications or
addiions or any portion thereof from any source,”

1.2, New Article Il, 1 2. (PowerSchool created metadata) is created as follows:

“PowerSchool_created metadata: Operation of PowerSchool systems creates
metadata. Metadata is necessary to monilor the health and security of FowerSchool

gystems and to provide customer support Metadata is necessary for answering
customer questions about the use of PowerSchool systems by customer users, and for
some products, providing the customer an administrative dashboard. Because the
definition of FERPA Pl is very broad, some PowerSchool created metadata necessarily
contains FERPA PIl. The FERPA Pll contained in PowerSchool created metadata is a
copy of customer data and not a sublraction from cuslomer data. PowerSchool protecls
metadata that contains FERPA Pl as if it were customer data. There are a few nolable
differences in the trealment of PowerSchool metadata containing FERFA PII than the
treatment of customer data. PowerSchool metadata, depending on the storage
mechanism, such as a log file, will be overwritten over ime. PowerSchool metadata is
not saved for returning and is not returned to the customer at the end of the agreement.
PowerSchool metadata may be kept for 90 days after termination of the agreement for
securily purposes. Some PowerSchool products may have data minimization plans that
keep product specific metadata longer than 90 days. PowerSchool proprietary metadata
remains the property of PowerSchool.”

1.3, Article IV, 1 4. (No Disclosure) is amended by striking the word “of” and replacing with the word "o
in the sentence “This prohibition against disclosure shall not apply to aggregate summaries of
Deldentified information.”

1.4. Article 1V, § 5. (De-ldentified Data) is amended by striking “and (b) prior written notice has been
given to the LEA who has provided prior written consent for such transfer.”

1.5 Article IV, 1 7. (Advertising Limitations) is amended by adding the following as the last senfence:

"The advertising prohibition does nol include any advertising to a student on an Internet web
site based on the content of the web page or in response to a student’s response of requesl
for information or feedback.”

1.6. Article V, 7 2 (Audits). Is hereby amended as follows:

1.6.1 By removing the first sentence in the paragraph: "NMo more than once a year, or following
unauthorized access, upon receipt of a written request from the LEA with at laast ten (10) business
days’ notice and upon the execution of an appropriate confidentiality agreement, the Provider will
allow the LEA to audit the security and privacy measures that are in place to ensure protection of
Student Data or any portion thereof as it pertains to the delivery of services to the LEA" and
replacing it with: “Provider's security compliance is assessed by independent third-party auditors,
Upon LEA agreeing to an MDA, Provider shall provide access to information regarding Provider's
150 27001:2103 cerification and SOC Il Reports. To the extent that Pravider discontinues a third-
vilashn Apdit, Provider will adopt or maintain an equivalent industry-recognized Eecurihr,ﬂﬁnaﬁardﬁ



1.6.2  Inthe second sentence should read as follows:

“Thia Provider will cooperate reasonably with local, state, or federal agency with oversight authority
of jurisdiction in connection with any investigation of the Provider and/or delivery of Services to
sludents andlor LEA."

1.4.3  The last sentence replaceas the word “shall” with the word "may”

1.7. Article V, 1 4 (Data Breach) Section (8} the word “reasonably” iz added in front of the word
“cooperate’.

1.8 Article VII, 7 1 (Termination) The second sentence should read “In the evenl there is conflict

between the terms of the DPA and the Service Agreement, Terms of Service, Privacy Policies, or
with any other bid/RFP, or writing, the terms of this DPA shall apply and take precedence.”

1.9. Article VII, § 3 (Priority of Agreements) The second sentence is amended by striking °, license
agreement,”,

1.10 Article VI, 1 8 {(Authority) is amended by striking “all related or associated institutions, individuals,
employees or contractors who may have access to the Student Data andlor any portion thereof.”

2. With respect to the DPA's EXHIBIT “C" DEFINITIONS:
2.1 Metadata; is amended by adding a “." batween the first and second sentences.

2.2 Student Data: is amended by striking the sentence “Student Data includes Meta Data.”
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