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Screencastify provides video recording, editing and sharing software tools and services
designed for use in classroom educational settings. Students may be directed by their
teachers to create and submit video and audio recordings as part of classroom assignments.
Access to the platform is based on a paid subscription, but there is also a free version of the
services. All data is stored on services hosted in the United States.
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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with Exhibit E) 

EXHIBIT "F" 

DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 

2/24/2020 

The Education Security and Privacy Exchange ("Edspex") works in partnership with the Student Data 

Privacy Consortium and industry leaders to maintain a list of known and credible cybersecurity 

frameworks which can protect digital learning ecosystems chosen based on a set of guiding cybersecurity 

principles* ("Cybersecurity Frameworks") that may be utilized by Provider . 

Cybersecurity Frameworks 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

National Institute of Standards and N 1ST Cybersecurity Framework Version 1.1 

Technology (NIST) 

National Institute of Standards and NIST SP 800-53, Cybersecurity Framework 

Technology (NIST) for Improving Critical Infrastructure 

Cybersecurity (CSF), Special Publication 

800-171

International Standards Organization Information technology - Security

(ISO) techniques - Information security 

management systems (ISO 27000 series) 

Secure Controls Framework Council, LLC Security Controls Framework (SCF) 

Center for Internet Security (CIS) CIS Critical Security Controls (CSC, CIS Top 

20) 

Office of the Under Secretary of Defense Cybersecurity Maturity Model Certification 

for Acquisition and Sustainment (CMMC, -FAR/DFAR) 

(OUSD(A&S)) 

Please visit http://www.edspex.org for further details about the noted frameworks. 

*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0/ with Exhibit E) 

Version1r6 Page 21 of 21 

EXHIBIT “H” 

Additional Terms or Modifications 
Version 

LEA and Provider agree to the following additional terms and modifications: 

This is a free text field that the parties can use to add or modify terms in or to the DPA. If there are no additional or 
modified terms, this field should read “None.” 

618-1/4715859.1 

PROVIDER: 

1. Provider MSA Terms. Screencastify’s Services are subject to Screencastify’s Master Subscription Terms and Conditions 
located at www.screencastify.com/msa (“MSA Terms”), provided however, that (a) for any LEA claims against Screencastify in 
connection with this DPA (“DPA Claims”), Screencastify’s aggregate liability is limited to five times (5x) the total amounts paid by LEA 
to Screencastify in connection with the Service Agreement in the twelve (12) months prior to the events giving rise to such DPA Claim 
and (b) if there is a direct conflict between this DPA and the MSA Terms, the MSA Terms will be given the priority of the Service 
Agreement described in Article VII, Section 3.  
 
2. No Disclosure. In the second sentence of Article IV, Section 4 (No Disclosure), the words “aggregate summaries of” are 
deleted.  
 
3. De-Identified Data. Subpart (b) in the third sentence of Article IV, Section 5 (De-Identified Data) is deleted and replaced with 
the following: (b) that party agrees to comply with all applicable federal, state and local laws, rules and regulations pertaining to 
Student Data privacy and security, all as may be amended from time-to-time.  
 
4. Data Breach. In the first sentence of Article V, Section 4 (Data Breach), the words “within seventy-two (72) hours of 
confirmation of the incident” are replaced with “within seven (7) days of confirmation of the incident”.  
 
5. Termination. In Article VII, Section 1 (Termination), the second sentence is deleted and replaced with: “Either party may 
terminate this DPA and any service agreement or contract if the other party materially breaches any term of this DPA, provided that 
where the material breach is capable of being cured, the breaching party has been given notice of such breach in writing and has not 
cured such breach within thirty (30) days of such notice or such longer period that may be required depending on the circumstances 
and agreed between the parties.” 
 
6. Definitions. The definition of De-Identified Data and De-Identification in Exhibit C is deleted and replaced with the following: 
“De-Identified Data and De-Identification: Records and information are considered to be de-identified when all personally identifiable 
information has been removed or obscured, such that (i) the remaining information does not reasonably identify a specific individual, 
including any information that that, alone or in combination is linkable to a specific student, (ii) reasonable technical safeguards and 
business processes are in place that prohibit re-identification of the student to whom the information may pertain, and (iii) business 
processes are in place to prevent the inadvertent release of de-identified information.”

LEA: Scottsdale Unified School District #48

By signing this agreement, the vendor recognizes all standards for the collection and management of data extends to all educators, 
staff members and parent/guardians of students within the educational organization.
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