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2. Nature of Services Provided. The Provider has agreed to provide the following  ital
educational services described below and as may be further outlined in Ex**’t “A” hert

Agile Sports Technologies, inc. (*Hud!") provides a complete suite of video and data products to ensure coaches and athletes make every moment count. Hudl’s products e software,
hardware, and services, including online coaching toois, mobile and desktop apps, smart cameres, analytics, recruiting facilitation, and livestreaming.

Coaches and athietes can access game and practice video from anywhere to better understand coaching points and see the team’s and individuals’ growth throughout th . Public
game video can be shared with other schoois to scout opponents. Athletes can opt-in to easily creete highlights to shara with family, friends, and college athletic recruiten

Products may be purchased individually or as an athletic depariment package. The use of Hudl's products is governed by the Hud! Organization Terms of Service found &
www.hud!.com/eula (the “Sarvice Agreement”).

3. Division Data to Be Provided. In order to perform the Services described in thi:  ticle
and Exhibit “A”, Provider shall list the categories of d  collected, managed or shared :
described below or as indicated in the Schedule of Data, attached hereto as Exhi-* “B”:

As indicated in the Schedule of Data, attached hereto as Exhibit B.

4, D Definitions. The definition of terms used in this DPA is found in E-*"it“ In
the event of a conflict, definitions used this DPA shall prevail over terms used in all the  =r
writings, including, but not limited to, a service agreement, privacy policies or any term:
service.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS
1. Division Data Property of Division. All Division Data, user generated content or a1 rther

Pupil Records transmitted to the Provider pursuant to this Agreement is and will con 1€ to
be the property of and under the control of the Division, or to the party who providec ch
data (such as the student, in the case of user generated content.). The Provider furthe
acknowledges and agrees that all copies of such Division Data or any other Pupil Re  1s
transmitted to the Provider, including any modifications or additions or any portiont  :of
from any source, are also subject to the provisions of this Agreement in the same ma; r as
the original Division Data or Pupil Records. The Parties agree that as between them,

rights, including all intellectual property rights in and to Division Data or any otherF 1
Records contemplated per this Agreement shall remain the exclusive property of the
Division. For the purposes of FERPA and state law, the Provider shall be considered
School Official, under the control and direction of the Divisions as it pertains to the t  of
Division Data notwithstanding the above. The Provider will cooperate and provide D iion
Data within ten (10) days at the Division’s request. Provider may transfer pupil-gene  d
content to a separate account, according to the procedures set forth below.

2. Parent Access. Provider shall cooperate and respond within ten (10) days to the Divi  1’s
request for personally identifiable information in a pupil’s records held by the Provid o
view or correct as necessary. In the event that a parent of a pupil or other individual ¢ acts
the Provider to review any of the Pupil Records of Division Data accessed pursuantt e
Services, the Provider shall refer the parent or individual to the Division, who will fo v the
necessary and proper procedures regarding the requested information.
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3. Separate Account. Provider shall, at the request of the Division, transfer Student Ge ated
Content to a separate student account when required by the Code of Virginia § 22.1-  7.01.
School service providers; school-affiliated entities.

4. Third Party Reguest. Provider shall notify the Division in advance of a compelled
disclosure to a Third Party, unless legally prohibited.

5. Subprocessors. Provider shall enter into written agreements with all Subprocessors
performing functions pursuant to this DPA, whereby the Subprocessors agree to prot
Division Data in a mannerconsistent with the terms of this DPA.

ARTICLE III: DUTIES OF DIVISION

1. Privacy Compliange. Division shall provide data for the purposes of the DPA and a
related contract in compliance with the FERPA, PPRA, IDEA, Code of Virginia § 22
289.01. School service providers; school-affiliated entities; student personal informa  1; and

§ 22.1-287.02. Students' personally identifiable information, and all other applicable  ginia
statutes.

2. Parent Notification of Rights. Division shall ensure that its annual notice under FEI A
defines vendors, such as the Provider, as “School Officials” and what constitutes ale  mate
educational interest. The Division will provide parents with a notice of the websites a
online services under this agreement for which it has consented to student data collec 1to
on behalf of the parent, as permitted under COPPA.

3. Unauthorized Access Notification. Division shall notify Provider promptly of any k  vnor
suspected unauthorized access. Division will assist Provider in any efforts by Provide
investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all Virginia and Federal laws ¢

regulations pertaining to data privacy and security, including FERPA, COPPA, PPR2 'ode
of Virginia § 22.1-289.01. and § 22.1-287.02.

2. Authorized Use. Division Data shared pursuant to this DPA, including persistent uni
identifiers, shall be used for no purpose other than the Services stated in this DPA anc
authorized under the statutes referred to in subsection (1), above. Provider also ackno'  dges
and agrees that it shall not make any re-disclosure of any Division Data or any portion
thereof, including without limitation, any Division Data, metadata, user content or other n-
public information and/or personally identifiable information contained in the Divisio; ata,
without the express written consent of the Di' * “on, unless it fits into the de-identified
information exception in Article I'V, Section 4, or there is a court order or lawfully iss:
subpoena for the information.

3. Employee Obligations. Provider shall require all employees and agents who have acc.  to
Division data to comply with all applicable provisions of this DPA with respect to the dat:  ared
under the Service Agreement.

4. Use of De-identified Information. De-identified information, as defined in Exhibit ““(
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may be used by the Provider for the purposes of development, research, and improve znt of
educational sites, services, or applications, as any other member of the public or part w~ould
be able to use de- identified data pursuant to 34 CFR 99.31(b). The Provider and Div  on
agree that the Provider cannotsuccessfully de-identify information if there are fewer __n
twenty (20) students in the samples of a particular field or cat _ -y of information ¢ ~"'zcted,
i -, twenty students in a particular grade, twenty students of a particular race, or tw: ¢
students with a particular disability. Provider agrees not to attempt to re-identify de-  ntified
Division Data and not to transfer de-identified Division Data to any party unless (a) 1t party
agrees in writing not to attempt re-identification, and (b) prior written notice has be¢  ;iven
to the Division who has provided prior written consent for such transfer.

5. Disposition of Data. Upon written request and in accordance with the applicable ter  in
subsections below, Provider shalt dispose or delete all Division data obtained under
agre :nt when it is no longer needed for the purposes for which it was obtained.
Disposition will include (1) the shredding of any hard copies of any Division data, (
erasing, or (3) otherwise modifying the personal information in those records to mal  t
unreadable or indecipherable by human or digital means. Nothing in the service agr. ient
authorizes provider to maintain Division data obtained under the service agreement  ond
the time reasonably needed to complete the disposition. Provider shall provide writt:
notification when the division data has been disposed. The duty to dispose of Divisii  lata
shall not extend to data that has been de- identified or placed in a separate student ac  int,
pursuant to the terms of the agreement. The division may employ a request for retur
deletion of Division data form, a copy of which is attached hereto as exhibit D. Upo :ceipt
of a request from the division, the provider will immediately provide the division wi 1y
specified portion of the division data within ten (10) calendar days of the receipt of
request.

a) Partial Disposal During the Term of Service Agreement. Throughout the tern  “the
service agreement, Division may request partial disposal of Division data obtain¢  inder
the service agreement that is no longer needed. Partial disposal of data shall be st «ctto
Division's request to transfer data to a separate account, pursuant to Article II Sec* n 3,
above.

b) Complete Disposal upon Termination of Service Agreement. Upon terminatior f the
service agreement Provider shall dispose or securely destroy all Division data obt ied
under the service agreement. Prior to the disposal of the data, Provider shall notif
Division in writing of its option to transfer data to a separate account, pursuant to  ticle
2, Section 3, above. In new event shelters Provider dispose of data pursuant to thi:
provision unless and until provider has received affirmative written confirmation: m
Division that data will not be transferred to a separate ~ ount.

6. Advertising Prohibition. Provider is prohibited from using or selling Division Datat a)
market or advertise to students or families/guardians; (b) inform, influence, or enable
marketing or advertising efforts by a Provider; (c) develop a profile of a student, fami
member/guardian or group, for any commercial purpose other than providing the Serv 2 to
Client; or (d) use the Division Data for the development of commercial products or se ices,
other than as necessary to provide the Service to the Client. This section does not prol it
Provider from generating legitimate personalized learning recommendations or other
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activities permitted under Code of Virginia § 22.1-289.01.

7. Penalties. The failure to comply with the requirements of this agreement could subjt
Provider and any third party to all allowable penalties assessable against Provider un * r state
and federal law. In the event the Family Policy Compliance Office of the U.S. Depai ient of
Education determines that Provider improperly disclosed personally identifiable infc 1ation
obtained from the Division’s education records, the Division may not allow Provider :cess
to the Division’s  ucation  ords forat least five years.

ARTICLE V: DATA PROVISIONS

L. ™-+a Security. The Provider agrees to maintain a comprehensive information securi
program that is reasonably designed to protect the security, privacy, confidentiality, : 1
integrity of student personal information and makes use of appropriate administrativ¢
technological, and physical safeguards. The general security duties of Provider are se rth
below. These duties shall include, but are not limited to:

a. Passwords and Employee Access. Provider shall secure and manage usernames,
passwords, and any other means of gaining access to the Services or to Division ] ta, at
levels suggested by NIST SP800-171 (Password complexity, encryption,and re-u 1,
NIST SP800-53 (IA control Family), and NIST 800-63-3 (Digital Identity), and ?''ST
SP800-63B (Authenticator and Verifier Requirements) or equivalent industry bes
practices.

b. Security Protocols. Both parties agree to maintain security protocols that meet ir stry
best practices in the collection, storage or transmission of any data, including ens1 ng
that data may only be viewed or accessed by parties legally allowed to do so.Prov r
shall maintain all data obtained or generated pursuant to the DPA in a secure com ter
environment.

¢. Provider Employee Training. The Provider shall provide annual security trainin, >
those of its employees who operate or have access to the system.

d. Security Technology. When the service is accessed using a supported web brows FIPS
140-2 validated transmission encryption protocols, or equivalent technology shall
employed to protect data from unauthorized access. The service  urity measure: all
follow National Institute of Standards and Technology (NIST) 800- 171, or equiv: nt
industry best practices.

e. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct
periodic risk assessments and remediate anv identified security and privacy
vulnerabilit ina‘ :ly manner. Upon _ .vision’s written request, Service Provic
shall o e the results of findings available to the Division. The Division shall trea uch
audit reports as Provider’s Confidential Information under this Agreement.

f. Backups and Audit Trails, Data Authenticity and Integrity. Provider will take
reasonable measures, including all backups and audit trails, to protect Division Da
against deterioration or degradation of data quality and authenticity. Provider shall
responsible for ensuring that Division Data is retrievable in a reasonable format.
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g. Subprocessors Bound. Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Division Data in a manner consistent\ h the
terms of this Article V. Provider shall periodicaily conduct or review compliance
monitoring and assessments of Subprocessors to determine their compliance with  is
Article.

2 Upauthorized Access or Data Breach. In the event that Division Data are reasonab
believed by the Provider or school division to have been disclosed (lost, accessed or
obtained) in violation of the Family Educational Rights and Privacy Act (20 U.S.C. { 232g)
or other federal or state law applicable to such information accessed or obtained by a1
unauthorized individual, Provider shall follow the following process:

a. provide immediate notification to Division upon verification of the incidentand 2w the
Division or its authorized representatives to fully participate in the investigation ¢ he
incident.

b. notification will be provided to the contact(s) identified in ARTICLE VII, N: Not: ,and
sent via email and postal mail. Such notification shall include:

i.  date, estimated date, or date range of the loss or disclosure;
ii.  Division data that was or is reasonably believed to have been lost or disclo:
iii.  remedial measures taken or planned in response to the loss or disclosure.
c. immediately take action to prevent further access;

d. take all legally required, reasonable, and customary measures in working with Div  ion to
remediate the breach, which may include toll free telephone support with informe
customer services staff to address questions by affected parties and/or provide mo  oring
services if necessary given the nature and scope of the loss or disclosure;

e. cooperate with Division efforts to communicate to affected parties;

f. provider is prohibited from directly contacting parent, legal guardian or eligible pt |
unless expressly requested by Division. If Division requests Provider's assistance
providing notice of unauthorized access, and such assistance is not unduly burden: ne to
Provider, Provider shall notify the affected parent, legal guardian or eligible pupil the
unauthorized access, which shall include the information listed in subsections (b) 2 (c),
above. If requested by Division, Provider shall reimburse Division for costs incurr  to
notify parents/families of a breach not originating from Division's use of the Servi

g. the Provider shall indemnify and hold harmless the Division from and against any s,
claim, cost (including attorneys' fees) or damage of any nature arising from or in
connection with the breach by the Provider or any of its officers, directors, employ s,
agents or representatives of the obligations of the Provider’s or its Authorized

Representatives under this provision or under a Confidentiality Agreement, as the . e
may be.

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS
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+ue Provider may, by signing the attached Form of General Offer of Privacy Terms (Ge
Offerattached hereto as Exhibit “E”), be bound by the terms of this DPA to any other Di
who signsthe acceptance in said Exhibit. The Form is limited by the terms and condition
described therein.

ARTICLE VII: MISCELLANEOUS

A. Term. The Provider shall be bound by this DPA for so long as the Provider maintair
possesses any Division data.

B. Termination. In the event that either party seeks to terminate this DPA, they may dc
mutual written consent and as long as any service agreement or terms of service, to tl
one exists, has lapsed or has been terminated. The Division may terminate the DPA a
service agreement or contract in the event of a material breach of the terms of this DP

C. Data Transfer Upon Termination or Expiration. Provider will notify the Division
impending cessation of its business and any contingency plans. Provider shall impler
exit plan and take all necessary actions to ensure a smooth transition of service with 1
disruption to the Division. As mutually agreed upon and as applicable, Provider will
closely with its successor to ensure a successful transition to the new equipment, witl
minimal downtime and effect on the Division, all such work to be coordinated and pe
in advance of the formal, transition date.

D. Effect of Termination Survival. If the DPA is terminated, the Provider shall destroy
Division’s data pursuant to Article V, section 5(b). The Provider’s obligations under
agreement shall survive termination of this Agreement until all Division Data has bee
returned or Securely Destroyed.

E. Priority of Agreements. This DPA supersedes all end user and “click-thru” agreeme
the eventthere is conflict between the terms of the DPA and any other writing, such a
service agreement or with any other bid/RFP, terms of service, privacy policy, license
agreement, or writing, the terms of this DPA shall apply and take precedence. Except
described in this paragraph herein, all other provisions of any other agreement shall re
effect.

F. Amendments: This DPA may be amended and the observance of any provision of thi
may be waived (either generally or in any particular instance and either retroactively
prospectively) only with the signed written consent of both parties

G. Severability. Any provision of this DPA that is prohibited or unenforceable in any
jurisdiction shall,as to such jurisdiction, be ineffective to the extent of such prohibitio
unenforc ility without in  idating the r« _rining | sisions of this _. .\, and any s
prohibition or unenforceability in any jurisdiction shall not invalidate or render
unenforceable such provision in any other jurisdiction.Notwithstanding the foregoing,
provision could be more narrowly drawn so as not to be prohibited or unenforceable i1
jurisdiction while, at the same time, maintaining the intent of the parties, it shall, as to
jurisdiction, be so narrowly drawn without invalidating the remaining provisions of th
or affecting the validity or enforceability of such provision in any other jurisdiction.

H. Governing Law; Venue and Jurisdiction. This agreement will be governed by and
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eMail:
Phone:

1)
4
M

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit
General Offer of Terms, subscribing Division shall provide notice of such acceptanc
writing and given by personal delivery or email transmission (if contact information
provided for the specific mode of delivery), or first-class mail, postage prepaid, to th
designated representative below the designated representative for the notice of accep 1ce of
the general offer of privacy terms is named title contact information.

S L

Name: "=~ Nelson

Title: SVP, GM of Competitive

Address: 600 P. Street Suite 400, Lincoln NE 68508
eMail: legal@h 1Al ~om

Phone: 402-81 - 1wwsny

[Signature Page Follows]
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DESCRIPTION OF SERVICES

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MO
ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERI

Agile Sports Technologies, Inc. (“Hudl”) provides a complete suite of video and
ensure coaches and athletes make every moment count. Hudl's products inclu
hardware, and services, including online coaching tools, mobile and desktop af
cameras, analytics, recruiting facilitation, and livestreaming.

Coaches and athletes can access game and practice video from anywhere to t
coaching points and see the team’s and individuals’ growth throughout the sea:
video can be shared with other schools to scout opponents. Athletes can opt-in
highlights to share with family, friends, and college athletic recruiters.

Products may be purchased individually or as an athletic department package.

products is governed by the Hudl Organization Terms of Service found at www.

“Service Agreement”).
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EXHIBIT “C~
DEFINITIONS

Data Breach means an event in which Division Data is exposed to unauthorized disclost :,
access, alteration or use.

Division Data includes all business, employment, operational and Personally Identifiabl
Information that Division provides to Provider and that is not intentionally made general.
available by the Division on public websites or publications, including but not limited to
business, administrative and financial data, intellectual property, and student, employees, nd
personnel data, user generated content and metadata but specifically excludes Provider D a (as
defined in the Contract).

De-Identifiable Information (DII): De-Identification refers to the process by which the
Provider removes or obscures any Personally Identifiable Information (“PII”’) from stude:..
records in a way that removes or minimizes the risk of disclosure of the identity of the in"*idual
and information about them. Anonymization or de-identification should follow guidance
equivalent to that provided by U.S Department of Education publication “Data De-identi ation:
An Overview of Basic Terms” or NISTIR Special Publication (SP) 8053 De-Identificatic of
Personally Identifiable Information. The Provider’s specific steps to de-identify the data |l
depend on the circumstances, but should be appropriate to protect students. Some potenti
disclosure limitation methods are blurring, masking, and perturbation. De-identification s uld
ensure that any information when put together cannot indirectly identify the student, not« vy
from the viewpoint of the public, but also from the vantage of those who are familiar witl e
individual. Information cannot be de- identified if there are fewer than twenty (20) studer in
the samples of a particular field orcategory, i.e., twenty students in a particular grade or I¢  than
twenty students with a particular disability.

Indirect Identifiers: Any information that, either alone or in aggregate, would allow are: nable
person to be able to identify a student to a reasonable certainty.

Personally Identifiable Information (PII): The terms “Personally Identifiable Informati “or
“PII” shall include, but are not limited to, student data, staff data, parent data, metadata,a  user
or pupil-generated content obtained by reason of the use of Provider’s software, website,  vice,
or app, including mobile apps, whether gathered by Provider or provided by Division or i 1sers,
students, or students’ parents/guardians, including “directory information” as defined by { .1-
287.1 of the Code of Virginia®.

PII includes, without limitation, at least the following:

Staff, Student or Parent First, Middle and Last Name

Staff, Student or Parent Telephone Number(s)

Discipline Records

Special Education Data

Grades

Criminal Records

Virginia School Data Privacy Agreement v. 1.0 Sof19












VIRGINI* “CHOOL DATAPRIVA<.  GREEMENT

1. Offer of Terms
Provider offers the same privacy protections found in this DPA between it and the Divis 1to
any other school division (“Subscribing Division™) who accepts this General Offer throu its
signature below. The Provider agrees that the information on the next page will be replac 1
throughout the Agreement with the information specific to the Subscribing Division fille >n the
next page for the Subscribing Division. This General Offer shall extend only to privacy
protections and Provider’s signature shall not necessarily bind Provider to other terms, s1 1 as
price, term, or schedule of services, or to any other provision not addressed in this DPA. e
Provider and the Subscribing Division may also agree to change the data provided by Division to
the Provider to suit the unique needs of the Subscribing Division. The Provider may withdraw
the General Offer in the event of: (1) a material change in the applicable privacy statues; ) a
material change in the services and products subject listed in the Originating Service Agt ment;
or (3) after three years from the date of Provider’s signature to this form. Provider shall r  ify

the Division in the event of any withdrawal so that this information may be transmitted t¢ 1e
Subscribing Divisions. Agile Sports Technologies, Inc. dba Hudl

py. 519 Nelion Date: JUN 21,2023
Greg Nelson

SVP, GM of Comp tive

Printed Name- Title/Position:

2. Subscribing Division
A Subscribing Division, by signing a separate Service Agreement with Provider, and by i
signature below, accepts the General Offer of Privacy Terms. The Subscribing Division’s
individual information is contained on the next page. The Subscribing Division and the P;  rider
shall therefore be bound by the same terms of this DPA.

BY: Date:

Printed Name- Title/Position_

TJO ACCEPT THE GENERAL OFFER THE SUBSCRIBING DIVISION MUST,
DRELIVER THIS SIGNED FXHIBIT TO THE PERSON AND EMAIL ADDRESS I, IED
BELOW

BY: —dte:
Printed Name: Title/Position: _
Email Address
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