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YIRGINIA SCuJOL DATA PRIVACY AGREEMENT

a. provide immediate notification, consistent with applicable laws, to Division upon
verification of the incident and allow the Division or its authorized representative 0 fully
participate in the investigation of the incident.

b. notification will be provided to the contact(s) identified in ARTICLE VI, N: Notice, ¢ d sent
via email and postal mail. Such notification sl  include:
i.  date, estimated date, or date range of the loss or disclosure;
ii.  Division data that was or is reasonably believed to have been lost or disclo._J;
iii.  remedial measures taken or planned in response to the loss or disclosure.

c. immediately take action to prevent further access;

d. take all legally required, reasonable, and customary measures in working with Dir ion to
remediate the breach, which may include toll free telephone support with inforr d
customer services staff to address questions by affected parties and/or provide r.._ nitoring
services if necessary given the nature and scope of the loss or disclosure;

e. cooperate with Division efforts to communicate to affected parties;

f. provider is prohibited from directly contacting parent, legal guardian or eligible  pil
unless expressly requested by Division. If Division requests Provider's assistance  oviding
notice of unauthorized access, and such assistance is not unduly burdensome tc¢  ovider,
Provider shall notify the Division of the unauthorized access, which shall include e
information listed in subsections (b) and (c), above. If requested by Division, Prc  ler shall
reimburse Division for reasonable costs incurred to notify parents/families ofa  ach not
originating from Division's use of the Service;

g. the Provider shall indemnify and hold harmless the Division from and against an'  ss,
claim, cost (including attorneys' fees) or damage of any nature arising from or ir
connection with a material breach by the Provider or any of its officers, director
employees, agents or representatives of the obligations of the Provider’s or its/ :horized
Representatives under this.

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS

The Provider may, by signing the attached Form of General Offer of Privacy Terms (General ffer
attached hereto as Exhibit “E”), be bound by the terms of this DPA to any other Division whc igns the
acceptance in said Exhibit. The Form is limited by the terms and conditions described therein
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YIRG .- JA SCHOOL DATA " UVACY AGREEMENT

IN WITNESS WHEREOF, the parties have executed this Virginia Student Data Privacy Agt ment as
of the last day noted below.

Provider Signature
DocuSigned by:

fule

0BD2BD17953A460,.. .
Date: 736/8824 Printed Name: 22chary Rule Title- VP Enterorise

Division Signature

Date:__ _ Printed Nan
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YIRGINIA SCHOOL DATA PRIVACY AGREFEMENT
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DESCRIPTION OF SERVICES

Access to Provider’s online education platform.






























