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STANDARD STUDENT DATA PRIVAGY AGREEMENT o TXHwPA

Date'f) and is entara_d mto _by and between

[ Northaide 18D ], located at [ ss6 Evers Road. §an Antonla 8 | (fhe *Loeal Education Agenﬁy”- or i'L_EAu)
and

[ mack Peroumance; INo: ], located at { e smmsssmron o s 1 {the “Provider”).
WHEREAS, the Provider is providing educational or digital services 1o LEA.
'WHEREAS, the Provider and LEA recogrize the need to protect personally idenfiflable student
information and other regulatéd data exr;hanged betweery them as tequited by applicable faws and
regulations, sach as.the Family Ediicational Rights and Privacy Act ("FERPAT) at 20 U.8.C. § 1232y (34

CFR Part 89); the Children's Online Privacy Protection Act {*COPPA") at 15 U.8.C. § 6501-6506 (16 CFR
Part 312), applicable state privacy laws and regulations and

WHEREAS, the Provider and LEA desire to enter Into this DPA for the piifpose of establishing their
respective obligations and duties in order to comply with applicable Jaws and regulations.

NOW THEREFORE, for good and valuable sonsideration; LEA and Provider agree a6 follows:
1. A deseription of the Services ta be provided, the categories of Student Data that may be provided
by LEA to Provider, and other information specific ta this DPA are contained in the Standard
Clauses hereto.

2. Bpecial Provisions. Check if Required
l4#| !f checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby
_ incorporated by reference into this DPA in their entirety,

' A -and. Provider. guree: to the additional terms oa: ‘modifications set forfh in

It Checked, the'Prnmder, has signed Exhibit “E” to the Standard Clauses, otherwise
known as General Offer of Privacy Terms

3. In the everit of a conflict between the SDPC Standard Clauses, the State or Special Provisions
will control, In the event there is conflict bstween the terms of the DPA and -any dther writing,
including, buf riot limited o the Service Agreément ahd Provider Terms of Seivice of Privady
Policy the terms of this DPA shall eéntrol.

4. This DPA shall stay in effest for three: (3) years, Exhibilt “E” will expire three (3) years froni the
date the original DA was sighsd.

8, The services to be provided by Provider to LEA pursuant to this DPA are detalled in Exhibit *A”
{the"Services”),

6. Notices. All notices or other communication required or permitted to be given hereunder may be
given via e-mail transmissfon, of first-class mall, sent to the designated representatives below.
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The designated representative for the LEA for this DPA is:

Name; _ . Title:

Atldress:

Phone:____ ... Ermalil:

The designated representative forthe Provider for this DPA [s:

Address: 10727 El Monte 8t, Overland Park, KS 66211

Phone; 913-717-0700 Emai: Mall@rackcoach.com

IN WITNESS WHEREOQF, LEA and Provider execute this DPA as of the Effactive Date,

LEA;
By - Date:. \.’l&\.W

A &’%\’a)
Ptinted Name; YJE/\D AW — Title/Position: _@Lﬁ@ mW

Provider:

" seee VL] |22

Printed Name;_Malt Sellers _ _Title/Position: CEQ

TXNDPA vir6 ] T ' Page 30 23



STANDARD STUDENT DATA PRIVACY AGREEMENT o . TX-NDPA
STANDARD CLAUSES
Version 1.0

ARTICLE I: PURPOSE AND SCOPE

1, Purpose of DPA. The purpose of this DPA isto.describe the duties and responsibilities to protect
Stiident Data including cornpliance with all applicable fedetal, state, and local privacy laws, rules,
and regulations, all as may be amendéd from tindé to time. In performmg the Services, the Provider’
shall be considered a Schodl Official with a legitimate educational irterest, and performing
services otherwise provided by the LEA. Provider shall be under the direct tontrol and BUp&rvision
of the LEA, with respect to ite use of Student Data

: ' d, i order to perform the: Services described above, LEA shall
pruvude Studenf Data as. ldentlfed in the Schedule of Data, attached heréto as Exhiblt “B”.

3. DPA Définitions. The definition of terms used in this DPA s found in Exhibit “C”. Ini the event
of a conflict, definitions used in this DPA ghall prevail cvér terms used in any other writing,
including, buf not limited t6 the Sarvice Agréement, Terms of Service, Privacy Palicies ete,

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS
operiy of LEA. All Student Data transmitied fo the Provider pursuant to the
‘Se\rvice Agreemenf is and will continue to be the property of and under the control of the LEA.

The Provider furiher ackhowledges and agrees that all copies of such Student Data transmitted
to the 'F'rﬁ\iider; incfuding any modlﬂcatia‘ns or 'addit‘ions or any pnrti'an thereof fram any source,

Pames _agre,e that as between them . all nghts_ mciuding all intelleetuai faroperty nghts m and to
Student Data contemplated perthe Service Agreement, shall remain the-exclusive propérty of the
LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under the
contral @nd direction of the LEA as it pertains to the use of Student Data, notwithstanding the
above,

2. Parent Access. To the extent reqliired by law the LEA shall establish regsonable procedures by
which & parent legal gardian, or eligible student may review Education Recsids and/or Student
Data correct eftonedus information, and procedures for the transfer of student-generated content
to a personal account, congistent with the furistionality of services. Provider shall respond ina
reasonably fimely manner (and no later than forty five (45) days from the date of the requast or
pursuant to the fine frame required under state law for an LEA to respond to & parent or student,
whichever is 'sooner) to the LEA's request for Student Data in 4 student's records held by the
Provider to view or correct as necessary. ln the event that a parent of a studérit or otherindividual
contacts the Provider fo review any of the Student Data accessed pursuant to the Services, the
Pravider shall refei the parent or individual to the LEA, who will follow the necessary and proper
procedurss regarding the requested information,
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3!

Separate Account. If Student-Generated Contenit is stored or malntained by the Provider,
Provider shall, at the request of the LEA, transfer, of provide a mechanism for the LEA to trangfer,

said Student-Generated Coritent to a separate account created by the student,

Law Enforcement Requests. Shauld law enforcement or other government entlties (“Requesting
Party(ies)”) contact Provider with a requast for Studerit Data hield by the Provider pursuant to the
Serviges, the Provider shall riotify the LEA in advance of a compelled disclosure to the Requesting
Party, unless lawfully diretted by the Requesting Party not to Inferin the LEA of the requiest.

6. Bubprocessors, Provider shall enter into writters agresnients with all Subprocassors performing

45

3.

functions. for the. Provider in order for the Provider to provide the Services pursuant to the
Bervice Agreement, whereby tha Suhpradessors agree to protect Student Data in a manner no
less stringenit tharn the tefins of this DPA.

ARTICLE Ill: DUTIES OF LEA
a In Compliance with Applicable Laws, LEA shall provide Student Data for the
purposes of obtaining the Bervices in compliance with all applicable federal, state, #iid local
privacy laws, rules, and regulations, all as may be amerided from time to tima.

Annual Notification of Righits. If the LEA has a policy of disclosing Educafion Records and/or
Student Data Unider FERPA (34 CFR § 99.31(a)(1)}, LEA shall include a spacification of criteria
for determining who constitutes a school official and what constitutes a legitimaté educational
interest In its annual nofification of rights.

Reasonable Precautions. LEA shall take reasonable precautions to secure ugernames,
passwords, and any dther fieans of gaining access to the services and hosted Student Data,
Unauthorized Access Notification. LEA shall notify Provider praraptly of any Krown
unauthorized access. LEA will assist Provider in any efforts by Provider to investigate and respond
to any unauthorized accsss.

ARTICLE IV: DUTIES OF PROVIDER

. Privacy Compliance. The Provider shall comply with all applicable federal, state; and local laws,

rules, and regulations pertaining to Student Data privasy and security, all as may be amendad
from time to time,

Authorized Use The Student Data shared pursuant fo the Service Agreemant, including
persistent unique identifiers, shall be used for no purpose othet than the Services oltlined in
Exhibit "A” or stated In the Service Agreement and/or etherwise diithorized dnder the statutes
referred to hereln this DPA.

Provider Employes Obligation. Provider shall tequire all of Provider's employees and agents
Who Have access to Student Data to comply with all applicable provislons of this DPA with respect
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STANDARD BTUDENT DATA PRIVACY AGREEMENT . TXNDPA

to the Student Data shared under the Service Agreement. Provider agrees to reguire and maintain
an appropriate. confidentiality agreemertt from each emmployee or agent with access to Studsnt
Data pursuant fo ther Serviee Agreement.

4. No Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of
any Student Data or any portion thereof; including without limitation. user content or other non-
public information andfor personally identifiable information. containgd in the Student Data othsr
than a8 ditected of permitiad by the LEA or this DPA. This prohibition agalnst disclosure shall not
apply to aggregate summaries of De-ldentified information, Student Data disclosed pursuant to &
lawfully issued subpoena or pther legal process, or to Subprocessors performing services on
behalf of the Provider purstant to this DPA. Provider will not Sell Stuident Data to any third
party.

8. De-identified Data: Provider agrees not to atfempt to re-identify De-ldentifled Student Data. De-
Identified Diata may be used by the Provider for those purposes allowed under FERPA and the
following purposes; (1) assisting the LEA or other governmental agencies in conducting research
and Giher studies; and (2) resgarch and development of the Provider's educaticnal sites, servicas,
or applications, and to demonstrate the effectiveness of the Bervices; and {3) for adaptive
learning purpose and for custornized student leaming. Provider's use of De-Identifiad Data shall
survive termination of this DPA or any reguest by LEA te return or destroy Student Data. Except
for Subprocessors, Provider sgraes nof te transfer de-identified Student Data to any party unless
(a) that party agrees in writlig not to attempt re-identification, and (b) prior wrilten notics has been
given to the LEA who has provided prior written consent for such transfer. Prior to publishing any
document that names the LEA explicltly or indirectly; the Provider shall obtain the LEA’s written
approval of the manner in which De-Identified Data is presented.

6. Disposition of Data. Upon written requsst from the LEA, Provider shall dispose of or provide a
miechianisin for the LEA to transfer Student Data obtained under the Service Agresment, within
sixty (60) days of the date of said request and according to a schedule and procedure as the
Pattiss may reasonably agres. Upon termination of this DPA, if no wrliten request froti the LEA
is raceived, Provider shall dispose of all Studert Data after providing the LEA with feasonable
prior hotice. The duty to dispose of Student Data shall not extend to Student Data that had been
De-ldentified or placed in a separate student account pursuant to saction Il 3, The LEA may
employ a “Dirgctive for Disposition of Data” form, & copy of which s attached heretc as Exhibit
o, If the LEA and Provider employ Exhibit “D"; no further written renuest or notice is regiiired
on the part of either party piior o the dispositioh of Student Data desaribed in Exhibit “D”.

dviertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to
{2) inform, influence, or enable Targeted Advertising; or (b) develop a profile: of a student; family
member/guardian or greup, for any purpase other than providing the Service to LEA, This settion
does nof prohibit Provider from using Student Data (i) for adaptive learning of customized student
learning (including generating personalized learning recommendations); or (Ify to make product
recommiendations to teachers or LEA employess; or {ili) to notify account holders about new
education product updates, features, or services or fromi otherwise Lisihg Student Data as
permiitted in this DPA and s acaompariying exhibits
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STANDARD: STUDENT DATA PRIVACY AGREEMENT ' TX-NDPA

1.

ARTICLE V: DATA PROVISIONS

Data Stotage, Whiere tequired by dppilcable tlaw, Student Data shall be stored within the Unitaed
States. LJpon request of the LEA, Provider will provide a list of the Jocations where Student Data
is stared.,

Audits. No more than-onge ayear, or fol lowing unauthorized access, upon recelpt of & written
request fram the LEA with at least ten (10 business dsys’ notice and upon the exeeution of an
appropriate confidentiality agreement, the Provider will allow the LEA to audit the security and
privacy measures that are In place to ensure protection of Student Data or dany portion thereof as
it pertains fo the delivary of sarvices fothe LEA . The Provider wili cooperate feasohably with the
LEA and aby lotal, state, or fedeial agency with oversight authority or jurisdiction In connection
with-any audit or investigation of the Provider and/or delivery of Services to students anc/or LEA,

and shall provide reasonable access to the Provider's facilitics, staff.-agents and LEA's Student
Data and all records pertaining to the Provider, LEA and delivery of Services to the LEA. Failure
to reasonably cooperate shall be deemed a material breach of the DHA,

Data Security. The Provider agrees to utilize adminlstrative, physical, and fechnical safeguards
designed to protect Student Data from unauthorized aoeess, disclosure, acquisition, destruction,
use, or modification. The Provider shall adhere to any applicable faw relating to data security. The
provider shall irplement an adequate Cybersecurity Framework based on one of the nationally
recognized standards sgt forth in Exhibit *F”. Exclusions, variafions, or exgmiptions to the
identified Cybarsecurity Framework must be detailed in an aftachment to Exhibit “H".

Additionally, Provider may thoose to further detall its security programs and measures that
augment or gre 1n addition to the Cybersecurity Framework in Exhibit “F”. Provider shall provide,
in the Standard Schedule to-the DPA, contact Information of an amployee who LEA fmay dontact
if there are any data security coneerns or gusstions,

Data Breach. In the event of an uhauthiorized releass, disclosure of aequisition of Student Data
that commproivilses the security, confidentiality or integrity of the Student Data maintained by the
Provider the Provider shall provide nefification to LEA ‘within seventy-twa (72} hours of
confinmation of the incident, unless notification within this time Brmit would disrupt investigation of
the incident by law enforcement. In such an everit, nolification shall be made within & redsbnable
time after the Incident. Providar shall follow the foliowing process:

(1) The sécurity breach notification described above shall inglude, at 3 minimun, the followihg
infermation to the extent known by the Provider and as it becsmes available:
i The hame and contact Infarmatipn of the réperting LEA subjedt to 1l section.
li. Alist of the types of personal inforinatiori that were or are reasonably believed to
have bgen the subject of a breach.

lii. I the nformation is possible to determine at thi time ihe hotice s pravided, then
elther (1) the date of the breach, (2) the estimated date of the Breach, or (3) the
date rainge within which the breach occurred. The notification shall also include the
date of the notige.
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. STANDARD STUDENT DATA PRIVACY AGREEMENT - TXNDPA

. Whether the notification was delayed as 4 rvesult of a law enforéemant
investigation, If that irformation is possible to determine at the timie the notice is
provided; and

v. A general description of the braach ingident, if that information is possible to.
determire at the time the riotics is provided.

(2). Provider agrees to adhere to all federal and state requiréments with raspéct to a data
breach related 1o the Stadent Data, including, when appropriate or required, the required
résponsibilities and procedures for notification and mitigation of any guch data breach,

{3) Provider further acknowledges and agrees to have & wiitten iricident fesponsé plan that
reflects best practices and is consistent with industry standards and federal and state law
far responding to a data breach, breach of security, privacy fngident or unauthorized
acquisition or use of Student Data or any portion thergof, inchuding personally identifiable
information and agrees fo provide LEA, upon request, with a summary of said written
ineident response plan.. .

{4) LEA shzll provide nefice and facts surrounding the breach to the affected studsnts,
parerits or guardians.
(5) in tha avent ofa. l:)reach or gmating from LEA‘s useof the Servme Previder shall cooperate

ARTICLE VI: GENERAL OFFER OF TERMS
Provider may, by sighing the attached form of *General Offer of Privacy Terms” (Genetal Ofter, attached

hereto as Exhibilt “E™), be bound by the ferms of Exhibit “E” td any ottier LEA wha signg the acceptance
on said Exhibit. The form is limited by the ferms and conditions described therein..

ARTICLE VII: MISCELLANEOUS

1. Terminatiox, n the event that either Party sesks to terninaite this DPA, they may do so by rutual
written consent $o long as the Service Agreement has lapsed or has been terminated. Either party
may terminate this DPA and any service agreement or contract if the other party breaches any
terms of this DPA.

2. Effect of Termination Survival. If the Sewice Agieernént is terfninated, the Provider shall
destroy all of LEA's Student Data pursuant to Article IV, section 6.

3. Priority of Agreements, This DPA shall govarm the treatment of Student Data in.order to comply
with the privacy protaétions, ineluding thise found In FERPA and all applicable privacy statutes
ideritified in this DPA. In the évent there s confiict between the terms of the DPA and the Service
Agreerment, Terms of Service, Privady Policies, or with any other bid/RFP, license agreement, or
writing, the tarms of this DPA shall apply and take precedence. In the event of a conflict between
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Exhibit "H”, the SDPC Standard Clauses, and/or the Supplemental State Terms, Exhibit “H”
will control, followed by the Supplemerital State Terms. Except as desciibed in this paragraph
hereln, all other provigions of the Service Agresrient shall remain in effect.

4. Entire Agiréemarnit. This. DPA and the Service Agresment eanstitute the entire agraement of the
Parties relating to the subject matter hereof and supetsedes all prar communicafions,
representations, or agreements, oral or written, by the Parties relating thereto. This DPA may be
amended and the observance of any provision of this DPA may be waived (either generally or in
any particular instance and efther retroactively or prespectively) only with the signed written
consent of both Parties. Nelther failure nar deélay ofi the part of any Paity in exefolding any fight,
power, or privilege hereunder shall operate ag a walver of such right, nor shall any single or partial
exercise of any sueh tight, power; or privilege praciude any further exersise thereof orthe exercise
of-any other tight, power, or privilege.

6. Severability. Any firovision of this DPA that is prohibited or unienforceable in any Jurisdiction ghall,
as to such jurisdiction, ba ineffective to the extent of such prohibition or unenforceabllity without
Invalidating the remaining provisions of this DPA, and any such prohibition or unenforseability In
any jurisdiction shall not invalidate or render unenforceable such provision in any other
[urlsdiction. Notwithstanding the foregoing, if such provision could be more narrowly drawr $0 as
not to be prohibited orunenforceable In such jurisdiction while, at the same time, maintaining the
intent of the Pariies, it shall, asto such jurisdiction, be g6 Rarrowly drawh without Invalidating the
remaining provisions of this DPA or affecting the vaiidity or enforceabllity of such provision in any
other jurigdiction,

' Vi ‘ tion. THIS DPA WILL BE GOVERNED BY AND
CONSTF{UED EN ACCORDANGE WITH THE LAWS OF THE 8TATE OF THE LEA, WITHOUT
REGAHD TO CONFLICTS OF LAW F’RiNCIF’LES EEACH F’ARTY G ONSENTS AND SUBMITS

FOR THE GOUNTY OF THE LEA FOR ANY DISPUTE ARIS.ING ouT or OR RESLATENG TO
THI8 DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.,

7. 8uccessors Bound: This DPA s and shall bé binding upoh the respective successors In interest
to Provider In the event of a merger, acquisition, consolidation or dther business reorganizafion
of sale of all or gubstantially all of the assets of such buginess In the event that the Provider sells,
mergas, or otherwise disposes of its business to a successor diring the tetm of this RPA, the
Provider shall provide written natice: to the' LEA no later than sixty (60} days after the closing date
of sale, merger, or dispossl. Such nofice shall include a written, signed 4ssurance that the
successar will agsume the obligations of the DPA and any obligations with respect to Student
Data within the Setvice Agreement. The LEA has the authority fo terminate the DPA if it
disapproves of the successor to whom the Provider is selling, merging, or otherwise dispoging of
its busirigss.

8. Authority. Each party represents that It is authorized to bind to the terms of this DBPA, ingluding
confidentiality and destruction of Student Data and any portion thereof contained therein, all
related or associated institutions, Individuals, employees ot cantractors whia may have access fo
the Student Data andfer any portion thersof,
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9, Waiver. No delay or omission hy either party to.exercise any right heréunder shall bé construed
as 4 walver of any shich right and both paities reserve the Fight to exefcise any such right from
time to time, -as often as may be deemied expedient.
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EXHIBIT “A”
DESCRIPTION OF SERVICES
Web based weight room software with audio visual timing systems
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EXHIBIT B,
SCHEDULE OF DATA

TE R

Application Technology | IP Addresses of users, Use of cookles, efc.
 Meta Datg ‘

Other application techriofogy meta data-Please specify:

Application LIse Meta data on user interaction with application

Ethnicity or race

Language information (native, or primary language
$poken by student)

L]
L]
 Stattistics
 Assessnient Standardized test scores ]:]
‘oﬁéervaften d’aia‘ D
Other assejssméé;data»lﬂlaase sﬁécify;c | D |
Aondomos | Student sehool (dally) atiendance data ]
Sfﬁdent clags aﬁéndance data | ” |
Comiiunications Onlire communications captured (smails, blog entries) l:]
Congluct - Conduct or behavioral éiata |:
| Demographics Date of Birth ['_'
Place of B’iﬁ_h :
Gender v
]
]
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Other demographlc information-Please specify:

Enrollment Student school enrollment

J | .

Student grade level

It

Homeraoim

Guldance counsalor

Specific curfieuluta programs

Year of graduation

=]

Other enrollment Information-Please spacify:

Parent/Guardian Address
Contact Information ‘

Erhail

Phonhe

Parent/Guardian |D Parent (D humber {created to link parenfs to students) .

Ooool O

Parent/Guardian Name First and/or Last

| Behadule Student scheduled courses

Teacher namiss

Spedlal lndicator English language learmer infoimation

Low income status

IR (]

Medical alerts/ health data
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| Stuglent disabihty infmrmation

' Specialized educatlon selvices (IEF‘ or 504)

' Living 'Sii:ua"tions {hf)m’e[e*ss!faster carg)

Otherindicator information-Please specify.

Student ngtact: Address
Information
| - Emaill
Phong
| Student identifiers. | Local {Setiool distriet) 1D number

-'ﬁ‘ztata ) numker

I PravsderiApp agsigned student ID numbar

: Student app usernams

{ Studentapp pas'sworda

ROOooEO O oo

Student Name

First andfor Last

R

Studerit In App
Performance

Program/application perfermatice (typing program-
student types 80 wpm, reading programi-student raads

| below grade level)

[]

| Student Program

Acsdeinic of extracurricular activities a student may

Membership helong to or participate in
_gt”d-‘?ﬂ? Sqrvey Studant rasponises to surveys or questionnalres |
gsponses
Studerit work Student generated sentent; writing, plotures, ete. [:
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TX-NDFA

Other student work data -Please specify:

' Transetipt

Btuderit course grades

Studant course data

Student course grades/ performance scores

Other transcript data « Please specify:

| Trarisportation

 Studeiit bugs assignment

| Student plck up-andfor drop off location

| Student bus eard 1D nuimber

Other fransportation data — Please specify:

0 \oon| 0 joop| o

; .Othar

Please list each gddifional data elemeiit used, stored, or

| collscted by your application:

Optional: Weight lifted, reps completed, fun and
Jump times ( welght roaim speoific)

]

None

Ne Student Data collected at this time. Prévider will

| immediately notify LEA if this designation is no longer

applicable.

[

TX-NDPA v1rg
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STANDARD STUDENT DATA PRIVACY AGREEMENT o ,  TXNDPA
EXHIBIT “¢"
DEFINITIONS

De-Identified Data and De-ldentification: Records and infarmation are considéred fo be De-ldentified
when all persenally identifiable information has been retdoved or obscured, such that the remaining
information does not reasonably identify a specific individual, including, but not limited to, any information
that, alone of in combiniation is linkable to a spedific student and provided that the educational agénty,
of other party, has made a reasonable determination that a student’s ldentity is hot personally identifiable,
taking into aceount regsonable available information.

Educational Records: Edlicational Records are recards, files, documents, and other mafetlals directly
related to a student and maintained by the school or local edugation agency, of by a person acting for
such school or Jocal education agency, including but nat lintited 1o, fecdris encompassing all the material
kept in. the student's cumulative folder, such as general identifying data, records of attendance and of
atademic ‘worlc compléted, records of achievement, and resulfs of evaluative tests, health data,
disciplinary status, test protocols and individualized edueation programs.

Metadata: means [nfarmation that provides méaring and cohtext to other datar being callected; including,
but naot limited to: date and fime récords and purposeé of creation Metadata that have been stripped of all
direct and indifect identifiers are not considered Personally Identifiable (nformation.

Operator: means the operafor of an nternet website, onling service, online application, or mobile
application with actual knowledge that the site, service, or spplication is Uséd for K—12 school purposes.
Any entity that operates an interiét website, online service, online application, or mobile application that
has entered into a signed, wiitten agreement with an LEA ta provide a service fo that LEA shall be
considered an “operator” for the purppses of this section,

Originating LEA; An LEA who originally executes the DPA in its entitety with the Provider.

Provider: For purposes of the DPA, the terin “Provider” means provider of digital educational software
or services, including cloud-based services, for the digital storage, mahagement, and rétrieval of Student
Data. Within the DPA the term "Provider” ingludes the term “Third Parly” and the term *Opérator” as used
in applicable state statutes.

Student Generated Content: The term “Student-Generdted Content’ means materials or content
created by a student jn the services intluding, but not fimited to, essays, research reports, poitfolios,
creative wrifing, music ot other audio files, photographs, videos, and actount Information that enables
ongaing ownership of student confent,

School Official: Forthe purposes of this DPA and pursuant to 34 CFR. § 99.31(b), a School Official is a
contractor that: (1) Performs ari institutional service or function for which the agency or institution would
otherwise Use employees; {2) Is under the direct control of the agency er Institulion with respect to the
use and malntenance of Student Data Including Education Records; and (3) Is subject to 34 CFR §
09.33(a) governing the use and re-disclosure of Personally Identifiable Information from Education
Records.

Service Agreement: Refers to the Gontract, Purchase Order or Terms of Servite ér Terms of Use,
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Student Data: Student Data includes any data, whethar gathered by Provider ar provided by LEA or fts
users, students, or students’ parerits/guardians, that Is descripfive of the student includirig, but not imited
to, information i the student’s educational record of email, fitst and (dst hame, birthdate, home or other
physical address, telephone number, emall addrass, or other information gllowing physical or online
confact, discipline records, videos, test results; speclal education data, juvenile depenhdsncy récords,
grades, evaluations, erimingl resords, medical records, health records, social seuirity numbers, biometric
information, d|$abllitxes gocioéconomic-information, individual purchasing behavior or preferences, food
purchases, political affiliations, religious information, text messages. documents, student identifi jers,
saarch activity, pholos, voleg recerdings, gealosation information, parents™ fiames, of any other
informafion or identification number that would provide infarmation about a specific gtudent. Student Data
includes Meta Data. Student Data further includes “Personally Identifiable Information (PI1)," as defthed
in 34 CF.R. § 99,3 and as defingd under any applicable state law. StudentData shall constitute Education
Records for the purposes of this DPA, and for the purposes of federsl, state, and iocal laws and
regulations. Student Data as specified in Exhibit “B” is confitmed to bé collscied or processed by the
Provider pursuart to the Services. Student Data shall not constitute that information that has been
ahonymized or De-ldentified, or anonymous usage data regarding & student's use of Provider's services,

Subprocessor: For the purposes- of this DPA, the ferm "Subprocessor” (sometimes reférred to.as the
*Subtontractol”) rieans a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, ot other sarvice to operate and/or improve its service, and who has acoess to Student
Data.

Subscribing LEA: An LEA that was not party to fhe original Service Agreement and who adeepts the
Provider's Genefal Offer of Privacy Termis.

Targsted Advertising: means presenting an advertisement to a student where the selection of the
advertisement is based on Student Data or Inferred over time from the usage of the operator's Internet
web site, onlinie servige or mobile application by such student or the retention of such student's onling
activities o retuests over time for the purpose of targeting subsequent advertisements. "Targeted
Advertlsing" does notinglude any advertising to a student on an Internat web site based on the content

ofthe web page or in respense to a studert's response. or request for Information or faedback;

Third Party: Theterh “Third Parly” means & provider of digital educational software or services, , Inchuding
cloud-basad servides, for the dlgrtal slorage, management, and retriéval of Education Records andfor
Student Data, as thatterm Is used in some state statutes, However, for the purpose of this DPA, theterm
“Third Party” when Uséd t6 indicate the provider of digital edugational software or services is Teplaced by
the term “Provider."
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STANDARD STUDENT DATA PRIVACY AGREEMENT TXNDPA
EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF DATA

Provider to dispose of data obtained by Provider pursuant to the termsof the Service Agreement between
LEA and Provider. The tarms of the Dispasition dre-set forth below:

1. Extent of Digposition

_‘@_ispaﬁtbn is partlal. The categories of data to be disposed of are setforth below ar are
found in an attachment to this Directive:

[ ]
Dispasition is Complete. Disposition extends fo all categoties of data,

2, Nature of Disposition

. ﬁ Disposition ghall be by destruction or deletion of data.

._[]_iﬁi’spos’iﬂoh shall be-by & transfer of data. The dzita shall be transferred to the following site
as follows:

[ ]

3. Schedule of Disposition
Data shall be disposed of by the following date:

, E |As soon as cammerclally pracficable.

-._D.."By { I

4. Slgnature

Authorized Represeritative of LEA Date

5. Velification of Disposition of Data

Authorized Représentative of Provider Date
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EXHIBIT “E"
GENERAL OFFER OF PRIVAGY TERMS

1. Offer of Terms

Provider offers the sairie pivacy protections found in this DPA between if and [Northside ISD ]
(“Originating LEA™) which Is dated [ +1/30723 I, to any ether LEA ("Subscribing LEA”) who actepts this
General Offer of Privacy Terms (‘General Offer”) through It signature below, This General Offer shall
extend only to privacy protéctions, and Provider's signature shall not necessarily bind Providsr to other
terms, stch as prige, term, or schedule of sarvices, or to any other provision not addressed in this DPA.
The Pravider and the Subscribing LEA may 4150 agree to charige the data provided by Subsciibing LEA
to the Provider to suit the unique nesds of the Subseribing LEA, The Fravider may withdraw the General
Offer in the svent of: (1) a material ehaigé In the applicable privacy statues; (2) a material change in the
services ahd products listed in the originating Service Agreement; or three. (3) years after the date of
Provider's signature to this' Form. Subscribing LEAs should serid the sighed Exhibit “E” to Provider at

the foliowing amall address: tabre @rackeoach.com

INAME OF PROVIDER]
py:Paci-PerforhancoriNG: gm _ Date; 11/30/28
Printed Name; Malt Sellers Title/Position: GEQ

2, Subscribing LEA

A Bubscribing LEA, by gigning a sepatate Seivice Agreemerit with Provider, and by its signature below,
aceepls. the General Offer of Privacy Terms. The Bubscribing LEA and the Provider shall therefare be
bounid by the sdmée teims of this DPA for the tarm of the DPA belween the [ Narihside (80> :
and the Provider. ™PRIOR TO TS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER
NOTIGE OF ACCEPTANGE TO PROVIDER PURSUANT TO ARTICLE VIl SECTION 5. #

Subscribing LEA;

BY - Date:_
Printed Name: S e T/ Positlon;

SCHOOL DISTRIGT NAME:

DESIGNATED REPRESENTATIVE QF LEA;

Name;, N Title:
Address:
Telephiane Numbsgr: Email:
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STANDARD STUDENT DATA PRIVACY AGREEMENT , e TX-NDPA
EXHIBIT “F",
DATA SECURITY REQUIREMENTS
Adequate Cybetsecurity Framaeworks
212412020

The Education Security and Privagy Exchange (‘Edspex’) works in partnership with the Student Data.
Privagy Consorfium arid Industry leaders fo maliitain a list of known and credible cybersecurity
frameworks which ean protect digital learning ecosysteins chdsen based ona set of guiding cybersecurity
puinciples* (“Cybarsecurity Frameworks®) that may be utilized by Provider .

Cybersecurity Framewbrks

MAINTAINING ORGANIZATION/GROUP | FRAMEWORK(S)

D Natlonal Institute of Staridards. and | NIST Cybersecurify Framewark Version 1.1
Technology (NIST) |

National Institute of Slandards  and | NIST S8R 800-53, Cybersecurity Framework

I:[ Technology (NIST) for  Improving  Critical  Infrastructure
Cybersecurity (CSF);, Special Publication
800171

International  Standards  Organization | Information  technelogy —  Seeurity
{1s0) technigues -~ Infortation  security
managemnerit systems (SO 27000 serles)

Centar for Intermet Security (CIS) CIS Critical Security Controls (C8C, CIS Top

[:l Secure Conirols Framework Gounell, LL.C | Security Controls Framewaork {(SCF)
L] 20)

Office of the Under Secretary of Defense | Cybersecurity Maturity Made! Certification
[]|for  Acquisifion and  Sustainment | (CMMG, ~FARIDFAR)
(OUSD(A&S))

Please Visit hitp//www.edspex.ora far further defails about the noted frameworks.
*Cybersecurity Principles used to choose the Cybetsecurity Frameworks are located here
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EXHIBIT *G”

Supplemental SDPC State Terms for Texas
Versign 1.0

This Exhibit “G”, Supplemerital SDPC State Teris for Texas (“Supplemental State Terms”), effective

slmultangously with the s&ftdched Studefit Data Privacy Agreement ("DPA") by and betwesn
[Notthside ISD 1 {the "Local Education Ageney” ot "LEAY) and [Rack Perforiiance, ING | {the
“Provider’), Is incorporated in the sftached DPA and amends the DPA (and all supplemental terms and
eonditions and policles applicable to the DPA) as follows:

1.

Covered Data, All instances of "Student Defa" should be replaced with "LEA Data”. The
protections provided within this DPA extend to all data provided to or collscted by the Provider.

Compliance with Texas Privacy Laws snd Regulatiofis. In performing thelr respective
obligations under the Agreement, the LEA and the Provider shall comply with all Texas laws and
regulations pertalning to LEA data privacy and configentiality, including but not limited to the
Texas Education Code Chapter 32, and Texas Government Code. Ghapter 560,

lodification to Article I, Section 2 of the DPA. Article 1, Section 2 of the DPA {Annual
Notification of Rights.) is amended as follows:

-a-peliey-of-dle

[l sy

sing-Edusation-Resorte and/or-
-slsis_ e{um'g, EE_E‘H_B.E!VE.. ioation Foriteri:

Conslde er as S ficlal. The Parties agree that Provider is a “school gfficial”
under FERFPA and has a legitimate sducational interest iri peisonally identifiable information
from education records received from the LEA pursuarit to the DPA. For purposes of the
Service Agreemant and this DPA, Provider; (1) provides a service or function for which the LEA
would otherwise use employses; (2) is under the direct control of the LEA with respect to the
88 and maintenance of education recotds; and (3) is subject to the raquirements of FERPA
governing the use and redisclosure of personally identlfiable information from the education
records recelved fromthe LEA, :

Modification to Article V, Section 4 of the DPA. Atficle V, Section 4 of the. DPA (Data Breach.)
is amended with the following additions: (8) For purposes of defining an unauthorized disclosure
or security breach, this definition specifically includes meanings sssigned by Texas law, including
applicable provisions in the Texas Education Code and Texas Business and .Commerce Gode,
(7) The LEA may immediately tefminate the Service Agresment if the LEA determiries the
Provider has breactied a material term of this DPA, (8) The Provider's abligations shall survive
termination of this DPA and Bervice Agreament untll all Data has been returbed andlor Securely
Dastroyed, '
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5, Modificatign to Article VIl Section 4 of tha DPA Article VI, Section 4 of the DPA (Annual
Notifioation of Rights.) is amerided as follows:

Entire Agresmerit. This DPA and-the-Servdse-Agreerment constitutes the entjre agreement of
the Paifies relating to the subject matter hereof anid supersedes all prior communications,
representations, or agreements, oral or written, by the Parties relating thereto. Thig DPA may
be amended and the observance of dny provision of this DPA may be walved (either generally
of in any particular instance and elther retroactively or prospechvely) orily with the signad
written consent of both Parfies. Neither fallure nor delay on the part of any Party In_ exercising
any right, power, or priv lege heretinder shall operate as a walver of such right, nor shall any
single of partial exercise of any such right, power, or privilage prechide any furthef exercise
thereof orthe: exermse of any other dght, power, or privilege.

6. Reimbursemsiit of Expenses Associated with Security Breach. In the event of a Security
Breach that is attributable to the Provider; the Frovider shall reimbiirse.dnd indemnify the LEA for
any and all costs and expsnges that the LEA incurs in investigating and remediating the Security
Breach, inciuding but not lifthited to costs and expenses associated with:

a. Providing notification to 'the employees or pafefits of those students whose LEA Data was
compromised and regulstory agencies or other entlties as requirad by law or cortract;

b. Providing eredit monitoring to:those employees of sttidents whose L.EA Data was expesed In
a manngr during ffie Secuiity Breach that a reasonable person would belleve may impact the
employee’s or student’s credit or financlal security:

¢ Legal fees, audit costs, fines, and any ofher fees or damages imposed against the LEA as a
resuylt of the security breach; and

d. Providing any other notifications or fulfiling any other requirements adopted by the Texas
State Board of Education, Texas Education Agancy; or under other State or federal laws.

without un: d DPA including Texas Addendum. Any alterations are only
a!lowed 1r1 Exhiblt “H”. Any terms under Exhibit “H” do not apply to Exhibit “E” and render
Exhibit “E” null and vold.
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EXHIBIT “H*
Additional Terms or Modificationsg

Version

LEA and Provider agree-to the following additional terms and modifications:
Nornie
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